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Abstract: Localization and security are among the most dominant tasks of wireless sensor networks
(WSN). For applications containing sensitive information on the location parameters of the event,
secure localization is mandatory and must not be compromised at any cost. The main task, as if any
node is malicious, is to authenticate nodes that are involved in the localization process. In this paper,
we propose a secure hop-based algorithm that provides a better localization accuracy. In addition, to
maintain the security of the localization process, the digital signature approach is used. Moreover, the
impact of malicious nodes on the proposed scheme has also been observed. The proposed approach
is also contrasted with the basic DV-Hop and improved DV-Hop based on error correction. From the
simulation outcomes, we infer that this secure digital-signature-based localization strategy is quite
robust against any node compromise attacks, thereby boosting its precision. Comparisons between
the proposed algorithm and the state of the art were made on the grounds of different parameters
such as the node quantity, ratio of anchor nodes, and range value towards the localization error.

Keywords: DV-Hop; digital signature; localization; wormhole; wireless

1. Introduction

A WSN is a network where assorted nodes work together and feel the phenomena
around them to achieve a common objective [1,2]. After the phenomenon has been detected,
all sensors forward this information to the base station (BS), where the BS investigates all
the occurrences in the environment and takes appropriate action [3]. A WSN has several
characteristics—such as being self-organized, fault-tolerant, and scalable—but the most
challenging part is the BS’ awareness of the location of the event. That is, if a BS has the
details that a particular operation is taking place, and a sensor transfers these attributes to
the BS and the location of the BS is not known, then the BS cannot take the best possible
action depending on the event [2]. To gather the location of sensor nodes, localization
comes into the picture, through which the coordinates of the sensor node are determined.
Security is another key issue that needs to be addressed—as without security, the true
location of the nodes cannot be known or estimated. When the gathered information is sent
by the sensors to the BS, there is a chance of an unauthorized entity reading and altering
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the data to hamper its integrity [4–6]. WSNs also allow for a variety of attacks, such as
wormhole attacks, black-hole attacks, flooding attacks, and many others. Whenever the
receiver receives the information, it should be compulsory to authenticate the source, and
information should be encrypted to decrease the impact of any malicious activity on it.

A WSN is fabricated from a vast number of sensing nodes and is positioned within
a particular target area or nearby target area [1]. Sensor nodes are a very censorious part
of a WSN. Localization identifies the position of a particular event where it is occurring.
In WSN, there are two types of sensor nodes: one is an anchored node and the other one
is an unknown node [7]. Localization algorithms are classified into different dimensions,
such as range-based (RB) or range-free (RF), and further categorized into centralized or
distributed algorithms [8–10]. Various range-free algorithms have been developed, includ-
ing the centroid, approximate point in triangulation (APIT), distance vector (DV-Hop),
and convex position estimation (CPE) algorithms [9,11,12]. As the range-free methods
are not based on the global positioning system’s (GPS) requirements, as the range-based
methods are, that reduces the overall cost of their deployment. The traditional localization
algorithm used in a WSN is the DV-Hop [12]. The DV-Hop has abundant enhancements
that yield the most precise results, but security is still a major concern with these local-
ization algorithms [13–19]. Regarding the security in the localization process, this is the
security of data that is shared among the sensor nodes for the position estimation using
any type of algorithm. Also, the authentication of the nodes engaged in the localization
process is the primary task, as if any one of the nodes is malicious, the whole system can
be compromised easily.

1.1. Contributions of Paper

This paper proposes a secure hop-based localization algorithm that provides a better
accuracy in terms of the localization error. Further, the digital signature approach is
utilized to maintain the security of the localization process. The significant insights and
contributions of this paper can be listed as follows:

• An enhanced, secure approach based on node authentication using the concept of a
digital signature is proposed, and this provides a defense against most of the possible
attacks based on the node identity.

• An improved DV-Hop approach based on an error correction metric, along with a
hyperbolic and mid-perpendicular technique, which provides better accuracy than
basic and other improved variety of DV-Hop algorithms.

• The effect of malicious nodes on the improved DV-Hop and the proposed secure
approach is analyzed.

• A comparative performance evaluation of the proposed algorithm on the parameters
of node quantity, anchor node ratio, and range value towards the localization error is
carried out with state-of-art literature.

1.2. Organization of Paper

The rest of the paper is categorized into various sections as defined. Section 2 addresses
the work that has already been done in the field of secure localization. Section 3 covers
the model for numerous possible attacks on the localization system. Section 4 covers
the proposed secure approach based on a digital signature along with the improved DV-
Hop algorithm, on which the proposed secure approach is applied. The simulation and
implementation are covered in Section 5 and a security analysis is discussed in Section 6.
Results are discussed in Section 7, and the conclusion of this paper is finally expressed in
Section 8.

2. Related Work

The existing work carried out in the area of secure localization is described in this sec-
tion, along with the major outcomes. Security in localization involves different approaches
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that are created to enhance its security and decrease the impact of various attacks on the
process of localization.

Loukas Lazos et al. [20] have proposed SeRLoc (secure range-independent localization)
in a WSN, which is a range-free approach and uses antennas. Four steps are there to
determine unknown node coordinates. This approach provides security by encrypting the
messages during transmission with symmetric pairwise keys and using a hash function
for authentication and to prevent various attacks. This approach yields the best accuracy,
but because of the cost of using antennas, the network is more expensive. By contrast,
in our proposed approach we have used digital signatures instead of hash functions to
authenticate the anchor nodes, and antennas are not required for the position computation,
which reduces the cost of the network and yields the best results. Our proposed approach
never allows any unauthenticated anchor to enter the localization process, and it also does
not allow dangerous attacks such as wormholes, black holes, replay attacks, etc. To address
the security issue in the localization process, the authors added another approach called
robust position estimation (ROPE) [21]. This method determines the location without any
centralized computation. It is based on location verification for checking the claims made
by the sensor nodes before taking data from them. Our proposed approach mitigates almost
all possible attacks that are not taken care of by the ROPE, and hence it is more scalable.

Loukas Lazos et al. also proposed HiRLoc (high-resolution range-independent local-
ization), a new approach for secure localization in WSN [22]. As in SeRLoc, an unknown
node finds out its position in the region of intersection (ROI) from every sector. HiRLoc
reduces the ROI by changing the orientation of the antenna and changing the transmission
range of the power control. This approach uses encryption during the transmission of
the detail by anchor nodes and yields the best accuracy. As this approach uses antennas,
the cost of the network is high. Our proposed approach is superior, because it does not
demand antennas, which means the cost is lower compared to existing approaches, and the
use of keys with digital signatures provides stronger security compared to HiRLoc. This is
because malicious anchor nodes are detected in the initial step of the localization process
and do not impact the localization process further.

Avinash Srinivasan et al. [23] suggested a distributed-reputation-based beacon trust
system (DRBTS) for localization in a WSN. This approach uses a reputation for prohibiting
the anchor node. Here, each anchor maintains the neighbor routing table (NRT). Each
anchor checks the first-hop neighbor for any kind of misbehavior by an anchor and then
updates the same on the NRT. Each anchor directs the neighboring nodes to update their
NRT and enables the anchor nodes to know whether to use the details of the anchor or not.
The disadvantage of this type of localization is that, initially, no one trusts each other. In
this way, the sensor uses the details of the malicious anchor for localization and this scheme
adds a lower overhead. In our proposed approach, there is no concept of trust and the
sensor nodes do not demand any details about malicious anchors. Here in our proposed
approach, the use of digital signatures in an initial step does not permit any malicious
node to be part of the localization process. Honglong Chen et al. [24] proposed a secure
localization approach that is known as temporal-spatial-consistent-based detection (TSCD).
In this approach, a WSN becomes secure with secure features. TSCD works by using these
four properties to determine malicious anchor nodes. During the localization process of
TSCD, these strategies need to be used on the basis of the number of attacked anchor
nodes that have been identified by this scheme. After removing the attacked locators, this
approach uses the maximum likelihood estimation (MLE) method for the localization of
sensors. As our proposed approach does not demand any security properties initially, it is
a better solution than the TSCD approach. Furthermore, checking the number of malicious
nodes is not required in our approach, which results in a reduction of the overall overhead
and an increased efficiency.

The latest research that has been done in this regard is also described here. To check
the integrity and confidentiality of the nodes, a cryptographic approach was defined [25].
In this approach, the authors used the hash-based message authentication code (HMAC)
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along with an elliptic curve; the position computation is then done using trilateration. This
approach does not address the impact of malicious nodes in the localization process. But
our proposed solution looks after that issue as well and uses a hyperbolic function instead
of trilateration while providing more precise results; hence, it is more effective.

X. W. Wang et al. [26] proposed an approach to security from wormhole attacks in a
WSN. It consists of three steps: anchor node labelling, sensor node labelling, and secure
localization using DV-Hop. They used some properties for labelling the anchor node. This
approach works perfectly when the range of the nodes is equal and there is no packet
loss. Unlike to this research, our proposed approach not only prevents attacks but also
contributes to the encryption that secures data from scanning or modification by any
unauthenticated person. With the prevention of this attack, our proposed approach also
works on the correction of distance, which makes the algorithm more resilient. Another
strategy based on securing the DV-Hop is provided by H. Wang et al., which analyses the
weight factor of the beacon nodes and the effect of the nodes capture attack [27]. But in our
proposed approach, the effect of various attacks is addressed and their countermeasures
are also taken care of. The impact of the radio model and the faulty nodes is done by the
author on the basic DV-Hop, correction-based DV-Hop (CDV-Hop), and improved DV-Hop
(IDV-Hop) [28]. It addresses the issue that results and must be investigated in realistic
scenarios. But it does not provide an alternative to mitigate the effect of faulty nodes.
However, our proposed approach provides a node-authentication-based concept that can
furthermore be implemented on any localization algorithm and thus reduces the impact
of any types of attacks that can be executed on localization algorithms. The author also
presents a mutual-authentication-based approach for security in localization that is also
presented by the author, in which two major issues are addressed: the random deployment
and mobility of nodes [29]. It uses certificate values that are provided by the BS to each
one of the nodes involved in the localization process. Similarly, another approach based
on vector refinement and outlier elimination is given by the author that improves the
localization process further [30].

Xiaole Liu et al. [31] proposed a secure localization approach in a WSN based on the
basic localization algorithm DV-Hop. In this scheme, there is an assumption that all the
anchor nodes communicate to the BS in a confidential manner and with an authentication
scheme based on intrusion detection and random keys. This approach works with DV-Hop
and finds the location with the weighted least squares (WLS) method. This approach
combats the attacks on DV-Hop schemes by reducing the effect of attacks on localization.
During broadcasting, it contains a detailed demand, which is to be passed through the
authentication process. By contrast, our proposed approach also works with the DV-Hop
algorithm due to its simplicity. Our proposed approach secures the network initially,
because the BS generates the keys and assigns the keys to the nodes during the deployment
only. All the sensor nodes maintain the table for keys and are going to receive the message
from only authenticated anchor nodes with the use of digital signatures. Our algorithm is
better because there is no need for any intrusion detection schemes, but it still prevents the
network from the attacks.

Trust-based localization was given by the author [32]. In this approach, they imple-
mented the secure algorithm in an underwater WSN. It comprises five main steps: first
of all, trust evaluations are done for anchor nodes. Afterwards, a trust calculation for
the reference nodes is followed by their selection. In the end, secondary localization is
executed for the unknown nodes. This work does not address the issue when multiple
attacks are executed on the algorithm, and most of the position values are taken with the
help of GPS for an underwater WSN. However, in our proposed algorithm there is no
need for GPS for position estimation, and it tries to mitigate the effect of all possible kinds
of attacks. This makes the algorithm more robust and less costly due to the absence of
hardware constraints.

As in our proposed algorithm, the basic DV-Hop localization approach is modified by
adding an error correction factor and then using the mid-perpendicular and hyperbolic
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techniques. Thus, some research work oriented towards DV-Hop localization is also
described below.

Zhang et al. [33] proposed a DV-Hop based on a weighted centroid approach. This
approach improves the second step by using the average of the anchor’s average-hop
size of those that are selected in the initial step. This approach also uses the weight
factor—whereas although our proposed approach also finds the average of all anchor
nodes’ average hop size, it furthermore considers the correction on the distance that further
improves the accuracy of the location and does not demand a weight factor. With the use
of a correction for the distance and average network hop distance, it yields the best results.
The letter by C. Fu et al. [34] improved the conventional DV-Hop and proposed the Fu DV-
Hop, which changes the second and third steps of the conventional DV-Hop. This approach
improves the result by correcting the distance, finding the weight for anchor nodes, and,
in the third step, validating the coordinates. By contrast, our proposed approach also
uses the conventional DV-Hop and works by correcting the distance, because the error
in the location occurs only due to the error in the distance. Our approach is better, as it
does not demand the weight of every anchor node, thus having a lower overhead. Xiaoxu
Ma et al. [35] proposed the approach that works with the secondary correction error and
uses the orthogonal polynomial fitting algorithm. The approach corrects the distance error
with a polynomial fitting algorithm and, in the last step of coordinate calculation, it uses the
weight matrix. This approach yields the best result. However, our proposed approach does
not demand any additional requirements or weight matrix; it uses the average network
distance. Because of that, our approach corrects the distance error further and yields the
best result as compared to the given approach.

In the same vein, the author of the current paper completed work in the form of a
survey paper, in which he investigates the possibilities of distributed range-free localization
algorithms as well as the proficiency of various secure localization methods that are already
available [36]. One framework developed by the same author demonstrated the impact of
attacks on the localization scheme and also implemented the optimization strategy for the
precise result computation [37].

Some work in order to cater to the issues associated with localization in terms of
unreliable measurements and intranode conflict has been addressed by the authors. In [38],
the authors considered a device-less localization for monitoring multiple bodies in a region
of interest. They utilized data pertaining to electromagnetic radiation and some inference
techniques. They pointed out that some disturbances in measurements are observed on
account of the RSS deviation due to the signal usage. Similarly, some recent work to take
care of the issues pertaining to the node count and hop count has been addressed by the
authors [39], where they provided an approach based on a virtual partitioning, along with
its integration with the distance error concept to reduce the overall error. This scheme also
proved beneficial apart from the other similar approaches.

Localization approaches also need to consider other major aspects. First, they must
consider the higher accuracy in the presence of adverse conditions (e.g., multipath propaga-
tion, presence of outliers, etc.). Second, there are important drawbacks that need to be taken
into account when designing localization algorithms for WSNs. In this direction, some
work has been done by the authors. In [40], the authors have worked on the issue of the
maximum likelihood (ML) under the impact of multiple antennas in multipath propagation.
They formulated a less complex approach to the analysis with the intent to increase the
ML. One other work on detecting the abnormalities arising due to the outliers present
in the network on account of RSS deviation has been executed [41]. That approach was
able to reduce the error to some extent even in the presence of outliers. Chuku et al. [42]
later on provided an approach for the outlier identification using density-based clustering.
In [43], the authors provided an approach for reducing the error based on the RSS and
TOA. They noticed that the ML was not able to provide the solution in the presence of
obstacles, so they used two-step approaches based on a calibration computation followed
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by an RSS/TOA estimation. This approach reduced the complexity and cost to a minimal
level. The comparative analysis of the prominent literature is presented in Table 1.

Table 1. Comparative analysis of secure localization methods.

Work
Reference

Type
(RB/ RF) Security Technique Used Attacks Considered Challenges

[20] RF Symmetric key and hash function Wormhole, sybil, and
compromised nodes Antenna cost is high

[21] RF Cryptographic primitives &
distance bounding

Wormhole, sybil, and
selective Jamming Antenna cost is high

[22] RF Cryptographic primitives Wormhole, sybil, and
compromised nodes Antenna cost is high

[23] RF Reputation value of node based on
quorum voting Malicious beacon node behavior Overhead of storing the

nodes information in tables

[24] RB Maximum likelihood estimation
and locators Spoofing Limited locators are used

[25] RF HMAC and elliptic curve No attacks are considered Attacker model is
not defined

[26] RF Credibility of node Wormhole Mobility is not considered

[27] RF Password-based symmetric
encryption Node capture and masquerade Mobility is not considered

[28] RF Irregular radio approach Faulty nodes Accuracy is not good

[29] RF Mutual authentication All major TCP
/IP layer based attacks

Base station is considered
as the trusted one

[30] RF Outlier elimination Malicious beacon node behavior Complexity is high

[32] RB Trust calculation All major TCP
/IP layer based attacks

GPS requirement and
limited malicious nodes

are deployed

Judging from the above literature review, it is clear that there is a demand for new se-
cure approaches that are better and more efficient than the present ones. They should have a
lower overhead and greater resilience to attacks. Moreover, there is a need for amendments
that are required by the basic DV-Hop localization approach for a greater accuracy.

3. Attack Model

We cannot underestimate the presence of attackers in the network, and thus there is a
need to understand the functionality of various attacks on the system that can be possible
in order to design secure methods to mitigate their effects on the localization process.
Different types of attacks can be executed on any localization system, which is presented
below along with their modes of operation. Some of the prominent attacks that are possible
on the localization process are described here.

Wormhole attack: In a wormhole attack, the attacker sniffs the data packet from one
location on the network and transfers it to another location where the attacker is present
through a fake link [44]. Afterwards, it broadcasts the packets to the entire network. This
process affects the localization and routing. Figure 1 demonstrates a wormhole attack
instance. In the figure, one anchor node is placed in the network along with sensor nodes.
Yet two attacker nodes are also there, thus creating the wormhole link between the two
attacker nodes C1 and C2. In this network node, S1 and S7 are considering each other as
neighboring nodes due to the wormhole attack. Furthermore, S6 is going to consider its
hop count as three up to the B11 anchor node via S6 to S7, then S7 to S1 and S1 to B11. In
this way, the attackers C1 and C2 are not visible. However, the correct hop count is five, as
S6–S5–S4–S3–S2–B11 is the actual path. The DV-Hop algorithm considers the hop count
value for the distance estimation, so if the hop count were not correct, then the overall
localization process would not give the correct result in the presence of such an attack.
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Blackhole attack: This is one of the WSN’s simple routing attacks. In this attack, the
malicious node set up by the attacker in the network receives all the messages and does
not forward those messages in a network any further, exactly similar to a black hole [45].
As the malicious node refuses to forward the message in the network, it thus affects the
overall traffic that is passing through it. The throughput of the nodes neighboring the
malicious node is decreased. If the position of the attacker is very close to the BS, then all
the traffic going to the BS needs to pass through the attacker. In this situation, the black
hole attack breaks the overall communication of the WSN through the BS and stops the
WSN from performing its specific work. On the other hand, if the attacker’s position is on
the edge of the WSN, then the loss is limited, as at the edge few sensors communicate with
the other sensors.

Replay attack: The replay attack is easy to deploy, so most of the time this attack
is performed by the attacker, particularly when the attacker does not have enough capa-
bility and the attacker cannot compromise more than one sensor node in a network [46].
The attacker jams the communication between A and B in the replay attack, as shown
in Figure 2, and then sends the same message or replays the message to the receiver (B)
while pretending to be the sender (A). The replay attack is shown in Figure 1, where A is
the sender and B is the receiver and, in between A and B, there is an attacker represented
by M.

Flooding attack: In this attack, the attacker continuously sends connection buildup
requests to the particular target or victim node [46]. When the target node accepts the
request, all the resources held by the target node are allocated to the attacker. The result of
this attack is that the memory and energy resources of the target node become a deluge.

Sybil attack: In this attack, the compromised node holds more than one identity
in the network [46]. In the localization, a localizing node gets more than one location
reference from a specific node, which results in an incorrect location estimate. Hence, one
malicious node is enough for this attack, and there is no need for nodes to collude. In this
attack, a malicious node can send the message with different IDs and thus affect the whole
localization process.

Selective forwarding: The compromised node functions as a black hole in this attack
and either does not further send important messages or drops those messages [46]. It is not
easy to detect, as the attacker drops only selected messages instead of every message. There
can be some other reasons for packet dropping, such as unreliable wireless communication,
or there can be the possibility of a sensor node being in sleep mode for reasons concerning
energy efficiency.
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Alteration attack: This attack is carried out on the data in the center of the unknown
node and anchor node [46]. In the message, the attacker may alter the coordinates or hop
count between the nodes, and may even alter the time. Due to this, the overall localization
process is compromised.
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4. Proposed Scheme

In this part of the paper, two schemes are defined: one is the proposed secure approach
based on the authentication of nodes using digital signatures; the other is the improved
DV-Hop approach based on a distance error correction factor using the hyperbolic func-
tion [47,48]. Most importantly, the localization involves two kinds of nodes. One is the
anchor nodes that know their position and the other are unknowning nodes that can find
their position with the help of anchor nodes. Malicious nodes are also there, which are
unauthenticated anchor nodes. So, to find out the position of the unknown sensors, there
is a need to transfer messages from anchor nodes to unknowing nodes, and these messages
should have the authenticated source. The unknowing node should receive the data only
from authentic anchor nodes rather than from malicious nodes. Therefore, to provide
authenticity during the transfer of the messages, the BS and a digital signature are used.
The whole process is divided into various phases: from key generation, key allocation,
signature creation and verification, and then, at last, the position computation using the
improved DV-Hop localization. The working of the signature generation and verification
phase is represented in Figure 2 [49]. Here, the variables S1 and S2 are the signature
generation values for the message sent by the sender while B1 and B2 are the verification
values that match at the receiving end.

4.1. Network Model and Assumptions

We deploy the sensor node in the 2D area randomly in a particular area with the
following Equation (1) [50].
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In the above Equation (1), w is the normal-distribution-based random variable, σ is
the standard deviation, σ2 is the variance, and µ µ is the mean.

|N | = |A| ∪ |U | (2)

In the Equation (2), we have a total of N nodes in the network, which are divided into
two categories: A represents the size of the anchor nodes and U represents the size of the
unknowing nodes. The issue here is to determine the U position through the A place in the
network using some localization approach, and, moreover, there may be some malicious
nodes be present in the same network that can impersonate U.

Assumptions

Anchor nodes are the nodes that knows their positions. Anchor nodes help the other
unknowing nodes to determine their positions. Malicious nodes are also there, which
are not authenticated. So, to find out the position of unknowing sensors there is a need
to transfer the messages, and these messages should be authenticated. This means that
the unknowing node will receive the data only from authentic anchor nodes rather than
from malicious nodes. In this paper, the BS and a digital signature are used to provide
authenticity during the transfer of messages. Some assumptions are taken into account in
our proposed approach, as mentioned below:

(i) The base station generates a public and private key for all nodes, and it is assumed
that it is a trusted entity in the network.

(ii) Initially, the BS will generate a public key (puni) and private key (prni) for each of the
anchor and unknowing nodes in the network.

(iii) No external factors affect the process of localization.

The source of a malicious node can be an attack that is deployed on the localiza-
tion process.

4.2. The Initialization Phase

Initially, the BS is generating a public key (puni) and private key (prni) for each of the
nodes in this phase of the proposed scheme. Here, first of all, it generates a random integer
with the pseudo-random function that acts as a private key for ni, where ni describes all
of the nodes in the network. Equations (3) and (4) are used to represent the public and
private key:

Private Key = prni (3)

This formula is used to calculate the public key:

Public Key (puni) = α pr
ni mod q (4)

where q is the prime number and α is q’s primitive root.
Now, the private key for node ni is prni and the public key is [q, α, puni].
In this way, the BS generates public and private keys for ni and stores the keys in its

database. The BS assigns the private keys to ni at the deployment time. Now, whenever
any node transfers information, the sending node generates the signature, as shown
in Section 4.3, to provide the authenticity of data, and the receiving node ensures the
authenticity by verifying the signature.

The sending node sends the message hash value (m) that contains data such as id,
(Xa, Ya), and h_cont; m is the integer in the range of 0 ≤ m ≤ q−1, id is the unique identifier
given to each node, (Xa, Ya) is the anchor node’s position coordinate, and h_cont is the hop
between the anchor node and other network nodes.
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4.3. Generate Signatures (S1,S2) Phase

Here, in this phase a random integer h is chosen with the pseudo-random function,
such that 1 ≤ h ≤ q − 1 and gcd (h, q − 1) = 1 [35,36] (h is relatively prime for q − 1):

Then, calculate s1 = αh mod q (5)

Again, calculate w = h−1 mod (q − 1) (6)

Now, calculate s2 = (m − prni * si) * w (7)

Now the receiving node ensures the authenticity with signatures: first of all, it re-
ceives the data, a node checks the sender ID within the data, and then the receiving node
determines the sending node’s public key through the table. The receiving node now
executes the signature verification through the public key and the data (q, α, puni) of the
sending node.

4.4. Signature Verification Phase

In this phase, two verification variables are generated using Equations (8) and (9) [49,51]:

Calculate B1 = αm mod q (8)

Again, calculate B2 = (puni)
s1* (s1) s

2 mod q (9)

Now, if B1 = B2 then the signatures are valid, and this means the data are coming
from an authenticated node. In this way, signature generation and verification are done
for all the nodes that are involved in the location estimation, and this thus eliminates the
possibility of any malicious node being part of the system, because its signature cannot be
verified. Now the main task would be the location estimation through the authenticated
anchor nodes that have passed the secure verification process mentioned above.

4.5. Empirical Analysis of Signature Generation and Verification

In this case, we choose the primitive root (α) equal to 10, a prime number (q) taken
as 19, and the private key (prni) is taken as 16. Then, using Equation (4), the public key
(puni) is calculated as α pr

ni mod q (α16mod 19), and the resultant is 4. Hence the private
key is 16 and the public key set contains {q, α, puni}, which is represented as {19, 10, 4}.
Now suppose the sender wants to sign the message (m) as having the hash value equal
to 14, computed using any hash generator available online. Now the signatures (S1, S2)
are generated using the pseudorandom function (h) taken as 5, which is relatively prime
to q − 1 and is determined to be 18. Now, by using the Equations (5)–(7) the signatures
are calculated. Here, S1 is computed as 105mod 19, which turns out to be 3, and then w
is calculated as 5−1mod 18, which is equal to 11. Now, S2 is calculated, which turns out
4. So, at the end of the signature generation phase, the final pair of signature values is 3
and 4. This signature pair is sent by the sensor node during data transmission, and they
need to be verified by the node that is to receive the information. Now, the signature
verification phase is started, and two verification variables (B1, B2) are calculated using
Equations (8) and (9). First of all, B1 is calculated as 1014mod 19, which turns out to be 16,
and then B2 is calculated as (43)

(
34) mod 19, with the resultant value 16. Here, B1 and B2

are equal, so the signatures are verified and the information is accepted. If there is any
malicious node somehow able to get the signatures, it will not able to be the part of the
system, because during the verification process the signatures will not be verified, as the
private keys are only allocated to the nodes by the BS at the beginning; thus, the malicious
node is not going to get the same value. This makes the system secure even when malicious
nodes are present in the network.
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4.6. Proposed Localization Technique Using Improved DV-Hop Based on Error Correction

Now, the unknowing node coordinates are computed through the proposed algorithm—
named hyperbolic and mid-perpendicular with centroid (HAMPC)—by incorporating an error
correction factor [34] instead of the trilateration technique used in other DV-Hop localization
methods. Similar to other DV-Hop methods, the proposed approach also has the three basic
steps—i.e., a hop count calculation, followed by an average hop size determination, and
then at last a distance estimation technique. We modified the steps of the basic DV-Hop
localization algorithm in the proposed approach. In addition to these common steps, a
mid-perpendicular along with centroid approach is used when the anchor node is an
immediate neighbor of the unknowing node, otherwise a hyperbolic approach is to be
used. This will enhance the accuracy and reduce the computation time of the localization
process. Now, the steps are explained in a detailed manner along with their working.

4.6.1. Find Hop Count among the Nodes

Anchor nodes are now broadcasting the information throughout the network to
discover the minimum hop count among the network nodes:

Ka→*: ID(A), P(A), Hi(A) (10)

Here ID(A), is the ID of the anchor node, P(A) represents the coordinates of the anchor
node, and Hi(A) is the hop count, which is initially set at 0 [52]. Whenever any node
receives the packet, the node updates the hop count by one and further broadcasts it. If
the same packet is received via a different path, the node verifies the hop count initially.
If the value of the hop count is lower compared to a previously received packet, then the
node receives the packet and update the hop count. In addition, if the hop count of a newly
received packet is greater, then the node discards that packet. The node thus maintains
minimum hop count value.

4.6.2. Find Updated Hop Size and Node Distance

Some modifications were made to the basic DV-Hop algorithm during this phase.
After calculating the hop size value, the average hop value calculated with Equation (11) is
calculated again as shown in Equation (12), where the coordinate points of an anchor and
unknowing nodes are (Xa, Ya) and (Xj, Yj), respectively; h_cont represents the number of
hop between the anchor nodes; and T signifies total anchor nodes.

AHDa =
∑
√(

Xa − Xj
)2

+
(
Ya −Yj

)2

∑ h_cont
(11)

ANH_D =
∑T

a=1 AHDa

T
(12)

The further distance error (D_Ea) is calculated using Equation (13) [34]:

D_Ea = (ANH_D× h_cont)−
√(

Xa − Xj
)2

+
(
Ya −Yj

)2 (13)

The average error of each anchor is found using Equation (14):

AVg_E_Anchra =
∑T

a=1 D_Ea

T
(14)

Last, the updated distance is calculated by Equation (15) below [34]:

Distu,a = Dist_Ea − AVg_E_Anchra (15)
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Hence, after receiving the packet the unknowing node checks the hop count table
to know whether or not there are three anchor nodes available; it also checks whether or
not those nodes that are available are in the immediate neighborhood of the unknowing
node using the hop count value, which is always one in the case the nodes are neighbors.
If three anchor nodes are accessible, the unknowing node will assess the position using
the mid-perpendicular strategy with centroid as defined in Section 4.6.4; otherwise the
hyperbolic approach is used, as defined in Section 4.6.3. There is thus no need to execute
multiple calculations with the addition of the mid-perpendicular with centroid approach
when the unknowing node is not an immediate neighbor of the anchor node using the
hyperbolic method. So, this improves the overall efficiency of the algorithm by reducing
some steps by checking the condition beforehand. Moreover, the computational cost and
complexity of the mid-perpendicular and centroid approach are lower compared to the
hyperbolic technique, due to a simple and minimum number of steps that need to be
performed in the former. So, in the proposed algorithm, this feature of adding the check on
an immediate neighbor ultimately improves the overall accuracy.

4.6.3. Position Value Estimation using a 2D Hyperbolic Approach

In our proposed algorithm, the hyperbolic approach is used instead of the multilatera-
tion method as used by DV-Hop. This step improves the accuracy of the algorithm further,
and less computation is required compared to normal methods used in many variants of
the DV-Hop algorithm. Here, (Xu, Yu) are the coordinate values of an unknowing node,
(Xa, Ya) are the coordinates of the anchor, and T is the complete quantity of the anchor node.
Distu, represents the distance between the anchor and unknowing node. If we expand
Equation (16), then it is further defined as Equations (17)–(24), as described below [53]:

Distu,a =

√
(Xa − Xu)

2 − (Ya −Yu)
2 (16)

X2
a + Y2

a − 2XaXu − 2YaY + X2
u + Y2

a = Dist2
u,a (17)

Dist2
u,a − ei = −2XaXu − 2YaYu + k (18)

where ea = X2
a + Y2

a (19)

k = X2
u + Y2

u (20)

Mc = [Xu, Yu, k]t (21)

gc =


−2X1 − 2Y1 1
−2X2 − 2Y2 1

:
:

−2Xa − 2Ya 1

 (22)

hc =


D2

1 − e1
D2

2 − e2
:
:

D2
a − ea

 (23)

gc Mc = hc Mc =
(

gc
tgc
)−1gc

thc (24)

Here, Mc includes the unknowing node’s coordinates.
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4.6.4. Position Value Estimation using the Mid-Perpendicular with the Centroid Approach

This step is executed when the anchor nodes are immediate neighbors of the unknow-
ing node as mentioned before. Further, it contains three scenarios based on an obtuse
triangle, right triangle, and acute triangle. Using this method, the unknowing node’s
coordinates will be the mid-perpendicular intersection point of three lines (Line1, Line2,
and Line3) [44]. Here (X1, Y1), (X2, Y2), and (X3, Y3) are the three anchor node coordinates,
and (Xm, Ym) is the unknowing node’s coordinates used in Equations (25)–(30). Now the
positions are calculated by considering the various possibilities described below.

Coordinate Calculation Using an Acute Triangle

Here, first of all, we are investigating the overlapping region point as in Figure 3.
Line1 is the mid-perpendicular of the right angle to the line between A2 and A3. In the
same fashion, Line 2 and Line 3 are the mid-perpendiculars of the line between A1 and
A3 and line between A1 and A2, respectively. All these lines pass through the center of
the overlapping regions. The center of the intersection is defined as Nmid, which uses the
mid-perpendicular approach to represent the unknowing node’s estimated position, and
Nx is the normal node represented in Figure 3.
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Now, for the acute triangle, the Nmid (Xm, Ym) is determined by the following Equa-
tions (25) and (26) [54]:

Xm =

(
X2

1 − X2
2
)
(Y3 −Y1) +

(
X2

1 − X2
3
)
(Y1 −Y2) + (Y1 −Y2)(Y2 −Y3)(Y−Y1)

2[Y1(X2 − X3) + Y2(X3 − X1) + Y3(X1 − X2)]
(25)

Ym =

(
Y2

1 −Y2
2
)
(X3 − X1) +

(
Y2

1 −Y2
3
)
(X1 − X2) + (X1 − X2)(X2 − X3)(X3 − X1)

2[X1(Y2 −Y3) + X2(Y3 −Y1) + X3(Y1 −Y2)]
(26)

Coordinate Calculation Using a Right Triangle and an Obtuse Triangle

The midpoint of the longest side of the right triangle would be Nmid (Xm, Ym) for the
right angle triangle [55]. As if the longest side consisted of joining A1 and A2, then (X1,
Y1) and (X2, Y2) are the coordinates of A1 and A2. The Nmid (Xm, Ym) for the right triangle
would now be determined by the following Equations (27) and (28) and as represented in
Figure 4.
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Similarly, the midpoint (Nmid) of the longest side (A1 to A2) of the triangle would again
be the unknowing node’s coordinates, as represented in Figure 5 [55] for an obtuse triangle.
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Xm =
X1 + X2

2
(27)

Ym =
Y1 + Y2

2
(28)

After finding the mid-perpendicular, one can calculate the centroid using the following
Equation (29):

Xc =
X1 + X2 + X3

3
, Yc =

Y1 + Y2 + Y3

3
(29)

Now the average of (Xm, Ym) and (Xc, Yc) can be found using Equation (30):

Xu =
Xm + Xc

2
, Yu =

Ym + Yc

2
(30)

Here, (Xu, Yu) are the unknown coordinates calculated using the centroid approach
applied over the calculated mid-perpendicular coordinates.

This method decreases the general computation time and complexity, as fewer steps
are performed in the proposed approach by introducing a hyperbolic and centroid approach
rather than the multilateration approach used in the basic hop-based algorithms.
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5. Security Analysis

Various attacks can be carried out in a WSN, such as a wormhole attack, black hole
attack, and flooding attack. So, when a receiver receives the data, the authentication of the
data should be there and the data should be in an encrypted form. The various attacks that
are common and affect the localization in WSNs are listed below, along with the defense
through the proposed scheme in Table 2.

Table 2. Attacks and their defense by the proposed scheme.

Attack Type The Behavior of the Attack Defense Against the Attack Using the Proposed Scheme

Jamming attack
The attacker sends the jamming

signal with the same frequency of
the current signal in progress.

The signal frequency is changing as the range is changing
with a random deployment.

Tampering attack

Tampering with the anchor nodes to
have the wrong position

computation for the
unknowing node

Digital signatures are used to authenticate the beacon node.

Exhausting attack
Unnecessary messages are sent in

the network only to consume
the bandwidth.

Only the message from authenticated nodes is taken, all
others are discarded, and with every message the hop count

value is verified.

Collision attack
The same message is sent many

times in the network by the
sensor node.

There is no possibility, as all messages are controlled
through the BS and even the hop count value is verified for
each message processed and thus retains the minimum hop

count messages.

Insider
attack

Involvement of the malicious node
inside the network.

No chance of any malicious node entering the system, as
authentication is added and key pairs are shared during the
deployment of the nodes by the BS. The only possibility is

that the BS is compromised.

Selective forwarding
Only selected messages are

forwarded and thus some necessary
messages are not taken into account.

Here hop-by-hop data is propagated, so there is little
possibility of this attack.

Sybil
attack

Multiple identities of the same
nodes are formed.

Each node has the unique private key which is
authenticated during the signature verification stage.

Blackhole attack

A fake promising node is
established that absorbs all the

information and drops the same
later on.

The malicious node cannot be part of the system due to the
deployment of keys in the beginning only, and all are

authenticated by signature generation and verification.

Wormhole attack
The faster fake route is propagated
in the network and other nodes are

convinced to use the same.

Fake nodes cannot be part of the system, which thus
eliminates the possibility of this attack.

Flooding attack False connections are established.
Connections are established based on key verification, and
also each node is broadcasting the information within the

specified range.

The proposed scheme primarily uses the concept of a digital signature for adding the
security feature into the localization approach beforehand, so that the malicious nodes
are not able to superimpose their operations onto the localization phases involved. Thus,
it enhances the accuracy of the localization approach as precise values of localization
error and average localization error are being formulated, because malicious nodes are
prevented from participating during the position determination phase. Furthermore, the
security approach used in this work is quite effective in dealing with the various attacks as
mentioned in the Table 2 above. This is because the onus lies with the BS that distributes
the keys to the nodes involved in the localization process, and, moreover, there are two
signatures generated (S1 & S2) while the message (location information) is transmitted
between the sender and the receiver; in addition, the verification is done through the two
verification entities (B1 & B2) that are computed and compared at the receiver’s end. Thus,
even if some tampering is done by the intruder with the message and the signature during
the communication, then the same is taken into account, as the verification entities is not
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equal and thus the information is discarded. Although the approach is not a new one,
its applicability in the current localization approach is quite effective against the various
attacks mentioned.

In addition, care must be taken that while implementing the digital signature approach
as used in this paper, the values of the prime number and random number taken must be
large enough to handle some of the latest attacks such as Bleichenbacher’s and the one
that is based on solving the discrete logarithm problem, as used in the digital signature
approach. The main reason for the execution of these attacks is due to the wrong choice of
the prime and primitive roots during the signature generation. However, by using the very
large value of prime numbers it is not possible to do the cryptanalysis without involving
high computation machines in the present times.

6. Simulation and Implementation

In this section, the proposed approach is first simulated, then the proposed algorithm
is implemented and evaluated in the presence and absence of malicious nodes. As per
the parameters mentioned in Table 3, the execution of the proposed secure localization
algorithm is done. The new algorithm is also contrasted with algorithms such as the
basic DV-Hop and the proposed improved DV-Hop in MATLAB 2015 by varying the node
number, anchor number, and range. There is also an analysis of the effect of the malicious
node ratio.

Table 3. Simulation parameters.

Area 100 m Square Area

Total node number 100–500

Anchor node number 5%–30%

Unknown node number 70%–95%

Malicious node number 10%–30%

A range of anchor node in a circular form 20–40 m

Deployment Random deployment

In the 100 m× 100 m area, nodes are placed randomly in the 2D region. As represented
in Figure 6, 100 nodes are deployed in the same region, including 20 nodes represented
by red stars as anchor nodes and the remaining 80 are unknowing black dot nodes. A set
range of 30 m is allocated to each node. Simulations are made for 50 occasions to obtain
the accurate error value during the computation stage of the different algorithms, owing to
a node position shift due to a random node deployment as shown in Table 3. The random
deployment is chosen here instead of a uniform distribution of nodes as it gives more real
insights, as in practice the nodes are distributed in a random fashion owing to the area
based on a particular scenario. Although the deviation will be observed in the factor for
analysis but it clearly embarks the efficiency of the proposed scheme.

Factors for Analysis

As we have discussed, for the various parameters that need to be analyzed for various
algorithms above, their impact on the localization scheme is calculated using the factors.
One of the factors is the localization error (LE), and its significance can be deduced by using
the Equation (31) for each unknown node, where (Xu

i , Yu
i ) are the computed coordinates

and (Xac
i , Yac

i ) are the actual unknowing nodes coordinates:

Errori =

√(
xu

i − xac
i
)2 −

(
yu

i − yac
i
)2 (31)
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Similarly, the average localization error (ALE) is another factor. With Equation (32) it
can be calculated:

LocalizationErr =

√(
xu

i − xac
i
)2 −

(
yu

i − yac
i
)2

UN × R
(32)

where (Xu
i , Yu

i ) are the computed coordinates, (Xac
i , Yac

i ) are the actual coordinates, and
the range value is defined as R. UN is the unknowing node quantity. In addition, the
induced value of the ALE can be correlated with the complexity and cost involvement
in the localization process. A low value of the ALE means that the localization process
chosen is more stable and thus less costly, which further strengthens the less complex
nature of the scheme. As the nodes deployed are mostly low powered once deployed in
the hostile environments, the ALE must be minimal in order to get a better output from the
localization scheme.

7. Results and Discussion

Here, first of all, we are evaluating the effect of the malicious node percentage on
our proposed improved DV-Hop based on the distance error correction metric. Here, the
localization error value was calculated by raising the malicious node ratio from 10% to 30%.
The comparisons were done for the various parameters, such as the range value, anchor
node ratio, and total node number, against the same ratio of malicious nodes. All the
results were tested using the graphical user interface (GUI) being developed that includes
the functionality to apply malicious nodes to the improved DV-Hop, as mentioned in this
paper. In addition, the secure approach proposed in this paper is embedded in this interface
in order to mitigate the attack on the localization process.

7.1. Impact of Malicious Nodes Corresponding to the Range

Figure 7 shows the effect of the communication range on the error concerning the
changing proportion of malicious nodes from 10% to 30% of the total quantity of nodes. The
total number of nodes in this case was 100, and the number of anchor nodes was taken as 10.
It was noted that as the number of malicious nodes increased, the value of the localization
error showed the same trend line for different malicious node ratios. Initially, the error
value was high concerning the range value of 20 to 25 m and, subsequently, the error value
decreased beyond 25 m for different malicious ratios. This is because as the range value
increased, more nodes came under each anchor node, and thus the estimated distance
came nearer to the real distance. However, it is noted that as the ratio of malicious node
increased, the amount of error also increased, as there were fewer true nodes available that
participated in the position computation and thus the quantity of error increased. Table 4
shows an average localization error under the impact of malicious nodes corresponding to
the range.
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Range of Node (m)
Average Localization Error
(Malicious Node Ratio at

10% of Total Nodes)

Average Localization Error
(Malicious Node Ratio at

20% of Total Nodes)

Average Localization Error
(Malicious Node Ratio at

30% of Total Nodes)

20 0.460 0.470 0.480
25 0.458 0.460 0.472
30 0.356 0.358 0.360
35 0.364 0.368 0.370
40 0.316 0.350 0.326

7.2. Impact of Malicious Nodes Corresponding to the Anchor Node Ratio

The effect of the anchor node ratio on the localization error value corresponding to
the total node value of 100 is shown in Figure 8, and the range value is taken as 30 m. The
quantity of the anchor node was boosted from 5% to 30%. The effect on the error value
of the malicious node according to the anchor node ratio as shown in Figure 8 is noted.
It is seen from the results that as the number of anchor node increased, the value of the
localization error decreased in all the different scenarios of the malicious node number.
However, when the malicious ratio was greater, the corresponding value for the error was
also high, as depicted in Figure 8. For the anchor node ratio of 5%, the value of error
corresponding to 10% malicious node ratio was 0.50; it was 0.55 for a 20% malicious node
ratio and 0.57 for a 30% malicious node ratio. The error value decreased as the number of
the anchor nodes increased, as more anchor nodes were closer to the unknowing node and
could measure the error value with more precision. Table 5 shows the average localization
error under the impact of malicious nodes corresponding to the anchor node ratio.

Table 5. Average localization error under the impact of malicious nodes corresponding to the anchor node ratio.

Total Node Number
Average Localization Error
(Malicious Node Ratio Is

10% of Total Nodes)

Average Localization Error
(Malicious Node Ratio is

20% of Total Nodes)

Average Localization Error
(Malicious Node Ratio Is

30% of Total Nodes

100 0.343 0.374 0.376
200 0.358 0.340 0.348
300 0.359 0.346 0.354
400 0.367 0.378 0.387
500 0.369 0.387 0.392



Electronics 2021, 10, 3074 19 of 25

Electronics 2021, 10, x FOR PEER REVIEW 19 of 25 
 

 

Total Node 
Number 

Average Localization Error (Mali-
cious Node Ratio Is 10% of Total 

Nodes) 

Average Localization Error (Mali-
cious Node Ratio is 20% of Total 

Nodes) 

Average Localization Error (Ma-
licious Node Ratio Is 30% of To-

tal Nodes 
100 0.343 0.374 0.376 
200 0.358 0.340 0.348 
300 0.359 0.346 0.354 
400 0.367 0.378 0.387 
500 0.369 0.387 0.392 

 
Figure 8. Localization error versus anchor node ratio under the malicious. 

7.3. Impact of Malicious Nodes Corresponding to the Total Node Number. 
Again, the total number of nodes increased from 100 to 500 while the anchor node 

value was kept at 10% of the total nodes and the range value was fixed at 30 m. It can be 
observed in Figure 9 that as the number of total node increased, the value of the localiza-
tion error decreased, as more nodes were available that were nearer to the anchor node 
and thus the connectivity between them was increased. The error value showed a decrease 
up to 200 nodes and the error value increased beyond 300 nodes. This is because in the 
beginning the number of malicious nodes was at the minimum of the total deployed 
nodes, and thus the anchor nodes could localize them efficiently. As the number was in-
creased further, the ratio of malicious nodes also increased, though the anchor node num-
ber remained the same, which led to an increase in the error value. Table 6 shows the 
average localization error under the impact of malicious nodes corresponding to the total 
node number. 

Table 6. Average localization error under the impact of malicious nodes corresponding to the total node number. 

Anchor 
Node Ratio 

Average Localization Error (Mali-
cious Node Ratio Is 10% of Total 

Nodes) 

Average Localization Error (Mali-
cious Node Ratio Is 20% of Total 

Nodes) 

Average Localization Error (Ma-
licious Node Ratio Is 30% of To-

tal Nodes) 
5 0.505 0.545 0.570 

10 0.370 0.400 0.405 
15 0.325 0.335 0.380 
20 0.328 0.330 0.362 
25 0.290 0.315 0.338 
30 0.280 0.334 0.340 

Figure 8. Localization error versus anchor node ratio under the malicious.

7.3. Impact of Malicious Nodes Corresponding to the Total Node Number

Again, the total number of nodes increased from 100 to 500 while the anchor node
value was kept at 10% of the total nodes and the range value was fixed at 30 m. It can be
observed in Figure 9 that as the number of total node increased, the value of the localization
error decreased, as more nodes were available that were nearer to the anchor node and thus
the connectivity between them was increased. The error value showed a decrease up to
200 nodes and the error value increased beyond 300 nodes. This is because in the beginning
the number of malicious nodes was at the minimum of the total deployed nodes, and thus
the anchor nodes could localize them efficiently. As the number was increased further,
the ratio of malicious nodes also increased, though the anchor node number remained the
same, which led to an increase in the error value. Table 6 shows the average localization
error under the impact of malicious nodes corresponding to the total node number.
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Table 6. Average localization error under the impact of malicious nodes corresponding to the total node number.

Anchor Node Ratio
Average Localization Error
(Malicious Node Ratio Is

10% of Total Nodes)

Average Localization Error
(Malicious Node Ratio Is

20% of Total Nodes)

Average Localization Error
(Malicious Node Ratio Is

30% of Total Nodes)

5 0.505 0.545 0.570
10 0.370 0.400 0.405
15 0.325 0.335 0.380
20 0.328 0.330 0.362
25 0.290 0.315 0.338
30 0.280 0.334 0.340
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From the above implementations, it is concluded that for the proposed improved
DV-Hop algorithm, the value of the localization error increases as the ratio of a malicious
node increases for various parameters such as the node number, anchor node ratio, and
range value. Hence, there is a need for a secure localization approach to reduce the effect
of a malicious node on the localization process. In this context, a signature-based approach
is used in the proposed algorithm and a new secure improved DV-Hop approach was
developed. For measuring the efficiency of the proposed secure algorithm, it was tested on
the same parameters as mentioned above under the impact of malicious nodes. Here, in
this case, the malicious node number was taken as 20% of the total node number.

Figure 10 presents the impact on the localization error value of the anchor node
number corresponding to the total node number of 100 and the range value of 30 m. It is
inferred that the value of the error decreased for all the algorithms as the number of anchor
nodes increased. When malicious nodes were introduced into the network, the value of
the error increased as these nodes tried to provide a false location estimation. However,
when we used the proposed secure approach, the value of the error decreased, because the
malicious nodes were not able to authenticate themselves and were not able to participate
in the localization process further. Due to the distance error correction factor and the
hyperbolic function used in the proposed approach, the error in the case of a proposed
improved DV-Hop approach was lower in the presence of malicious nodes compared to
the basic DV-Hop. Table 7 shows the average localization error variation corresponding to
the anchor node number with and without malicious node for the proposed algorithm and
other variants.
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Table 7. Average localization error variation corresponding to the anchor node number with and without malicious nodes
for the proposed algorithm and other variants.

Anchor Node Ratio

Average Localization Error
for the Proposed Secure

Algorithm (Malicious Nodes
Are 20% of Total Nodes)

Average Localization Error for the
Proposed Improved DV-Hop

Algorithm (Malicious Nodes Are 20%
of Total Nodes)

Average Localization Error
for the Basic DV-Hop
Algorithm (without
Malicious Nodes)

5 0.510 0.656 0.980
10 0.356 0.400 0.925
15 0.318 0.322 0.805
20 0.312 0.318 0.780
25 0.300 0.310 0.715
30 0.298 0.320 0.690

Figure 11 provides the variance of the localization error with the rise in the range
value assessed with the total node number of 100 and the anchor node ratio of 10%. It is
observed that the value of the error decreased for all the algorithms as the range value
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increased. The reason for this is that with the increase in the range value, more nodes came
within the anchor nodes’ proximity and thus became more linked to the network. This
also reduced the variation in the estimated and actual position of the unknowing nodes
computed [50] by the anchor nodes. However, in the case of the proposed improved DV-
Hop with malicious nodes, the error value was greater compared to the secure proposed
algorithm, because in the latter case malicious nodes were identified and removed from
the localization process due to the authentication process involved in it. Table 8 shows the
average localization error variation corresponding to the range value with and without
malicious nodes for the proposed algorithm and other variants.
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Figure 11. Variation of error by range.

Table 8. Average localization error variation corresponding to the range value with and without malicious nodes for the
proposed algorithm and other variants.

Range Value (m)

Average Localization Error
for the Proposed Secure

Algorithm (Malicious Nodes
Are 20% of Total Nodes)

Average Localization Error for the
Proposed Improved DV-Hop

Algorithm (Malicious Nodes Are 20%
of Total Nodes)

Average Localization Error
for the Basic DV-Hop
Algorithm (without
Malicious Nodes)

20 0.400 0.430 0.685
25 0.375 0.400 0.620
30 0.308 0.365 0.610
35 0.306 0.375 0.590
40 0.303 0.362 0.550

Again, it is inferred that, as the number of nodes increased from 100 to 500 as shown in
Figure 12, the value of localization error decreased. The reduction in the error value was due
to a rise in the neighbors value around each unknowing node with the rise in node number.
A high error value for the malicious nodes was due to the miscalculation of the estimated
location of the unknowing nodes due to the different attacks outlined in Table 2. However,
it was found that the localization error value decreased when we used the secure algorithm
because of the authenticating mechanism used in the algorithm. Furthermore, the error
value in the case of the basic DV-Hop was high in all cases compared to other algorithms,
due to the usage of a distance error correction factor in the other algorithms [39]. Table
9 shows the average localization error variation corresponding to the total node number
with and without malicious nodes for the proposed algorithm and other variants.



Electronics 2021, 10, 3074 22 of 25

Electronics 2021, 10, x FOR PEER REVIEW 22 of 25 
 

 

Again, it is inferred that, as the number of nodes increased from 100 to 500 as shown 
in Figure 12, the value of localization error decreased. The reduction in the error value 
was due to a rise in the neighbors value around each unknowing node with the rise in 
node number. A high error value for the malicious nodes was due to the miscalculation 
of the estimated location of the unknowing nodes due to the different attacks outlined in 
Table 2. However, it was found that the localization error value decreased when we used 
the secure algorithm because of the authenticating mechanism used in the algorithm. Fur-
thermore, the error value in the case of the basic DV-Hop was high in all cases compared 
to other algorithms, due to the usage of a distance error correction factor in the other al-
gorithms [39]. Table 9 shows the average localization error variation corresponding to the 
total node number with and without malicious nodes for the proposed algorithm and 
other variants. 

 
Figure 12. Variation of error by node number. 

Table 9. Average localization error variation corresponding to the total node number with and without malicious nodes 
for the proposed algorithm and other variants. 

Total Node 
Number 

Average Localization Error for the 
Proposed Secure Algorithm (Mali-

cious Nodes Are 20% of Total Nodes) 

Average Localization Error for the Pro-
posed Improved DV-Hop Algorithm (Ma-

licious Nodes Are 20% of Total Nodes) 

Average Localization Error for 
the Basic DV-Hop Algorithm 

(without Malicious Nodes) 
100 0.440 0.450 0.100 
200 0.430 0.450 0.720 
300 0.380 0.405 0.580 
400 0.360 0.380 0.600 
500 0.350 0.365 0.670 

8. Conclusion and Future Work 
The localization error produced by various localization algorithms is one of the prime 

criteria and evaluation factors. However, the security of the localization process is also 
very important and cannot be overruled, as many attacks are possible in the localization 
process that can jeopardize the whole system. So, there is a need for secure localization 
approaches at this point. One of the algorithms thoroughly investigated by researchers is 
DV-Hop. This paper presents the HMPAC approach based on distance error correction as 
one of the new improved DV-Hop algorithms that have been developed and imple-
mented. Compared to the basic hop-based algorithms, the proposed algorithm has a 
greater precision, due to the error correction metric and hyperbolic function used during 
its position computation. In addition, a secure approach based on the authentication of 
the nodes involved in the localization process is proposed in this paper. It was evaluated 
under the impact of malicious nodes with a varying ratio to evaluate the effectiveness of 

Figure 12. Variation of error by node number.
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Total Node Number

Average Localization Error
for the Proposed Secure

Algorithm (Malicious Nodes
Are 20% of Total Nodes)

Average Localization Error for the
Proposed Improved DV-Hop

Algorithm (Malicious Nodes Are 20%
of Total Nodes)

Average Localization Error
for the Basic DV-Hop
Algorithm (without
Malicious Nodes)

100 0.440 0.450 0.100
200 0.430 0.450 0.720
300 0.380 0.405 0.580
400 0.360 0.380 0.600
500 0.350 0.365 0.670

8. Conclusions and Future Work

The localization error produced by various localization algorithms is one of the prime
criteria and evaluation factors. However, the security of the localization process is also very
important and cannot be overruled, as many attacks are possible in the localization process
that can jeopardize the whole system. So, there is a need for secure localization approaches
at this point. One of the algorithms thoroughly investigated by researchers is DV-Hop. This
paper presents the HMPAC approach based on distance error correction as one of the new
improved DV-Hop algorithms that have been developed and implemented. Compared
to the basic hop-based algorithms, the proposed algorithm has a greater precision, due to
the error correction metric and hyperbolic function used during its position computation.
In addition, a secure approach based on the authentication of the nodes involved in the
localization process is proposed in this paper. It was evaluated under the impact of
malicious nodes with a varying ratio to evaluate the effectiveness of the proposed secure
scheme. The proposed algorithm was analyzed for its average localization error value
corresponding to the changing node number, anchor node ratio, and range value. The
proposed approach was efficient against the several types of attack with and without
malicious nodes with a localization error of 0.298—in comparison to 0.690 and 0.320 for the
basic DV-Hop and the improved DV-Hop algorithms, respectively. The proposed secure
approach was more effective than the basic DV-Hop and the improved DV-Hop, with
an average localization error of 0.350 in comparison to 0.670; it was 0.365 when nodes
numbered 500. In addition, future research will be on the mobility and implementation
of the proposed approach in a three-dimensional environment. Furthermore, the effect of
energy and other constraints will be evaluated.
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