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Abstract: Assessing security awareness among users is essential for protecting industrial control
systems (ICSs) from social engineering attacks. This research aimed to determine the effect of cyber
security awareness on the emergency response to cyber security incidents in the ICS. Additionally, this
study has adopted a variety of cyber security emergency response process measures and frameworks
and comprehensively proposes a new organizational model of cyber security incident response. The
corresponding measures are evaluated based on the MP2DR? risk control matrix model to assess
their practical value in the evaluation stage. This study found that after adding security awareness
measures to response control measures, the influential value ranking of other control measures
changed. The practical value of security awareness control measures was given a higher priority
than that of other control measures. The research results highlight the importance of cyber security
awareness and aim to inspire ICSs to place a higher priority on staff cyber security awareness in
relation to cyber security incidents, which can effectively prevent the occurrence of cyber security
incidents and make the field of industrial control application agency respond to incidents faster to
restore the regular progress of all works.

Keywords: cyber security awareness; industrial control system; incident response; MP2DR? risk
control matrix

1. Introduction

Cyber security incidents have become more expensive, disruptive, and, in many cases,
more political in the past decade [1]. Cyber security profoundly impacts all countries’
economic and social development worldwide. Cyber security is employed in many in-
dustries today, especially in their industrial control systems (ICSs). Cyber security makes
data stored in the controls of these industries secure, complete and accessible [2]. Recent
attacks and threats indicate that industrial control systems are often attacked. Commu-
nication networks and Internet of Things (IoT) increase the vulnerability of industrial
control systems (ICSs) to cyberattacks [3]. The IoT ecosystem poses new security challenges
that extend beyond traditional data security, and there are no solutions that address all
requirements [4]. The industrial world is shifting to the industrial Internet of Things (IloT),
and increasing number of companies have developed a world of 4.0, taking approach to
the industry 4.0 paradigm, adopting advanced technologies such as smart sensors, big
data analytics and cloud computing. Cyber security issues represent a complex challenge
for all companies committing the to industry 4.0 paradigm [5]. In this industrial scenario,
staff must be aware of a number of cyber security issues so as to prevent and minimize the
occurrence of cyber security incidents [6].

According to the study, 52% of companies report that personals constitute the most
significant weakness in cyber security [7]. A malfunctioning of the systems can be caused by
various factors: natural disasters, technical weakness and malicious activities by humans [8].
As the number and frequency of cyber attacks designed to take advantage of unsuspecting
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personnel are increasing, the significance of the human factor in information security
management cannot be understated. Every related party carries the risk of a security
vulnerability. Even if a business follows the greatest cyber security practices, its data,
customers, or reputation might be compromised [9]. The purpose of one research is to stop
all cyber attacks targeted at the aim of exploiting human factors in the information security
chain, in order to reduce the risk of information security that happens due to human-related
vulnerabilities, there is a critical importance of Cybersecurity awareness with a objective to
reduce the risk of human vulnerability [10]. Cyber security awareness is defined as: “The
degree of understanding of users about the importance of information security and their
responsibilities and acts to exercise sufficient levels of information security control to protect
the organization’s data and networks” [11]. Recognizing and mastering the importance of
information security in terms of people should be one of the major and lasting goals of an
organization’s information security policies [12]. However, in the industrial environment,
more attention is paid to the critical elements of the industry. Little attention is paid to all
aspects of industrial cyber security awareness. Therefore, security awareness is essential to
perfect cyber security incident response systems.
To target these challenges, our paper presents the following contributions:

e  We adopt a variety of network security emergency response process measures and
frameworks, and comprehensively propose a resilient organization that integrates
security awareness into the cyber security emergency response process, so as to present
a more effective emergency response to cyber security incidents.

e  We use a risk control matrix based on MP?DR? to verify the effectiveness of security
awareness in cyber security incident response, and confirm that security awareness
has a higher priority in corresponding control measures.

The rest of this paper is organized as follows. In Section 2, relevant works of literature
are studied and described. In Section 3, we propose a resilient organizational framework.
In Section 4, incident response and evaluation methods are presented. Section 5 evaluates
the effectiveness of security awareness in several control measures. Additionally, the
results are discussed, showing that security awareness is critical to cyber security incident
management. Section 6 discusses the limitations of this study and future research. Lastly,
in Section 7, the conclusions of this study will be discussed.

2. Related Research

Industrial controls are the primary component of national infrastructure. They control
and automate industrial process operations across a wide range of industries, including
nuclear, water, oil and gas, and electricity [13]. The importance of cyber security for critical
infrastructures is widely recognized in industrial control systems (ICSs) [14]. Cyberattacks
are most likely to affect these systems. Unlike IT systems that are replaced regularly, ICSs
can operate continuously for up to 20 years. During a long time with their release, the
discovery and patch implementation for vulnerabilities give attackers time to discover and
exploit vulnerabilities [15]. Network attacks may be launched in different ways despite
the use of traditional methods to protect data (such as password protection). For example,
a malicious attacker or insider can enter the factory network and change the data log to
prevent determining what the attacker did during the attack [16]. Cyberattacks on ICSs
can have damaging consequences, including significant social and economic losses [17].
Therefore, cyber security is currently a serious problem for industrial control systems (ICSs).

The ITIL (Information Technology Infrastructure Library) guidance focuses on custom
process development, to achieve better approach over time and the results achieved [18].
This approach designed to provide ITIL services is suitable for continuity and availability
of services, for example, for higher productivity and for overall productivity [19]. The US
National Institute of Standards and Technology (NIST) has offered a ‘Computer Security
Incident Handling Guide’. The incident response process in this guide is relatively perfect,
and its steps include preparation, detection and analysis, containment, eradication, recovery,
and post-incident activities [20,21]. ISO/IEC 27035 is an international standard information



Electronics 2022, 11, 1659

30f13

security incident management framework that classifies information security incidents
from the perspective of threat, which is helpful to manage information security incidents,
events, and vulnerabilities [22]. PDCEREF is also the international standard process for
emergency response: preparation, detection, containment, eradication, recovery, and follow-
up [23]. The model can deal with cyber security incidents scientifically, reasonably, and
orderly to the maximum extent. However, the standard issue with all these frameworks is
that there is no emphasis on the importance and integration of cyber security awareness
among personnel.

Although cyber security protection tools are usually well prepared, they cannot com-
pletely alleviate network security vulnerabilities. This is closely related to the fact that
the weakest link in the cyber security chain is still human error [24,25]. The threat caused
by cyber security awareness is considered the second largest cause of incidents, and 51%
of respondents said that cyber security affects the security level [26]. Hadlington and
Parsons [27] have also shown that numerous employees often neglect to use cyber security
technology. Human error in the organization may directly or indirectly lead to the occur-
rence of major security incidents. As such, it is necessary to protect information security at
the individual level against undesirable information security behaviors [28]. Tick et al. [29]
pointed out that differences in perceived cyber-related risk and attitudes, as well as dif-
ferences in behavior can be attributed to the differences in cyber security awareness and
cyber security literacy. Kovacevic et al. [30] analyzed cyber security awareness in depth,
in order to determine how various factors such as cyber security perception, previous
cyber security breaches, IT usage, and knowledge may individually or collectively impact
cyber security behavior. To prevent or minimize the impact of cyber attacks on business
performance, organizations should use regular training as a means to improve the cyber
security awareness [31]. When it comes to training, the organizations and educational
institutions must begin developing proper training plans [32]. Cyber security training
can take two forms—improving understanding of the latest threats and the skill level of
security professionals; improving cyber security awareness among non-security profession-
als and the public [33]. Through the practice and repeated application of better-managed
cyber security knowledge, employees can master the cyber security skills necessary to
effectively manage and respond to cyber security threats and risks [34]. Some companies
have already provided cyber awareness training programs aimed at raising cybercrime
awareness among individuals [35]. In addition, LeFebvre [36] examined how student
populations are motivated to protect themselves from the threat of cybercrime. Despite
efforts to increase information security awareness, research is scant regarding effective
information security awareness delivery methods. To this end, Abawajy [10] focused on
determining which security awareness delivery method is most successful in providing
information security awareness. Their primary research was to propose a cyber security
awareness and education framework that would assist in creating a cyber-secure culture
among all the users of the internet [37]. In order to accurately reflect the actual behavior
of users, Solomon et al. [38] proposed a novel context-based, data-driven, approach for
assessing the ISA of users. Brilingaité et al. [39] provided a proper methodology to optimize
the exercises so that every team and each participant, including a non-technical trainee,
are adequately evaluated and trained using the allocated resources most effectively. Hart
et al. [40] proposed a tabletop game to increase cyber security awareness for people with no
technical background working in organizations. Ideally, a program should spend more of
its expenses on training employees to deal with the security threats at a lower security level
and to reduce more losses at a higher security level [41]. Therefore, it is crucial for industrial
control systems to develop a culture of cyber security awareness to positively influence
employees’ cyber security behavior, which eventually enhances the organization’s potential
to deal with cyber security threats effectively. Different from the framework mentioned
above, we integrate security awareness into an incident response framework to place a
higher priority on security awareness in incident response control measures of ICSs, and
confirm the effectiveness of security awareness through a risk control matrix.
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3. Organizational Framework

This paper builds a flexible cyber security incident response-resilient organization
based on the related research. A resilient organization is prepared to deal with the unex-
pected and able to adapt to current situations. Resilience is an immanent property that
must be developed over time [42]. It’s a relation between resilience and workplace stress
and information security awareness (ISA) and the conclusion that when employees cope
with or adapt to job stress, cyber security awareness increases, thus improving resilience
of the organization [43]. Generally, small enterprises lack knowledge and resources to
address cyber security threats. This is crucial to raise their awareness of cyber security and
resilience [44]. Organization must aim to improve employees’ security awareness, optimize
the cyber emergency response process, and deal with cyber security incidents more wholly
and effectively. Table 1 compares the key characteristics of other organization types and
resilient organization structures in this study. Functional organization, matrix organization
(including weak matrix organization, balanced matrix organization and strong matrix orga-
nization) and flexible organization are compared according to the following characteristics,
highlighting the advantages of resilient organization in the characteristics of each project:
the rights of the project manager, the proportion of staff participating in the project full
time, the position of the project manager, technical personnel and management personnel.

Table 1. Impact of organizational structure on projects.

Organization . Matrix Organization .
Type Functional Resilience
Project Organization Weak Balanced Matrix Strong Matrix Organization
Characteristics Matrix Organization Organization Organization
Rights of project manager Little Limited Little-Moderate =~ Moderate-Great =~ Great-Plenipotentiary
The proportion of full-time No 0-25% 15-60% 50-95% 85-100%
staff participating in the project
Position of project manager Part time Part time Full time Full time Full time
Technical personnel Part time Part time Part time Full time Full time
Management personnel Part time Part time Part time Full time Full time

4. Methodology

This section is divided into three parts. In Section 4.1, we propose a new incident
response process according to the problems existing in related research and organizational
frameworks. Then, in Section 4.2, we briefly describe the work to be performed at each step
of the response process and point out that the implementation of the process should be
based on the flexibility of situation analysis. Finally, in Section 4.3, we describe in detail the
evaluation method of the effectiveness of control measures in the incident response process.

4.1. Propose a Model

In the cyber security response process, cyber security teams aim to detect, analyze,
eradicate, and recover from potential cyber security incidents in a timely and cost-effective
manner [45]. On the basis of resilient organization as part of an organizational framework,
this paper proposes a model with a combination of security awareness and incident re-
sponse. As a comprehensive work, cyber security incident response not only involves
key technologies such as intrusion detection, timely diagnosis, attack isolation, and rapid
recovery but also puts forward higher requirements for security awareness management.
Hence, in this paper, emergency response is divided into six stages: awareness, preparation,
detection, containment, eradication, and recovery.

4.2. Implementation of the Process

The aim of this model was to gain a deeper understanding of the impact of security
awareness on the cyber security incident response process. According to information
security studies, positive results were demonstrated between intention and behavior [46].
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Therefore, this study will highlight the whole model through awareness and use the

matrix to give results. The process is as follows:
1.

Awareness. The objectives for the first step were to obtain a capability which is
referred to as Cyber Situation Awareness (CSA), through training. CSAcan usually be
described as a three-phase process: situation recognition, situation comprehension,
and situation projection [47]. CSA considers the ability to understand the current
situation, potential changes, and consequences.

Preparation. There are two tasks in this stage: one is to initialize the snapshot of the
cyber information system, and the other is to prepare the emergency response kit.
Detection. This part needs to use detection technology combined with the system
initialization snapshot generated in the preparation stage to determine whether the
system is abnormal; the cause, nature, and impact scope of the incident; and the
emergency response scheme.

Containment. Control the scope and degree of the attack; control, block, and transfer
the security attack through various methods; take targeted security remedial work to
contain further deepening and expansion of the attack.

Eradication. Based on the containment stage, the technical causes of such security
problems are eliminated technically, and the consequences caused by such security
problems remedied and eliminated.

Recovery. By taking a series of measures to restore the system to the average business
state, the system is installed and reinforced in strict accordance with the initialization
security policy of the system

Technology is not omnipoten, therefore the best countermeasures are determined on a

basis of the analysis of the attack types. In particular, depending on the nature of the attack,
on the current state of the system, and the available protection actions, a decision problem
needs to be solved in the feedback loop [48]. This model draws upon the literature in
information security, incident response, theory of planned behavior, and security awareness
to expand and improve overall industrial organization cyber security performance.

4.3. Evaluation

The evaluation of the research adopts the ranking model of security measures based on

the MP?DR? risk control matrix proposed by LV J [49]. The following notations in Table 2
are considered here to illustrate the model:

Table 2. Notation.

Notation Definition

MW KR O ® =g

threat

weight of threat

asset

weight of asset

type of asset

control measure

effective control degree of control measure
effectiveness matrix of each control measure counters the threat
response control matrix

scheme ranking matrix

asset effect matrix

evaluation matrix of control measures

There are three sets: threat set T = (t1,tp,- -« ,t,), asset set A = (a1,4ap,- -+ ,4;) and

control measure set C = (c1,¢p,- - -, ¢;). The weights of various threats are wy, wy, - - -, wy,
0<w;j<Lj=1.2---,n,

Y wi=1 1)
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w results from risk assessment.
n
wj = ccj / gccj )
]:

where cc; represents the proximity between the risk caused by threat j and the negative
ideal solution. The weights of various assets are A1, Ay, - -+ ,A;,0< A; <1,i=1,2,---,1,

1
Y Ai=1 3)
i=1

A is determined according to the importance of assets. For the s-th asset, the effective-
ness matrix of each control measure against the threatis X = [xi]-(s)] Iscn? xjj(s) indicates
the effective control degree of the s-th asset and the i-th control measure against the j-th
threat. The matrix X is composed of six control matrices, including the response control
matrix R(s) = [r;j(s)] . This paper describes the evaluation method of the response
control matrix:

mxn

oty e Hy
c1 ri(s)  ria(s) o r1a(s)

RO= ool | 0 T ez @
Cm rm1(8)  ruwa(s) -+ Fmn(S)

The decision problem is to rank the effectiveness of response measures according to
various assets and threats.

Firstly, the scheme ranking matrix under each threat is determined according to the
asset type s:

Importance t; t --- ty
1 [ bi(s) Bi(s) - Bi(s)
2 bl bz R T
3 < o) B - 1) )
{6 B b

In(5),s =1,2,---,[; b]l' (s),bé(s),- . ,b{n(s) is the order of the number 1,2,--- ,m.
Additionally, it represents the effectiveness ranking of various control measures for each

threat. If bf (s) = k, this means that the control effectiveness of control measure k on the
j-th threat ranks i. For [ assets, the ranking value of the effect of control measures on each

asset is
eij(s) = ) wy (6)
bk=i
]
The asset effect matrix is as follows:

Importance ranking 1 2 3 4

E Wy Z Wi e E Wy
bi(s)=1 b(s)=1 B (s)=1
El . Y wy ) Y wp - k Y w -
E(S) = [eij(s)]mxm Ci by (s)=2 b3(s)=2 b,,,(s)':z
Cyq Wy Z (A Z Wi
| th(s)=m bk (s)=m this)=m |
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Considering the importance weight of various assets, the comprehensive effect ranking

value is

1
h(ij) = ) Aseij(s) 8
s=1
Then, the evaluation matrix of control measures is:

Importance ranking 1 2 3 4

1 1 1
Y Asern(s) X Asern(s) Y Asern(s)
s=1 s=1 s=1
o | T Aen(s) L Aen() o L Aea(s)
e S e S e S
H(S) _ (h) cy = s€21 = s€22 = s€2m (9)
) mxn C3
€4 1 1 1
Y Asem (5) ) /\sem2(s> Y Asemm (S)
L s=1 s=1 s=1 J

5. Results and Discussion

This study aims to verify the effectiveness of security awareness in cyber security

incident response and its priority in various control measures. Aligning with the MP?DR?
risk control matrix model, we established the final version of the calculation and made the
following assumptions based on the data:

There are four corresponding control measures—vulnerability assessment (c1), big
data analysis (c;), emergency response (c3), and security event processing (c4)—and
they must be sorted to determine priority.

To simplify the problem, the asset type is set as tangibles (a;), and data and documents
(az). The weights of the three assets are A1 = %, Ay =2/3.

There are six threats: hardware failure (t;), physical environment threat (t;), hacker
attack (t3), malicious code and viruses (t4), ultra viruses and abuse (t5), and hacker
attacks (tg); the weights of each threat are wy = 3/12, wy, = 3/12, w3 = 3/12,
wy =1/12,ws = 2/12,we = 1/12.

The effectiveness ranking results of control measures are shown in Table 3. The effect

matrix of control measures can be calculated according to Equation (7), as shown in Table 4.
According to Equation (9), the sequence of the comprehensive effect matrix of control
measures can be calculated, as shown in Table 5.

Table 3. Effectiveness ranking of control measures.

a a
Sort
1 2 3 4 1 2 3 4
t 3 4 1 2 4 1 3 2
ty 3 4 1 2 4 1 3 2
t3 2 4 3 1 4 3 2 1
tg 1 2 3 4 1 2 3 4
tg 2 4 3 1 4 3 2 1
te 1 4 2 3 1 2 3 4
Table 4. Effect matrix of control measures.
a a
Sort ! 2
1 2 3 4 1 2 3 4
] 1/6 0 1/2 1/3 1/6 1/2 0 1/3
C 1/3 1/12 1/12 1/2 0 1/6 1/3 1/2
c3 1/2 0 5/12 1/12 0 1/3 2/3 0
Cy 0 11/12 0 1/12 5/6 0 0 1/6
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Table 5. Comprehensive effect matrix of control measures.

Measure Sort 1 Sort 2 Sort 3 Sort 4
1 0.1667 0.3333 0.1667 0.3333
C 0.1111 0.1389 0.2500 0.5000
c3 0.1667 0.2222 0.5833 0.0278
Cy 0.5556 0.3056 0.0000 0.1389

Threats and assets remain unchanged, and security awareness (cs) is added to the set
of control measures. The effectiveness ranking results of control measures are shown in
Table 6. The effect matrix of control measures can be calculated according to Equation (7),
as shown in Table 7. According to Equation (9), the sequence of the comprehensive effect
matrix of control measures can be calculated, as shown in Table 8.

Table 6. Effectiveness ranking of control measures.

ai az
Sort
1 2 3 4 5 1 2 3 4 5
t1 3 4 1 5 2 4 1 5 3 2
ty 3 4 1 5 2 4 1 5 3 2
t3 2 4 5 3 1 5 4 3 2 1
ty 1 5 2 3 4 1 5 2 3 4
ts 2 4 5 3 1 5 4 3 2 1
te 5 1 4 2 3 5 1 2 3 4
Table 7. Effect matrix of control measures.
a a
Sort ! 2
1 2 3 4 5 1 2 3 4 5
1 1/12 1/12 1/2 0 1/3 1/12 7/12 0 0 1/3
C 1/3 0 1/12 1/12 1/2 0 0 1/6 1/3 1/2
c3 1/2 0 0 5/12 1/12 0 0 1/3 2/3 0
Cy 0 5/6 1/12 0 1/12 1/2 1/3 0 0 1/6
Cs 1/12 1/12 1/3 1/2 0 5/12 1/12 1/2 0 0
Table 8. Comprehensive effect matrix of control measures.
Measure Sort 1 Sort 2 Sort 3 Sort 4 Sort 5
] 0.0833 0.4167 0.1667 0.0000 0.3333
C 0.1111 0.0000 0.1389 0.2500 0.5000
c3 0.1667 0.0000 0.2222 0.5833 0.0278
Cy 0.3333 0.5000 0.0278 0.0000 0.1389
Cs 0.3056 0.0833 0.4444 0.1667 0.0000

After adding the control measure of security awareness, threats of operational errors
and process violations (t;) can be effectively solved, resulting in a new threat set. The
weight of each threat changes to wy = 3/10, wy =3/10,ws = 1/12,ws = 2/10, we = 1/10.
The results obtained according to the above calculation process are shown in Tables 9-11.

To facilitate analysis of the change in effective value after adding security awareness,
data in Tables 5, 8 and 11 are presented in broken line charts, as shown in Figures 1-3.

The abscissa indicates the priority of each control measure, and the ordinate represents
the effective value of each control measure. Figure 1 shows the change in the effective value
of the priority of the original four control measures in the incident response. Figure 2 shows
the effective value of each control measure ranked in terms of priority after adding the
control measure of security awareness. Figure 3 shows the change in threat set after adding
security awareness to the control measures. After recalculating the data of the new threat
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set, the effective value of each control measure in priority ranking changes. Comparing the
three figures shows that security awareness impacts the incident response of cyber security
incidents. As shown in Figure 2, among all the control measures ranked first, the effective
value of security awareness is similar to that of security event processing. Further, the
addition of security awareness to the original control measures has a significant regulatory
effect on the effectiveness ranking for the sequence of control measures. Therefore, security

awareness is necessary for the cyber security incident response process.

Table 9. Effectiveness ranking of control measures.

Sort a1 a2
1 2 3 4 5 1 2 3 4 5
t 3 4 1 5 2 4 1 5 3 2
ty 3 4 1 5 2 4 1 5 3 2
ty 1 5 2 3 4 1 5 2 3 4
ts 2 4 5 3 1 5 4 3 2 1
te 5 1 4 2 3 5 1 2 3 4
Table 10. Effect matrix of control measures.
Sort A a2
1 2 3 4 5 1 2 3 4 5
| 1/10 1/10 3/5 0 1/5 1/10 7/10 0 0 1/5
) 1/5 0 1/10 1/10 3/5 0 0 1/5 1/5 3/5
c3 3/5 0 0 3/10 1/10 0 0 1/5 4/5 0
Cy 0 4/5 1/10 0 1/10 3/5 1/5 0 0 1/5
Cs 1/10 1/10 1/5 3/5 0 3/10 1/10 3/5 0 0
Table 11. Comprehensive effect matrix of control measures.
Measure Sort 1 Sort 2 Sort 3 Sort 4 Sort 5
< 0.1000 0.5000 0.2000 0.0000 0.2000
C 0.0667 0.0000 0.1667 0.1667 0.6000
c3 0.2000 0.0000 0.1333 0.6333 0.0333
Cy4 0.4000 0.4000 0.0333 0.0000 0.1667
Cs 0.2333 0.1000 0.4667 0.2000 0.0000
weeniCl = A= C2 = - C3 --&--C4
0.7000
0.6000 [
[CN ’q.
., 05000 F IS .’ \ A
m Se 4 N P
@ 0.4000 | T . N
2". \\\ K . s ) /‘/ 0
S 03000 F e ™ 8:;'-;«.__ A
< | e ,\\\ ......... _ -A’ ...... *..
® 0.2000 | gt O el o .
C . - - \\ . .
————— -A’ \\ \ _—@
® 01000 | &= ~ ISt
0.0000 A o
1 2 3 4
Sort

Figure 1. Effect change in control measures.
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v Cl = A= 2 ={F-C3 =-6---C4 —H—C5
0.7000

0.6000 r
0.5000 r
0.4000 r
0.3000 r

0.2000

an|ep aA1129443

0.1000 r

0.0000

Figure 2. Effect change in control measures.

v Cl = A= C2 = C3 =-0--C4 —H—C5
0.7000
0.6000 r
0.5000
0.4000
0.3000

0.2000 |

anjeA aA1399443

0.1000 r

0.0000

Figure 3. Effect change in control measures.

6. Limitations and Future Research

This study has several limitations, opening avenues for future research to explore
interesting areas. First, this model was developed using thematic interpretations that were
part of a scoping review. The model is a result of the authors’ ideological frame of reference
and understanding of information security awareness. To reduce this bias, future research
may want to pursue a more structured approach to the literature review, or go further and
perform a meta-analysis of information security awareness.

Second, our method is aimed at security awareness among employees during incident
handling and response and does not include security awareness among personnel outside
of the organization being evaluated. Therefore, our findings are limited because we cannot
point out the impact of external security awareness on industrial control systems. It is
for this reason that we advocate future research expanding security awareness in terms
of the severity of industrial control system cyber security incidents to a wider range and
evaluating security awareness beyond that of the organization to determine its effects, so
as to better protect the industrial control system in cyber security incidents.

7. Conclusions

Cyber security incident response is essential to ensure business continuity. There are
various approaches to incident management, and different approaches have multiple limi-
tations. Cyber security risks are inevitable, and it is far from sufficient to build cyberspace
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only from the perspective of security technology. The existence of network vulnerability
is sometimes due to the lack of cyber security awareness among some computer users,
technology developers, and system managers. Vulnerabilities caused by a lack of security
awareness in industrial control systems, in particular, pose severe risks to critical infras-
tructure. Increasing employees’ level of knowledge on possible security threats, system
vulnerabilities, and security risks in industrial control systems, and allowing them to be
responsible in terms of information security and aware of potential cyber attacks, will en-
sure that the information, systems, and networks they interact with are well protected. We
should recognize the substantial effectiveness of cyber security and even citizens’ national
cyber security awareness.

The current research can be extended by considering personal, social, and cultural
characteristics that are indicative of the level of susceptibility that one may exhibit towards
certain attack types [50]. In terms of cyber security awareness education and training, a
recent study proposed a cyber security competency model that integrates learning the-
ories (cognitive, affective, and psychomotor), learning continuum hierarchy (awareness
and training), and cyber security domain knowledge [51], which are some rewarding
future research directions of the current study. By considering highly interactive digital
and face-to-face cyber security training, one can extend the current study [52]. Moreover,
Izosimov et al. [53] state that security awareness among users and developers is the founda-
tion to deployment of an interconnected system of systems, and provide recommendations
for steps forward, highlighting the roles of people, organizations and authorities. Thus,
this research can be extended by considering different forms of cyber security awareness
projects for different groups, encouraging and mobilizing the participation of the whole of
society, establishing and improving the “top-down” three-dimensional network security
education strategy, and supporting the formation and promotion of national cyber security
awareness through the systematization of implementation subjects.
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