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Abstract: Existing edge computing architectures do not support the updating of neural network
models, nor are they optimized for storing, updating, and transmitting different neural network
models to a large number of IoT devices. In this paper, a cloud-edge smart IoT architecture for
speeding up the deployment of neural network models with transfer learning techniques is proposed.
A new model deployment and update mechanism based on the share weight characteristic of transfer
learning is proposed to address the model deployment issues associated with the significant number
of IoT devices. The proposed mechanism compares the feature weight and parameter difference
between the old and new models whenever a new model is trained. With the proposed mechanism,
the neural network model can be updated on IoT devices with just a small quantity of data sent.
Utilizing the proposed collaborative edge computing platform, we demonstrate a significant reduction
in network bandwidth transmission and an improved deployment speed of neural network models.
Subsequently, the service quality of smart IoT applications can be enhanced.

Keywords: deep learning; transfer learning; lightweight neural network; edge computing

1. Introduction

With the rapid development of mobile broadband network communications and artifi-
cial intelligence technology, smart video networking services are becoming more and more
popular. In order to satisfy the needs of large amounts of data and low transmission delays
for video networking devices, edge computing architectures have emerged. The trend
of artificial intelligence computing is moving from cloud computing to edge computing
that uses a decentralized architecture to shorten the delay of network transmission and
accelerate the processing speed of real-time computation. Different computing tasks are
processed hierarchically and computing is completed close to the data source or client side
to shorten network transmission delays and quickly obtain data analysis results. Edge
computing speeds up the response speed of application services through the concept of
computing layering and provides a better user experience. To meet the requirements of
artificial intelligence (Al) services, the trend of Al computing is moving from cloud plat-
forms to distributed edge computing. Existing edge computing frameworks, such as fog
computing, cloudlet, and mobile edge computing, still have many shortcomings [1].

The need to deploy machine learning models on edge devices is growing rapidly.
Edge Al allows inference to be run locally without connecting to the cloud, reducing the
data transmission time and making the inference process of neural network models more
efficient. Many vendors offer Al edge computing deployment platforms for IoT devices,

Electronics 2022, 11, 2255. https://doi.org/10.3390/ electronics11142255

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics11142255
https://doi.org/10.3390/electronics11142255
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-1192-620X
https://orcid.org/0000-0003-4927-8778
https://doi.org/10.3390/electronics11142255
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics11142255?type=check_update&version=2

Electronics 2022, 11, 2255

2 of 14

e.g., Microsoft Azure IoT Edge [2], AWS Greengrass [3] Google’s Cloud IoT Edge [4], and
IBM Watson IoT Platform Edge [5]. Microsoft Azure IoT Edge is built upon Azure IoT
Hub that offers a centralized method of managing Azure IoT edge devices and deploying
the neural network models to the edge devices. Users that prefer to perform Al tasks at
the edge rather than in the cloud can use this service, in which IoT devices can spend less
time sending data to the cloud server by shifting Al tasks to the edge. The workflow of
deploying machine learning (ML) models on the Azure IoT Edge platform [6] is as follows:
first, create Azure resources; second, configure Edge device; third, build the ML model into
the docker image; fourth, deploy the ML model to the IoT Edge; fifth, test the ML module;
and finally, tear down resources. In the third step, the user develops an ML model, builds
it into a docker image, and registers it into an Azure Container Registry (ACR). In the
fourth step, the user deploys modules (running containers from docker images registered in
ACR) to the IoT edge device. In the Microsoft Azure IoT Edge architecture, when a neural
network model is retrained, the entire neural network model file must be repackaged into a
new docker image and then deployed to lIoT devices, which is time consuming and requires
a large data size to encapsulate the neural network model into the docker image file.

Larger and more diverse data are being gathered as various sensors are placed in
mobile phones, vehicles, and buildings. How the diversity and large size of sensor data
integrates into artificial intelligence (Al) solutions is an interesting topic of research [7].
Hence, how to provide a better service experience for users has become an important issue
for intelligent Al services.

Traditional machine learning methods include supervised learning, unsupervised
learning, and semi-supervised learning. One of the problems with the main visual neural
network model of supervised learning is that training a new model from scratch requires a
lot of data. If there are not enough training data, the trained neural networks are often prone
to overfitting. However, in many application environments, due to various restrictions, it
is hard to collect enough training samples for the neural network to effectively converge.
Transfer learning technology can solve the overfitting problem of insufficient image samples.
It usually starts by initializing a new neural network that retrieves the trained neural layer
and weight information in advance from the publicly available high-performance neural
network models, and then performs local weight updates. The pre-trained neural network
can provide the trained feature weights as an advanced feature extractor. Transfer learning
can also be applied to the training of lightweight neural network models, which can be
implemented in hardware accelerators; the last layer of the target domain neural network
can be quickly retrained and inferred on the hardware of the networked devices [8,9].

Transfer learning is the process of using feature representations from a pre-trained
model to avoid having to train a new model from the ground up. Pre-trained models
are typically trained on large datasets, which are common benchmarks in the fields of
computer vision and natural language processing [10]. Transfer learning has a number of
advantages when it comes to the construction of machine learning models. The weights
calculated by the pre-trained models can be used as part of the training process for a new
model. Generalized information can be transferred across the two neural network models
if they are designed to accomplish similar tasks. When pre-trained models are used in
a new model, the required computing resources and training time can be reduced [11].
Meanwhile, in the case of only having a tiny training dataset, transfer learning technologies
can utilize the weights from the pre-trained models to train the new model and solve new
challenges. Transfer learning has been effectively used in a variety of machine learning
applications, including text sentiment classification [12] and image classification [13,14].

The main purpose of this paper is to develop a collaborative edge computing platform
that aims to solve the problems of (1) deploying large numbers of neural network models
to IoT devices and (2) reducing the computing resource requirements of cloud servers.
With the advance of deep learning algorithms, the file size of the trained model is growing
larger and more parameterized in order to increase the prediction accuracy, which creates a
deployment issue. When a large number of edge Al computing devices update the new
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models, the amount of data transmission required is considerable. For neural network
models trained with transfer learning technologies, these models will share some of the
same weights and parameters. Based on this characteristic, we propose a new model
deployment and updating mechanism for solving the problems of deploying large numbers
of neural network models to IoT devices. Whenever a new model is trained, the proposed
mechanism will compare the feature weight and parameter difference between the old
and new models. After the new neural network model is trained, the feature weights are
encapsulated into a neural network model patch file after processing through a difference
comparison (diff). By dispatching the neural network model patch file to all edge IoT
devices for new model updating, only a small amount of data are required to be transmitted
to the edge device, and the entire neural network model can be updated. As a result, the
amount of data transmission can be significantly decreased for updating edge devices
that already have the same shared pre-trained models. A collaborative model publish
system is also proposed to assist the delivery and update of neural network models,
reducing backbone bandwidth requirements. In order to evaluate the performance of the
proposed model deployment and update mechanism, two different neural network models
are used to evaluate the performance of the proposed system. The experimental results
show that the proposed deployment and update mechanism can significantly lower the
bandwidth requirement in model data transmission volume. Meanwhile, the computing
resource requirements of cloud servers can be reduced with the proposed collaborative
edge computing platform.

2. Related Works

Commercial cloud-based deep learning systems, such as Amazon Rekognition, usually
require users to upload their personal data to a remote server for high-quality inference
processing. However, uploading all data to a remote location may result in massive data
transfers [15] and potential privacy risks [16]. Edge computing is a distributed computing
architecture that moves the operations of applications, data, and services from the central
node of the network to the edge nodes on the network logic for processing. Edge computing
includes the following elements: (1) Proximity is in the Edge: Communication between edge
nodes is faster and more efficient than communication with remote servers. (2) Intelligence
is in the Edge: With the continuous enhancement of the computing power of sensors and
smart video networking devices, edge nodes can make autonomous decisions and make
immediate responses to the sensed data. (3) Trust is in the Edge: Much sensitive data are
usually stored in personal devices (edge nodes). Therefore, trust relationships and sensitive
data must also be managed manually at the Edge. (4) Control is in the Edge: Computing,
data synchronization, or storage can be selectively allocated or delegated to other nodes
or cores, and controlled by edge devices. (5) Humans are in the Edge: Human-centered
design should place humans in a control loop, allowing users to control their data. Edge
computing decomposes large-scale services that were originally handled by central nodes,
cuts them into smaller and easier-to-manage parts, and distributes them to edge nodes
for processing. As the edge node is closer to the user terminal device, it can speed up the
processing and transmission of data and reduce transmission delay [17].

There are three main types of edge computing implementation architecture, which
can be classified into fog computing, cloudlets, and mobile edge computing (MEC) [18].
Fog computing is a decentralized computing architecture based on fog computing nodes.
Fog nodes consist of multiple elements, including routers, switches, network access points,
IoT gateways, and set-top boxes. These nodes can be deployed anywhere between network
architectures. Because these nodes are close to the edge of the network, fog computing
can provide good real-time transmission quality. The abstract layer of fog computing can
mask the differences between the devices, unify the resources of the devices, and form a
resource pool that can be used by the upper layer. The edge network is very close to the end
user, and the sensing data will be calculated directly at the fog computing nodes without
uploading to the cloud computing center. Fog computing makes full use of a large number
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of smart devices located at the edge of the network. Although the computing resources
of individual devices are limited, a large number of devices can play a significant role in
a centralized manner. Fog computing can use various heterogeneous networks, such as
wired, wireless, and mobile networks, to connect different network devices, which can
solve the network delay problem of cloud computing [19]. Scholars such as Beck introduced
the classification and architecture topology of Mobile Edge Computing [20], as well as
emerging technologies and applications of Edge content delivery and aggregation.

Many mobile devices now incorporate a large number of artificial intelligence applica-
tion services, such as face recognition and voice translation. However, these mobile devices
have very limited resources, such as limited battery power, network bandwidth, and com-
puting storage capacity. Most artificial intelligence application services upload data to a
cloud computing server, use the powerful computing and storage capabilities of the cloud
computing center to process and store the data, and then send the computing results back
to the mobile devices. However, with the development of the Internet of Things and the
rapid growth of mobile devices, the transmission of large amounts of data to the cloud
computing center can easily cause backbone network congestion, and network latency has
become the bottleneck of cloud computing. Therefore, some scholars have proposed the
concept of cloudlets. Cloudlets are resource-rich hosts or clusters of hosts. They are placed
at the edge of the network and placed on the network closest to the mobile devices [21]. In
this way, data can be sent to cloudlets for processing and return the results. At the same
time, calculations that cannot be completed by the cloud nodes can be transferred to the
cloud computing center for processing by the cloud server. Cloudlets have the following
characteristics: (1) Proximity: cloudlets are very close to mobile devices and can be reached
through one hop of the network. (2) Resource-Rich: compared with fog computing nodes,
cloudlets are specially deployed computing or data storage nodes, and their computing
and data storage capabilities are much higher than those of fog computing [21].

Edge computing architectures such as fog computing, cloudlets, and MEC still have
much room for improvement in the implementation of artificial intelligence application
services. The traditional edge computing architecture and collaborative algorithms do not
support the training update of deep neural network models and the pre-trained network
models; therefore, how to provide an efficient edge server that supports various neural
network model updates has become a major issue for the successful deployment of large-
scale artificial intelligence application services.

3. System Architecture

Figure 1 shows the proposed Cloud-Edge Smart IoT architecture and model publish
system for speeding up the deployment of neural network models with transfer learning
techniques. The proposed cloud Al server uses transfer learning technology to retrieve the
pre-trained neural layers and the weight information and then updates the local weights of
the newly trained neural network model. A model publish system is developed to help
the neural network model delivery. After the new feature weights have been trained, the
cloud Al server uses the proposed model publish system to encapsulate the new feature
weights into a neural network model patch file, i.e., the diff part. Then, the model patch
file is transmitted to the edge servers. When an edge server receives the new model patch
file, the edge server stores the patch file into its cache storage space and then notifies its
nearby smart edge IoT devices for neural network model updating. When the nearby smart
edge IoT devices receive the notification, the IoT devices then send model update requests
to download the new model patch file and update their local neural network models if
the old models exist. In this way;, it is no longer necessary to transmit big-data-volume
neural network model files; the cloud server only needs to transmit small-data-size neural
network model patch files to smart edge IoT devices with the help of edge servers. When
an edge IoT device receives the patch file, the weights can be updated in combination with
the existing models within the edge IoT device. With the help of the proposed collaborative
edge computing platform, network bandwidth transmission requirements can be greatly
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Figure 1. The proposed Cloud-Edge Smart IoT architecture and model publish system for speeding
up the deployment of neural network models with transfer learning techniques.

3.1. The Model Publish System for Speeding Up the Deployment of Neural Network Models with
Transfer Learning Techniques

Figure 2 illustrates the training mechanisms of deep neural networks (DNNs). One
or more Hidden Layers (HLs) and Output Layer (Ols) are trained with the input dataset.
Figure 2a represents the traditional machine learning (ML) mechanism, and various datasets
are used to independently train separate models on given problems. Every trained model
has a separate set of parameters, and no knowledge that can be shared between models.
Subsequently, the entire neural network model must be retrained each time new data are
collected, which takes a lot of training time and computing resources. Figure 2b represents
the transfer learning mechanism; users can train new models using existing knowledge
(features, weights, etc.) from pre-trained models and even solve problems such as having
less data for the newer task. The most significant advantages of transfer learning are
resource savings and increased efficiency while training new models [22]. Meanwhile,
some weights and parameters could be shared by neural network models trained with
transfer learning technologies. Based on this feature, we propose a new model deployment
and updating mechanism to address the issues associated with deploying large numbers of
neural network models to IoT devices.

In the proposed system architecture, once new data are collected and a neural network
model needs to update its weights, the cloud Al servers use the same basic neural network as
that on the edge IoT devices to perform weight update training through the transfer learning
technologies to generate a new neural network model. After the new neural network model
is trained, the feature weights that have been preprocessed and trained are encapsulated into
a neural network model patch file after processing through a difference comparison (diff)
with the help of the proposed model publish system. The model publish system will use the
existing neural network model’s weights to dispatch the neural network model patch file to
all edge IoT devices for model updating through the help of edge servers.
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Figure 2. The training mechanisms of deep neural networks (DNNs): (a) traditional machine learning
(ML) and (b) transfer learning.

Figure 3 shows the workflow chart of the proposed model diff/patch mechanism.
When new data are collected, the cloud server trains the new neural network model with
system configurations. If a model is suitable for use with transfer learning technologies,
then the model is trained with a configured pre-trained model. Otherwise, the model is
trained from scratch. Once a new model has been trained, the system checks to see if the
previous model already exists for the same Al task. The system employs the diff tool to
identify the differences between the old and the newly trained models if an old model is
present. Then, a model patch file is created to contain all of the model’s different pieces.
The model patch file is delivered to IoT devices through the help of edge servers. If no old
model exists in the cloud storage system, the new trained model file is delivered. Finally, all
IoT devices update the existing old model with the new model patch file or have a whole
new model file and perform the new Al task.

/ Data —p S?"stem :
/ Configuration
//i‘\
- Tranfferq\\ Train New Model
Lcarnmg.// from Scratch

Y

Train New Model with
Pre-trained Model

v

New
Model

‘ Check Storage

1d Model™_

H

& Exist?
. /
3

‘ Diff

/ Pateh File

A

Deliver
Model/Patch Files

Figure 3. The workflow chart of the proposed model diff/patch mechanism.
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3.2. The Cloud-Edge Smart IoT Architecture

This section explains the system model used in the proposed cloud-edge-Smart IoT
architecture. Assume that there are N edge servers and each edge server has M child Smart
IoT nodes in the cloud-edge Smart IoT network. Figure 4 shows the timing diagram of the
proposed cloud-edge Smart IoT architecture, where TR,;0,4 Tepresents the time required
by a user to upload the labeled data to the cloud Al server; TRy i moder Tepresents the
model training time required by the cloud Al server; Ty, represents the start time of model
training on the cloud Al server; T, denotes the start time of the diff old model on the
cloud Al server if an old model exists; TRyjg moder denotes the model diff time processed
at the cloud Al server. Assume that an edge server’s average available bandwidth for
downloading a model from the cloud server is denoted as BWjp,4_edq and the average
model size is denoted as Modely;,,. T, denotes the start time of dispatching a new model to
an edge server. Let TR jou4_edge denote the transmission time of dispatching a new model to
the edge server, which is equal to:

Modely;,,
BW cloud_edge

)

TRcloud_edge = TRnotify_edge + TRrequest_edge

where TRy ptify_edge denotes that the cloud server notifies an edge server that a new model
is trained completely, and TRyeguest_edge denotes that the edge server sends a new model
update request to the cloud Al server. Assume that a Smart IoT node’s average available
bandwidth for downloading the model from the edge server is denoted as BW,g 1o, and
T,; denotes the start time of dispatching a new model from the edge server to a Smart IoT
node. Let TR,4e. o7 denote the transmission time of dispatching a new model from the
edge server to a Smart IoT node, which is equal to:

Modely;,,
BW edge_IoT

@

TRedge_IoT = TRnotify_IoT + TRrequest_IoT +

where TRt o7 denotes that the edge server notifies a Smart IoT node that a new model is
trained completely, and TRyeguest_1or denotes that the Smart IoT node sends the new model
update request to the corresponding edge server. T); denotes the start time of patching the
new model in the Smart IoT node. The total model patch time in the Smart IoT node is
denoted as TRytc_or- In the proposed Cloud-Edge-Smart IoT architecture, the total time
TRyt for updating a new model to N*M smart edge IoT devices is equal to:

TRyotar = TRupload + TRtmin_model + TRdiff_model + N * TRcloud_edge + N« M * (TRedge_loT + TRpatch_IoT) (3)

T, Start of

o Ttm: Start of Tdm: Start of  Tce: Start of Tei: Start of I'pi: Start of  Tii: Start of Tr: Latest time
uploading . P A : : ; . P 5
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labelled data to = . - i : i N
the cloud AT on the cloud on the cloud new model to new model to  new model in object with the results at the
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TRuplmn/ TRuum_mqu/ TR:/W' model, TR('IumI edge TRU:/.UU_/”/' /Rp(m'/r loT ’I‘Rm/u/-cucc loT

Figure 4. The timing diagram of the Cloud-Edge-Smartlot Architecture.

After the new model is patched completely, the edge IoT device can start the Al
inference tasks. Let T;; denote the start time of the inferencing object with the new patched
model in the Smart IoT node. The total inferencing time in the Smart IoT node is denoted as
TRinference_tor; Tr denotes the latest time to obtain the inferenced result at the Smart IoT node.
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4. System Evaluations

In the proposed collaborative edge computing platform, we use the Django frame-
work [23] to implement the neural network model publish server and use the Celery
framework [24] to perform the model diff task in the background; the Redis broker [25]
server is used to store the Celery tasks. In Celery, task queues are used to distribute work
across threads and machines. Dedicated worker processes constantly monitor task queues
for new work to perform. Celery usually uses a broker, i.e., Redis broker, to help clients and
workers talk to each other through messages. A Celery system can have multiple workers
and brokers, allowing for high availability and horizontal scaling.

Using a publish/subscribe model, the MQTT protocol [26] provides a lightweight
method of messaging. The MQTT protocol is appropriate for Internet of Things messaging,
such as with low-power sensors and mobile devices. In the proposed collaborative edge
computing platform, when a neural network model diff task is completed, the Mosquito
MQTT broker [27] server is used to notify the edge servers to download and update the
existing model. After the edge server downloads the model, it will notify the edge IoT
devices to update the local neural network model through the Mosquito MQTT broker
server. Each IoT device in the proposed platform comes with a pre-installed client system,
which will automatically monitor the MQTT messages, update the AI model, and hand
off control to the AI task for making inferences after the model is updated. Figure 5
shows the detailed workflow of the neural network model publish process in the proposed
collaborative edge computing platform.

[ Front End ]

< o Redis Mosquitto "
D]angoServer] [ SQLite3 ] [ Broker ] [ Celery ] [ Broker ] [ Client ]

Model upload

POST form data

return saved

request queryset objedt

zetmn queryset objec|

[Dﬂle Processing

ipdate queryset object

r(eturn update success|

tt .
index.html

request task ! run celery worker !

Publish update
message |

le task combleted return work done turn sent success Leturn sent succesy

request model.patch |

fé(urn model.patch

Figure 5. The detailed workflow of the neural network model publish process in the proposed
collaborative edge computing platform.

In the experiment, a model publish server used in the experiment utilized an Intel(R)
Core (TM) i9-9900K CPU @ 3.60 GHz, 64 GB RAM, a GeForce RTX 2080 Ti video card,
a 512 GB SSD, and the operating system of Ubuntu 20.04.3 LTS. The experiment uses
the Google Colab (Colaboratory) deep learning platform for model development with
TensorFlow 2.5 and the Keras framework. The basic neural network test models used are
MobileNet v2 [28] and VGG-19. MobileNet v2 enhances mobile model performance across
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many benchmarks and model sizes, which is built on an inverted residual structure. In the
intermediate expansion layer, MobileNet v2 filters features using lightweight depthwise
convolutions [28]. The VGG-19 is a deep learning convolutional neural network (CNN)
architecture for image classification, with 16 convolutional layers and 3 fully connected
layers [29]. Common convolutional neural network models, such as MobileNet v2 and
VGG-19, are frequently utilized as pre-training network models for various transfer learning
tasks. Consequently, these two network pre-training models are employed to implement
image classification tasks in the experiment with the dataset of the custom six persons’
dataset captured by a home camera, as shown in Figure 6.

(a) (b)

Figure 6. The custom 6 persons’ dataset captured by a home camera: (a) frame difference result and
(b) motion detection result.

Figure 7 illustrates the structure and parameters of the neural network test models
based on MobileNet v2 and VGG-19 models. The pre-trained model is reused by simply
removing the final layer and using it to classify new image categories. Layers are added to
amodel that has already been trained and they are frozen to prevent losing the information
they contain during future training processes. On top of the frozen layers, trainable layers
are added. In the test model based on the MobileNet v2 pre-trained model, the total params
are 2,626,854; the trainable params are 368,870 and the nontrainable params are 2,257,984. In
the test model based on the VGG-19 pre-trained model, the total params are 20,172,070; the
trainable params are 147,686 and the nontrainable params are 20,024,384. The trained neural
network model is saved with the TensorFlow model file format, which includes variable
index (variables.index), variable value (variables.data-00000-0f-00001), and GraphDef
(*.pb) files. The GraphDef (*.pb) format contains serialized data and calculation graphs
of protobuf objects. The operating system of the computer equipment used by the client
is ubuntu, and the file difference comparison (diff) and neural network model patch file
merge test are performed. In the experiment, the difference comparison tool used is hdiffz,
and the correction tool used in the neural network model patch file is hpatchz [30]. The
experiment explores the original model size of the neural network model, the size of the
neural network model patch file after the difference comparison, and the data saving ratio.
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Model: "sequential"

Layer (type) Output Shape Param #
vggl9 (Functional) (None, 7, 7, 512) 20,024,384
conv2d (Conv2D) (None, 5, 5, 32) 147,488
dropout (Dropout) (None, 5, 5, 32) 0
global_average_pooling2d (Gl (None, 32) 0

dense (Dense) (None, 6) 198

Total params: 20,172,070
Trainable params: 147,686
Non-trainable params: 20,024,384

(a)
Model: "sequential 2"
Layer (type) Output Shape Param #
mobilenetv2_1.00_224 (Functi (None, 7, 7, 1280) 2,257,984
conv2d_2 (Conv2D) (None, 5, 5, 32) 368,672
dropout_2 (Dropout) (None, 5, 5, 32) 0
global_average pooling2d 2 ( (None, 32) 0
dense_2 (Dense) (None, 6) 198
Total params: 2,626,854
Trainable params: 368,870
Non-trainable params: 2,257,984

(b)

Figure 7. The structure and parameters of the neural network test models based on MobileNet v2
and VGG-19 models. (a) The test model based on MobileNet v2 model. (b) The test model based on
VGG-19 model.

The experiment needs to upgrade the related files of the neural network model, vari-
able index (variables.index), variable value (variables.data-00000-0f-00001), and GraphDef
(*.pb) files. After the difference comparison of model files (diff), the model publish server
generates neural network model-related patch files. Then, the neural network model-
related patch files are packaged and transmitted to edge servers and edge IoT devices.
After the new neural network model is updated on the edge IoT devices, the new neural
network model can be loaded for inference and prediction. The experimental results are
shown in Table 1.

Table 1 shows the relevant file sizes of the MobileNet v2 and VGG-19 neural network
models after transfer learning with the six categories of person images. Among them, the
neural network-related files after diff comparison are based on the MobileNet v2 neural
network. With the transfer learning techniques, the models share the same weights of
the basic neural network model, which can reduce the transmission data after differential
comparison. The VGG-19 neural network model has up to 19 layers, and its basic neural
network model variable value reaches 80,109,019 bytes. After the differential comparison,
only 1,778,387 bytes need to be transmitted, which greatly reduces the need to transmit the
total amount of model data. The new neural network model with MobileNet v2 transfer
learning can save up to 72.93% of data, while the new neural network model with VGG-19
transfer learning can save data as much as 97.76%.
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Table 1. The experimental results of image classification with diff and patch.

Image Classification (6 Persons)

Number of images in dataset 289
Number of dataset categories 6
Training set/test set ratio 8:2

Basic Neural Network Model-mobilenetv2

Basic neural network model pb model size 3,217,201
Basic neural network model variable index size 16,627
Basic neural network model variable value size 9,125,379

Model name-mobilenetv2_6persons (based on mobilenetv2)

Model PB model size after transfer learning 4,350,337
Model variable index size after transfer learning 15,979
Model variable value size after transfer learning 15,979
Neural network pb model size after difference comparison 380,385
Neural network variable index size after difference comparison 4306
Neural network variable value size after difference comparison 4,464,323
The ratio of data saved after difference comparison 0.7293753813
The diff processing time 1.376 s
The patch processing time 0.004 s
Basic Neural Network Model-vgg19_base
Basic neural network model pb model size 353,484
Basic neural network model variable index size 2285
Basic neural network model variable value 80,109,019

Model name-vgg19_6persons (based on vggl19_base)

Model PB model size after transfer learning 537,634
Model variable index size after transfer learning 3434
Model variable value size after transfer learning 81,885,560
Neural network pb model size after difference comparison 64,741
Neural network variable index size after difference comparison 1243
Neural network variable value size after difference comparison 1,778,387
The ratio of data saved after difference comparison 0.9776240877
The diff processing time 8.439 s
The patch processing time 0.013s

The generated neural network model-related files, i.e., variable index (variables.index),
variable value (variables.data-00000-0f-00001), and GraphDef (*.pb) files, are all compared
with the original file with the SHA256 checksum, which verifies whether it is consistent or
not after the patch update. The experimental verification monitors the checksum codes of
the neural network model-related files, which are all correct, indicating that all the neural
network model-related files are successfully deployed and updated. The time required
for comparing (diff) the different file part among the new model with the six categories of
person images and the original MobileNet v2 model is about 1.376 s and the patch time
required for recovering (patch) the new model with the MobileNet v2 patch file is about
0.004 s in the experiment machine. The time required for comparing (diff) the difference
among the new model with the six categories of person images and the original VGG-19
model is about 8.439 s and the patch time required for recovering (patch) the new model
with the VGG-19 patch file is about 0.013 s in the experiment machine.

For investigating the system performance, the edge IoT node number is changed from
100 to 1000 for evaluating the simulation performance. In the simulation environment
setup, the number of edge servers is set to 4; the available download bandwidth from a
cloud server to edge server is set to 100 Mbps; the available download bandwidth from an
edge server to an edge IoT is also set to 100 Mbps. The cloud to edge server’s propagation
delay is set to 300 ms and the edge server to edge IoT node’s propagation delay is set to
30 ms. Figure 8 shows the simulation results. Label ‘vgg cloud” means that for a cloud
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server to transmit the VGG-19 model to 1000 edge IoT devices, it needs about 13,237 s. For
the proposed diff model publish system, it only needs about 225 s to deploy new VGG-19
models to 1,000 edge IoT devices. For MobileNet v2, a similar result can be observed. The
simulation results show that the proposed collaborative edge computing platform can
speed up the deployment of artificial intelligence services.

Total Transmission Time

—e— mobilenet_cloud
=& mobilenet_edge_without_diff
mobilenet_edge_with_diff
12,000 - vgg_cloud P
—&— vgg_edge_without_diff
—&— vgg_edge_with_diff

10,000

8,000 4

Delay(s)

6,000

4,000
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0 ¥ o g * * ¥

100 200 300 400 500 600 700 800 900 1,000
Node Number

Figure 8. The simulation results of the proposed collaborative edge computing platform.

5. Discussion and Conclusions

Edge Al makes it possible to execute Al inference tasks locally without connecting
to the cloud. Machine learning models must be quickly deployed on edge devices. Many
cloud service providers provide Al edge computing deployment platforms for IoT devices,
including Microsoft Azure loT Edge [6], AWS Greengrass [3], Google’s Cloud IoT Edge [4],
and IBM Watson IoT Platform Edge [5].

When a neural network model is trained in the Microsoft Azure IoT Edge architecture,
the complete neural model file must be repackaged into a new docker image before being
deployed to IoT devices, which takes time and requires a sizable amount of data [6].
Machine learning models that are created, trained, and optimized in the cloud and run
inference locally on devices are part of AWS IoT Greengrass [3]. Data gathered from the
IoT devices can be sent back to AWS SageMaker where they can be used to continuously
improve the quality of machine learning models [31]. AWS IoT Greengrass is capable
of deploying components to IoT devices. Each IoT device operates on a combination of
the software from the deployments that target the devices. Deployments to the same
target device, however, overwrite any previous deployment components there. When a
deployment for a target device is updated, the outdated components are swapped out for
the updated components [32].

Google IoT Core contains two modules: (a) Device Manager allows users to set-up,
authenticate, configure, and control IoT devices remotely; (b) Protocol Bridge operating
with MQTT and HTTP protocols is in charge of service connectivity. Cloud Pub/Sub data
are redirected to Google cloud services. For edge computing and Al in the Google IoT
ecosystem, Google’s Cloud IoT Edge is performed via its branded Edge TPU chip [33]. With
the Coral platform for ML at the edge, Google’s Cloud TPU and Cloud IoT are enhanced to
offer an end-to-end (cloud-to-edge, hardware + software) infrastructure that makes it easier
for clients to develop Al-based solutions. The Coral platform offers a full developer toolkit
in addition to its open-source TensorFlow Lite programming environment, allowing users
to create models or retrain a number of Google Al models for the Edge TPU, combining
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Google’s experience in both Al and hardware. However, the deployment method is not
extensively defined [34].

IBM Edge Application Manager (IEAM) is designed specifically for edge node manage-
ment to minimize deployment risks and to manage the service software lifecycle on edge
nodes fully autonomously. Software developers develop and publish edge services to the
management hub. Administrators define the deployment policies that control where edge
services are deployed. IEAM publishes an existing Docker image as an edge service, creates
an associated deployment pattern, and registers IoT edge nodes to run that deployment
pattern. Similar to Microsoft Azure IoT Edge [6], the complete neural model file must be
packaged into a new docker image before being deployed to IoT devices, which takes time
and requires a sizable amount of data [35].

Existing edge IoT deployment platforms do not take into account the issue of shar-
ing pre-trained models when deploying trained models, which leads to significant data
consumption. Our work is different from the above system, and the proposed Cloud-Edge
Smart IoT architecture and model publish system aims to solve the problems of deploy-
ing large numbers of neural network models to IoT devices and reducing the computing
resource requirements of cloud servers. Only a small amount of data are required to be
transmitted to all edge IoT devices for new model updating, and the entire neural network
model can be updated. Existing edge computing architectures do not support updating
the weights of various neural network models, nor are they optimized for storage, updat-
ing, and transmission of various neural network models for a large number of edge IoT
devices. The proposed collaborative edge computing platform uses pre-trained neural
layers and weight information to train and update the neural network model. Through
differential comparison, the edge server only needs to send a small-part neural network
model patch file to complete the deployment of new neural network models on IoT devices.
The experimental results show that the proposed neural network model weight comparison
mechanism can speed up the deployment of artificial intelligence services.
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