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Abstract

:

Internet of things (IoT) has revolutionized how we utilize technology over the past decade. IoT’s rapid growth affects several fields, including the healthcare sector. As a result, the concept of smart healthcare or electronic healthcare (e-healthcare) has emerged. Smart healthcare promises to enhance people’s lives and wellbeing by monitoring them, offering an efficient connection, improving mobility, gathering medical data, and decreasing hospital and patient costs. IoT in healthcare is still one of the hot and trendy topics that needs in-depth investigation. No recent review has been conducted to elucidate the extent of research in the area, features of published papers, motives, and challenges in enabling IoT in healthcare systems. This study presents a comprehensive systematic review of the screened articles published between 2015 and 2022 pertaining to enabling IoT in healthcare services and applications. A total of 106 papers fulfilled the final inclusion criteria and were analyzed using systematic literature review (SLR). Two procedures were used to review the final articles: First, publications are examined in terms of study designs, publishing journals, and topics/study objectives. In the second approach, motives, challenges, and recommendations for enabling IoT in healthcare systems are explored. This article summarizes published studies on IoT in healthcare systems and its usage in smart healthcare service delivery. Based on the reviewed studies, recommendations for future research to enable the effective application of IoT in healthcare and service delivery are proposed.
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1. Introduction


Smart healthcare is defined as the use of smart devices (such as mobile and electronic devices) to improve disease detection, medical management, and quality of life [1,2]. The concept of intelligent health care is presented when the IoT modules aid the basic roles of the health sector. The IoT has, over several years, been the focus of international interest. Still, the healthcare industry has only recently begun to see the huge opportunities and benefits that could come from using modern and technologically advanced tools, facilities, and relationships with other parts of the industry [2].



Nowadays, many countries consider healthcare services as one of the most significant socio-economic challenges facing both the private and public sectors [3]. Healthcare costs are expected to account for 20 to 30% of the GDP in some countries by 2050 [4]. In recent years, the IoT has become one of the most significant technologies of the 21st century. Currently, a large population of people can connect with many objects linked to the internet through embedded devices. The importance of the IoT and its benefits can be seen in many fields, such as learning, governance environment, business, and management [5,6].



Given the significant role of IoT in the rapid development and revolutionization of technology, one of the most important disciplines that IoT has penetrated is human life and health. The IoT has paved the way for a variety of medical options: normal medical devices that capture useful additional data on the internet, provide additional information on symptoms and patterns, allow remote therapy to be provided, and typically monitor patients’ recoveries and treatments [7,8]. In addition, IoT can easily be adopted by others. It provides access to the healthcare system and storage of data [7,8], while facilitating effective interaction between specialized doctors and medical staff, as well as easy access to patients’ data [9], as well as interaction with doctors [7].



IoT has been integrated into healthcare systems mainly in the areas of remote patient monitoring, information collection and transfer in actual time, and end-to-end connectivity. These events allow the automation of patient flows on an organizational level, data and machine communication, interoperability, and essential information analysis [10,11]. In the case of medical diagnostics, IoT has been instrumental in transforming routine medical diagnosis into more patient- and home-centered approaches, compared to the hospital-centered approach [12]. IoT has therefore helped to redefine customary monitoring, diagnostics, treatments and decreasing expenses and detrimental errors [10,12]. However, cost-reduction is one of the significant benefits of IoT-healthcare innovation since the integration of devices and technology reduces operational costs and enhances service quality [5,13,14,15]. For instance, medical costs were significantly reduced while tenable solutions to minimize communication costs were provided by adopting cloud computing and the application of resource management [16,17]. On the other hand, the provision of IoT-healthcare reduced the number of people visiting clinics and hospitals, thereby reducing the cost burden to patients [7,18]. Given the adverse effects of rising costs on patients [3,19], researchers keep adopting new technologies to facilitate effective cost reduction [3,20] and provide a path to a healthy life with low cost [21].



Several topics have been studied in the context of IoT-healthcare, and issues related to the system and users have been raised. However, no recent review is available to elucidate the various investigations and integration of IoT in healthcare systems and service delivery, as well as the contemporary challenges and proposed solutions as presented in diverse publications. The purpose of this systematic review is to (A) provide an in-depth classification and distribution of articles published in the last few years, focusing on the application of IoT in healthcare systems and service delivery; and (B) to investigate the enabling of IoT in healthcare services with respect to motivations, challenges, and recommendations. This review aimed to achieve the mentioned objectives by using a systematic literature review (SLR) protocol.



The paper is organized as follows: An introduction about IoT technology in healthcare is discussed in Section 1. The used systematic review protocol is discussed with details in Section 2. Motivations, challenges, and recommendations are described with details in Section 3. Furthermore, limitation and conclusion are included in Section 4.




2. Systematic Review Protocol


The IoT is one of the new technologies that needs its own software and hardware. Therefore, the growth rate of this technology is not the same in different countries. Therefore, each community has tried to use this technology to the best of its ability. For this reason, this technology is used with varying degrees of quality and quantity in health services in different countries. Therefore, in this section, an attempt is made to show the authors’ neutrality in the selection of articles, the breadth of the countries under study, and the authors’ neutrality in introducing challenges by presenting a protocol for systematic review. For a more efficient and authentic review, this study followed a systematic review protocol that is commonly regarded as high-quality evidence [22].



This approach was adopted to fulfill the best method of answering the research questions developed in this study. The SLR Protocol entails scientific reasoning, the development of a hypothesis, and a systematic arrangement of techniques applied in the review article. Additionally, the SLR protocol was set up before the onset of the review and utilized as a guide in the review process. Its aim is to distinguish and synthesize all the scholarly research on a particular topic. The systematic review method is defined in an unbiased and reproducible manner to identify policies that can identify research gaps. To enable repeatability and prove a fair comparison, each review step is reported, including the search and article selection steps. Therefore, in this section, the criteria for selecting articles and journals as well as the diversity distribution of authors and countries are described.



2.1. Inclusion Criteria for Selecting Articles


The period of the search was specified between 2015 and 2022. This search period was selected because IoT is still relatively new, and its application can be traced back to 2009. In addition, only a few studies on IoT were published before 2015, and the selected period will provide recent and new achievements on the current trend in IoT and healthcare. The inclusion criteria were specified to be articles of all types (e.g., review, empirical, conceptual, conference proceedings etc.). The reviewed articles included various types of studies related to IoT healthcare services, comprising empirical studies which analyzed primary data using either quantitative, qualitative, or mixed methods to answer specific research questions. The second type was review studies, which are studies that explain and analyze the methodology and results of one or more previous studies as it shown in Figure 1.




2.2. Database Selection Process


The databases used for the systematic literature search were IEEE, Web of Science (WoS), and Science Direct. Briefly, the study selection procedure entailed the creation of a query using specific keywords into two parts. The first and second parts relate to healthcare and IoT terms, respectively. Both aspects were combined by using the term “AND” operator as shown in Figure 2. Upon retrieving the articles from the literature search, the titles and abstracts were used to filter them, followed by reading the full text before analysis.




2.3. Search Results


In the identification process, 106 articles were retrieved from three databases: IEEE, Web of Science (WoS), and Science Direct. After eliminating duplicate records and articles with irrelevant topics and abstracts, 470 studies were retained for screening. Upon completing the screening, 207 articles were excluded because they were either irrelevant or full texts were unavailable; 263 relevant articles were retained. All the 263 articles were checked for eligibility and 106 were considered to fulfill the study objective, relevant to the topic, and mentioned either the motivations, challenges, and recommendations for enabling IoT in the healthcare system. It means that 106 studies met the inclusion measures and were selected to be included in this paper (Figure 2).




2.4. Distribution of Research Articles


The distribution of research articles that were included in the final analysis is discussed in this sub-section. They are selected based on the following areas: (1) publication’s year, (2) countries, (3) study designs, (4) publishing journal, (5) publishers, and (6) main topics/research objectives. In order to provide detailed information about the distribution of the studies, some of the aspects, such as the year of publication and types of studies, were compared.



2.4.1. Distribution of Papers in Terms of Publication’s Year


Figure 3 shows the number of studies published between 2015 and 2022 in terms of percentage. Of the studies included in this review, most of them were published in 2018 (n = 35), followed by 2017 (n = 19) and 2019 (n = 19).




2.4.2. Distribution of Papers in Terms of Study Designs/Methodologies


Figure 4 depicts the distribution of research articles in terms of methods or study types. Most of the studies were experimental (n = 77), followed by review articles (n = 17), empirical research (n = 7) and surveys (n = 3). Only one study was published as metadata. This distribution reflects the trend of research activities in the application of IoT in the healthcare system.



The majority of research articles published from 2016 to 2019 were experimental studies Figure 5, except in 2017, where seven review articles and 13 experimental studies were published. The number of empirical studies was almost equally distributed across each year from 2015 to 2020.



The various publishers of the articles that were considered for this review are outlined in detail in Figure 6 below. Most studies were published by Elsevier (n = 40), followed by IEEE (n = 30) and Springer (n = 10). Less than 10 articles were published by MDPI, IEEE Communication Society, IOS Press, etc.




2.4.3. Distribution of Papers in Terms of Countries of Origin


Figure 7 illustrates the distribution of articles depending on the countries in which the research was undertaken. Most of the papers originated from the following countries: India (n = 22), China (n = 20), South Korea (n = 11), the United States (n = 8) and the United Kingdom (6).




2.4.4. Distribution of Papers in Term of Publishing Sources


Table 1 shows the number of research articles in terms of published journal titles. In the last 7 years (2015–2022), the majority of relevant studies were published in IEEE Access (n = 17), followed by Future Generation Computer Systems (n = 9), IEEE Internet of Things Journal (n = 7) and Procedia Computer Science (n = 4). Other journals presented in Table 1 have published related articles between 2015 and 2021 with fewer than three cases.




2.4.5. Distribution of Papers in Terms of Research Purpose/Objectives


Figure 8 shows the distribution of the articles according to the main topics and research objectives. The majority of the articles focused on remote health monitoring (n = 24), followed by security and privacy (n = 17), smart healthcare (n = 16), technology acceptance (n = 8), and fog computing (n = 7). A total of five articles focused on the application of IoT for disease/medical diagnoses (diabetes, cardiac conditions, hypertension, etc.), whereas less than five articles were based on big data analytics and mobile healthcare. Research topics such as edge computing, living labs, and network layers were classified under “others,” while review articles and studies that were overly broad were classified as “non-specific.”






3. The Motivations, Challenges and Recommendations


The concept of IoT is related to various technologies and sciences such as sensors, artificial intelligence, deep learning, machine learning, and decision-making, most of which are effectively integrated into the healthcare system. This systematic literature review presents the most relevant studies related to smart technology represented by the IoT. This review sheds light on how IoT imposes its control on the healthcare sector in all departments, and how the existence of such technology has made it easier for patient-doctor interaction and communication, as well as in terms of hospital management, diagnosis, and storage of huge amounts of data (about the patients, hospital staff, drugs, and equipment). Besides facilitating better diagnosis, IoT has a role in delivering appropriate treatment for each case and using devices or sensors for real-time weather monitoring. The remainder of the review is divided into three main aspects: (A) motivation, (B) challenges, and (C) recommendation, concerning the application of IoT in the healthcare system and service delivery. Each aspect is further classified into subgroups and the discussion is tailored towards assisting future researchers to have a clear view of the challenges in enabling IoT in healthcare systems, how the problems have been solved and those that remain unsolved, as well as the need to find better and more tenable solutions.



3.1. Motivations


This section displays all the motivations for the research conducted in the present era. The reviewed articles are shown below in Figure 9, which are classified as follows:




	
Motivations related to the main components of healthcare system such as functions, process, integration, properties, resources, quality, and efficiency, communications;



	
Motivations related to users;



	
Motivations related to cost (system, data and maintenance);



	
Motivations related to data (storage, processing, transmissions, protection, and availability).








3.1.1. Motivations Related to System


This section focuses on system issues as an incentive. The first is related to functions such as monitoring, detection, computing, and protection, while the others are related to integration in terms of ease of use and the need for different devices and technologies. In addition, it includes system features that consist of different areas such as security, privacy, reliability, flexibility, accessibility, mobility, wireless, and wearability, followed by resources such as unlimited use and information sharing. On the other hand, accurate information communications focus on low latency, connectivity, and transmission at all times, as well as incentives to increase system quality and efficiency. In the following sections, each of the motivational factors related to the system is explained.



1-Motives related to functions. The potential of combining advanced technology has encouraged many researchers to develop internet of medical things (IoMT) platforms, including in the field of remote monitoring [26,64]. In addition, several reasons that increase the interest in remote monitoring include limited availability of specialist doctors, difficulty in navigating some remote areas, traffic jams, and patients’ being unable to visit the hospital or doctors due to busy schedules [27,46]. For example, a voice pathology detection system on the mobile healthcare framework is proposed. In their proposed framework, sounds are first recorded using smart mobile devices, and the same audio signals are processed before being transmitted to a deep learning network [27]. The proposed remote healthcare system is shown in Figure 10.



Since the number of people over 60 will grow in the next few years [24], there is a need for better health care in remote areas with facilities for continuous monitoring. This has been specifically advocated to monitor food quality, diet, daily exercise, and physiological status and to enhance the well-being of the elderly population and others requiring such care [1,67]. Likewise, several researchers have demonstrated the urgent need to develop real-time monitoring due to the increase in the number of disabled people and those with chronic diseases [48,57].



Another point related to function is diagnosis. IoT in healthcare supports early diagnosis to help patients obtain better care [15,75], and the provision of real-time diagnosis helps to minimize the cost of visiting hospitals and save lives [34,44,63,95]. In addition, the early detection of some diseases prevents the spread of such outbreaks; thereby leading to improved life expectancy in the long term [85,96]. The third function in this review is computing. Computing is an advanced, flexible, and better way to collect and analyze personal health data [49,85]. Therefore, healthcare today depends on IT. The last function is protection, which entails how to protect information from unauthorized access. This is particularly important when information is shared online between the patient and the doctor [57,84].



2-Motives related to integration. This section aims to explain the role of integration in technologies or devices. Additionally, it aims to discuss how it would improve service delivery. For example, integration of IoTs with cloud and how it may facilitate the delivery [16]. The integration of different devices creates new opportunities to improve service in the fields of healthcare [13]. Because more devices can share information with other devices (IoT), this improves access to healthcare [11].



3-Motives related to characteristics. These motivations include several areas such as security, privacy, reliability, flexibility, accessibility, mobility, wireless, etc. When a new technology is used in the field of health, the security of devices and servers is a serious challenge for the user. Researchers generally consider security in areas such as the IoT secure system [16,70,97], secure connection [54], and information sharing to enhance system quality [86]. Besides providing privacy levels for users [34,88], the system should also ensure the reliability of IoT systems [19], flexibility, easy access, mobility, and wireless interconnection between sensors. It would also be helpful to have a smart device that can be worn on the body to make monitoring easier [45,54].



4-Motives related to communications. In relation to communications, IoT in healthcare emphasizes two vital aspects: traffic and latency. These two factors are directly proportional and share a positive relationship. For instance, the reduction in traffic jams led to a proportional decrease in latency, which remains the main focus of most researchers, especially in emergencies. This is because any delay in communication or response time will have a detrimental effect on the patient [29,47,88]. Some researchers suggest using cloud-based systems or fog computing to reduce the delay [30,98]. These systems are available in each location and every time, so new healthcare paradigms and services are born.



5-Motives Related to quality and efficiency. In recent years, the average age of people in different societies has increased, so many researchers have tried to offer new approaches and technologies for long-term applications in smart healthcare systems [11,84,99]. This has revived the need for effective management of several aspects of providing high quality healthcare services, such as providing high levels of connectivity, ensuring users have access to services anywhere and anytime, and ensuring that the company has full control over its connections to prevent breakage or unwanted attack [60]. Other important functions are the provision of high-quality error correction capabilities to verify that the message sent is similar to the message received, as well as high availability to ensure that messages are delivered at the same time [4]. Some researchers focus on achieving efficiency, better tracking of patients and devices, prompt service, and increased safety [37,86]. Moreover, researchers have highlighted that despite the importance of safety, it has received less attention in research studies and is largely under-reported [91]. However, some studies attempted to use radio frequency identification (RFID) to address a variety of issues to improve the quality of healthcare systems [93] and provide a means of providing time-sensitive and efficient services [82]. In addition, some researchers have tried to offer technologies for patient-centered medical treatment at home instead of hospital treatment in order to reduce the cost of medical care and increase treatment outcomes [76], which has been projected to affect patients’ lives positively in coming years [2].




3.1.2. Motivations Related to Users


This section is divided into doctors, and patients.



1-Doctors. As demonstrated in Figure 11, using IoT in healthcare systems offers several advantages and benefits to doctors in the performance of their duties. Among the advantages are the best-coordinated care and the storage of patients’ sensitive data, to assist the understanding of their medical history and to deliver fast, accurate diagnosis and treatment [7,18,50,62]. The introduction of intelligent technology in the field of healthcare enables doctors to enhance their performance, improving efficiency and reliability in operations and allowing for subsequent remote monitoring [80,83]. It also promotes communication with patients through the use of specialized software [4,85].



2-Patients. Due to the obvious rise in the elderly population and patients with chronic diseases, there is a need to develop new technologies and models to provide smart healthcare services to patients over the long term [11,84]. This includes the provision of efficient treatment [14,23,26], making it easier to manage the treatment process of patients and the ability to provide instant, appropriate treatment to save the patient’s life [7,23,37]. In addition, IoT-based health care systems aim to minimize hospital visits and facilitate access to patient data (regardless of location or time) [88]. It also provides constant monitoring of patients [77,99,100].




3.1.3. Motivations Related to Cost


Today, health services are one of the most significant social and economic concerns facing both the public and private sectors in many nations. This is due to a variety of factors, including rising medical care costs, steady population growth and aging, and increased health-care demands. Hence, these events highlight the need for new and more advanced scientific solutions [26]. Some statistics show that by 2050, health care spending will account for about 30% of some countries’ GDP [4]. Thus, cost is considered as one of the main topics that motivates researchers to participate in research on IoT activation in health care systems and service delivery. The next subsection discusses various aspects of cost.



1-cost related to service. The purpose of this section is to examine the incentives for costing healthcare systems and data. From this perspective, in most studies, the two goals of reducing treatment costs and increasing the quality of services are pursued in parallel [7,60,90]. Given that rising costs have significant adverse effects on patients’ lives [3,19], some researchers adopt new technologies to help in reducing costs, ensuring cost-effectiveness [3,20], and providing a path to a healthy life at a minimum cost [3].



2-Cost related to System. Various strategies have been reported in several studies to reduce healthcare system-related costs, such as the adoption of IT, using of cloud computing, and the application of resource management, which all led to a significant reduction in overall cost [16,93]. In addition, other researchers proposed solutions to reduce the cost of communications, data collection, processing, labeling, and data transmission [26,35,88,96,101].




3.1.4. Motivations Related to Data


One of the most widely discussed topics in healthcare data is dealing with the complexity and massive amounts of data that needs to be collected, processed, and analyzed while ensuring effective data security and management [102]. Several studies have been conducted in this area, while other research has focused on different aspects, such as improving the healthcare sector. This section discusses the data-related motivations in terms of data storage, processing, transmission, protection, and availability. Specifically, this involves the exploration of the most advanced technologies in this era, such as IoT and cloud computing, for the collection, storage, and analysis of personal healthcare data [68,85]. It also entails the adoption of new technologies over traditional techniques to meet the vast healthcare system’s requirements. For instance, the adoption of fog computing systems reduces the load on cloud computing in terms of processing massive amounts of data [89].



Enabling IoT in healthcare service delivery is addressing a lot of challenges related to data, such as ease of data transfer over the internet and the use of short-range wireless technologies [69]. These data need to be well protected at all stages, comprising collection, storage, communication, and transmission [7,60]. Numerous researchers have emphasized the importance of data privacy and security in healthcare applications [58]. Cloud computing helps in increasing the spectrum of healthcare services. It is associated with some privacy concerns that need to be addressed [101]. In addition, the system must be controlled and secured from unauthorized access while concurrently protecting medical data [42,55]. Furthermore, continuous rapid data growth is critical for improving methods of accessing health information and services [28,75]. The benefits that motivate researchers to examine this area are summarized in Table 2.





3.2. Challenges


In this section, the challenges of IoT healthcare systems are categorized as three classes as shown in Figure 12.



3.2.1. Challenges Related to System


The challenges related to the systems are summarized in this sub-section. The current sub-section follows main system challenges such as IoT, big data, cloud computing, security, sensors, real-time process, and requirements. Each of these challenges is discussed in the following subsections.



1-Internet of Things. The importance of the IoT is one of the technical factors emphasized by many researchers in their studies. For instance, the application of IoT in facilitating access to smart gadgets led to the identification of a patient’s location, status, and tracking [42]. Other authors conducted a survey to investigate people’s perceptions towards adopting and accepting IoT technology in healthcare and their attitudes towards adopting smart healthcare services [72,91]. In another study, the researchers discussed how IoT technology could be provided to individuals in their vehicles [79]. Accordingly, the technology is to be provided by the healthcare system and designed to enable patients to use a medical sensor in a vehicle equipped with IoT devices [79]. In some articles, researchers have focused on addressing stakeholder issues to improve the performance of the IoT healthcare system [55]. To this end, they focus on reducing processing time and identifying limitations for the wider use of the IoT that cover the entire hospital [25,86].



2-Big data. Some researchers have emphasized the analysis of big data in their research. The term “big data” refers to a large amount of data that can be easily stored and processed by the classical method [24]. This volume of data can be structured or unstructured. Therefore, some researchers in their papers have tried to use effective and efficient techniques to collect big data providers received by cameras, microphones, and other sensors [24]. In recent years, studies have been conducted on how to collect and store data in systems in a reliable and secure way [28,89] and how to maintain a high level of integrity [14,89]. Other researchers focused on how the system would efficiently deal with a large scale of healthcare data collected from many sensors [37]. Issues relating to speed and analysis of huge amounts of data [3,28,88] after data collection and processing [35,96], data management [8,23] and data monitoring were raised by several researchers. These potential issues need to be solved to ensure the availability, reliability, and accuracy of big data [89,103], as well as to assist the decision-makers in taking the right decision [94,96]. Nevertheless, a few studies highlighted the need to support the decision-making process by building a model on IoT-based platforms [26,100]. However, data sensing [44], data missing [26], data isolation [76], data transfer [90], and low capacity are still the current challenges that need to be addressed [7,25]. In a recent work, a decision support system was designed for data gathering from IoT-based healthcare systems [97]. Different sensors, such as heart pulse-rate, body temperature, blood oxygen level, etc., are extracted using sensor-based devices connected to patients. Additionally, different processes such as preprocessing, data analysis, and generating detailed information are performed. Experimental results show that combining data extracted by the IoT with methods of analysis in health care systems can be efficient [97].



3-Cloud computing and fog computing. In the last two decades, some researchers have proposed cloud computing in health IoT as a solution to different problems, such as estimating the number of required cloud and fog resources in a healthcare system [18], improving the flexibility of access to data, and preventing identity theft or clinical error by health care professionals [30,42,43,57]. In addition, cloud and fog computing make it possible to capture and analyze patient data at any time, any place, locally or remotely [10]. However, there are many studies that have concentrated on how the Cloud-of-Things (CoT) can handle large volumes of data received from billions of Internet-of-Things-connected objects [5,25]. With the recent rapid advancement in technology and widespread healthcare systems, cloud computing has been unable to meet all the needs of healthcare applications. However, these problems have been resolved with the emergence of fog computing systems, which are characterized by fast response times and low latency [12].



The latest research on fog computing in healthcare applications has been multidimensional [38]. Fog computing addresses important challenges related to system performance of IoT-based healthcare systems [12,89]. In addition, from an economic point of view, the fog computing system is considered more cost-effective because it tends to reduce costs, which is the goal of providers. In general, cloud computing and fog computing play an important role in health care systems. Therefore, researchers are constantly searching for solutions to the challenges related to applying fog computing in IoT-healthcare system.



4-Security and Privacy. Security and privacy have been reported in most previous articles on the application of IoT in healthcare systems. Generally, the terms “security” and “privacy” are interlinked, and both focus on how to secure data, although from different perspectives. Specifically, security pays more attention to unauthorized access to the system’s data or information, whereas privacy emphasizes how to secure individual or personal information. These phrases are more efficient in smart healthcare software to improve the security of patients’ records and related data [16,44,79].



Numerous studies have addressed potential security and privacy challenges such as security attacks, data leaks, device security, and wearability [8,20,70,90,101,104]. For a smart healthcare system to be sustainable over a long period of time, data security and patient privacy must be given considerable consideration [3,12,57]. This is especially important for sensitive medical data [36] because attacking the system can lead to vulnerable data leaks that can lead to more serious attacks. One of the most well-known types of attacks in this area is the Mirai attack, which can generate malicious and unusual traffic at several gigabits per second with the help of IoT devices [16,105]. Hence, authentication is the first step to ensure system security [32,74,101], while other studies have focused on the data security mechanism [84,94]. For example, the researcher Almaiah, proposed a creative hybrid model for authentication and reliable data retention in IoT-based healthcare software [52]. They proposed a lightweight authentication approach for IoT-based healthcare systems based on deep learning to facilitate decentralized authentication process in legal devices. Based on reported results, their proposed approach depreciated the validation latency among pairing devices and improved communication statistics. The proposed secure searchable encryption system in is shown in the Figure 13 [52]. Some researchers have sought to develop practical privacy practices in health care systems to provide better ways to protect such sensitive data [85], especially in terms of data collection and transmission [60,103]. Another challenge that researchers have addressed is the need to provide electronic health record (I) protection [39,87] and to examine the use of the Chinese block-chain to link patients’ electronic health records to a variety of healthcare services [65,78].



5-Technical requirements. Along with the core requirements that we mentioned above, there are some technical requirements we should consider [48,58] such as battery drain, leakage of energy storage devices [1,102], low-power operation [4,33], powering of IoT terminal nodes used in smart decisions and energy consumption [65,66,75,91,99,101,106] in order to enhance communications and store information effectively without any possible delay [39].



In fact, communication/connectivity is regarded as the foundational component in smart hospitals, as it allows all medical devices to connect to the internet, transfer data collected from patients, and provide rapid response (via sensors). That is why researchers focus on the reliability of network connections and data transmission [2,35,91], and they keep trying to find solutions to the challenges that face them, such as traffic problems [40]. Other researchers discuss how to enhance the quality and performance of the service [41,44,91].



6-Enhance Quality of the system. In the healthcare system, there are many significant aspects that the authors are interested in, to obtain a more efficient and accurate service [28,46], such as spearing awareness of using medical gadgets frequently [61], taking care of response time or latency [81,91], keeping fast and high quality of data transmission [39,107] and reducing the possibility of packet loss [107], determine the relationship between ICT and healthcare, as well as how ICT can help and improve the system [40]. this is in addition to providing a high level of software safety, reliability, device connectivity and giving attention to the network architecture topology to deliver the best healthcare application [1,2,66] to the patients. Some researchers pointed to providing early detection abilities with better monitoring system [30,73,103] such as diagnosis of hypertension and keep monitoring the blood pressure state [31], and explored a voice pathology detection system using deep learning to detect the fake primary users of the system [71,88]. Equitable access and delivery process of healthcare should be provided, especially in far rural-developing areas [26,28]. Keeping updating to the latest technologies made so far [97] and designing a course for smart healthcare engineering education to reduce the effort that could be made to get involved in this technology [98,108].




3.2.2. Challenges Related to Users


Some of the studies in the reviewed articles emphasized challenges relating to users as they remain a vital part of smart healthcare systems. Hence, one of the goals of IoT is to reduce patients’ cost burden by minimizing the number of visits to hospitals or clinics while ensuring that accurate and efficient healthcare services and treatment are delivered [4]. These were the main challenges that most researchers attempted to address in their studies [71,73]. Nevertheless, a few others have attempted to develop strategies to reduce the cost of smart devices and communication technology to support remote monitoring systems [33,101]. Therefore, some researchers have used the concept of “smart stone” to reduce the system’s interaction with the user and reduce the specific problems of the elderly in the use of mobile devices and tablets [20]. In a similar study, this concept was also used to identify the main factors affecting the increase in the acceptance rate of elderly people using smart devices to receive health care services [9]. However, one of the biggest challenges of IoT healthcare nowadays is the technology adoption by users. Researchers need to go in depth to figure out the most critical factors that affect user adoption of such a technology [11].




3.2.3. Other Challenges


Despite all the challenges and problems discussed to this point, other issues have been reported by some researchers, especially in terms of environmental factors [7], culture, policies and regulations [76], platforms [26,103], embedded systems [105], adopting social media in healthcare systems and how it would be useful in spearheading healthcare information [101,109], and the advantage that comes from being in the healthcare sector for a long period [110]. The availability of improved healthcare systems is associated with an increase in the life expectancy of users; thereby resulting in a proportional increase in the older population. However, older people face special problems such as reduced physical fitness, chronic and long-term medical disorders, and digital migraines [11]. Table 3 summarizes the main challenges that researchers in this area encounter.





3.3. Recommendation


This section comprises researchers’ recommendations concerning the aspects to be considered in future work and gives an insight into the knowledge gaps that are yet to be investigated. The recommendations can be categorized into two main groups: healthcare system’s recommendations (IoT, storage, security and privacy, sensors and improving healthcare systems) and users’ recommendations (remote monitoring and remote diagnosis) as shown in Figure 14.



3.3.1. Recommendations Related to System


1-IoT in the healthcare system. Some experimental results show that IoT in healthcare service delivery should be performed after proving its ability to reduce pressures on the systems [8], and it allows patients to constantly monitor and manage their health status [21]. Although the potential of the IoT has been identified for all, it is still in its infancy and more extensive studies and research are needed to discover the potential impact of the IoT on healthcare systems [15,62]. Other researchers recommended that extensive studies should be conducted to upgrade IoT in terms of health monitoring and management systems [107].



2-Storage. There is a fact here that cloud computing can be adapted in a simple way by others. In this respect, it is used to provide access to healthcare systems and storage of data [8]. Hence, a few studies recommended the need to improve storage capacity and the performance of the cloud by applying various enhancement infrastructures such as MapReduce. This will assist in reducing the main sources of delays, such as processing delays as well as integrating communication delays [96].



3-Security and Privacy. One of the widely discussed and investigated topics in IoT is security and privacy. Several authors recommended that future research should focus on how to enhance the healthcare system by improving the security and privacy aspects [10,62,65,84,86]. Other researchers were more specific by advocating the need to add some security protocols [98], secure communication in the wireless network, propose efficient trade-off between security issues and cost of the end-to-end security protocols in analysis [54], provides access control rules [8], and human-less autonomic control of programs [99]. Furthermore, there are suggestions to introduce protocols that enable a doctor to access records without authorization during emergencies [65] while others emphasized federal enforcement of data protection and security, privacy, as well as the confidentiality of data control and storage [8,48]. According to these authors, these strategies will promote the development and implementation of robust IoT-based healthcare policies and care models. For example, in [51], Anand et al. proposed a deep network based on convolutional neural network (CNN) to detect malware attacks in 5G-IoT healthcare applications. The network’s structure of their proposed network is shown in Figure 15. As can be seen, different deep features are extracted from input data and finally 25 malware types are classified. Experimental results in show that the proposed approach improves the security of IoT healthcare systems, especially in 5G format [51].



4-Sensors. Another type of important recommendation that should be noted is sensor-related recommendations, such as smart stones, which are new types of sensors that can be used in healthcare IoT-based systems to improve operational performance [20]. Due to the increasing expansion of health care in most communities, the need to develop remote sensing devices in these systems is strongly felt [56]. Some researchers have said that future work should continue to investigate wireless sensors, while the authors of some studies have tried to make applications more scalable by obtaining more sensors.



5-Using various technologies to improve healthcare systems. To improve healthcare systems, some significant issues can be considered to propose future studies, such as using machine learning techniques, secure encryption theories for cloud storage [8], integrating mobile internet of things devices (MIoT), and facilitating fog and cloud computing as main solutions for typical healthcare monitoring systems [18]. A recent study [99] proposed an innovative security framework for healthcare systems. According to a study, secret data, like most systems, should be stored on cloud servers but first encrypted using block-based data encryption techniques [92]. In most attacks that occur on the Internet, information is the main damage. Patients’ medical records are also part of the patient’s personal information and identity and should not be accessible to anyone. A blockchain-based framework is used. The proposed framework has the ability to update any changes in the patient’s health characteristics (such as allergies, new symptoms, side effects of medications, etc.) at any time and create a separate block in the chain [92]. Securing patient-sensitive information in health care systems builds trust between patients or users and health care providers. In this paper, the main goal of the authors was to secure information based on the development of a multi-layered block chain-based IoT data security approach. In another study, it suggested that combining theories is recommended to improve the performance of existing models [94]. Furthermore, several open research scopes that require efficient and innovative solutions include the communication network; complexity trade-off; data duplication; reducing fault detection rate [58] and using the real dataset to solve real problems more efficiently [65]. Another new idea is that some researchers attempt to use deep learning networks to enhance a system’s performance, whereas others suggest using deep learning networks as efficient tools to improve next-generation IoT systems [13]. This includes shifting from the static nature to a dynamic status, enhancing the security, reliability, scalability, and privacy of network-based healthcare systems [16,105]. Overall, the use of new technology helps improve the quality of the system and lower costs [5].




3.3.2. Recommendations Related to Users


This section discusses researchers’ recommendations on how medical services could be enhanced in the near future to deliver better service to users and achieve the highest usefulness of such technology for their health. Examples include embedding more sensors for tracking and monitoring services.



1-Remote Monitoring. In term of remote monitoring, some authors have made suggestions to increase the speed of tracking and remote monitoring [7]. In this research, advanced embedded sensors, destructive sensors in real world applications, increasing awareness of chronic diseases, and development of programmability features of technologies have been used [103]. However, other researchers seek to continuously increase the accuracy and credibility of dynamic adaptation monitoring and support systems to prevent potential problems in future technologies [88]. The concept of “combined real-time remote monitoring (HRRM)” was mentioned as one of the new monitoring approaches that can be used in monitoring various diseases in future work [37].



2-Remote diagnosis. For disease diagnosis, researchers have recommended the provision of intelligence and the provision of more versatile disease detection techniques via the use of IoT [92]. Others have recommended the improvement of detection rate and access time based on the development of real-time response systems [38]. Likewise, another study emphasized the need to consider the mobility power of medical sensors between smart e-health gateways of different types [92]. And the easy interoperability of different nodes using different policies and protocols [38]. The recommendations given by previous researchers are outlined in Table 4.






4. Conclusions and Limitation


4.1. Limitations


As stated, this is a systematic review, thus we attempted to be objective about all selection and research characteristics based on the suggested approach outlined at the beginning of the paper. Therefore, a brief explanation of the study’s limitations follows. All of the conclusions discussed in this review are constrained by the examination of publications published within the specified time period (2015–2022). Moreover, the study used the terms “healthcare”, “health care”, “health-care”, “medical system”, and “health” in conjunction with “internet of things” and “IoT” as the primary keywords for locating the relevant literature, which may have led to the omission of some related articles from the specified databases. Therefore, it is suggested that future researchers who want to examine the literature include additional keywords such as “e-health”, “m-health”, and “electronic health” in their search queries.



Articles were also reviewed from the perspective of set goals. These findings in this review are limited by analyzing articles published within the investigated and targeted timeframe of the study to ensure that the relevant and recent articles were retrieved. This study selected keywords focusing on motivations for research published on enabling IoT in healthcare, challenges reported in the articles, and recommendations for future studies. Given the fact that these studies were conducted in different countries, some of the challenges may be specific to certain regions and not generalizable to other locations. Therefore, the issues raised in this article should be analyzed with caution.



Only articles written in English are reviewed in this article. Related articles written in other languages may therefore be ignored. This may be a minor limitation, but it is not a source of bias because most reputable magazines are published in English. Likewise, the challenges raised in this article might require empirical testing according to the respective location where IoT is to be implemented in the healthcare system. Review articles were also included in the literature search employed in this study. However, this was considered given that only a few studies have been conducted worldwide on enabling IoT in the healthcare system and service delivery.



In this study, several researchers raised critical concerns about the urgent need to develop real-time monitoring systems due to the increasing number of people with disabilities and chronic diseases. This is also important in the healthcare system in Malaysia, as the aging population is projected to make up 7.2% of the total population by 2020 [23]. Hence, it is expected that the pressure on healthcare facilities will increase in line with the aging population and the number of those having chronic morbidities. Policymakers and IoT developers need to consider the contemporary aging population while planning to enable IoT in the Malaysian healthcare system. Presently, the area of smart healthcare service delivery to cater for chronically ill patients needs to be developed [84]. The development of embedded and disruptive sensors, as well as real-time remote tracking and monitoring, could be used to help people with chronic diseases all over the world receive better care.




4.2. Discussion


Most researchers and authorities around the world are working to harness the potential of the IoT to improve health services and improve provision. Numerous articles on topics relating to IoT have been published in recent times. However, the application of IoT in the healthcare system and its impact on human lives has received extensive attention from researchers. Therefore, this article elucidates the main research focus in published studies regarding IoT in healthcare systems and how it has been used in a smart way in the delivery of healthcare services to achieve maximum benefits by serving patients, doctors and physicians, hospitals, governments, and providers.



An SLR of 106 articles is conducted, identified and analyzed through a specific procedure. This article gives a clear indication of the motivations that encourage researchers and providers to involve IoT in healthcare. In order to facilitate the explanation, the sections were broadly divided into four main groups: systems, users, cost, and data, with each comprising subgroups. Various challenges were also raised in most studies on IoT in healthcare, comprising the adoption and integration of IoT with smart gadgets and vehicles to facilitate patient monitoring, developing algorithms in the big data field due to the growing population of people with chronic diseases and demand on healthcare systems, and resources required to execute cloud and fog computing. Other important constraints include the technical requirements, enhancing the performance and quality of sensors, providing real-time monitoring and minimizing the cost burden to end-users. Based on the reviewed studies, recommendations for future research to enable the effective application of IoT in healthcare and service delivery should focus on improving storage capacity, security and privacy, sensors and other advanced technologies. Additionally, recommendations focusing on users entail the provision for remote monitoring and remote diagnosis of diseases.
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Figure 1. Inclusion criteria for selecting articles. 
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Figure 2. Selection of study, search query and inclusion criteria. 
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Figure 3. Distribution of articles in terms of the year of publication. 
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Figure 4. Distribution of articles according to study design/methodology. 
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Figure 5. Distribution of papers in terms of comparison between the year of publication and study designs. 
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Figure 6. Distribution of articles according to Publishers. 
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Figure 7. Distribution of studies based on country of origin. 
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Figure 8. Distribution based on research purpose/objectives. 
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Figure 9. Categorized Motivations sections. 
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Figure 10. The proposed remote healthcare framework in. 
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Figure 11. The benefit of smart healthcare to doctors. 
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Figure 12. Challenges sections. 
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Figure 13. The Proposed secure searchable encryption system. 
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Figure 14. A summary of the recommendations from studies on enabling IoT in the healthcare system and service delivery. 
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Figure 15. The deep network to detect malware attacks in 5G-IoT healthcare systems. 
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Table 1. Distribution of papers in terms of publishing sources.
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S/N

	
Journal Name

	
Number of Papers

	
Related References






	
1

	
IEEE Access

	
16

	
[3,5,7,8,16,23,24,25,26,27,28,29,30,31,32,33,34]




	
2

	
Future Generation Computer systems

	
9

	
[25,35,36,37,38,39,40,41,42]




	
3

	
IEEE Internet of things journal

	
7

	
[13,43,44,45,46,47,48]




	
4

	
Sensors

	
5

	
[49,50,51,52,53]




	
5

	
Procedia Computer Science

	
4

	
[11,19,54,55]




	
6

	
Computer Networks

	
3

	
[14,56,57]




	
7

	
IEEE communications magazine

	
3

	
[58,59,60]




	
8

	
Wireless communications and mobile computing

	
3

	
[10,61,62]




	
9

	
Journal of medical systems

	
3

	
[63,64]




	
10

	
Journal of Network and computer applications

	
2

	
[65,66]




	
11

	
Fundamental Informatics

	
2

	
[67,68]




	
12

	
Computer and Electrical Engineering

	
2

	
[69,70]




	
13

	
Big Data Research

	
2

	
[4,71]




	
14

	
Sustainability

	
2

	
[72,73]




	
15

	
IET networks

	
2

	
[74]




	
16

	
Computer Applications in Engineering Education

	
1

	
[75]




	
17

	
Smart and Sustainable Built

	
1

	
[2]




	
18

	
Ageing and Disease

	
1

	
[76]




	
19

	
Applied Sciences

	
1

	
[77]




	
20

	
Artificial Intelligence in Medicine

	
1

	
[78]




	
21

	
Cluster Computing

	
1

	
[79]




	
22

	
Computer Methods and Programs in Biomedicine

	
1

	
[80]




	
23

	
Computers in Human Behavior

	
1

	
[81]




	
24

	
Computers in Industry

	
1

	
[82]




	
25

	
Global Health Journal

	
1

	
[83]




	
26

	
Health Technology

	
1

	
[84]




	
27

	
IEEE Internet Computing

	
1

	
[85]




	
28

	
IEEE SYSTEMS JOURNAL

	
1

	
[86]




	
29

	
IEEE Transactions on Emerging Topics in Computational Intelligence

	
1

	
[87]




	
30

	
IEEE Transactions on Industrial Informatics

	
1

	
[88]




	
31

	
IEEE Transactions on Network Science and engineering

	
1

	
[89]




	
32

	
IEEE Transactions on Professional communication

	
1

	
[90]




	
33

	
IET Software

	
1

	
[91]




	
34

	
International Federation of Automatic Control

	
1

	
[20]




	
35

	
Security and communication networks

	
1

	
[92]




	
Conference Paper




	
36

	
International Journal of Production Economics

	
1

	
[93]




	
37

	
International Journal of Security and Its

	
1

	
[94]








In the last 7 years (2015–2022), the majority of relevant studies were published in IEEE Access (n = 16), Future Generation Computer Systems journal (n = 9) and IEEE Internet of things (n = 7).
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Table 2. Summary of common motivations.
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	Category
	List of Benefits
	References





	Motivations Related to System
	1- Develop internet of medical things (IoMT) platforms.

2- Improve service in the fields of healthcare.

3- Improve the characteristics of the system such as security, privacy, reliability, flexibility, accessibility, mobility, wireless, etc.

4- Reduce the delay time in communications or response time such as cloud computing and fog computing.

5- Provide new approaches and technologies for long-term applications in smart healthcare systems such as high levels of connectivity, achieving efficiency, better tracking of patients and devices, prompt service, and increased safety
	[1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,24,26,27,29,30,35,37,46,48,49,53,57,58,67,75,76,82,84,85,86,88,89,91,93,95,96,98,99]



	Motivations Related to Users
	1- Enable doctors to enhance their performance.

2- Improve efficiency and reliability in operations and allow subsequent remote monitoring

3- Promote communication with patients using specialized software.

4- Minimize hospital visits and facilitate access to patient data (regardless of location or time).

5- Provide constant monitoring of patients.
	[3,4,7,11,14,18,23,37,62,77,85,88,99,100]



	Motivations Related to Cost
	1- Reduce treatment costs and increasing the quality of services in parallel.

2- Adopt new technologies to help in reducing costs and providing a way to a healthy life at a minimum cost.

3- Reduce the cost of communications, data collection, processing, labeling, and data transmission.
	[3,4,7,16,19,20,26,35,60,90,93,96,101]



	Motivations Related to Data
	1- Reduce the load on cloud computing in terms of processing massive amounts of data.

2- Continuous rapid data growth is critical for improving methods of accessing health information and services
	[28,68,69,75,85,89,102]
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Table 3. Summary of common challenges.
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	Category
	Identified Challenges
	References





	Challenges Related to System
	1- IoT healthcare system performance needs to be improved

2- Finding effective and efficient techniques to collect big data in a reliable and secure way.

3- Data sensing, data missing, data isolation, data transfer, and low capacity, are significant challenges that need to be addressed.

4- Researchers are constantly searching for solutions to the challenges related to cloud computing and fog computing in IoT-healthcare systems.

5- Challenges related to privacy and security of IoT healthcare system are important because attacking the system can lead to vulnerable data leaks and traffic delays could affect patients’ lives.

6- The need to provide electronic health recorIEHR) protection.

7- Technical requirements should be considered such as battery drain, leakage of energy storage devices, low-power operation, powering of IoT terminal nodes, used in smart decisions and energy consumption, in order to enhance communications and store information effectively without any delay.
	[7,24,25,26,41,43,44,76,90,102,106]



	Challenges Related to Users
	Challenges related to users include cost, number of visits to hospitals and identifying the main factors affecting the acceptance rate of people using smart devices to receive healthcare services.
	[4,11,20,33,71,73,101]



	Other Challenges
	Other issues have been reported by some researchers, especially in terms of environmental factors, culture, policies and regulations, platforms, embedded systems, and adopting social media in healthcare systems.
	[7,26,76,103,105,109]
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Table 4. Summary of common recommendations.






Table 4. Summary of common recommendations.





	Category
	Common Recommendations
	References





	Recommendations Related to System
	1- To upgrade IoT in terms of health monitoring and management systems, in addition to more extensive studies and research are needed to discover the potential impact of the IoT on healthcare systems.

2- To improve storage capacity and the performance of the cloud. This will assist in reducing the main sources of delays, such as processing delays as well as integrating communication delays.

3- To enhance the security and privacy of healthcare system, such as the need to add some security protocols, secure communication in the wireless network.

4- To introduce protocols that enable a doctor to access records without authorization during emergencies.

5- To use new type of sensors in healthcare IoT-based systems to improve operational performance.

6- To improve healthcare systems, some significant issues can be considered in future studies, such as using machine learning techniques, secure encryption theories for cloud storage, integrating mobile internet of things devices (MIoT), facilitating fog and cloud computing as main solutions for typical healthcare monitoring systems...etc.
	[10,15,20,62,65,84,86,96,98,107]



	Recommendations Related to Users
	1- To increase the speed of tracking and remote monitoring such as advanced embedded sensors.

2- To continuously increase the accuracy and credibility of dynamic adaptation monitoring and support systems to prevent potential problems in future technologies.

3- To provide more disease detection techniques via the use of IoT

4- To improve detection rate and access time based on the development of real-time response systems.
	[7,38,88,92]
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