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Abstract: System-level radiation testing of electronics is evaluated, based on test examples of the
System-in-Package (SiP) module irradiations. Total ionizing dose and single event effects tests are
analyzed to better understand the opportunities and limitations of the system-level approach in
the context of the radiation qualification of electronics. Impact on the SiP product development
is discussed.
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1. Introduction

In recent years, we could observe a huge increase in the number of small/micro-
/nano-satellites that were launched and that are built of non-space grade electronics, but
from COTS (commercial off the shelf) components. COTS components are manufactured
without following as strict procedures (e.g., testing and inspection) as space-grade electronic
components. In addition, the traceability of COTS components is very often limited, giving
the end-user reduced knowledge on the manufacturer and manufacturing process of the
product. The use of COTS is primarily driven by the requirement (and possibility) to
reduce the cost and development time of missions. In addition, COTS components may
enable much higher performance than available with the use of space-grade electronics.
However, to assure mission success, radiation hardness assurance (RHA) schemes need to
be applied [1], otherwise, the risk induced by the space radiation effects on the COTS-based
systems might be out of control. This risk is related to the radiation environment in space,
i.e., particles trapped by the Earth’s magnetic field, Galactic Cosmic Rays and Solar Particle
Events. The space radiation may be a source of cumulative effects (such as total ionizing
dose (TID) or displacement damage) and single event effects (SEE), and in general may lead
to decreased performance of specific functions, temporal malfunctions or critical failure
and loss of mission. In this context, the goal of RHA is to ensure that all the potentially
radiation-sensitive units of a space system (including the space system itself) will meet their
design specifications up to the end of the targeted mission [1]. The core part of the RHA is
defining the target environment, defining the requirements and evaluating the design and
components for the mission [2]. The standard RHA approach requires component-level
testing of all the potentially sensitive components, which is time- and money-consuming.
Therefore, simplified approaches are searched for, including testing of the reduced number
of components in the system (e.g., the most critical components only) and system-level
testing [3].

In this paper, the system-level radiation tests are discussed from the point of view of
potential electronic system radiation qualification. The main goal of this paper is to present
opportunities and limitations related to the radiation qualification of the System-in-Package
(SiP) modules (and systems in general) using system-level tests.

While discussing the system-level radiation testing of electronics, it is essential to
define what is understood as an electronic system and what is not. It was proposed in [4] to
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define a component as any device that cannot be physically partitioned without damaging
it; therefore, anything manufactured on a chip falls into this category. Furthermore, a
“system” would be something at a higher integration level than a component (PCB (printed
circuit board), assembly of PCB boards, SiP module, satellite subsystem or even whole
satellite). Definitions proposed in [4] were found helpful in the context of radiation testing
and RHA and will also be used within this description and this project.

SiP is often used as a commercial name for a product, the electronic system developed
in 3D PLUS on-demand of a client, based on provided part list, block diagram, required
functionality / features list, etc., enclosed in a single, miniaturized package (typically not
bigger than 3 x 3 x 2 cm?). In this work, SiP will refer to a more general meaning of
the electronic system consisting of a number of dissimilar integrated circuits and passive
components, enclosed in a single, miniaturized package. However, the SiP mostly discussed
in this paper is the Point-of-Load converter (PoL) from 3D PLUS [5], as all the radiation test
experiments performed within this study had the PoL as the test vehicle.

The system-level test might be defined as the one in which parameters and/or func-
tionality of the whole system is monitored at the time of the test, instead of parameters of
the specific component only. However, not the whole system has to be irradiated at a given
time, to call it a system-level test. For example, during laser test, the laser is focused only
on one integrated circuit at a time, but if the component is a part of the working system
and parameters of the system are monitored during the test, it is a system-level test [6].
Similarly, irradiation with heavy ions of a single component in the monitored system (such
as described, e.g., in [7]) is also a system-level test.

Different approaches for system-level testing were already used and discussed in the
literature. A summary of these approaches is presented in Table 1:

Table 1. Summary of the system-level test approaches discussed in the literature.

Test Type Radiation Source/Test Approach  Main Features
Photons—gamma rays (Co-60 - high penetration of the source (particularly Co-60)
TID (+1.2-1.3 MeV), Cs-137 - high capabilities in testing big systems (limited for X-ray due to typical
(~0.7 MeV)) and geometry of X-ray machines)
X-ray [8-10]
- high penetration of particles
- broad beams available, suitable for board /system-level
- testing
protons [11-13] - well-established test method for 200 MeV protons, with provided
formulas to calculate SEE rate for the orbit of International Space Station
- limited linear energy transfer (LET) (LET of secondary particles after
proton hit at the component die)
h I - limited penetration of particles (opening of the component packages
eavy ions: T . . .
tandard (<10 MeV /n) and requ.lred. only board-level testing posable,. not for bigger systems)
SEE ; - testin vacuum for standard energy heavy ions
igh (10-100 MeV /n) energy i 9
- high LET, up to 100 MeV-cm~/mg
- moderate penetration, suitable for board-level testing, not for
heavy ions: very high energy b%gger systems . . .
(0.1-5 GeV/n) [14] - high LET; however, for board-level testing with homogenous LET limited
to 30 MeV-cm? /mg for two-side PCB testing, slightly more than
40 MeV-cm? /mg for one-side PCB testing,
heavy ions: - high penetration, possible to test whole systems or even several systems
ultrahigh energy stacked in the beam line
(5-150 GeV /n) [15,16] - limited LET: around 10-15 MeV-cm?/ mg
- an alternative approach for RHA: to test with HEH spectrum equivalent
CHARM facility: high energy to the one at the target environment
mixed hadrons (HEH, with energies up - high penetration of the field, big space for testing of systems

to 24 GeV) [4,17-20]

a useful tool for soft error rate estimation, however, LET is limited to
around 15-17 MeV-cm?/ mg
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The table gives references to documents where different system-level test approaches
are discussed. For more detailed information on performing tests in different facilities, or
using different approaches, the Reader is encouraged to consult the references provided.
Another relevant reference is the first guidelines document for system-level testing for
space systems, established last year [21].

Some of the system-level test approaches presented in Table 1 were used to test the
PoL. In this paper, selected results from these experiments will be presented, with the main
goal to discuss opportunities and limitations related to the radiation qualification of the SiP
modules using system-level tests.

2. Overview of System-Level Tests of the PoL SiP

The test vehicle chosen for this study was the PoL module from 3D PLUS and different
entities of this SiP (both 2D prototype boards and 3D modules) were irradiated during
experiments discussed in this paper. The PoL is a custom-built system based on COTS
components, with 11 references of active components (6 discrete and 5 Integrated Circuits),
from different technologies (bipolar/CMOS). More details on the PoL were already given
in another paper in this journal issue [22], but the PoL schematic is reminded in Figure 1:
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Figure 1. PoL functional block diagram.

PoL is a space qualified product, characterized with the use of component-level tests
up to TID level of 50 krad and LET level of 80 MeV-cm?/ mg [7].

An overview of radiation tests of the PoL performed within this study is given in
Table 2. TID and SEE tests are presented shortly, as well as the mixed-field tests at the
CHARM facility.
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Table 2. Overview of radiation tests of the PoL.

Test Type and Radiation Source

Main Results

SEE: high energy heavy ions
(GANIL facility)

2 units of the PoL 2D boards were irradiated

sensitive chips of the system were irradiated with high LET ions (up to

94.3 MeV-cm? /mg) and the system remained functional

SETs at certain nodes, also propagating to the system output were observed, with no
impact on the main system functionsmore results in [23]

The mixed field at CHARM
(CERN)

2 units of the PoL 2D boards were irradiated

test reproduced the environment of the example application: LEO orbit; no failures were
observed

the main impact of the reproduced radiative environment on the system behaviour was
the SETs at the voltage reference chip (with no impact on the system main functions)
and slight degradation of the key system parameters (supply current: ~2% drift, output
voltage: ~1% drift) due to cumulative effects

more results in [24]

SEE: ultrahigh energy heavy ions
(CHARM, CERN)

2 units of the PoL 2D boards and one 3D module were irradiated

parallel SEE test of 3 SUTs stacked in the beam line; the LET is homogenous but low
thousands of SETs were captured and some rare events were observed: the propagation
of SET with a specific signature through one of the critical integrated circuits, forcing the
device to power cycle

more results in [6,25]

Laser tests (Univ. Montpellier,
PRESERVE platform)

1 unit of the PoL 2D board was irradiated

test with the good observability and possibility to reproduce rare effects—it was used to
investigate rare events observed at CHARM

vast statistical data on the signature of the SET forcing power cycling of the system let
us understand the propagation and power cycling mechanism

more results in [6]

SEE: standard energy heavy ions
(CYCLONE facility at Université
Catholique de Louvain)

1 unit of the PoL 2D board was irradiated

further investigation on the rare events observed at CHARM

test was used to confirm previous results from laser tests and SPICE simulations
more results in [6]

TID: Co-60 (Univ. Montpellier,
PRESERVE platform)

1 unit of the PoL 2D board and 1 3D module were irradiated

SUTs irradiated up to 118 krad and are still functional

a test performed in the environmental worst case conditions (low dose rate),
nevertheless the results of the system irradiation were much more optimistic than
expected based on the component-level tests and qualification (the PoL product was
qualified up to the level of 50 krad)

more results in [22]

TID: X-rays (Univ. Montpellier,
PRESERVE platform)

2 units of the PoL 2D board and 1 3D module were irradiated

functional failures of 2D boards were observed at >400 krad, which is a much higher
TID level of failure than expected from the product qualification

this high observability test could be used to track the complex failure mode of the
system and to define the most sensitive component in the systemmore results in [22]

The next chapters of this paper shall present aggregated, cross-sectional analysis of
test results from the seven test campaigns summarized in Table 2, with a special focus on
the opportunities and limitations of the system-level testing.

3. Opportunities Given by System-Level Testing

The primary outcome of the system-level testing of electronics is the characteriza-
tion (electrical, functional) of the whole system by a single test, i.e., the system-level test
may provide:

for TID tests: information on the degradation of observed parameters as a function of
TID, information on the TID level that the failure of the system is observed,

for SEE tests: energy/LET threshold of specific system-level or component level effect,
a cross section of these effects (as a function of energy or LET),
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e for mixed-field tests at CHARM: a number of events and information on the degra-
dation due to cumulative effects in the environment defined by the high energy
hadrons spectrum.

With these data, the user acquires some level of confidence in the system’s radiation
performance in a cost-efficient way. The amount and quality of data collected during
system-level test will highly depend on the observability of system parameters provided by
the test setup. Information from the system-level test might be used for design validation,
or as an input for design improvements. Results have different specificity for TID and SEE
test campaigns, therefore these two types of tests will be discussed separately.

3.1. Opportunities Given by TID Tests

Firstly, the opportunities resulting from performing the TID system-level radiation
tests will be presented. These observations come from the Co-60 and X-rays irradiations
performed on the PoL modules.

3.1.1. Margins Given by the System Are Incorporated in Test Results

One of interests in performing system-level testing is to evaluate margins given by the
system. It is expected that the system may withstand a higher TID level than it results from
component-level testing performed in the worst case conditions for specific components.
This prediction is based on the fact that: (1) typically not all of the components in the
system are working in their worst-case conditions, and (2) system designers apply safety
margins (derating).

TID irradiations of the PoL allowed to observe these margins: it was observed that
although degradation of the oscillator frequency is beyond design limits and beyond level
obtained during component-level qualification of the core part of the oscillator, the system
remains functional. Furthermore, although the system was qualified up to 50 krad based on
Co-60 testing following the classical standard procedures [7], it could withstand 400 krad
at X-ray (high dose rate) and at least 118 krad at Co-60 (low dose rate)—although, the test
was not performed in the worst case conditions. Analysis of the results have shown that the
extension of the TID tolerance of the system is related to compensations between some electrical
blocks in the complete system—a broad description of this example was given in [22].

In general, it might be expected that system TID performance will be higher (or at least
not lower) than the one derived from component-level testing and system-level testing is
an interesting tool to estimate this overall performance. On the other hand, there is also a
risk of overestimating system TID performance, if system tests are not performed in the
worst-case condition—and if this condition will be met in the real use situation.

3.1.2. New Insight into Details of the System’s Radiation Performance

Results of the system-level radiation tests may be the source of valuable information
about the system details, and different PoL test campaigns also gave such information.

In the X-rays test (already mentioned in Section 3.1.1) it was possible to reach in
relatively short time (around 8-10 h of irradiation) the total dose level high enough that the
functional failure of two PoL modules was observed: above 400 krad and above 475 krad
irradiation steps. More than 30 different electrical parameters were measured during each
irradiation step of the TID tests, giving good observability during this experiment. Thanks
to this good observability, it was possible to track the most sensitive component in the
system (power MOSFET) and its most critical parameter, the MOSFET switching time (see
Figure 2 for the recording of MOSFET driver waveforms in one of the irradiated PoL 2D
boards and Figure 3 for the degradation of the MOSFET switching time in all three PoL
modules irradiated with X-rays).



Electronics 2022, 11, 378

6 of 15

MO SFET switching time [ps]

1.4

1.2

—
T

=
p

=
s

=
B

0.2

g - i :
1|,;. -h " .L | T ". "
ll, 1
4+ ! |
| I
| ||
% | —— Okrad
(=B | | - 200 krad
% [ [ 400 krad
=

e

Figure 2. MOSFET driver waveforms recorded at steps 0, 200, 400 krad (X-rays irradiation of the
PoL 2D board), after [22]. Black colour marks switching time for each irradiation step. Switching
time is approximately 3 times longer for 200 krad (than prerad) and more than 15 times longer for
400 krad (than prerad). The device failed after the next irradiation step, i.e., it was not functional at
the irradiation step of 450 krad.
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Figure 3. MOSFET switching time as a function of the total ionizing dose for two PoL 2D boards and
one PoL 3D SiP module (after [22]).

This test has shown that system-level TID irradiation may be useful to (1) assess which
parts should be replaced in the system to extend its radiation performance, (2) evaluate
general radiation performance (TID level that the system may survive), (3) to define error
signatures for the system. Such TID system-level test might be an interesting tool for
verification of mature designs, but also evaluation at the early development phase of
product/project.
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3.2. Opportunities Given by SEE Tests

In this section, the opportunities resulting from performing the SEE system-level
radiation tests will be presented. These observations come from the heavy ions, laser and
mixed-field irradiations performed on the PoL modules (see Table 2 in Section 2).

3.2.1. Margins Given by the System Are Incorporated in Test Results

Some kind of margins might be also expected in the SEE system-level testing: masking
of soft SEEs (such as single event upsets (SEUs) or single event transients (SETs)) or
mitigation of some hard SEEs (such as single event latchup (SEL)) by protection mechanisms
applied at system-level. Therefore, system-level SEE testing might also give more realistic
results than tests at the component level because these masking and mitigation effects will
be included in test results.

As an example of soft SEE masking, several test campaigns (e.g., heavy ion tests at
GANIL, CHARM mixed-field, CHARM heavy ions, heavy ion tests at UCL, laser tests
using the IES PRESERVE platform of the University of Montpellier) enabled to observe
SETs at the voltage reference chip output, but most of these transients were not propagating
to the general output of the device. These SETs were filtered out by the internal filter in the
PoL circuit. An example of such a non-propagating transient (one of the several thousand
similar events recorded during the CHARM UHE experiment) is presented in Figure 4
(left curve).

E | /| ot
% 10 1 1.0 /
f /
-
0.5 0.5
0 10 20 30 0 10 20 30

T'\me [ms)

Figure 4. Example of SETs measured at voltage reference chip output, which caused power cycling
(left) and which didn’t cause power cycling (right) during PoL heavy ion test at CHARM facility.

Such results might be used for verification of the mitigation techniques efficiency in
the system.

3.2.2. New Insight into Details of the System’s Radiation Performance

Apart from the SET masking, there were also rare events observed during the CHARM
UHE experiments, when SETs with the special signature (as on the right curve of Figure 4)
were forcing power cycling of the device. The calculated cross-section for this event is
between 1.3 x 1078 and 2.3 x 1078 cm?, whereas the cross-section for SETs observed at
the output of voltage reference chip is in order of ~107> cm?. Detailed investigation of
this phenomenon (presented fully in [6]) has shown that this specific signature of SETs is
most probably due to double hits of ions at sensitive area of the chip, one hit after another
shortly in time, therefore it is not something that should be expected in real operation
conditions. Furthermore, it could be only observed after the significant degradation of the
system due to cumulative effects, which was then leading to an increase of the voltage drop
on the supply cables and a decrease of the supply voltage (as measured directly at PoL
input). However, observation of such rare events enables to identify new failure modes
(system-specific) and therefore to define error signatures for the system.

The presented example of the “rare event” observation shows that the system level
testing may also provide information on synergistic effects at the system level: observed
propagation of the SET was enabled by system degradation due to cumulative effects.
Such effect had not been observed earlier and was very difficult to predict by analysis or
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component-level testing only. As for today, there is no procedure to evaluate synergistic
effects and test at the system level seems to be the only way do to it.

3.3. Opportunities Given by System-Level Testing—Summary

Summarizing this section, it was shown based on different system-level radiation tests,
that such tests might be useful in these areas:

to verify the mitigation techniques efficiency,

to identify new failure modes,

to define error signatures for the system,

to assess which parts should be replaced in the system,

to evaluate general TID performance,

to provide information on synergistic effects at the system level.

4. Limiting Factors of Qualification

Although there are interesting opportunities given by the system-level testing, per-
formed experiments let also point out the crucial limitations in terms of system qualification
by system-level test only. The most relevant results are presented in this section. Specific
remarks for SEE and TID test cases will be given.

4.1. The Worst Case TEST Conditions

For the component-level tests, worst case configuration is well defined and described
in standards [26,27] and literature [28,29]—both in terms of component configuration (such
as applied bias) and in terms of environmental conditions (such as temperature or dose
rate). In the case of system tests, the definition/choice of the worst-case conditions is
more complex and might be the primary issue when considering qualification by only
system-level tests.

4.1.1. Example of the Worst Case Test Conditions in TID Tests

As it was presented in the previous section, during system-level TID tests of the PoL
it was possible to track the most sensitive component in the system and the most critical
parameter, the MOSFET switching time. Analysis performed in [22] has shown that for the
high enough degradation, the MOSFET doesn’t open fully (ON resistance is high), therefore
it doesn’t provide enough current to the PoL output. However, this gives some clue that
the system worst case might be dependent on the PoL output current configuration, i.e., it
might be expected that for the higher output current (lower load resistance) the PoL would
fail at a lower TID level because the MOSFET would not be able to give this higher current.
On the other hand, it is possible that for the lower output current configuration, the TID
failure threshold would be even higher than it was observed during the X-rays experiment.

4.1.2. Example of the Worst Case Test Conditions in SEE Tests

Another example mentioned in Section 3.2.2 was the SET propagation (during heavy
ions test at CHARM), that was leading to power cycling of the PoL device. As it was already
explained, this power cycling was only observed when the supply voltage of the PoL was
significantly reduced. Then, we may see the dependence of the specific system-level effect
from the power supply conditions: reduced supply voltage turns out to be the worst case
condition for the propagation of these specific transients. Furthermore, this propagation
was only observed for the specific signature of SETs (see Figure 4), which was produced
by two particles passing the sensitive region of the voltage reference chip closely in time.
Therefore, a high flux of these particles was needed to produce such an effect, which
leads to another conclusion, that not only specific supply configuration, but also specific
environmental condition (high particle flux) was needed to produce discussed effect.
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4.1.3. General Remarks Regarding the Worst Case Test Conditions

Presented results may lead to the more general conclusions, that each system might
have its own, specific worst-case configuration (such as internal state (ON/OFF/idle),
input/output voltage, output load, clock frequency, number of system-specific operations
per time unit, etc.) that is mostly related to the system internal design and might be
difficult to predict without thorough analysis (acquiring more complex for more complex
systems). In addition, it might be expected that for some systems only testing in different
configurations will show what is the worst-case configuration. For some systems it may be
possible to simplify this problem by testing in real conditions only, instead of worst-case
conditions, therefore limiting the number of required tests. However, in many cases, e.g.,
for systems with many internal modes or functions, real conditions cannot be covered by
testing in one configuration only.

On the other hand, environmental worst-case conditions might be different for dif-
ferent parts in the system (depending on the component technology), therefore it might
be required to irradiate the system in different temperatures or dose rates to meet the
worst-case condition for all the components onboard.

For example, when considering temperature, it is confirmed that for TID testing of
components, both higher and lower temperatures might be the worst case, depending
on the component type. For the SEE testing, the worst case condition for SEL is the high
temperature, whereas for Single Event Burnout it is the low temperature. SEU testing is
typically performed at room temperature, however, some specific IC designs may show up
to have SEU rates dependent on the temperature [28]. Therefore, it may turn out that for
complex designs, including different types of components, SEE testing should be performed
over the full temperature range for the system. For TID, it should be sufficient to irradiate
the system at one temperature and characterize it in different temperatures. In the example
of PoL tests at CHARM mixed-field (see [24]), it was expected to observe SEL in the PoL
with modified components—one of the components was known to be sensitive to SEL at
LET as low as 1.2 MeV-cm?/mg and its anti-latchup protection was removed. However,
the latchup characterization of the component was performed at 125 °C and the test at
CHARM was at room temperature, therefore not the worst case for SEL—this could be
the reason why SEL was not observed during mixed-field tests at CHARM, although the
high energy hadron fluence was as high as 3.47 x 10'! cm~2 and the CHARM secondaries
typical maximum LET is 15 MeV-cm?/mg.

4.2. Number of SUT Samples to Test

According to the component-level tests standards (such as ESCC 22900 and ESCC
25100), the number of samples required for qualification tests is 11 samples and 3 samples
for TID tests and SEE tests, respectively, if the samples are from the same lot. For TID,
it is required to test 5 samples biased, 5 samples unbiased and have one unirradiated
control sample [27]. These recommendations result from the fact that there is always some
part-to-part variability of parameters, even for the parts from the same lot, therefore the
goal of tests is to obtain a statistical result.

4.2.1. Considerations on Number of SUT Samples in TID Tests

In our TID tests, such part-to-part variability was also observed. Let us take an
example of the MOSFET switching time degradation during X-rays tests (see Figure 3). In
all PoL modules that were tested, the MOSFET transistors were from the same production
lot. Let us focus on test results for PoL 2D boards: even if the test configuration was the
same, there might be observed faster degradation of the SUT010 MOSFET (blue colour)
when compared to the SUT011 MOSFET (red colour), This difference is supposed to be the
main factor explaining why the system-level degradation, and—finally—functional failure
of the SUTO010 device is observed at lower TID level than for SUT011. This result shows
that the part-to-part variability might be transformed into the SUT-to-SUT variability: TID
testing of only one SUT doesn’t give full information about the TID performance of given
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device series, even if the components in the series are from the corresponding production
lots. Testing of a higher number of SUTs is required to give reliable information on the TID
radiation performance of the system.

On the other hand, if some risk might be accepted, one of the ways to reduce the
required number of SUT samples would be to irradiate this reduced SUT sample set to a
much higher TID level than expected in the final application of the system. In [9] it was
chosen to irradiate the system (equipment) to the level 300 times higher than expected in
the target application, to accept it for use. Although such margin is typically difficult to
achieve for space applications, this approach might be sometimes feasible. If it is possible
to irradiate the system up to the catastrophic failure and if it is possible to track the source
of failure (such as in an example of X-ray tests [22]), this information might be also useful
for further analysis of the TID level that system may withstand.

4.2.2. Considerations on Number of SUT Samples in SEE Tests

Considering system-level SEE testing, a recommendation from ESCC 22500 to test
3 samples (i.e., system units/instantiations in this case) seem to be appropriate for systems
where parts are taken from the same production lots. The effect of each SEE on the system
should be considered as independent from other SEEs, therefore such a system-level test
might be considered as a simultaneous test of many integrated circuits inside of the system,
incorporating part-to-part variability. Therefore, there is no need to perform tests on a higher
number of SUT units, even if there is a higher number of integrated circuits in the system.

4.3. Irradiation Source Issues

Typical issues with the irradiation source to be used, are related to the beam penetra-
tion and the size of the SUT that might be irradiated with the homogenous beam.

4.3.1. Irradiation Source Issues in TID Tests

For TID tests, the Co-60 standard radiation source has high penetration and usually
test area size is also accurate for even big systems. If another source is used, such as X-rays,
constraints from the point of view of both penetration and available test area should be
taken into account.

4.3.2. Irradiation Source Issues in SEE Tests

Beam parameters such as beam penetration range and beam size may be problematic
particularly in SEE tests. Due to limited penetration of, e.g., heavy ions, component
packages often need to be opened before irradiation (it was the case for the PoL tests at
GANIL and UCL facilities). Sometimes chip dies need to be even thinned to assure that
the ions reach the sensitive volume (s). Additional problems may arise when it comes to
soldering the fragile component with the opened package on the PCB board. For system-
level tests, it happens that it is not possible to irradiate all the components with the same
LET value in one run, because components are on different layers of PCB. Furthermore, for
systems that are not intended to be opened for testing (such as whole satellites or “black
box” systems), penetration of the beam becomes a critical limitation for irradiating with
high LET ions. (Considerations on the penetration of heavy ions in board-level tests, as well
as related test methodology have been discussed in [14]). Another limitation comes from
the particle beam size: it will be a problem with beam uniformity when irradiating larger
components or systems, but for system-level testing, it may turn out to be impossible to
irradiate the whole system at once and different parts of the big system shall be irradiated
one after another. (See Tables 3 and 4 for the information on beam parameters of the chosen
heavy ion and proton facilities.) However, the CHARM facility operating in mixed-field
mode allows for the beam uniformity typically bigger than in standard facilities used for
SEE testing.
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Table 3. Beam parameters of the chosen heavy ion facilities (after [30]).

Heavy Ion Facility Beam Size I\/I(;;f‘r;;:)gy (l\}f\}i cRnaI?/%ﬁg)
2 .
NSRL, USA 60 > 60 cm” (typically 1500 0.5-94
20 x 20)
RADEF, Finland 5 x 5cm? (3 x 3 in air) 16.3 7-70
TAMU, USA 4.5 cm diameter 40 5-95
KVI, Netherlands 3 x 3 cm? 90 4.5-65
UCL, Belgium 2.5cm diameter 9.3 1-62.5
GANIL, France Few cm diameter, 60 5.4-97.6

sweeping beam

Table 4. Beam parameters of the chosen proton facilities (after [30]).

Bnergy V) (TEEC ) o SRRt I (Pleme
PSI, Switzerland 6-230 9 176 <2 x 10°
KVI, Netherlands 10-184 12 120 <10°
UCL, Belgium 10-62 8 18 <5 x 108
RADEF, Finland 0.4-55 10 14 <3 x 108

4.4. Observability of Parameters

Observability of system parameters is important for monitoring of events during
irradiation and assessment of the system health during or after irradiation. It is also crucial
for tracking of failure root cause in the system (as it could be seen in the example of the
PoL failing under X-ray: the source of failure could be tracked down to a failure of a single
component thanks to high observability of parameters, see [22]).

One of the limitations in the observability is intrinsic for system-level testing, as it
comes from the system integration. We can imagine, e.g., OpAmp being part of the complex
circuit—it is not possible (or really hard) to measure OpAmp’s bias current and many other
parameters, while it’s embedded in the system. Component-level testing, giving access
to all the part’s interfaces, is not restricted in this way and enables characterization of a
broader number of parameters. However, limitation in the observability resulting from the
system integration is not always the drawback, because not all of the parameters of the
components in the system are important for monitoring, and usually, the system designer
enables monitoring of the most important parameters by providing dedicated interfaces.

As it was discussed in Section 4.1, the radiation response of an electronic component
may depend on the configuration used, such as supply voltage, operating frequency, etc.
When testing at the component level, we are free to use any configuration that we want,
because we are irradiating only a single part. When testing at the system level, we are
limited to the configurations imposed by the system. It may be only one configuration or
range of options to choose from but still limited by the design of the system. From this
point of view, observability is reduced again by the system that not only limits access to
component interfaces but also imposes specific allowed configurations that components
may work—but this type of observability reduction should not limit capabilities of qualify-
ing by system-level test, because there is only loss in observing components’” performance
in configurations that would never be used in the system.

4.4.1. Observability of Parameters in TID Tests

There is an advantage of TID tests over SEE tests in terms of observability coming
from the fact that it is possible to perform remote testing after TID irradiation: DUT (device
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under test) or SUT might be removed from the beam area to perform electrical /functional
characterization.

4.4.2. Observability of Parameters in SEE Tests

Contrary to TID tests, SEE test measurements need to be performed in-situ. This
may lead to significant limitations due to facility mechanical constraints, such as length
and/or number and type of available cable connections to monitor electrical and functional
parameters (this limitation was met during each SEE test campaign of the PoL, but was
particularly cumbersome during test campaigns at CHARM facility, see [6,24,25]).

5. Discussion

Regardless of the different limitations of the system-level testing that were presented
in chapter 4, this approach might be still useful in product development. Particularly, let us
further discuss the example of SiP modules from 3D PLUS: the company has a database
of tests at the device level, so they have knowledge of the device sensitivity to radiation
and lot-to-lot variations. They are then able to identify risky devices and build systems
with expected initial radiation performance reasonably good. In this context, system-level
radiation tests might be used to verify the performance of 3D PLUS products.

Moreover, the electronic circuits are created by the company designers, who are then
able to apply their own proprietary mitigations technics. It is essential to take benefit of
the test at the system level because they are able to identify the efficiency of the mitigation
techniques and to identify what could be improved. As the SiP is a white box for the
company designers, they can increase the number of observability points, to have better
insight into system details, particularly during the prototype-level (board-level) testing.

Furthermore, at all design phases, it is possible to identify failure modes and error
signatures for the system and to evaluate general TID performance. This might be an
interesting added value in the design process.

Qualification limitations presented in chapter 4, might be at least partially addressed
in the SiP product development flow:

e  to define the worst case test conditions, testing in different configurations is needed,
but the knowledge about the system design may facilitate defining the configurations
to verify;

e  defining the number of SUTs required to have good enough statistical results is impor-
tant; testing the SiP models at early development phases (e.g., without full mechanical,
thermal qualification) might significantly reduce the cost, if it turns out that a high
number of SUTs is needed to test;

e in terms of beam limitations, which are particularly strong for SEE tests, testing the
SiP at 2D board level (instead of the 3D module) would usually increase the value of
performed tests, because the beam penetration might be lower, therefore the available
LET range of particles increases;

e interms of the system observability, limitations are again stronger for SEE tests, but
here the solution could be the use of the supplementary instrumentation in digital
SUTs [31] to increase the observability (for the cost of additional development).

Nevertheless, the complete system qualification, i.e., the one that would overcome
all the qualification limitations discussed in chapter 4, is difficult. Furthermore, the cost
of performing such complete qualification might be too high to make it a useful tool for
the product or mission development. In some cases, simplification of the qualification is
possible thanks to the knowledge about the system design or thanks to the knowledge about
the target environment. However, for most of the cases, complete system qualification by
system-level test remains difficult, and it is justified to consider the development of the
limited qualification approach, that might be easier to apply, give valuable information,
while bringing some level of risk that needs to be accepted.

Limited qualification scenarios and risk acceptance should be considered in the context
of the system reliability and availability. High reliability space missions require maximum
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reliability (the system is not destroyed and is working within the specifications) and
availability close to 100% (availability defined as a percentage of time that the system can
be used during the mission, this percentage might be decreased by, e.g., power cycling
of the system due to SEFI (single event functional interrupt)). High reliability missions
will never accept qualification scenarios that introduce some risk in the reliability and will
rarely accept any risk in the availability, even if the effort of the qualification will be lower.

On the other hand, for New Space missions, controllable risk acceptance is one of the
fields to look for savings. Lower system availability, if justified, might be acceptable. Even
slightly reduced system reliability might be considered if the system is understood as a
single satellite in the constellation, where the mission (constellation) success is possible
with partial loss of satellites. This opens the doors for use of limited TID/SEE qualification
scenarios for the final qualification in New Space applications.

6. Conclusions

Based on the experimental results from several radiation test campaigns, the overview
of opportunities and limitations of system qualification using the system-level radiation
testing was presented. Impact on the SiP product development was discussed. Limitations
for the SEE qualification are substantially stronger than for the TID qualification, however,
there are still important question marks regarding also TID qualification: how to define the
worst case conditions, how important is testing in these conditions, how many system units
should be tested to have a high confidence level of results? Future works are planned to
answer some of these questions, as well as to investigate the limited qualification approach
for system qualification.
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