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Abstract

:

This paper provides an empirical study to identify the objective of companies that are currently investing in adopting blockchain technologies to improve their processes and services. Unlike other studies based on the theoretical potential application of blockchain technology in different sectors, the main objective of this paper is to analyze real projects and investment of companies in blockchain technology. More than 100 blockchain projects from different sectors were examined with the aim of extracting the perceived applicability and business value of blockchain technology by managers, customers, and partners. We identified the most demanded business value and functional properties in each sector and company size, as well as the relationship between the properties that are demanded together. This article assesses the main functional values attributed to blockchain, highlighting those really appreciated by companies that invest in them and identifying new applications of blockchain technology in different sectors, and generating organizational change. The article reveals that, as expected, significant deviations are already occurring between theoretical applications identified in the literature and those finally adopted by the industry.
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1. Introduction


The birth of bitcoin [1] at the end of 2008 was much more than the beginning of the first decentralized cryptocurrency. The technology designed to support bitcoin cryptocurrency would later be called blockchain and give rise to a new family of decentralized technologies. Blockchain is a distributed peer-to-peer architecture that introduces major disruptions to traditional business by decentralizing governance through the creation of a secure design that does not require trusted third parties to establish transactional relationships between two parties.



However, it was not until 2014–2016 when researchers began to identify the benefits of blockchain technology for different industries. Financial services [2,3], healthcare [4,5], energy [6,7], and public administrations [8] were some of the first industries to analyze the theorical applications of blockchain technology, and in general of Distributed Ledger Technologies (DLTs).



According to 83% of C-suite executives [9], their companies will lose competitive advantage if they do not adopt blockchain. Leaders are increasingly investing in blockchain and digital assets as one of the top five strategic priorities, with 66% forecasting investment of USD 1 million or more in the next months, nearly 40% of them have blockchain in production.



There are several overall reviews regarding potential or theorical blockchain-based applications (Table 1). However, what is the real functional value provided to the companies? What specific business needs can be addressed by blockchain?



Seebacher et al. [10] conducted one of the first systematic reviews of the literature analyzing the common characteristics identified in 32 articles that examined potential uses of the technology. The two main features identified in the work are trust and the decentralized nature of the technology. Concerning trust, three pillars were identified: (i) transparency that favors interaction and reduces friction between parties, (ii) data integrity through the verification of transactions by peers and the use of cryptography, and finally (iii) the immutability of agreed transactions. In terms of the decentralized nature, three other characteristics were highlighted: (i) the privacy and pseudo-anonymity of the participants, (i) their reliability through data redundancy and their consequent potential for automation, and (iii) its versatility. These characteristics allow the understanding of the two fundamental pillars of any blockchain use case. Therefore, trust and decentralization, to a higher or lower degree, depending on the network typology, will be present in the following reviews.



Tama et al. [11] identify in their analysis four main areas of potential applicability of blockchain technology. The first area is financial services, analyzing the impact of cryptocurrencies on the financial market and the decentralization of their services. The second is the healthcare sector, which highlights the potential of blockchain technology to facilitate the interoperability of electronic health records, as well as patient self-governance over their data. Regarding the third category, “Business and industry”, diverse applications were found: (i) the use of Distributed Autonomous Corporation (DAC) as an entity to offer services between IoT devices, (ii) the traceability related to the supply chains in the food sector, or (iii) the use of blockchain tokens to generate an edge computing market. Finally, under the name “Other Implementations”, other hypothetical uses of blockchain technology were identified, such as the digital right management system, reputation system, digital content distribution system, WIFI authentication, and IoT security.



Hawlitschek et al. [12] evaluate blockchain from the perspective of its possible applicability in the shared economy, and identify that the conceptualization of trust, one of the two main basic characteristics of the sharing economy according to the authors, differs between the blockchain contexts and the collaborative economy literature. However, according to the authors blockchain can play a key role in the future of the shared economy.



Casino et al. [13] elaborated on a taxonomy of blockchain-based applications after the study of 260 articles and 54 reports of the grey literature. This taxonomy identifies the following potential application domains: financial applications, integrity verification, governance, Internet of Things and distributed device management [17], health, education, privacy and security, business and industry, and data management.



Laroiya et al. [14] analyze the application of blockchain in various use cases: financial services, banking, insurance, healthcare, voting, real estate, supply chain, music industry, and identity management. After their study, the authors determined that industries are adopting blockchain for its transparency, security, inexpensiveness, security, as well as for creating a better contribution economy, preventing payment scams and its ability to perform financial transactions in minutes.



Perera et al. [15] focus their study on the applicability of blockchain technology in the construction industry. The authors identify 12 characteristics of blockchain that potentially bring value to this specific sector, and six drivers for its adoption. However, the authors point out that data privacy, data storage and querying, scaling difficulties, and the need for high computational power are barriers that may hinder the adoption of the technology in this sector.



Ko et al. [16] identify that real-time transparency and the reduced costs achieved by blockchain technology can help a manufacturing firm to compete in the market by increasing its profits. The authors conclude that blockchain enables the manufacturing industry to reduce surveillance and networking costs, but that it will require an investment for deployment. The authors show that this deployment investment would pay for itself in a very short time.



These authors also point out that although the literature attempts to propose blockchain as a panacea it should not be used in every case. In particular, Seebacher et al. [10] remarked that for further research it would be interesting to explore the contribution of blockchain in non-theorical projects by performing an empirical analysis of real cases. They suggested that significant deviations are expected between theoretical applications and those finally adopted by industry.



This research is in the same spirit of the research conducted by the previous authors, that is, our aim is to analyze real projects in which companies have invested, to understand and measure the perceived value of blockchain technology in business. Everything is based on a systematic review of all the blockchain innovation projects that Tecnalia has carried out for private companies and public administration.



The work is organized as follows. Section 2 presents the methodological approach used to carry out the research. Section 3 describe the results and the contribution, explaining the benefits of blockchain for companies and the statistical impact of each one, which is expected to help researchers to identify new projects and applications of this technology. Finally, Section 4 ends with the presentation of the most relevant conclusions, trends, and further research lines.




2. Materials and Methods


A mixed research method combining a qualitative and quantitative analysis was carried out to answer our research question: “What is the real business value and functional properties of blockchain for companies regardless of the sector and application?”. Therefore, a qualitative analysis of actual project documentation was combined with the statistical analysis of the database created from the qualitative analysis.



The starting point was the information associated with blockchain projects carried out by Tecnalia’s cybersecurity and blockchain research group. To endorse the significance of this information it should be noted that Tecnalia is a leading research and technological development center in Europe. It is the first private Spanish organization in contracting, participation, and leadership in the European Horizon 2020 and ranked second in European patent applications.



To obtain the information, 104 blockchain-related contracts in the period from 2017 to 2020 were selected from the corporate ERP (Enterprise Resource Planning) software. The information on these contractual agreements was extracted in a spreadsheet and those contracts belonging to the same project in which several entities were involved were grouped together. There were 55 individual projects and 12 consortium projects with a maximum of seven partners and an average of 4.08 research participants per consortium.



The projects widely reflect the main economic sectors, so we consider it a broad enough sample to obtain significant results. Figure 1 shows the representation and investment by sector in the analyzed sample (in percentages).



Regarding the relative impact on the investments, it can be observed how the ICT (Information and Communication Technologies) projects are positioned as the ones with the largest budget, surely because this sector has understood, and demanded, the blockchain technology before others.



Concerning the size of the company, Figure 2 shows the distribution of investments according to company size. As can be seen, medium-sized companies are the ones that prevail both in terms of the number of contracts and their investment.



The next step after the creation of the database was to compile the documentation of contracts, project reports, and consortium agreements. In all the documents there was a section that expresses, under different titles and denominations, the needs of the customer or consortium, the opportunity, and the challenge faced by the project using blockchain in combination with different technologies. A qualitative content analysis of the documentation was carried out to identify the keywords that define the needs that motivated the investment.



Thus, to obtain the list of benefits of the technology, a thorough reading of the project documentation was carried out and all the keywords were noted down in the project documentation. Once the keywords expressing the needs covered by blockchain technology had been isolated, they were standardized and grouped together, resulting in 12 values or applications for which companies are investing in blockchain, which we analyze in the following section. Finally, we performed an analysis of the relationships between the 12 benefits using hierarchical clustering, the results of which are presented in Section 3.3.




3. Results


The different benefits identified in the research are discussed below, starting with a definition of each perceived value, continuing in the following sections with an understanding of the impact of each of them in the different sectors or company sizes, and finally with an analysis of the relationships between them.



3.1. Perceived Value of Blockchain Technology


3.1.1. Decentralization of Processes


Decentralization of processes is one of the most obvious benefits of blockchain technology because of its distributed architecture and its ability to create reliable peer-to-peer relationships without the need for a trusted third party to intermediate between the parties [18].



Blockchain enables the management of business-to-business processes in a decentralized way, allowing all parties to directly participate in the management of business processes. Blockchain makes it possible to audit each process, as well as its compliance with the business rules established by the community in the blockchain network [19].



In several of the evaluated projects, there was a group of participants who wanted to establish a common management of processes, however, for political or economic reasons, they had decided not to implement it [20]. These participants considered that creating a third-party organization, or relying on an existing one, was more costly than the benefit of joint transactions. They also did not consider that all of the processes could be managed by one of the community participants, as this would give that participant huge power by managing the information and processes of the rest of the partners. With blockchain technology, these types of communities have been able to create an application so that they can interact with each other in a decentralized way.



In other cases, the centralization of the decision making was a risk and a single point of failure/attack that could cause a great impact on the ecosystem, so they have found blockchain to be a solution. Furthermore, in other projects, geopolitical interests and the need for decision-making not to be “implemented” in a single territory, or continent, were combined to give confidence to the parties in adopting the system [21]. For others, the purpose was to create a digital ecosystem between devices that interact with each other in a decentralized manner, closely related with M2M and Machine Economy.



Finally, this decentralization of governance was the way to reach the decentralization of business models as will be seen in the following section.




3.1.2. Decentralization of Business Models


The academic literature is now starting to reflect the decentralization of business models in studies such as [22,23,24]. The research has determined how companies want to disrupt current business models, especially platform business models [25].



The internet has enabled the creation of new business models based on digital platforms, such as Airbnb and Uber, that allows them to create ecosystems in which some participants offer products/services, while others require such products/services, so they use the platform to establish contact. Currently, countless companies are trying to be the Uber for X or Y of their ecosystem, to create the digital platforms that respond to a specific need and charge for the intermediation between parties.



Precisely the business model that companies have been trying to adopt in recent years, the platform business model, is the one that companies in the study try to destroy. An open and free blockchain application can offer to the suppliers and demanders of products/services a very similar service to the current digital platforms. In addition to the analyzed projects, it is possible to find initiatives such as OpenBazaar that aim to disrupt and be a decentralized and free alternative of companies such as eBay or AliExpress that follow the platform business model [26].




3.1.3. Traceability and Provenance of Assets


Blockchain technology provides an unalterable record of the asset’s history, in which both its origin and components can be evaluated, as well as all changes, updates, maintenance, and operations throughout its history. Every change made to the resource that is relevant for the ecosystem can be recorded on the blockchain, guaranteeing both the integrity of the data, and the date on which it occurred.



This traceability of assets, and the components that compose them, can also be carried out throughout the entire supply/value chain, making it possible to analyze the impact of any change in the design/composition of a product at operational level. This anticipates changes in consumption trends, avoids manually entering details of products received by suppliers, automates claims and guarantees without requiring paperwork, and, lastly, provides greater assurance in relation to certificates of origin of materials/products compared to current paper-based certificates [27].



The main industrial actors had already tried to create traceability systems before using traditional systems controlled by themselves. However, they had not been accepted by the rest of the ecosystem because nobody wanted to admit that the giant of the supply chain was also the custodian of the information of the whole chain, giving them an even more privileged position than they already had before. Therefore, blockchain offers an alternative in which all participants in the supply/value chain can create a community in which there is no privileged central entity.



In some of the evaluated projects these assets were intangible, for example, energy, where precisely the traceability of their provenance is crucial to demonstrate to customers the origin and type of energy consumed, especially in those cases where the consumer is paying for renewable energy [28].



The need to trace another typology of intangible resources such as intellectual property rights linked to digital assets of various types has also been identified [29]. In all cases, the requirements were very common, it was necessary to prove that at a certain date the asset had already been created by someone. In addition, in some cases it was necessary to trace the rights to its use/consumption [30].



The provenance issue arises precisely in several projects of traceability of both tangible and intangible goods [31,32]. Several projects focused on the origin of the materials used in the industrial or construction process were also studied, all of them linked to the circular economy [33,34].




3.1.4. Traceability/Certification of Processes and Regulatory Compliance


Process traceability is closely linked to the previous section, as it benefits from the blockchain’s ability to create an unalterable tracking that is not controlled by a single key player. However, in this case the traceability is completed over a process instead of an asset. There are cases in which there is no obvious differentiation between them, since examples can be found such as the processes of industrial transformation of an asset in which a company presents both needs. In these cases, the project must provide value in both aspects by carrying out the traceability of the item and its state, in addition to the traceability of industrial transformation process applied to the resource.



However, in general, when process traceability is mentioned, it refers to those internal or external processes to organizations that must be monitored, and in some cases certified because in some domains this is necessary for regulatory compliance. Processes linked to different domains have been identified in the literature:




	
Construction and industrial transformation processes linked to quality standards or circular economy certifications [34].



	
Food safety processes in a supply chain [35], sometimes also linked to the process of obtaining labels of quality, bio, and ecological.



	
Compliance with personal data protection regulations such as GDPR, monitoring the access and exploitation of sensitive data [36].



	
Traceability of financial operations for regulatory compliance [37].



	
Tenders or registration of power of attorney in the public sector [38].









3.1.5. Transparency of Processes


Transparency is usually closely linked to traceability because if transparency is desired for suppliers, customers, or stakeholders in general, it is only necessary to give them visibility of the traceability of that process. In addition, when this traceability has been reflected in blockchain gives it more confidence to the transparency process because blockchain guarantees that the records have not been modified later to adjust them to another reality.



However, transparency is independent of the traceability of blockchain processes, as there is the possibility to offer transparency on processes that are not traced in blockchain, reflecting only the result of the process in the blockchain. Therefore, such transparency can be completed based on a blockchain process traceability or based on any other set of data on specific processes that want to be exposed, once or even periodically.



Among the evaluated projects, transparency projects in the field of e-government and healthcare have been mainly identified. Governments have always required transparency and this is precisely one of the values that blockchain brings to it [39], while in the health domain there are projects where transparency is required in clinical trials and related processes [40].



Traceability of construction processes, circular economy, or even the origin of energy, are the other applications where the need for transparency with other actors in the ecosystem was present.




3.1.6. Shared Asset/Process Management


Adams et al. [41] in 2003 analyzed the problem of shared asset management and defined it as: “…the management of common pool resources can be viewed as a problem of collective action and analyzed in terms of the costs and benefits of cooperation, institutional development, and monitoring, according to variables such as group size, composition, relationship with external powers, and resource characteristics…”.



Blockchain can solve the challenges identified in the study by providing all stakeholders with a single synchronized view of the shared resources and their states. This perfect synchronization and holistic vision can facilitate the shared management of resources, allowing to reduce frictions between the different actors, enabling complex ecosystems.



This is especially relevant in use cases where some of the parties depend on the resource status of other community participants to make decisions. In these cases, it is important to have the certainty that the information available to each actor is up to date when deciding on or performing an action, as well as having the consensus of the rest of the stakeholders so that at any given time two participants cannot execute a change in the process, or asset, that is incompatible between them; and in that case, the blockchain ensures that only one of the two simultaneous changes can take place. This happens, for example, when two participants launch a simultaneous reservation order on a shared asset. One of the two orders should be accepted, and the other should be rejected when processed by the community. Something so easy to implement in a single organization is complex in a shared resource environment, especially when a single participant is not to be trusted as a central decision-maker and coordinator of all shared resources.



Sometimes shared asset management refers to a set of actors having exactly the same visibility over the state of an item, or its history, without the possibility of being discordant.



This need has been found in the evaluated projects linked to a set of actors who need to know the status of a financial asset, a commercial/logistic transaction, authorizations to third parties to access certain information, administrative consents, shared whitelist/blacklist in threat intelligence environments, or even the status of items listed in marketplaces.




3.1.7. Trustworthiness and Integrity


The decentralization of governance, as well as the integrity and immutability of blockchain transactions, make blockchain networks a “source of truth” [42]. Additionally, each participant must digitally sign every transaction they make on the blockchain, so that, in addition to agreeing with “the truth”, it is recorded who is responsible for any change or evolution of that truth. This is important for possible claims among participants in case the information recorded by any of them was not entirely accurate. Therefore, blockchain is the right technology to create reliable repositories to make, and automate, decisions in companies.



There are different reasons for which a group of participants requires a common reliable source of information. The study shows cybersecurity projects that need to know with certainty attack signatures, commands, or even verify the integrity of a software/firmware or configuration to be installed [43]. Projects required a reliable source from which to automate indemnifications, technical evidence records for subsequent forensic analysis, or claims between parties [44]. Other projects required the registration of intellectual property, verifiable credentials linked to a self-sovereign identity [45], or even clinical trial results and consent from informants for further evaluation. In general, any type of information that could be used a posteriori, or even information that third parties must trust in order to automate their own processes as discussed below.




3.1.8. Automation of Processes


Many projects required a unique synchronized vision of the state of shared assets or resources of common interest, as well as the integrity and reliability of the information registered about those assets/processes to fully automate the decision-making processes.



It is feasible to avoid manual monitoring to automate and make decisions with the certainty that up-to-date information about a process/asset is available, and reliable, besides the fact that a third party cannot modify it for its own benefit.



Currently, companies do not rely on automating certain decisions based on information that may be published by a third party on a web service because the third party may modify such information, which could result in the company making incorrect decisions, and also not having evidence that the third party has acted in bad faith [46]. Thanks to blockchain, companies can automate decisions based on third party information, which can substantially increase the business value of the companies.



The studied projects presented cases of automation and enforcement of IT processes such as the deletion of user data in an automated way based on the user’s right to be forgotten, the triggering of contingency actions for cyber security such as the isolation of an infrastructure from the internet, or the automated closure of network ports based on threat intelligence information [47]. In the industrial area, automated actions are carried out in the operations infrastructure based on information from trusted third parties registered in the blockchain without these orders having to be supervised by humans, interaction between robotic swarm systems [48], or robotic process automation in an office environment [49].




3.1.9. Smart Contracts


In 1994, Szabo [50] devised the term Smart Contract and defined it as: “a computerized transaction protocol that executes the terms of a contract. The general objectives of smart contract design are to satisfy common contractual conditions (such as payment terms, liens, confidentiality, and even enforcement), minimize exceptions both malicious and accidental, and minimize the need for trusted intermediaries”. Sometime later, the concept of Smart Contracts was specified in more detail [51], but Smart Contracts could not be implemented until blockchain technology had been conceived. Precisely, the first programs that were designed in blockchain were the Smart Contracts. That is why today we call Smart Contracts any native blockchain program, even though this program in many cases may be executing or automating processes that are not a “contract” between two agents. When in this study we refer to the term Smart Contract we refer to Szabo’s original concept in which there is a custody of value (tokens) in the intermediation between two or more parties.



Not surprisingly, in the analysis the need to satisfy contractual conditions between two or more agents has been found, which is one of the main and differential values of blockchain technology. Thus, among the evaluated projects we found several marketplaces of different typology (Energy, Manufacturing Industry, etc.) [52], bilateral contracts specially focused on energy [53], parametric insurance that automatically indemnifies through assets tokenized in a blockchain [54], several examples of sharing economy and prosumers [55], and automated distribution of digital intellectual property rights [30].




3.1.10. Digital Identity


Many ecosystems and users demand a new model of interoperable digital identity, focused and managed by the user himself, and ensuring privacy (Privacy by Design).



In 2016, Allen [56] defined the basis of a new decentralized identity model called “Self-Sovereign Identity” (SSI). This new identity concept aims to respond to the demand for a new identity based on 10 principles designed to ensure that users maintain control of their identity and do not have to rely on any central entity. Thus, users will be able to present the attributes of their identity (age, nationality, academic qualifications, etc.) to third parties minimizing the presented information using zero knowledge proofs [57] to maximize their privacy. This allows users to prove, for example, their legal age without disclosing their specific age.



In the sample of analyzed projects, typical cases have been found such as the identity of users of public services as well as other digital services (e.g., financial or health services). These are the most common in the academic literature, but we have also discovered cases of a more industrial nature in which industrial devices, or even the manufactured products themselves acquire that “I” character. They obtain an identity that enriches with parameters about their certifications regarding design, manufacturing processes, or homologations. Moreover, these identity attributes can be used in operation so that a system of systems admits the execution of a certain component, depending on the provided credentials.




3.1.11. Sovereignty of Data and Data-Driven Services


Governance and sovereignty of data and data-driven services is a growing need in business [58]. Today, most business data are not being exploited, nor is artificial intelligence being able to play a greater role, precisely because of the desire to have control over the data.



Companies are afraid of sharing data with third parties because once they do it they no longer have control over it, and data can be replicated and distributed without their consent, losing its economic value [59].



Unblocking this situation and valuing data is something in which blockchain, in combination with different privacy-preserving technologies such as homomorphic encryption [60], differential privacy [61], Federated Learning [62], or Secure Multi-Party Computing [63], can be decisive. In some cases, these techniques have recently been used to design a privacy-preserving contact tracing framework [64].



Precisely in this line of secure data exploitation are the analyzed projects, whose objective is to allow training of machine/deep learning models with third party data without making a disclosure of such data, third parties offering services on business data without having direct access to the information (or at least not in plain text), or simply secure data sharing managed by a digital trusted third party, that is blockchain.




3.1.12. Machine-to-Machine (M2M) Transactions and Machine Economy


The Machine-to-Machine (M2M) transactions and particularly the Machine Economy, or M2M Economy, is a new paradigm that emerges by transferring the sharing economy to the IoT [65]. Thanks to the capability of decentralization and tokenization of assets and services of blockchain, the Machine Economy allows the creation of a new sharing economy among the machines themselves; putting in as value their data/services in this ecosystem, and operating in an autonomous way with tokens [66]. Attaran et al. [67] discuss in the chapter “new business applications for the blockchain” several cases linked to M2M transactions.



The token economy [68] in the IoT field is still very novel. However, in the set of analyzed projects tokenized transactions between machines in Industrial Internet of Things (IIoT) (manufacturing and energy) can be discovered as well as other proofs of concept in the fields of autonomous vehicles.





3.2. Blockchain Applications Impact Analysis


The demand for each use case was studied according to different impact criteria. This will help to understand the needs of the companies, as well as to identify patterns.



The first analysis determines the investment in each of these functionalities by company size. Table 2 shows how trustworthiness and integrity is the most demanded need, it represents between 16.96% and 21.51% of the investment, depending on the size of the company. On the other hand, automation of processes is the only aspect in which some of the company sizes do not invest, specifically in the case of micro and small enterprises. This is probably because large and medium-sized companies have more complex processes where blockchain can provide greater value and justify the return on investment.



Micro enterprises are most active investing in the decentralization of business processes and Machine Economy, although with less difference compared to other company sizes. Micro and large companies are investing in the decentralization of processes, in contrast to small and medium-sized companies that mainly invest in traceability of processes. We can observe how medium-sized companies are the most active investors in shared asset management; and large companies stand out for their investment in process automation and limited investment in Smart Contracts.



Table 3 presents the percentage of investment made by sector in each of the identified applications. The construction sector is mainly investing in process traceability, shared asset management, and trustworthiness. No investments have been identified in more decentralized characteristics such as process decentralization, business models, smart contracts, or Machine Economy.



Governments are mainly investing in process traceability and shared asset management, followed by digital identity for their citizens and decentralization of processes. Furthermore, it is one of the few sectors that is not investing in asset traceability.



The energy sector is heavily investing in process and asset traceability, as well as process automation to improve its current processes. In addition, due to the decentralization of power generation and emerging prosumers [69], the energy sector is investing in trust and integrity, shared asset management, and Machine Economy.



The financial industry is focused on improving its current processes, with most of its investment focused on shared asset management, process automation, and traceability. Precisely, because the disintermediation of financial relations could jeopardize its medium/long-term business viability, there is no investment in the decentralization of processes.



The fourth industrial revolution is reflected in the industrial investments that have trust and integrity of relationships at their core, as well as industrial data sovereignty and Machine Economy. In a second tier, shared asset management and process automation could be highlighted.



The health sector invests mainly in shared resource management, digital identity, and trust, with traceability and decentralization of processes in a secondary plane. All this fits with a more patient-centric vision in which health services aim to interoperate and empower the user over their health data.



In the case of mobility, we should note that they mainly invest in shared asset management, digital identity, and trust, but in this case their commitment is linked to process automation rather than process decentralization.



The ICT sector stands out for its clear commitment to digital identity and trust, which aims to change the identity model towards a Self-Sovereign Identity (SSI), followed by data sovereignty and Machine Economy linked to the data economy and IoT ecosystem.



Finally, Figure 3 shows the investment made in each of the applications identified in the study. Evaluated projects indicate a higher investment in trustworthiness of data and relationships between different stakeholders. This characteristic represents 18% of global investment.



Machine Economy is the next value with the highest investment. This distinctive IoT trend, both for consumer and industrial applications, represents 12% of global investment; probably driven by the high investment in ICT and Industry 4.0 projects, as shown in Figure 1. The next most heavily invested business values are Digital Identity and Shared Asset Management, each representing 11% of global blockchain investment. These four business applications together account for 56% of the overall analyzed investment.



Surprisingly, the three functionalities that have received the least investment are process transparency, decentralization of business models, and smart contracts. Together, they represent only 6% of the analyzed investment, followed by asset traceability which represents just 5% of the investment. These features are some of the most frequently mentioned in the studies reviewed in the introduction, but they are not the ones in which companies are making their main investments. We will analyze this fact in the conclusions.




3.3. Relational Model of Blockchain Provided Value


After discussing the business value and impact that blockchain technology offers to companies, the next step was to analyze if there is any relationship between the demands of these functionalities. That is, the relationship between the investment in these functional values by companies in their projects, to infer if there is a relationship between them.



For this purpose, a clustering analysis using a hierarchical cluster was carried out [70]. To perform the analysis, we associated with each busines application a 104-tuple vector, corresponding to the 104 projects examined in this paper. Each component was assigned the worth 1 if the functionality was present in the purposes of the project, and 0 otherwise. Then, we used the squared Euclidean distance as a measure of the relationship between the applications. In this way, we obtained a dendrogram (Figure 4) where we can appreciate the relationship between the different functional values of the blockchain technology in the analyzed projects [71]. Different cluster sizes were explored and it was decided to establish a cluster of six since it is the one with more coherence.



The dendrogram shows clear relationships between the decentralization of business models and smart contracts. The result is natural since one of the most common ways of creating decentralized businesses is through a Decentralized Autonomous Organization (DAO) which is based on a smart contract that governs the organization [72]. In the case of M2M transactions and Machine Economy, it is clearly related to the above as it is a decentralization of the current IoT business models through smart contracts. The fourth value in the first cluster is process decentralization, which is also found when business models are decentralized.



Traceability and provenance of assets is a highly demanded value in transparency projects, that is why these two variables are closely related in many of the analyzed projects. These two characteristics represent the second cluster.



Something similar occurs with the traceability of processes and the management of shared assets, which are closely related and form a cluster. The reason for this is that many of the shared asset management projects we analyzed also required traceability of the processes performed on those shared assets.



Digital identity and data sovereignty are also closely linked and form a cluster, since in order to create data sovereignty systems it is common to use a decentralized identity on the basis of which to implement policies related to data consumption.



Finally, it should be noted that there are two factors that are not so closely related with others and, therefore, each one forms a cluster on its own. These characteristics are Trustworthiness and Integrity and Automation of Processes.





4. Conclusions


More than 100 real blockchain contracts were analyzed to answer the re-search question of what blockchain functional values companies are investing in, regardless of the sector and use case. The research was completed based on a systematic analysis of actual company investments rather than theoretical benefits of the technology. Based on the documentation of analyzed projects, the real needs of the companies regarding blockchain were identified, classified, and correlated.



Our findings allow us to obtain the real value of blockchain for companies, since until then the literature only had specific use cases or reviews of potential blockchain applications, but in no case a review and analysis based on a set of real projects in which companies have invested. In addition, the article shows the relationship between these identified values, allowing a clustering of six elements since many of the values are demanded jointly. The study will allow to identify new applications of the blockchain technology in scenarios that have not yet been identified, increasing the adoption of blockchain technology.



On the other hand, the study shows that three of the most promising values of blockchain technology are the ability to decentralize processes, business models, and the creation of smart contracts. However, we found that combined they only represent 6% of the actual investment in blockchain. We discovered that companies are mainly demanding trustworthiness of their information, Machine Economy, digital identity, and shared asset management which together account for more than half of the economic investment of companies in blockchain technology. This might indicate that companies are making pragmatic decisions and are in a process of learning. This may be representative of the fact that we are still in the early stages of blockchain technology adoption, and that companies need to learn about the technology before undertaking investments of greater uncertainty or risk.



4.1. Limitations


Although the results of the study are very promising and show that companies are starting to invest in blockchain technology, the reader should be aware that blockchain technology still presents different challenges at the technological level [73,74,75].



On the other hand, our own study also has limitations. The authors consider that the sample of 104 contracts in the most relevant industries is sufficiently representative; actually, a larger sample could only slightly vary the results. Likewise, the sample may also present some geographic bias since the investments are mostly from European companies.



We are at a very early stage in the adoption and deployment of blockchain technology. In the coming years, researchers may identify new uses of the technology that we do not know of today. These new uses may also represent part of the investment of companies in the coming years.




4.2. Future Research


Because this analysis of investment in blockchain technology was carried out independently of its specific uses, this study can help to identify new applications of this technology that have not been yet considered in the literature. Thus, expert researchers in different domains will be able to use the present manuscript as a basis for their reflection and identify new applications of blockchain technology in their field of expertise.



On the other hand, the work identified that although decentralization of business models currently only represents 2% of investment, all sectors, except construction and governments, are beginning to invest in it; this can represent a great risk to current models, such as the aforementioned platform business model.



Therefore, another research line opened by this research is to explore how blockchain technology will decentralize and disrupt current business models, and what kind of new decentralized business models will emerge.
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Figure 1. Blockchain investment distribution by sector. 
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Figure 2. Blockchain investment distribution by company size. 
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Figure 3. Blockchain investment distribution by business value. 
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Figure 4. Hierarchical clustering dendrogram using an average linkage between groups (rescaled distance). 
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Table 1. Applications investment by company size (percentages).
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	Source
	Research Objective(s)





	Seebacher et al. [10]
	Systematic literature review of blockchain applicability.



	Tama et al. [11]
	Identification of the main areas of potential applicability of blockchain technology.



	Hawlitschek et al. [12]
	Evaluation of blockchain from the perspective of its potential application in the shared economy.



	Casino et al. [13]
	Systematic literature review of blockchain applicability.

Elaborate on a taxonomy of blockchain-based applications in several sectors.



	Laroiya et al. [14]
	Overview of the different uses and applications of blockchain technology.



	Perera et al. [15]
	Identification of potential applications, characteristics, and adoption drivers of blockchain in the construction industry.



	Ko et al. [16]
	Identification of potential blockchain applications in the manufacturing industry.
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Table 2. Applications investment by company size (percentages).
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	Size
	Dec. of Processes
	Dec. of Buss. Models
	Trac. of Assets
	Trac. of Processes
	Trans. of Processes
	Shared Asset Mgmt.
	Trust and Integrity
	Autom. of Processes
	Smart Contracts
	Digital Identity
	Sovereignty Data
	Machine Economy





	Micro
	14.96
	9.16
	4.60
	9.92
	2.12
	4.28
	16.96
	-
	5.81
	12.11
	9.50
	10.58



	Small
	8.11
	2.44
	8.03
	13.00
	4.11
	8.04
	21.53
	-
	5.34
	13.11
	8.11
	8.17



	Med.
	8.50
	1.49
	6.36
	15.33
	3.23
	12.04
	17.32
	5.91
	5.53
	9.61
	6.42
	8.25



	Large
	15.14
	2.45
	6.45
	7.23
	1.89
	5.22
	21.51
	11.03
	1.13
	14.32
	4.20
	9.42
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Table 3. Applications investment by sector (percentages).
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	Sector
	Dec. of Processes
	Dec. of Buss. Models
	Trac. of Assets
	Trac. of Processes
	Trans. of Processes
	Shared Asset Mgmt.
	Trust and Integrity
	Autom. of Processes
	Smart Contracts
	Digital Identity
	Sovereignty Data
	Machine Economy





	Cons.
	-
	-
	10.78
	22.21
	10.78
	22.21
	22.21
	6.51
	-
	5.31
	-
	-



	eGov
	9.93
	-
	-
	24.34
	5.26
	24.34
	13.98
	1.75
	-
	16.04
	4.35
	-



	Energ.
	3.74
	4.23
	15.42
	15.38
	1.68
	13.77
	15.79
	10.77
	3.82
	-
	-
	15.42



	Finan.
	0.69
	1.38
	0.69
	22.14
	8.46
	22.83
	10.49
	22.14
	11.18
	-
	-
	-



	Ind4.0
	4.08
	0.90
	4.31
	4.66
	0.79
	10.79
	20.90
	10.57
	1.83
	6.44
	15.84
	18.89



	Health
	13.53
	5.89
	5.90
	12.39
	-
	17.88
	17.88
	5.19
	-
	12.69
	8.64
	-



	Mobil.
	11.20
	6.81
	7.99
	7.99
	3.60
	14.80
	14.80
	14.80
	-
	11.20
	-
	6.81



	ICT
	9.03
	1.94
	2.25
	7.35
	0.33
	4.34
	17.64
	10.29
	3.48
	19.23
	11.75
	12.36
















	
	
Publisher’s Note: MDPI stays neutral with regard to jurisdictional claims in published maps and institutional affiliations.











© 2022 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).






media/file4.png
Contracts Investment

Large; Micro;  Large; Micro; 9.33%
23.17% 17.07% 26.60%
Small;
16.39%
Small;
Medium; 23.17% Medium;
36.59% 47.68%





nav.xhtml


  electronics-11-00438


  
    		
      electronics-11-00438
    


  




  





media/file2.png
Contracts Investment
Construction; 10.58% Construction; 3.43%

eGovernment; 1.54%

. 0,
ICT; 26.92% Energy; 11.11%

eGovernment; 5.77%

ICT; 39.25% _ . )
Energy; 13.46% Financial; 3.96%

Mobi. and Logistics;

2.88%
Financial; 5.77% o
Mobi. and Logistics;

2.49%
Industry 4.0; 16.35% Health; 12.63%

Industry 4.0; 25.59%
Health; 18.27%





media/file5.jpg
Trust and Integrit
Transp. Processes oY

1%
Decentr. Buss. Models . Digital dentity
% 1%
Smart Contracts
3%

Decentr.
Processes
7%

Trac/Cert. Proc
10%





media/file3.jpg
Contracts Investment

Large; Micro;  |arge; icro; 9.33%
23.17% 17.07%  26.60%
__small;
16.39%
Small;
Medium; 23.17% Medium;
36.59% 47.68%






media/file1.jpg
Contracts Investment

Consruction 1058% Canstrucion; 3.3%
cGovernment; 154%
i 2892% ccovernment; 7% i
e 2025%

[m—— Financial 3.96%

Mob. and Logstcs
e Fi l; S77%
ST e ndusry40,25.59%
Heat; 18.27% Yoo

Industry 4.0; 16.35% Health; 12.63%





media/file7.jpg
| Dec. of Business Models

Smart Contracts
M2M & Machine Econ.

Decen. of Processes

Trace. of Assets

Transparency of Proc.
.

Digital Identity

Sovereignty of Data

Traceab. of Processes

Shared Asset Mgmt.

Trust & Integrity






media/file0.png





media/file8.png
| Dec. of Business Models J

Smart Contracts

M2M & Machine Econ.

Decen. of Processes

Trace. of Assets

Transparency of Proc.

S e -

Digital Identity

Sovereignty of Data

|
|
|
|
|
Traceab. of Processes :
|
!
!

Shared Asset Mgmt.
e e e e e e e e e e e e e e ] — — — — —— —
|

! Trust & Integrity






media/file6.png
Trust and Integrity
Transp. Processes 18%

1%

Decentr. Buss. Models /SN Digital Identity
2% e ' 11%
Smart Contracts
3%

Trac. and Prov. A.
5%

Decentr.
Processes

% Auto. Of Processes

10%

Trac/Cert. Proc.
10%





