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Abstract: One key feature of named data networks (NDN) is supporting in-network caching to
increase the content distribution for today’s Internet needs. However, previously cached contents
may be threatened by side-channel timing measurements/attacks. For example, one adversary can
identify previously cached contents by distinguishing between uncached and cached contents from
the in-network caching node, namely the edge NDN router. The attacks can be mitigated by the
previously proposed methods effectively. However, these countermeasures may be against the NDN
paradigm, affecting the content distribution performance. This work studied the side-channel timing
attack on streaming over NDN applications and proposed a capable approach to mitigate it. Firstly, a
recent side-channel timing attack, designated by brute-force, was implemented on ndnSIM using the
AT&T network topology. Then, a multi-level countermeasure method, designated by detection and
defense (DaD), is proposed to mitigate this attack. Simulation results showed that DaD distinguishes
between legitimate and adversary nodes. During the attack, the proposed DaD multi-level approach
achieved the minimum cache hit ratio (≈0.7%) compared to traditional countermeasures (≈4.1% in
probabilistic and ≈3.7% in freshness) without compromising legitimate requests.

Keywords: named data networks; cache privacy; side-channel timing attacks

1. Introduction

Recently, Internet has been compelled to operate content production and distribution
by social networking, numberless Internet-connected devices, etc. Nonetheless, such
activities may not be the most suitable or applicable to be achieved over the Internet
because of point-to-point communication-based architecture design.

The content-centric networks (CCN) are being proposed to overcome point-to-point
communication limitations for content production and consumption. In the CCN approach,
the replica of contents is cached by numberless locations (cache servers) to increase the con-
tent distribution for popular contents (e.g., YouTube, Netflix, Zoom, and social networks).

The named data networks (NDN) paradigm was presented as the latest version of
CCN [1]. NDN promises named-based content and in-network caching to maximize
content distribution and to increase today’s content production and distribution. NDN
packets do not require the content source and the destination address. Therefore, the
NDN is supposed to provide enhanced privacy for the destination addresses. However,
the previously cached content, in spite of its benefits, may be targeted by side-channel
timing attacks to threaten the NDN privacy [2–4]. Depending on the scope of the attack, an
adversary node may classify or determine the location of content consumer and producer
by categorizing uncached and cached contents through the time differences from the cache.

The attacks can be mitigated by certain approaches. A typical way is to add extra time
to the cache-store response for the consumer(s). For instance, statically configured counter-
measure methods (delay, randomized cache, and encryption) were discussed/proposed
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by works [2,4–6]. However, any additional delay or name encryption may disable (reduce
availability of) the cache, which can be considered against in-networking caching-based
NDN design.

This work aims to mitigate countermeasure methods efficiency issues by distinguish-
ing legitimate and adversarial consumers. Through this work’s detection approach, it is
possible to execute the countermeasures only for detected adversary faces. To illustrate that,
first a brute-force attack scenario is implemented on the NDN application (NDNtube). Then,
the proposed approach (DaD) countermeasure method is implemented and compared with
traditional countermeasure mechanisms.

Paper organization: This paper is organized as follows: Section 2 summarizes the
related works on named-data-networks-based side-channel timing attacks. Section 3 intro-
duces the NDN architecture and its features/applications. Section 4 introduces the NDN
streaming applications and their features. Section 5 presents the NDN cache privacy issues.
Section 6 discusses possible side-channel timing attacks on NDN streaming applications’
cache privacy issues. Section 7 presents this work’s main contribution which is called the
detection and defense privacy approach/design. Section 8 shows primary findings for
implemented network attack scenarios and results in discussion. Lastly, Section 9 draws
the discussion for this work.

2. Related Works

Attack related works: The timing attacks can be deployed on various applications or
services. The attack implementations can be different but the main semantics are fairly
similar to each other. The works [7,8] studied how private information can be exposed
by timing attacks on web applications and servers (e.g., SSL web server, HTTP). More
specifically, the work [9] showed the possibility of the AES key recovery with timing attacks.
The other works [2,3,6,10] studied the cache timing attacks on future network paradigms,
namely on information-centric networks. However, to the best of our knowledge, these
works were not focused on a specific side-channel timing attack design.

Countermeasure related works: Various countermeasures are studied or proposed to
mitigate the timing attacks for information-centric networks. The work [6] developed an
NDN tool called ANDāNA which uses cryptographic encryption for the named content
structure to mitigate the attacks. However, this work makes each content unusable and
eliminates to in-network caching feature. The work [11] proposed various delay methods
for the responses to mitigate the attacks. The delay is also an efficient method to mitigate
the attacks but also reduces content distribution. The work [4] presented the PrivICN
tool which uses a proxy-encryption scheme to provide name and data confidentiality
for information-centric networks. The PrivICN tool creates a delay with an additional
computational overhead of the encrypted names. Other survey works [3,10,12,13] also
studied similar countermeasure approaches to mitigate timing attacks for information-
centric networks. However, to the best of our knowledge, these works were not focused on
adversarial behavior or identifying the severity of the attack for ICN applications.

3. Named Data Networking Architecture

The named data networking paradigm is proposed by the works of [1,14,15]. They
stated that NDN is the next generation of the IP architecture. By design, NDN names the
packets instead of naming the communication endpoints, therefore changing the network
semantics from delivery of packets to the destination address, to the request and caching of
packets with a given name.

Figure 1 illustrates the layered hourglass designs of IP and NDN architectures. In
NDN data, the name can be anything, for instance, a chunk of video, an endpoint, etc. NDN
also derives/maintains the hourglass form but replaces the IP data delivery architecture
with a receiver-based content retrieval architecture.
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Figure 1. IP and NDN hourglass architectures (Adapted from [14]).

The hourglass model is used as a means of describing Internet design. Today’s Internet
hourglass architecture represents a design in layered systems that aim to support a diversity
of applications and implementations. The hourglass is based on a universal network layer
such as Internet Protocol (IP). This thin waist is a key enabler of Internet growth, by letting
the techniques of upper and lower layers innovate independently, as described by [1]. In
summary, the IP was intended to establish a communication network between destination
and source addresses. However, the growth of social networks and other applications
has led to the use of the Internet as a content distribution network. Therefore, using
the distribution networks via the communication network is error-prone and complex to
solve. NDN keeps the same Internet hourglass-shaped architecture by replacing the thin
waist with named data other than communication endpoints. This semantic advances
the network from delivering the packet to the given destination address to a caching
data/content packet that is identified by a given name.

Figure 2 illustrates the NDN packet types. The consumer issues an interest and
the producer issues a data—content packets. The interest packet express the request of
consumer by giving named of the data—content (e.g., /ndn/uminho/stream-app/video-1).
The data packet expresses a packet that is produced by the data/content producer. Natively,
each of the data/content is signed by its producer to maintain the integrity of content and
authenticate the producer, as described in the NDN security architecture [1,14].

Data Name

Optional Parameters

Data Name
Meta Info

DATA
Signature

Interest Packet Data Packet

Figure 2. NDN interest (consumer) and data (producer) packets form (Adapted from [15]).

3.1. Names

The NDN name space is structured hierarchically, for instance, a video file may be
produced by uminho ndn/uminho/stream-app/video-1, similar to the uniform resource
locator (URL), with name components separated by ‘/’ in a readable address format.

To request data by name, the consumer must build a name for the intended data. A
name creation may be based on a deterministic algorithm, which lets the consumer and
producer gain information for the same name. A consumer may also retrieve contents by a
partially known name. This technique is also known as “longest prefix matching” by interest
selectors which are used to specifically determine the content object. Retrieving data with a
partially known name can be supported by a set of interest selectors.

In addition, any NDN application and consumer can create their namespaces, to
increase mapping data and its usage of the network. The naming of the data allows
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increasing mainly the functionality of data distribution, mobility, delay-tolerant networking,
and multicast operations.

3.2. Data-Centric Security

To ensure the integrity of the data, all named contents (data) packets are digitally
signed by their content producer. This is also known as NDN data-centric security, as dis-
cussed by [15]. It also supports data trust and allows the consumer to check the producer’s
public key validity. The validation can be also carried out by a hierarchical trust model,
where some namespaces can be certified by private companies or entities (third parties).

NDN application layers can manage the access control to data through encryption
and distribution of the keys. Additionally, using the signatures on control messages and
network packets allows for securing the routing protocols.

3.3. In-Network Caching

NDN supports in-network caching features. This engages the data (content) packets
to be independently retrieved or cached from the network nodes (routers).

In NDN, content store (CS) is responsible for caching named content to respond
to future requests, although CS is fairly similar to today’s Internet Protocol (IP) buffer
memory. Nevertheless, an NDN node (router) is able to manage or rehandle the contents
and network components, while IP routers cannot.

In addition, the network congestions can be resolved by NDN’s content store because
of the capability of retransmitting the data. For instance, in traditional IP networks, if
congestion occurs between consumer–producer, and a requested data packet gets through
congested links, the requested data can be dropped. This issue can be mitigated or resolved
by NDN’s content store because the data can remain in an intermediary node(s). Therefore,
caching contents (data) in the intermediate node(s) allows the packets to be retransmitted
to consumers over the second congested link. Nevertheless, in the IP network nodes,
retransmission for the contents is only achieved by the producer. In this retransmission,
the content packet must pass through a congested connection (link) again. On the other
hand, the replacement strategies used have a significant role to improve CS performance.
Relevant strategies for resource allocation and data classification are proposed in [16] and
CaDaCa [17].

In summary, NDN’s content store provides optimal data delivery without packet loss
or congestion for the contents such as static and dynamic (e.g., real-time streaming).

3.4. Packet Forwarding and Routing

The forwarding of interest and data packets is managed by three NDN components
included in all nodes: content store (CS), pending interest table (PIT), and forwarding
information base (FIB), as presented by [1,14].

As mentioned previously, NDN’s content store is a cache storage for the data packets,
similar to today’s Internet buffer router memory. FIB is used to route the interest packets
which are identified by name prefix(es) table and outgoing interfaces.

Figure 3 illustrates the NDN forwarding design. In this model, when an interest packet
is received by the first node, a lookup (search for the named data) is initiated by CS for the
previously cached contents. In the case that the intended data has a matching at CS, it is
replied to by a named content packet to the consumer. Otherwise, the router (or node) looks
up the requested data (content) name in the PIT component. If a matching content name is
in the PIT table, the NDN router (node) registers a consumer interface for the requested
interest. Thus, the router can satisfy future incoming interest requests. Otherwise, an NDN
router adds a new PIT entry and FIB can inform the sourcing interface if there are no routes
to satisfy the request.
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CS PIT FIB

PIT

CS
Discard 

Data

DataData

Upstream
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add incoming 
interface
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entry Matched content name

Longest prefix matched

lookup hit

lookup miss

Figure 3. Named data networking forwarding (Adapted from [14]).

If lookup data are not found in the network, an interest is routed to the content
producer with its FIB information. The longest prefix match information in FIB determines
where to send it for each of the interest packets. In addition, each of the outgoing interfaces
at the FIB entry is stated as a reference for the packet routing. In the end, if the name is not
even found by the content producer, the issued interest becomes unsatisfied. Additionally,
these packets can be used for denial of service attacks in NDN. To mitigate this, when all
corresponding interest packet requests are missed and NACK (negative acknowledgments)
packets occur, the forwarder can limit the requests of the NDN router, as described by [18].

Lastly, the PIT checks to match entry for arrived data packets downstream of an
NDN router. When a paired entry is obtained, the named content (data) is forwarded
(transmitted) to face (interface), cached, and PIT discards the entry. Additionally, PIT has
the capability of discarding/removing the data packet when signature verification is failed.

3.5. Table Management

The NDN forwarding path contains three tables: FIB, PIT, and CS. The routing in-
formation base (RIB) is used to compute the FIB. All packet forwarding information is
stored by FIB. The RIB is populated by NDN’s routing protocol which is called the named
data link state routing protocol (NLSR). Lastly, the core NDN protocol is implemented and
evolved by the named data networking daemon (NFD) forwarder tool [19].

As Figure 4 illustrates, the FIB is used to forward the interests to the potential sources.
The FIB is updated by the FIB management protocol, which is operated by routing a
forwarding application layer.

Figure 4. Single interest/data packet forwarding mechanism.
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4. Streaming Applications Architecture over Named Data Networks

A streaming media user can be listening to media or watching a video in real time
or prerecorded over the Internet (IP) by current streaming applications. In streaming,
continuous content is delivered by the producer to the consumer. The video may be
delivered to be saved in the cache for later on-demand playback by CDN caching servers. In
this way, a streaming producer may handle failures and diversity, such as traffic congestion,
multiple versions of an encoder, different device video resolution, etc.

The video distribution applications benefit from the NDN architecture. The live
streaming tools (NDNlive, NDNvideo, and NDN-RTC) and prerecorded and live stream
tools (NDNtube) were proposed by [20–23]. Instead of relying on centralized servers as it
is constructed with current streaming applications, the NDN design may make the servers
robust by naming the streaming packets, which can be retrieved from the network layer,
independently. Through NDN, the applications fetch the streamed content by name, and
the content can be delivered either by the producer or by any router’s CS. That also removes
the third-party application requirements of managing and locating streamed contents, as
designed in NDNtube [22] and video-conferencing applications [23].

The audio conference tool (ACT) architecture over NDN, proposed by [24], takes
the advantage of named data to locate the conference, the speakers, and to fetch packets
from speakers. The tool also announces the conference by using a signaling protocol,
which is called the session description protocol (SDP) [25]. The name is constructed
as /ndn/broadcast/conference/session/speaker-list, for example. When the voice
packet is generated by the speaker, the ACT server caches the data in SDP format, which
describes the name prefix that can be used for media type, voice data, and public key locator.

Figures 5 and 6 illustrate a generic name hierarchy on NDN streaming applications.
The large video content is split into video segments with their frame number. The NDN
video and audio name components are presented by the following:

Routable prefix: This is used to identify the interest and forward it to the NDN network.
Application: The NDN_x is used to identify the NDN application name, such as live

streaming, video, RTC, and Tube.
Stream ID: This is an identifier used to distinguish one stream from the others.
Media: This is used to identify the content type for /video and /audio.
Content: The audio and video frames are structured in the content and may be also

used to identify the streaming information, such as codec H.264 and metadata.
Frame: It identifies each audio and video frame by a number.
Segment: It identifies each data frame segment.

/ndn/uminho︸ ︷︷ ︸
routable prefix

/NDN_x︸ ︷︷ ︸
application

/stream_1︸ ︷︷ ︸
stream ID

/video− 1︸ ︷︷ ︸
media

/content︸ ︷︷ ︸
content

/ f rame_num︸ ︷︷ ︸
frame

/%00︸ ︷︷ ︸
segment

Figure 5. Video streaming and audio packet format.

Figure 6. NDN streaming applications namespace (Adapted from [20]).

The content name may also include a content verification parameter and is identified
by the metadata section of a data packet, as described by [26]. Each frame is signed by
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the producer and signature carried within namespace <stream>/key in metadata. The
metadata parameter may also include a freshness period (e.g.,≈1000 ms) of the data packet,
which also defines the cache time for the data packet by its producer.

5. Cache Privacy

The digitally signed packets do not guarantee the protection against traffic analyses as
described by [27]. Since each NDN node must have cache content, the privacy concerns
increase for cached content. In NDN applications, cached data–contents can be objected to
by an adversarial node(s). For instance, the characteristics between cached and uncached
contents can be different, and can be used for identifying (or determining) the cached
contents (targets) in router CS.

In NDN, the network components can store such information about the requested
content/data, in order to boost the network throughput, services, and latency. These
information may reflect the content about its producer, the name, consumer (requester),
size, and the certificate [1–3,28]. The time differences between the cached and uncached
contents may reveal private information by adversarial attacks.

To understand the adversarial attacks on NDN cache privacy, let us consider an
adversary node (Adv.) that would like to determine whether a target/consumer (Bob) has
requested a content/data packet (C—produced by Alice) or not. An adversary estimates the
RTT (round-trip time) [R←→ Adversary] of a shared first-hop router (R) with Bob. Then, it
issues interest for the content (C) and compares these two RTT values to be estimated if the
targeted content (C)) has been cached recently or not from (R) (supposedly Adv. and Bob
connected to the NDN router. If there are other users, this will not change the nature of the
attack). Additionally, the adversary node can also determine/estimate information about
the content producer (Alice).

Similarly, let us consider that Alice and Adv. share the same router or are separated at
least by one router. The Adv. estimates RTT [Alice←→ Adv.] and then issues an interest
request for C. The Adv. concludes that at least one consumer has requested C and is cached
by the router(s) if this RTT is lower than the former RTT. Lastly, the Adv. may combine these
two attack types against Bob and Alice to determine if they have exchanged packets recently
or they exchange packets in real-time two-way communication, e.g., SSH or voice/video [2]
(in the real-time voice/video attack, the Adv. must be a physical neighbor to the target
(e.g., same shared Ethernet interface)).

Possible attack scopes on NDN streaming applications: The prerecorded and live
content can be published by NDNtube, NDNvideo, and NDNlive applications. To answer
live and future requests when the producer becomes offline, the video and its segments can
be cached by routers. Through this approach, the load of the producer can be reduced and
the video distribution maximized [20,22].

The audio/video segments are cached by the CS and each segment can be targeted
by a side-channel timing attack. For instance, the video segments can be targeted by an
adversary to obtain the location of the targets. The attack can be designed for a single
segment by an adversary to identify the popularity of the video. In addition, the attack can
be configured to monitor the cache to obtain the video types or contents by region.

6. Side-Channel Timing Attack on Streaming Applications over NDN

In this work, the attack model was specifically focused on NDN streaming applica-
tion(s), where the application has a single producer and many consumers.

The privacy-oriented side-channel timing attacks/measurements can be based on
information gathering from the computer implementation systems, rather than exposing
software and algorithm weaknesses. The gained information, such as timing responses of
the packet, can be used to identify private information by an adversary. In addition, the
side-channel timing attack does not require any advanced configuration, because some
information is publicly available and can be retrieved by any network consumer [29].
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In NDN, whether or not the content is previously cached by CS, the consumer retrieves
the packet in time which is called round trip time (RTT). It is defined as a time difference
between the sent interest packet and the received data packet. Therefore, the RTT of cached
content is shorter than the RTT of uncached content. In an attack, the adversary takes
advantage of the RTT differences to identify the uncached and cached targets (contents)
from the NDN router.

Considering all nodes must cache the data, the privacy of cached contents can be
potentially targeted by side-channel timing attacks/measurements in NDN applications.
The works [1–3,6,10,28,30–32] discussed that the side-channel timing attack may affect the
information privacy in NDN. Depending on the scope of the attack, the adversary is mainly
able to determine/identify the content name, cache (e.g., size, content popularity [33]), and
the signature (e.g., certificate) through the side-channel timing attack.

6.1. Content Retrieval Time (CRT)

In this paper, content retrieval time (CRT) is presented to specify the RTT only for
content retrieval. The CRT definition was used for cached and uncached contents between
the edge router and the consumer (adversary included).

CRT calculation was adapted from the TCP/IP RTT estimation [34]. Figure 7 illustrates
the CRT calculation from the edge router to the adversary node. In this example, the
adversary sends “Interest 1” and retrieves “Data 1”, and then repeats again the same
“Interest 1”. Then, the adversary analyzes the obtained CRT1 and CRT2 values to conclude
whether “Data 1” was cached or uncached from the edge router. The targeted “Data 1” is
considered cached by the NDN edge router, if the adversary obtains CRT1 = CRT2, within
a very small error tolerance (note that, it is possible to have this for uncached contents from
the producer with short sequential requests).

Figure 7. CRT measurements using one repetition of the same packet (Adapted from [35]).

When an interest packet is forwarded to the upstream node, the NDN router is starting
a timer, which will be used to measure the CRT. When the data packet corresponding to
the n interest arrives at the router, this calculates the new CRT by the equation:

< CRT >n= γ∗ < CRT >n−1 +(1− γ) ∗ CRTn (1)

where n is the number of received content/data packets and 0 < γ < 1. When γ is equal to
1− 1

n , then the real CRT is achieved. When the γ is close to 1, then the weighted average
CRT becomes not sensible to delay changes for a short time interval. When γ is close
to 0, then the weighted average CRT is very sensitive to new delay changes. These CRT
calculations are presented for the same interest name sequence for the adversaries [35,36].
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6.2. Possible Scope of Attack

In the NDN side-channel attack, the scope of the attack may vary by the intention
of an adversary and be targeted to a specific streaming application (e.g., NDNtube [22],
NDNlive [22], NDNvideo [20], and NDN-RTC [21]). Based on the CRT values, information
privacy can be threatened by the adversary, as described by [1,2,6]. For instance, an
adversary defines the targets by their content name (e.g., /ndn-content) or content segment
(e.g., /ndn-video/%00%12%34) by side-channel timing attack.

The name of streamed content is defined by its producer and content itself. In stream-
ing attack scope, an adversary may also target the name to obtain the popularity of content.
Additionally, when an adversary distinguishes between cached and uncached targets, this
information may be used to distinguish where the popular content has been recently cached
and how long it stayed popular. This type of attack is used for content monitoring.

In a traditional attack, the sequence number is required. However, our simulation
experiments showed that the attack success probability can be higher if prefix matching is
allowed from the application (e.g., NDNtube or other streaming apps). For instance, instead
of requesting a certain sequence number (e.g., /ndntube/videos/video-1/%00%12%34), the
adversary can request a prefix (e.g., /ndntube/videos/video-1), and the router replies to
the request with its segment (e.g., /ndntube/videos/video-1/%00%12%34).

Figure 8 illustrates two possible adversaries, based on CRT calculations. For instance,
i. an adversary node can determine the target at the edge node (router) (Figure 8a), and
ii. an adversary can determine the cached targets from away nodes (routers) (Figure 8b).
Whenever the attack is completed to determine the locations, the attacker compares (or
examines) each collected CRT metric (value), which may be used in three different main
decisions for locations where the consumer’s target has been cached.

(a) (b)

Figure 8. Attack designs and scopes: (a) Identifying closest hop cached contents. (b) Identifying
distant hop cached contents.

For instance, i. a maximum CRT shows that the target has not been cached yet. ii. A
minimum CRT shows that a target was cached by the edge node (router) recently. iii. A
CRT between minimum and maximum shows that the target was cached by an away NDN
component (e.g., router).

7. Attack and Countermeasure Designs

In this work, to meet the recent side-channel timing attack designs, a brute-force-based
model was developed. In addition to this, a naïve countermeasure design is presented and
proposed, which is named the detection and defense (DaD) model.

7.1. Attack Design

An adversary can improve the success of an attack by engaging multiple targets with
rapid time by the brute-force attack design. Additionally, the targets can be attacked
repeatedly at random intervals to increase the success of the attack [37].
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Figure 9 illustrates this work’s attack design which is supported by a brute-force attack
process. In this attack scheme, the adversary outlines multiple predefined targets (Tn)
which are the name of contents (data packets) to start the procedure of an attack. Moreover,
assuming that if any of a predefined target (e.g., NDN streamed data contents) has not yet
been produced (or nonexistent) by the streaming producer, the NACK packet may occur
(e.g., “streamed data unavailable”).

Targets 
T1, T2, ...Tn 

Random Select
Tx

Send Interest  
I (Tx)

Wait for Data

NACK  
or 

Data?

content wasn't
available

NACKGet Content Retrieval Time 
CRT1(Tx)  

for first request

Repeat request (n – 1) times: 
Send Ii (Tx) & Get CRTi(Tx)   

Data

Tx was cached 
 at edge router

Tx obtained from 
 away router

For all i repetitions
| CRT1(Tx) – CRTi (Tx) | < e 

?

No

Yes

Start

End

Thread 

Figure 9. Attack process algorithm with the brute-force design (Adapted from [38]).

In this attack design, an adversary can repeat several attacks (depending on attack
setup) to distinguish between uncached and cached targets. Each repetition presents
various or matching CRT metrics to accomplish the attack decisions (e.g., the target is
located or cached from the edge, neighbor, or away from locations/routers).

Attack algorithm (Figure 9) illustrates that an adversary randomly picks (or selects)
the target ((Tx)) from all predefined targets ((Tn)). In this design, an adversary repeats
the attack for each target for a minimum of two periods. In addition, the attack replica-
tion/repetition can be different through the design of the attack or purpose. The attack
repetition is identified as n− 1. After that, (CRTi) values are collected for repetition of the
target (Tx).

Whenever the attack is completed, an adversary determines (or identifies) the target
locations by relying and making comparisons on CRT values. For example, if the variance
accompanied by the first CRT and other CRTs is slightly small (smaller than ε), the CRTi
shows that a target (Tx) has just been (or recently) cached by the edge NDN node (router).
Otherwise, it is cached by away NDN router(s). Furthermore, the work [39] showed that
the adversaries identified geographic locations with about 90% attack success in different
scenarios (including content fetch time (CFT)).
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7.2. Countermeasure Design

To mitigate the side-channel timing attacks in NDN, preconfigured configurations
(namely countermeasures) can be used. These can be stated as cache disabled and avail-
able methods.

The cache disabled approaches are providing a “perfect privacy” for the NDN cache
privacy. For instance, the CS can be configured to not cache any content. An attack cannot
be carried out or succeed if the content is not held in the cache [2]. For instance, the NDN
anonymity tool (ANDāNA [6]) provides privacy and anonymity to the consumers. In
ANDāNA, each of the requested content names is encrypted and then verified by the
NDN routers.

The cache available methods are used to increase (or manipulate) the CRT value for all
connected interfaces (legitimate and adversary) of the edge router. Through different CRT
values, an adversary may not able to distinguish between uncached and cached targets of
the NDN router. These methods are based on delay, random caching to CS as discussed
by [2,10,11,40].

However, the cache disabled and available countermeasures may not be the most
efficient approaches because the configuration of the NDN edge router is static. These
configurations may reduce the NDN content distribution efficiency for legitimate NDN
requests because of undesired transmission delays from the edge router.

To overcome or minimize countermeasures efficiency issues, detection and defense
(DaD) countermeasure was proposed previously by [36,38]. In this work, the DaD was
upgraded to advance adversary detection of the NDN nodes. DaD is offering an attack
detection mechanism to distinguish between the adversarial and legitimate nodes to apply
countermeasures to the adversary nodes.

To achieve that, the cache hit ratio (CHR) can be calculated for the “privacy sensible”
contents at the NDN application layer (e.g., NFD) of the edge router. The CHR is expressed
by the following equation:

CHR =
∑n

k=1 (total_cache_hits)k

R
× 100% (2)

where n is the total number of the edge routers in the network, and R is the total number of
requests received by the edge routers, which is equal to the total number of cache hits plus
the total number of cache misses.

In DaD, the CHR threshold value is used. If an interface’s CHR value measure is
higher than the threshold, that interface is considered an adversary of the router (this
scenario is considered in the edge routers).

The CHR threshold (3) parameter is calculated in DaD. A set of m requests is collected
regularly during ∆T seconds. The total number of cache hits is calculated for the new set of
requests, which we consider to be the ith collected set. Thus, the average CHR of this new
set (chri) is calculated by the following equation:

chri =
∑m

k=1 CHk

m
(3)

where CHk represents the cache hit of the kth request in the new set. The CHk is one if
the kth request obtains a cache hit, and zero in case of a cache miss. Then, the new global
average CHRj is computed by the following weighted moving average equation:

CHRj = (α× CHRj−1) + (1− α)× (chri) (4)

where CHRj−1 represents the last CHR value, chri is the new value calculated by Equation (3),
and α is a weight factor between 0 and 1. The CHRj is very sensible to the new chri value
if α is close to 0, and is not very sensible if α is close to 1. In DaD, α should be chosen
close to 0, because an attack increases the CHRi when it is established, and so the system
can detect it quickly. For this reason, α was set close to 0 in our experimental ndnSIM
scenario. The router is considered under attack if CHRj is higher than the threshold CHR.
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The CHR threshold was defined as ≈5% in NDN streaming applications (name privacy).
This work used the CHR threshold to show the possibility of adversary detection, also
defining attack severity.

In DaD, CHR is used i. to configure a countermeasure(s) when the adversary is
detected, and ii. to determine the severity of the attack which can be used to set dif-
ferent countermeasures. For instance, if the attack is detected in a period (TIME) and
continued in the next detection state, the attack can be considered severe. Through simula-
tion experiences, an optimum DaD period check attack time was defined as 0.5 s for the
NDNtube simulation.

Figure 10 illustrates the severity of the attack in the DaD approach. Because each
of the countermeasure methods have different effects, depending on the attack severity,
various countermeasure methods can be used to mitigate the attack. By doing this, the
NDN content distribution is maintained while mitigating the attacks.

Figure 10. DaD attack states and countermeasures for the attack severity.

DaD is based on three countermeasure methods (unpredictable delay, probabilistic
caching, and no-cache). The unpredictable delay is applied in the first detection state and
this attack is considered as minor. The probabilistic caching is in the second state and this
attack is considered as moderate. In the last attack check, if the attack continues, the router
is set to no-cache for any contents, and this attack is considered as severe.

If the attack persists, the no-cache is applied for the next attack states. Otherwise, for a
no-attack or attack–withdraw situation, the NDN router (node) sets to the default state for
all consumers (e.g., LFU, LRU, or FIFO).

Table 1 shows the attack states, auxiliary process, and input parameters for the DaD
approach. In this algorithm, the cacheHitTreshold and TIME parameters are previously
defined by application needs. To detect an adversary for each interface (face), TIME is used
as a check period. For instance, TIME can be in seconds to check faces in the NDN router.

To decide whether a router is under attack or not, the CHR is used. For instance, if
a face’s CHR is greater than the previously calculated cacheHitTreshold, that face is con-
sidered an adversary’s face. In addition, this process is performed by getCacheHitRatio(),
which is used to determine CHR for each interface of the NDN router.
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Table 1. Parameters of DaD algorithm.

inputs TIME cacheHitTreshold

auxiliary processes

getCacheHitRatio()
apply_defaultPolicy()

apply_Delay()
apply_Random()
apply_noCache()

attack states ATTACK_DETECTED
delayPhase

randomPhase
noCachePhase

NO_ATTACK_DETECTED defaultPhase

The countermeasure methods are applied if DaD determined the attack (ATTACK_
DETECTED). Different countermeasures are used depending on the severity of the attack.
This is also identified by the attack period (TIME).

In NDNtube, DaD continuously obtains the CHR from each face and analyzes≈50 pack-
ets (100 packets/0.5 s). If a face’s CHR is over 5%, DaD sets the minor attack phase for 3 s
and keeps detecting the attacks every 0.5 s. If the attack continues, DaD sets the moderate
phase for another 3 s and checks the attack every 0.5 s. If the attack continues, DaD sets a
severe phase and keeps it while the attack is detected.

8. Implementation and Results

To show the attack and its mitigation results, the scenario is developed using the
NDN simulator (ndnSIM 2.6) [41]. The source code of the scenario can be founded at
“supplementary materials”.

In this scenario, an NDNtube simulation was developed to analyze adversary node
behaviors during the attack. To generate network traffic, the applications were simulated
using the real dataset AT&T network topology. The results are analyzed by CHR and
hop-counts in i. brute-force attack implementation and ii. DaD countermeasure.

8.1. Scenario Implementation

In the streaming scenario demonstration (Figure 11), the adversary pursues the video
segments cached by gateway routers previously. Therefore, the adversary (adversary-1)
can knowledge the popularity of streamed contents, recently cached by the edge routers
requested by streamers (streamers-1). In the attack, the adversary only probes the target
(e.g., streaming_app/videos/video-1), then the gateway routers (edge, neighbor, and
away) replies with a video segment (e.g., streaming_app/videos/video-1/%00%12%34)
that has been cached recently. In an ideal attack, the adversary repeats each target a
minimum of four times to distinguish that a target is located (or cached) by the first NDN
node or the away nodes. Additionally, other adversaries are (adversary-...) attacking other
streamers (streamers-..) to conclude that the streamed contents are cached (or located)
by the neighbor, edge, and away routers (or nodes). In this attack, adversaries are only
determined by the popularity of the streamed content by their locations.

Table 2 shows the configurations of the attack on the NDNtube-like simulation on
AT&T topology. The AT&T topology has 625 nodes. A total of 156 leaves (consumers),
140 evils (adversaries), and one producer (streaming producer) were selected randomly
for each one of the 10 simulation runs. The attack was applied to default CS policies (LRU,
LFU, and FIFO) to evaluate the behavior of the attack (in a total of 30 runs). The adversaries
have targeted the video segments named as /ndntube/videos/video-... and cached by
gateway (edge) routers. In the NDNtube-like attack scenario, the adversaries, the streamers,
and the producer were selected randomly for every scenario run. The results are obtained
from each CS policy (LRU, LFU, and FIFO) and 30 simulation runs in total.
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Figure 11. NDNtube attack design.

Table 2. Configurations for NDNtube attack scenario.

Network topology AT&T
Total nodes 625
Backbones 221

Attacked edge router 108 routers
Target quantity ≈55% of total consumer nodes

Adversary quantity ≈45% of total consumer nodes
Streaming producer /ndntube/videos/

Consumers /ndntube/videos/...
Targets /ndntube/videos/...

Attack repetition 4 for each target

CS policies LRU
LFU
FIFO

CS size 1000 packets

CRT decisions cached by edge node
cached by neighbor node

cached by away node

In this attack scenario, the adversary targets the video segments (e.g., /ndntube/videos/
video-...) with a brute-force timing attack. To achieve maximized attack success, we set each
request four times. Each adversary compares retrieved CRTs metrics to obtain the targets’
locations and the time of the legitimate requests.

In the NDNtube simulation scenario, each of the streamed content (e.g., prerecorded
video and live video) is produced by a single content producer. Each of the content is
signed by the producer but it is not validated by a certificate authority. The consumers
send packets (100 packets/s) at a constant rate to the content video producer. The producer
virtual payload size is defined as 1024 bytes for streamed content. Note that, because
NDNtube simulation is only simulated (ndnSIM) for attack and countermeasures, the
audio and video decoding/encoding, compression formats (e.g., MPEG-2 and H.264) can
be implemented by future studies.

Figure 12b illustrates one of the simulations run for AT&T topology. In each simulation
scenario run, the routers (border nodes) were assigned randomly for the streamer producer
node. In addition, the leaves nodes (namely legitimates and adversaries) were assigned
randomly for the edge routers. In this network topology, the adversary nodes attack each
of the gateway routers (edge) to obtain the existence of cached targets.
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Figure 12. Real network topology conversion for NDNtube: (a) Raw AT&T network topology,
(b) rocket-fuel-converted AT&T for ndnSIM.

AT&T network topology bandwidth and delays measurements (for various link types)
are shown in Table 3. In this scenario, the best-route forwarding strategy is selected under
different CS policies: i. LRU removes the least recently used streamed content segment
when the CS is full. ii. LFU, in which the least frequently used cache block is removed
whenever CS is overflowed. iii. FIFO, where streamed contents are evicted in the same
order as they come into CS.

Table 3. Bandwidth and delays of AT&T topology.

Link Type
Delay Bandwidth

Min. Max. Min. Max.

Client–Gateway 10 ms 70 ms 1 Mbps 3 Mbps
Gateway–Backbone.
Gateway–Gateway 5 ms 10 ms 10 Mbps 20 Mbps

Backbone–Backbone 5 ms 10 ms 40 Mbps 100 Mbps

8.2. Brute-Force Attack Results

The brute-force attack scenario is implemented to monitor famous video contents
in the NDNtube simulation. In this attack scenario, the performance of the attacks was
analyzed by different CS policies (LRU, LFU, and FIFO) on the gateway (edge) routers on
AT&T topology.

Figure 13 illustrates average CHR values (or metrics) that were obtained globally from
all edge routers (gw-): ≈16.4% in nfd:LRU, ≈15.9% in nfd:FIFO, and ≈18.0% in nfd:LFU
during the attack period (≈21–35 s). In these scenarios, the attack results showed that
an adversary can succeed more in the least frequently used policy because it keeps the
famous contents in CS compared to other cache policies. Note that the attack success
may be variously determined by the quantity of adversary, targets, network topology, and
CS policy.
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Figure 13. NDNtube brute-force attack performance on CS scenarios.

The hops between the NDN routers are identified by “hop counts”. During an attack,
the hop count can be decreased and used to identify the adversary’s faces. Figure 14
illustrates the global hop counts for the adversary and legitimate node faces on NDNtube
in LRU, FIFO, and LFU scenarios during the simulation time (0–60 s). In these results,
the average, minimum, and maximum of hop counts were illustrated for the adversary
and the legitimate faces, respectively. The following average hop counts were obtained:
i. adversary faces, 1.40 in nfd:LRU, 1.95 in nfd:FIFO, and 1.52 in nfd:LFU. ii. legitimate
faces, 3.72 in nfd:LRU, 4.15 in nfd:FIFO, and 4.15 in nfd:LFU.
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Figure 14. NDNtube global hop counts.

Figure 15 illustrates the attack findings with target locations. There are evaluated by
the adversaries as the following clusters: i. 30.4% for edge clusters, ii. 18.2 % for neighbor
clusters, and iii. 51.4% for away clusters. These results were obtained by nfd:LRU (default)
scenario without any countermeasures applied.
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Figure 15. Determination of the target locations in AT&T topology.

8.3. Countermeasure Results

In the NDNtube simulation, the brute-force-based side-channel scenarios were im-
plemented. To mitigate these attacks, traditional and this work’s countermeasures are
implemented. These are based on the following: i. Static probabilistic caching and fresh-
ness time, which are stated as traditional countermeasure methods. ii. Dynamic detection
and defense configuration (DaD), which detects possible adversary detected nodes and
applies the countermeasures only to these interfaces.

In NDNtube, the video segments can be also cached by the freshness period of the
segment. Additionally to probabilistic caching (countermeasure to mitigate the attacks),
the segments were configured by the freshness period (≈100 ms). On the other hand, the
DaD threshold (CHR) is configured as 5% to detect the adversary, and the detection period
is configured as 0.5 s and applies each attack phase (minor, moderate, and severe) for 3 s.

The DaD dynamically detected the attack and took countermeasure actions instead
of statically configured routers to mitigate the attack. Figure 16 illustrates how DaD has
dynamically mitigated the attacks in the attack period with its three phases (no-cache
included). The CHR results illustrated that the nfd:DaD applied all countermeasures to
adversarial faces because the attacks were continuous and they are considered as severe.
Additionally, the statically applied (for all faces) countermeasures CHR results were ob-
tained by the following: i. nfd:probabilistic and ii. nfd:freshness scenarios.
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Figure 16. NDNtube attack mitigation results.
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In no-countermeasure applied (Section 8.2) nfd:LRU policy scenario, the average CHR
is obtained ≈16.4%. In this work, we attempted to decrease the no-countermeasure CHR
value with implemented countermeasure scenarios (probabilistic, freshness, and DaD).

Firstly, the statically configured countermeasures (nfd:probabilistic ≈4.1%) and
(nfd:freshness ≈3.7%) are applied and CHR is decreased compared to the no-countermeasure
scenario (≈16.4%). These countermeasure results show that the attacks are mitigated.
However, since all faces (including legitimate consumers) are affected by countermeasures,
the content distribution efficiency is also decreased.

The nfd:DaD is using multiple countermeasures depending on attack severity. In
ndn:DaD configuration, the CHR is decreased to ≈0.7% from ≈16.4%. This result showed
that attack mitigation is significantly improved with DaD compared to traditional counter-
measure methods. Additionally, because DaD only applies countermeasures (depending
on attack severity) to possible adversary nodes, the NDN content distribution is preserved
compared to traditional methods.

9. Discussion

This work attempts to mitigate the recent side-channel timing attack model (brute-
force) with an efficient countermeasure method for NDN streaming applications. The attack
scenarios showed that the adversaries were able to determine legitimate NDN streaming
consumers by the following results: i. 30.4% for edge clusters, ii. 18.2% for neighbor
clusters, and iii. 51.4% for away clusters.

To mitigate the attacks, DaD and traditional (statically configured) countermeasure
mechanisms were evaluated. DaD achieved minimum average CHR result (≈0.7% in
nfd:DaD) compared to traditional statically (≈4.1% in nfd:probabilistic and ≈3.7% in
nfd:freshness).

In this work, we showed the possibility that adversarial nodes can be distinguished
from legitimate consumers. However, other methods such as machine learning algorithms
can be implemented to identify adversary nodes in possible future research.

Supplementary Materials: The following supporting information can be accessible/found for stream-
ing side-channel attack scenario implementations scripts at: https://git.io/JJ35r.
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