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Abstract: Reconfigurable intelligent surface (RIS)-assisted unmanned aerial vehicles (UAV) have been
extensively studied on the Internet of Things (IoT) systems to improve communication performance.
In this paper, we aimed to counter simultaneous jamming and eavesdropping attacks by jointly
designing an active beamforming vector at the base station (BS) and reflect phase shifts at the
RIS. Specifically, considering imperfect angular channel state information (CSI), the sum secrecy
rate maximization problem in the worst case could be formulated, which is NP-hard and non-
convex. To address this problem, we improved the robust enhanced signal-to-leakage-and-noise
ratio (E-SLNR) beamforming to reduce the computational complexity and mitigate the impact of
interference, eavesdropping and jamming. Furthermore, a genetic algorithm with a tabu search
(GA-TS) method was proposed to efficiently obtain an approximate optimal solution. The simulation
results demonstrated that the proposed GA-TS method converged faster with better results than
conventional GA, while the proposed robust scheme could achieve higher sum secrecy rates than the
zero-forcing (ZF) and SLNR schemes.

Keywords: RIS; UAV; IoT; physical-layer security; E-SLNR; GA-TS

1. Introduction

Recently, the Internet of Things (IoT) technology has been widely studied in fields
such as smart homes, smart cities, smart grids, and autonomous vehicles due to its ability to
connect a massive number of wireless devices [1]. According to a recent study by Ericsson,
more than 25 billion IoT connections will be reached in 2025 [2]. Considering the limited
spectral resources and energy constraints of IoT devices, fixed terrestrial base stations (BSs)
face significant challenges in providing services to an increasing number of IoT devices and
networks. Fortunately, unmanned aerial vehicles (UAVs) have been widely discussed for
their ability to quickly deploy as air relays to boost the capacity and coverage of existing
terrestrial networks and enhance the quality of wireless communication [3-5]. Due to the
heterogeneity and geographical dispersion of IoT devices, several security issues have
arisen. Particularly, sensitive information is generally sent as a type of plaintext by IoT
devices, which is easily susceptible to eavesdropping attacks [6]. Furthermore, jamming
is also a common attack on IoT to compromise data privacy, integrity and security [7,8].
However, the traditional UAV relay requires a large transmit power to forward signals and
is vulnerable to counter eavesdropping and malicious jamming [9].

The reconfigurable intelligent surface (RIS) is a promising technology that can over-
come these aforementioned shortcomings [10]. RIS is constituted of many passive low-cost
reflectors whose phase and amplitude can be intelligently adjusted by a controller to
reconfigure the wireless propagation environment [11]. It has been verified in [12] that
RIS-assisted transmission can outperform the decode-and-forward (DF) relay protocol in
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terms of energy efficiency (EE) for high-speed transmission. Thus, RIS has attracted a lot
of interest in improving the security and performance of wireless communications while
saving power consumption [10-15].

1.1. Related Works

Over the past few years, the UAV and RIS have been explored as assisting wireless
communication in IoT. Many studies have introduced UAVs to increase the coverage and
network capacity of wireless networks. For instance, in [16], a fast and efficient heuristic
algorithm was proposed to address the UAV flight optimization problem, which aimed
to provide an optimal throughput for a set of locations while considering the battery
constraints of the UAVs and energy costs. In [17], the optimal 3D deployment problem
of UAVs was solved to maximize the downlink coverage performance with a minimum
transmit power. In [18], a 3D beamforming was designed to increase the coverage of the
wireless communication system, in which UAVs were distributed at different heights and
equipped with Multiple-Input-Multiple-Output (MIMO). In [19], a scenario of UAVs with
imperfect beam alignment was considered, and an analytical framework was proposed to
analyze the coverage probability of UAV-assisted networks under cluster users. In these
aforementioned works, the position/trajectory and transmit power of UAVs were mainly
studied to enhance wireless communication capabilities.

As an emerging technology, RIS adds a new dimension to the optimization of wireless
communication performance and can effectively increase the performance of traditional
UAV relay systems [9,20-22]. In [9], the RIS-UAV relaying communication system was
proposed, and the system throughput was maximized by jointly optimizing the UAV
trajectory, RIS passive beamforming and source power allocation for each time slot. In [21],
the UAV-mounted RIS was utilized in the IoT network to enhance data collection, and
an energy model was designed which took into account the weight of the UAV and RIS,
as well as the environmental conditions and UAV’s velocity. An air-to-ground downlink
communication network with UAV-mounted RIS was proposed in [22] to improve the
system’s energy efficiency by jointly optimizing the trajectory of the UAV, phase shifts of
RIS, and transmit power of BS. A block coordinate descent (BCD) method was used to
solve the nonconvex inequality constraint, and the resource allocation problem of the BS
transmit power was addressed by the Dinkelbach algorithm.

Furthermore, wireless communication scenarios with malicious nodes have also been
discussed [23-26]. In [23], an aerial RIS was proposed against jamming attacks to enhance
legitimate transmissions by jointly designing the deployment and passive beamforming
of the aerial RIS through an alternating optimization algorithm with successive convex
optimization. Reference [24] explored a communication scenario in which RIS was mounted
on the UAV to resist malicious jamming attacks. A dueling double deep Q networks
multi-step learning algorithm was proposed to jointly optimize the trajectory and passive
beamforming. In [25], a RIS-assisted UAV secure communication scheme was proposed to
counter eavesdropping and a maximum average secrecy rate was achieved through joint
optimization of the BS’s beamforming power, RIS’s reflect phase shift, and UAV’s trajectory.
Additionally, the proposed non-convex optimization problem was decomposed into three
sub-optimization problems, which could be solved efficiently. In [26], the distribution of
eavesdroppers was modeled by the stochastic geometry theory, and novel expressions
were proposed for a legitimate receiver and eavesdropper to analyze the impact of the
number of reflecting units of RIS and the location of UAV on the secrecy outage probability
performance. However, previous studies either did not consider malicious nodes or only
considered eavesdropping or malicious jamming.

Moreover, it is noteworthy that these works concentrated on obtaining optimal so-
lutions but inevitably resulted in high computational complexity and a heavy hardware
burden. Recently, zero-forcing (ZF) beamforming and signal-to-leakage-plus-noise ratio
(SLNR) beamforming have been proposed to reduce computational complexity and im-
prove the security of communication [27,28]. ZF beamforming focus on nulling out the
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inter-user interference with brute force [28]. Compared to ZF beamforming, SLNR beam-
forming can achieve higher secrecy rates [29,30]. Nevertheless, in order to implement these
methods, the transmitter requires a perfect CSI. However, this is unrealistic considering the
noncooperation between the transmitter and illegitimate nodes.

1.2. Contributions

Motivated by these aforementioned observations, this paper investigated the RIS-
assisted UAV secure communication in the IoT network system to ensure the quality of
wireless transmissions under eavesdropping and jamming attacks. Moreover, a robust
optimization problem was proposed to maximize the sum secrecy rate by jointly optimizing
the transmit beamforming of BS and the reflect phase shift of RIS. In order to efficiently
solve the proposed optimization problem, many heuristic methods were proposed, such as
Genetic Algorithms (GA) [31], Particle Swarm Optimization [32] and Tabu Search [33]. In
this study, we introduced the TS algorithm into the traditional GA algorithm. The main
contributions of this paper are summarized as follows:

(1) AnRIS-assisted UAV secure communication in the IoT network system is proposed, in
which UAV can be equipped with RIS to relay source signals and counter interference,
eavesdropping and malicious jamming attacks simultaneously. Due to the imperfect
angular channel state information of illegitimate nodes, we formulated a robust
optimization problem to maximize the sum secrecy rate by jointly optimizing the
active beamforming of BS and the reflection phase shift of RIS.

(2) We improved the robust E-SLNR beamforming of BS to counter interference, eaves-
dropping and malicious jamming simultaneously and reduced computational com-
plexity and the impact of imperfect angular channel state information. For the non-
convex optimization problem, a GA-TS method was proposed to efficiently obtain an
approximate optimal solution.

(3) The numerical results indicate that the proposed GA-TS method can converge faster
than the conventional GA method, and the robustness of this proposed scheme was
demonstrated. Compared to traditional ZF and SLNR beamforming, our improved
E-SLNR beamforming provides better performance in security transmission. As a
larger number of RIS units is set, the higher sum secrecy rate of the proposed scheme
can be obtained.

The remainder of the paper is organized as follows. In Section 2, the system model
of the RIS-assisted UAV secure communication in IoT and the optimization problem
formulation is presented. Section 3 investigates the robust E-SLNR beamforming and the
GA-TS method. Numerical results are shown in Section 4. Finally, we conclude this paper
in Section 5.

2. System Model and Problem Formulation
2.1. System Model

As shown in Figure 1, we considered a multi-output single-input IoT communication
network with a RIS-assisted UAV, which boosted information security. Meanwhile, there
existed a jammer with L = L; X L antennas attempting to interrupt the legitimate trans-
missions and a single-antenna eavesdropper attempting to intercept the intended signals.
Furthermore, it was assumed that BS equipped with M = M; x M, antennas transmitted
the desired data to K single-antenna users. In addition, uniform planar arrays (UPAs) with
N = Nj X N, units were applied in the RIS. We considered UAV hovering in the air to
provide a relay service, in other words, its position did not change. We let Gpr € CMxN ,
hRU,k c CNXl, hBU,k c CMXl, hge € CMXl, hge € CNXl, G]R c CLXN, h]u,k c CL><1
denote the channel coefficients between the BS and the RIS, between the RIS and the device
k, between the BS and the device k, between the BS and the eavesdropper, between the
RIS and the eavesdropper, between the jammer and the RIS, and between the jammer and
the device k, respectively. Due to the limited transmit power, the transmit beamforming
vector wy € CM*1 satisfied YK | [wi|| < Py, and the jamming beamforming vector
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Wy € Ch*1 satisfied Z,Ile Wikl < Pjmax, in which Ppjay, Py avax was the maximum of
BS’s transmitting power and the maximum jamming power, respectively. Thus, the desired
signal sent by BS could be written as Y_§_; wistx € CM*!, and the jamming signal sent by
the jammer could be represented as YK ; w TkSTk € CL*1. In addition, due to hardware
limitations, we considered the controllable number of RIS elements to be b. Specifically, we
letv = (v1,09,- -, UN)T denote the reflect phase shift matrix of RIS, in which v; = el and

6; € {O, m .. L‘Zg)z’r}.

—— Desired signal UAV

— Jamming signal
Wiretap signal

Device k

G e D
hy,

BU,I X D j hy, ((5)
Eavesdropper Device 1 Jammer

Figure 1. System model.

Due to the potential cooperation between the eavesdropper and jammer, it was as-
sumed that the jammer signals received by the eavesdropper could be eliminated. Hence,
the signals received at the device k from the BS could be given by:

K
yu, k= ) Hpy, gwisi + Y Hfy oy, isy, i + & M

K
i=1 i=1

and the signals received by the eavesdropper could be expressed as:

K
ye = Y Hppwisg +ng )
k=1

inwhich Hgg = hgg + GprPhre, Hpux = hpy, « + GerPhru, 1 Hyju, k = hyu, « + GjrPhry, k
P = diag(v). The symbol ny;  ~ CN(0, (TEL 1), g ~ CN(0,0%) represented the thermal
noise of the device k and eavesdropper, respectively, in which CN denoted the distribution
of a circularly symmetric complex gaussian random vector. Hence, the desired signal
rate of the device k and the wiretap signal rate at the eavesdropper for the device k were,
respectively, given by:
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T 2
‘HBU, kwk‘
Ry, =log, | 1+ — 7 K 2 (©)
L [HE, |+ X [H w40
i#k i=1
2
’HEE kwk‘
RE, k= logz 1 + (4)

Z ‘HBEw1’ +0f
Regarding the definition in [34], the secrecy rate of the device k could be expressed as:

Rs, k= Ry, k — RE, k ®)

2.2. Channel Model

In the discussed system model, the channel that was considered consisted of two
components: the line-of-sight (LoS) channel and the single-bounce non-LoS (NLoS) chan-
nel [35,36]. This was the same as that described in [35], where the channel vector could be
modeled as:

G/ = goap (0%, o8 )all (0%, o) + Afgdap (65, 95 )alt (7%, o]%) (0

h = goap 90 , 98X 1/ ngap 0%, o1 ) @)

in which Mp denotes the number of multiple paths, gTX (q)TX) denotes the vertical (horizon-
tal) Angle of Departure (AoD), and gRX ((pRX ) denotes the vertical (horizontal) Angle of
Arrival (AoA), respectively. Moreover, g is the large-scale fading coefficients, in which we
could assume that g ~ CN(0, 10PL/10) P = —30.18 — 26 log,(ds), and ds is the distance
between the transmitter and receiver. Furthermore, ap(6, ) represents the steering vectors
of UPA, which can be expressed by:

T
cos @ (8)

2mdq (N1 —1)
A

2mdy 27tdy (Ny—1)
ap(9,cp) = |1,e/x schosgo,_“ el —A

T
sin@cosq)] ® [1 ej@cos@ e ol
4 7 7

in which Nj, N, represents the number of array elements along the UPA side, respectively.
dy, dy is the inter-element spacing along the UPA side, respectively. In this paper, the
inter-element spacing was set as the half-wavelength, i.e., dy = dy = A/2.

As we know, the CSI of the RIS-assisted systems could be accurately obtained through
several channel estimation techniques in recent works, e.g., [37]. Hence, it was assumed
that the CSI of legitimate channels (Gpg, hyi; x and hpy; ) could be accurately obtained.
However, the CSI of illegitimate channels (hgg, hrg, Gjr, hjy, k) were unavailable for
accurate estimation by BS due to its lack of cooperation with the illegitimate nodes. To
account for this effect on the system, a given angle-based range was adopted to characterize
the illegitimate CSI [38]. The coupled angular uncertainties were defined as {Ag, A},
which was modeled as:

Ap = {hi

{91 L zll:| 9of € {(PEUQDEU}' 85) € {SEL |8 }/i € (RE,BE)} ©)
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J
8ku

7

App = {h]U,k‘GI{ € |60l ok € [ohe ohul. g'{‘ < HgIJC,L v} a0

_ LT LT g].T LT LT LT J.R J.R g].R
A = {G]R‘GG € {GG,L’GG,U}’q)G € {g"G,qu’G,u}feG € {GG,L’GG,U}’

)

in which A} = {A}, A}, 61 and 6 denote the lower and upper bounds of vertical
Ao0A, respectively. ¢r and ¢y denote the lower and upper bounds of horizontal AoA,
respectively. g7 and gi; denote the lower and upper bounds of the channel gain amplitude,
respectively.

J
8G,u

ok~ € [olh, o] |ob| € [|sh.

7

2.3. Problem Formulation

In order to ensure the security of IoT wireless communication, a sum secrecy rate
maximization problem in the worst-case was formulated in this section. Namely, we aimed
to maximize the sum achievable secrecy rate by jointly designing BS’s active beamforming
vector {wk}kK:1 and RIS’s reflect phase shift matrix v to mitigate the impact of jamming and
eavesdropping attacks, with the imperfect angular CSI Ag, A; and no knowledge of the
jamming beamforming. Furthermore, the BS’s maximum transmits power constraint, and
the RIS unit-modulus constraint (UMC) was considered. Hence, the optimization problem
could be formulated as follows:

max min} Rg r(w,v)

W,V A],AE k
s.t. C1 :% HWkH2 < Piax (12)
C2:v;| =1,Vi
in which W = {wy, wy, - - - ,wg} represents BS’s active beamforming matrix. Obviously,

the formulated optimization problem was non-convex and NP-hard, which was complex
and challenging to be directly solved. Accordingly, robust E-SLNR beamforming was
proposed to reduce the computational complexity and the impact of imperfect angular
channel state information in the following section. Moreover, the GA-TS method was
improved for handling the formulated complex optimization problem to design active
beamforming and the reflect phase shift.

3. Robust Scheme
3.1. Robust Transmit Beamforming Design

Differing from the conventional SLNR beamforming, this paper proposes E- SLNR
beamforming, which takes the malicious jamming power and the eavesdropped signal
power into account. The specific expression for this is as follows:

2
T
’HBU, kwk)

E — SLNR; = (13)

2
2
+ 0}

K T 2 2 K T
it on i+ Efa, o,

in which the numerator in Equation (13) represents the desired signal power received
by the device k, the first term of the denominator in Equation (13) denotes the inter-
user interference power, the second term of the denominator in Equation (13) represents
the signal power received by the eavesdropper, the third term of the denominator in
Equation (13) denotes the malicious jamming power, and the final term of the denominator
in Equation (13) represents the thermal noise of the device k.
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Based on fairness, it was assumed that the transmit power for each device was equal.
When the reflect phase shift matrix v was given, according to the E-SLNR beamforming, the
formulated optimization problem in (12) could approximately be relaxed into the following
E-SLNR maximization problem:

Hyyx T
wy Hpy Hpy Wi

max minE — SLNRy = X T T
W ALAE Wil (S Hiy Hy +Hp e Hpp+ (D +07 ) / P wi (14)

2
s.tl|wil2 = By

2
in which D; = Y&, ’H}u W, i‘ represents the jamming power received by device k and
Py = Pmax/ M denotes the transmit power for device k. However, due to the imperfect CSI,
Dy and Hy £HL: could not be obtained accurately. Hence, active beamforming could not
be solved directly. The upper bound of D, could be obtained by the Cauchy-Schwarz
inequality as:
K
Djx < Y priHjy Hiyy (15)
i=1
in which p;; represents the estimation of the jamming power for device i, which can be

estimated by the rotational invariance techniques [39]. Furthermore, H}u Hjy  could be
expanded as:

T T T T T i
Hj Hiy, = hyg ey, + ZRe{hRU,kPG th}ku,k} +hgry  PGjrGIRP hiy i 6
= Hyu + 2Re{ iy cPGrur | + Dy cP®jRP iy

in which Hjyy = h}u,khfu,k/ Grui = G}Rh}ku,k/ Dr = G}RG}‘R. Moreover, the coupled
angular uncertainties A; could be rewritten as:

A; = {Hjux Grui Pjr|A;} (17)

According to [40], any imperfect CSI in the angular uncertainty set could be expressed
as the combination of discrete elements. Thus, when the uncertainty region based on
angular information was known, we could uniformly sample the angles in a set of A as:

001 =0 + (i1 —1)86,i1 = 1,---, Q1

(i) . , (18)
(plz = (PL+(12_1)A(P112:1/"' /QZ

in which Q; > M; and Qy > M; represent the sample number of § and ¢, respectively.

AD = 0y —0.)/(Q1—1),and Ap = (pu — ¢r)/(Q2 — 1).
As proved in [41], the robust form of Hyy i, Gryrr, Pjr could be expressed as:

~ vl Ly (i,i2), Ty (i1i) %
Hpue = Zillzl e (1/L)hy 2 hyyg 19)
- _ vk Ly N Ny (i1,i0,i3,i4),T. (i1,i2),*
Grux = Zz‘1=1 et 2izet iyt (1/LN)G ™ Thy g (20)
= L L, N. Ny (iv,i2,i3i),T o (i1,i203,04) %
Pjr = Zillzl ip=1 i31:1 i4:1(1/LN)G]1% v G]z% v (21)

Hence, the robust upper bound of D; ; could be obtained as:
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~ K N ~ ~ ~
Dyt = Xy Pri(Fjue + 2Re{ iy PGruye | + Dk PP iy ) (22)

Similarly, the robust form of Hz HL: could be expressed as:

¥ = ®p +2Re{ GjrP"Gre | + GjrP* ®rePGr (23)
in which: N u " o -
Pae = 150 Yoy (/L) hig™ g™ 24)
~ N; N; i3,14),%4. (i1,12),T
GRE = 21‘31:1 1‘42:1 (1/N)h1(21%14) hl(BllElz) (25)
N N e e (i) T
Pre =) L, i42=1(1/N)h§<13El4) hyy" (26)

Thus, by substituting 15]-,;< and ¥ into the optimization problem in (14), the worst-case
E-SLNR maximization problem could be rewritten as:

wiH:  HT  w

E —SLNR, = k ““BUk~“BUk ™k
max k wi [Zf;k Hj, HE +¥+(Djxt0? ) /P wy 27)

2
s.t|[wi " = P
According to [42], the problem could be resolved as:
- ~ -1

Wy = P - max.eigenvector ( {Zi&k HEU,ngu,i"‘\F + (Dj,k + U,%) /Pk} qu,ngu,k> (28)

in which the E-SLNR beamforming wy is proportional to the eigenvector corresponding
to the maximum eigenvalue of the matrix. This could be directly solved using tools in
MATLAB, such as the function eigs [43].

3.2. GA-TS Method

In this section, the method for obtaining the reflect phase shift matrix v and the joint
optimization algorithm is studied. According to (28), the close-form solution of v could
not be obtained. Namely, when the E-SLNR beamforming w was given, the reflect phase
shift matrix v could not be obtained directly. Due to the discreteness of the phase shifts, we
propose utilizing the GA to solve this problem.

We took the discrete phase shifts of RIS as the individual gene of the population and the
sum secrecy rate of the IoT system as the fitness. Through a continuous iterative crossover
and mutation, we could obtain the fittest individual that maximized the sum secrecy rate.
Compared to traditional GA [31], a tabu search (TS) was introduced to accelerate the
convergence speed of the algorithm. In each generation, the fittest individual gene of the
population was recorded in the tabu table if the gene had not been recorded yet. In other
words, the tabu table recorded the local optimal solutions. With a continuous iteration, the
fitness of the genes recorded in the tabu table became better and better. Furthermore, after
the process of the crossover and mutation, the child genes could be mutated if the child
genes already existed in the tabu table. Specifically, only a small portion of the child genes
underwent mutations to explore better solutions. In addition, the length of the tabu table
was fixed. Thus, when the tabu table was full, the initial value could be overwritten by
the new value. Through the TS, the algorithm could avoid falling into local optima and
converge faster. The specific process of the GA-TS is shown in Algorithm 1.
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Algorithm 1: The Proposed GA-TS Algorithm

1: Initialize the GA parameters: Population size N, Crossover probability p., Mutation
probability py,t, Number of generations Ny, Number of elites N¢, Number of participants in
tournament Ny;

2: Randomly generate the reflect phase shift matrix v as the individuals of the first generation;
3: Compute the robust beamforming w by (28);

4: Compute the achievable sum secrecy rate as fitness of each individual;

5: repeat

6: Elitism: Select the Ny fittest individual genes directly as the child genes;

7: Tournament: Randomly select the N; individual to compare their fitness, use the fittest
individual as a parent, and repeat until N, — N ¢ parents are selected;

8: Crossover Operator: Randomly match parents genes, and generate the child genes by
crossing the selected parents with probability p;

9: Mutation Operator: Randomly select child genes for mutation with probability pu:;

10: Tabu Search: Compare the child genes on the tabu table. If the gene is found in the tabu
table, mutate the gene;

11: Compute the w and the fitness of each individual;

12: Record the fittest v* into the tabu table;

13: until the maximum number of generations is reached.

14: Return the fittest w*, v*.

4. Simulation Results

In this section, simulation results are provided to evaluate the performance of the
improved GA-TS method and proposed robust scheme. We assumed that the BS served
two users, namely K = 2, in which the antenna number of BS was set as M = 8 x 8.
Moreover, the antenna number of the jammer was set as L = 4 X 4, and the reflect units’
number of RIS was set as N = 8 x 8. In addition, the position of BS was set as (0,0,0), the
position of users was set as (20,15,0) and (25,5,0), the position of RIS was set as (20,0,30),
while the position of eavesdropper was set as (60,—15,0) and the position of jammer was
set as (300,0,0), respectively. As shown in [10], the carrier frequency was considered at
5.8 GHz, the noise power was set as Ulzl,k = 0% = —80 dBm. Furthermore, the transmitting
power of BS was set as, Pyj;, = 30 dBm, and the jamming power of the jammer was set as
P],Mux = 40 dBm.

Figure 2 depicts the comparison of the proposed GA-TS and the conventional GA for
convergence [31]. As shown, the population size was set as 30, 60 and 100, respectively.
In addition, the crossover probability was set as p. = 0.6, the mutation probability was
set as puut = 0.8, the number of elites was set as N = 2, and the number of participants
in the tournament was set as Ny = 5. As shown in Figure 2, under the same population
size, the proposed GA-TS converged faster and achieved better fitness compared to the
conventional method. Because of the introduction to TS, this population could escape
from the local optimal solution faster and accelerate the convergence. Meanwhile, with
the population size increasing, the convergence speed of the method was faster, and better
fitness could be obtained. Furthermore, the increase in the population size corresponded
to an increase in attempts to the optimal solution, which led to a decrease in the gain
of TS.
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4.5
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2¢ — Proposed GA-TS, population size = 100

— Traditional GA, population size = 100

Fitness of the best individual

1.5

0 200 400 600 800 1000
Number of iteration

Figure 2. Convergence of the algorithms.

Figure 3 shows the comparison of the sum desired signal rate, sum wiretap signal
rate and sum secrecy rate of the proposed E-SLNR, using the uncertainty angular region
Ap = Ay = 2°,4°,6°,8°. Due to the uncertainty angular region, the direction of the sum
rate (i.e., sum desired signal rate, sum wiretap signal rate and sum secrecy rate) change
was unknown. As shown, with the uncertainty angular region increasing, there was no
significant change in the sum rate. Due to the adoption of the robust form, although
the sum rate generally showed a downward trend when the uncertainty angular region
increased, there was no sharp fluctuation. Namely, the robustness of the proposed scheme
was demonstrated.
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Figure 3. Sum achievable rate versus uncertainty angular region A.
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Figure 4 shows the comparison of the sum secrecy rate versus the number of RIS units
with a different scheme. The uncertainty angular region was set at 4°. We compare dthe
performance of the proposed scheme with the following scheme: (1) ZF with RIS: under
the assistance of RIS, BS was set as the ZF beamforming with an estimated illegitimate CS;
(2) SLNR with RIS: under the assistance of RIS, BS was set as the traditional SLNR beam-
forming with an estimated illegitimate CS; (3) Ideal E-SLNR with RIS: under the assistance
of RIS, BS was set as the proposed E-SLNR beamforming with an exact illegitimate CS;
(4) E-SLNR with random RIS: BS was set as the proposed E-SLNR beamforming with a
random reflect phase shift matrix of RIS and an estimated illegitimate CSI. As expected, the
numerical results of the proposed robust scheme were better compared to the ZF with RIS
and the SLNR with RIS. Because ZF beamforming requires accurate channel information to
null out the wiretap rate, and traditional SLNR does not consider the impact of interference.
As the larger number of RIS units was set, the higher sum secrecy rate of the proposed
scheme could be obtained. This can be explained be the fact that more RIS units exploit
more degrees of freedom to enhance the desired signal and reduce the impact of malicious
nodes. Compared to the E-SLNR with random RIS, the validity of the optimization method
of the proposed robust scheme was verified. Due to the impact of the random reflect
phase shift matrix of RIS, which caused RIS not to enhance the desired signal, the sum
secrecy rate of E-SLNR with random RIS could not be improved with the increase in the
number of RIS units. Moreover, due to the fact that traditional SLNR did not consider
jamming power, its sum secrecy rate was very low and was not affected by the number of
RIS units.

7 T T
—+— ZF with RIS A
61 Proposed scheme i
N || SLNRwithRIS ]
L — Ideal E-SLNR with RIS
é 41| — ESLNRwithrandom RIS | 1
©
o
> 2f - |
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Number of RIS units

Figure 4. Sum secrecy rate versus the number of RIS units.

5. Conclusions

In this paper, to counter simultaneous jamming and eavesdropping attacks, we inves-
tigated a robust scheme for IoT’s secure communication with support from UAV-assisted
RIS. Specifically, considering the impact of imperfect angular CSI, a sum secrecy rate maxi-
mization problem in the worst case was formulated subject to the maximum transmission
power constraint of BS and the UMC of RIS. Furthermore, we improved a robust E-SLNR
beamforming for the reduction in the computation complexity and the impact of interfer-
ence, eavesdropping and jamming simultaneously. Finally, a GA-TS method was proposed
to jointly optimize the active beamforming of BS and the phase shift matrix of the RIS. The
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numerical results suggested that the proposed GA-TS method had a better performance
compared to the conventional GA method. Moreover, the robustness of the proposed
scheme was demonstrated.

For future works, the IoT wireless communication network assisted by multiple UAVs
with RISs was researched. In this system, a higher performance of anti-jamming and anti-
eavesdropping could be obtained. However, the channel model became more complex, and
computational complexity exponentially increased. Thus, traditional heuristic algorithms
might not be able to provide results promptly, and artificial intelligence methods, such as
neural networks, deep learning, reinforcement learning, etc., need to be introduced.
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Abbreviations

Description of the parameters

Parameter Definition

LM Antenna numbers of jammer/BS

Li/Ly Antenna numbers of jammer along the X/Y axis

Mq/ M, Antenna numbers of BS along the X/Y axis

N Unit numbers of RIS

N1/N; Unit number of array elements along the X/Y axis

\ Transmit beamforming vector of the BS

Wk Jamming beamforming vector to k-th device

\4 Reflect phase shift matrix of RIS

ny, k/Ng Thermal noise of k-th device/eavesdropper
Ggr/hpy/hpe  Channel vector between BS and RIS/k-th device/eavesdropper
hryrx/hre Channel vector between RIS and k-th device/eavesdropper
Gr/hyk Channel vector between jammer and RIS/ k-th device
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