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Abstract: Track processing is the foundation of radar multi-target tracking, and the processing
performance for jamming has particular research significance when it comes to protecting high-value
targets. At present, passive jamming using a modulated metasurface exhibits a fast response and
a flexible operation mode. However, most research in this area has been carried out at the radar
signal processing level and less at the data processing level. In this paper, a range of false target track
deception method based on a phase-switched screen (PSS) is proposed, and the relationship between
the matched filtering output, radar detection, and track processing is derived. This method uses
PSS to generate multiple false targets with controlled spatial distribution and magnitude, which can
form high-fidelity false tracking tracks. The number of false tracking tracks can be flexibly altered
by controlling the modulation parameters. The simulation results validate the effectiveness of the
proposed method.

Keywords: phase-switched screen (PSS); false tracking tracks; multiple false targets; modulation

parameter

1. Introduction

As the basis of radar multi-target tracking, track processing enables the tracking
and prediction of a target’s track [1]. To improve the survival rate of high-value targets,
researchers have conducted numerous studies on radar track deception techniques. The
current technology can simultaneously achieve three dimensions of range, speed and angle
deception, offering a high degree of realism for the false track. Thus, it can disrupt the
opponent’s radar search and tracking [2-4]. Accordingly, it has become one of the current
research hotspots in the field of radar jamming.

At present, track spoofing technology is mainly implemented through active forward-
ing devices. It uses digital frequency memory (DRFM) to sample and store the received
signal, followed by delayed forwarding according to certain rules. It eventually displays
a false track on the opponent’s radar display [5-7], tricking the radar into searching and
tracking and wasting its limited resources. However, active devices are costly to design
and require the interception of priori information, making practical work more complex.

Instead of actively radiating the electromagnetic waves signal [8,9], passive jamming
devices can alter the scattering pattern of the electromagnetic waves using devices such as
angle reflectors and chaff. Conventional passive devices have a single fixed electromagnetic
characteristic after processing, making them unable to meet the requirements of real-time
with flexible regulation.

With the continuous development of electromagnetic modulation technology, meta-
materials with peculiar physical properties have emerged. The frequency selective sur-
face [10-12], phase-switched screen [13-16], coding metasurface [17-19], and many other
types of metasurfaces can achieve multi-dimensional and different degrees of modula-
tion in radar-received electromagnetic waves. As a new electromagnetic material, the
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phase-switched screen (PSS) has unique physical properties (e.g., a negative refractive
index, negative permittivity) [20]. By modulating the material in the X-band and Ku-band,
the radar echo can be altered to affect the radar’s measurement of the true state of the
target [21]. Through theory and simulation, researchers have demonstrated that PSS has
excellent wave absorption properties in the X-band frequency and can reduce radar targets’
radar cross section (RCS) to achieve electromagnetic invisibility. [22]. By controlling the
signal to periodically change both the absorption and reflection states of the PSS, Feng et al.
created a multi-false target generation method that achieved deceptive jamming in the
velocity, angle, and other dimensions [23-26]. Fan et al. achieved the consumption of radar
resources by modulating the metasurface during the radar search phase [27]. The above
research shows that PSS can generate multiple false targets and has promising applications
in the field of radar jamming.

Inspired by the above ideas, the objective of our study was to propose a track deception
jamming method for a range of false targets based on PSS. This method used PSS to generate
multiple false targets with controlled spatial distribution and amplitude to induce the
opponent radar to detect and track these targets. This resulted in stable false tracking
tracks, which increased the workload of radar track processing and consumed radar system
resources. The novelty of this work was that the number of false tracks could be flexibly
controlled by varying the modulation parameters of the PSS. Compared to active jamming,
this method did not require the prior acquisition of priori information and, thus, was less
complex.

2. PSS Electromagnetic Regulation

PSS is a new type of wave-absorbing material, mainly consisting of a switching
impedance layer, a media layer, and a metal conductor backing plate, whose structure
is shown in Figure 1. The switching impedance layer generally consists of an active
impedance layer that can switch between fully transmitted and fully reflected states. When
these two states are switched intermittently, it is possible to change the signal energy to
zero at the original incident wave carrier frequency. Additionally, controlled harmonic
components are generated in its vicinity, which can be considered false targets by the radar
receiver. By controlling the frequency of the PSS switch, the distribution of these harmonic
components can be changed. At this point, it was assumed that the energy in the band of
the real target shifted to other frequency bands, creating false targets to achieve a deceptive
jamming effect.

Metal conductor ' >cos(kx — ot + @)
backing plate

cos(k(x+2d)—wt + @)

v v
Media layer Switching impedance layer

Figure 1. PSS structure diagram.

We assumed that the electromagnetic wave was vertically incident and that its carrier
frequency was w and wavelength was A, and the wave vector was k = w/c = 27t/ A. The
dielectric constant of the PSS dielectric layer was one, and its thickness was d = A /4. When
the switching impedance layer acted as a total reflection state, the reflected electromagnetic
wave could be expressed as cos(kx — wt + ¢). When it behaved in a fully transmissive state,
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the electromagnetic wave could completely pass through the switching impedance layer.
The reflected electromagnetic wave was then reflected by the metal base plate, at which
point the reflected electromagnetic wave could be expressed as cos(k(x +2d) — wt+ ¢) =
cos(kx — wt + ¢ + 7). In this case, the phase difference of the reflected electromagnetic
wave in these two states was exactly 7. Notably, however, when x and the initial phase
¢ were 0, the phases of the two echoes were opposite. Thus, the PSS could be equated
to a phase-modulated signal in the form of a bipolar rectangular pulse and applied by
the PSS to the incident electromagnetic wave during periodic switching. The modulated
signal model is shown in Figure 2. The amplitude values in the graph were +1 and —1,
corresponding to the PSS’s fully reflective and fully transmissive states, respectively.

p(t) A Fully cos(kx —wt + ®)
reflected
state
+1 | ™ ]
| ' |
| : |
; +—t >
| | - t
- ' ||
Fully +
‘>‘ transmitted («g—
state cos(k(x+2d)— wt + @)

Figure 2. PSS modulation signal model.

Assuming that the PSS was under the control of a modulation function of two states’
uninterrupted switching, the reflected signal was subject to phase modulation. Simply,
the modulated signal was set as a periodic rectangular square wave, whose time domain
expression could be expressed as:

p(t) = Ao+ io Apsin(2mn fst) 1)

n=1

where Ag = [27/T — 1|, Ay =2/nm(1 —cos(2nntt/T)); T is the modulating signal period,
fs = 1/T represents the modulating frequency, and 7/T represents the duty ratio of the
modulating signal. The frequency domain expression of the signal was:

+0c0
P(f) = Awd(f)+ ). And(f—nfs) &)
—00
n#0
When an electromagnetic wave is vertically incident on a PSS, the time domain of the
return signal can be expressed as

r(t) =s(t) x p(t) ®)
The frequency domain expression for the echo signal was:
+oo
R(f) =S(f)@P(f) = AS(/)+ ).  AuS(f—nf) )
n#0
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According to Equation (4), the PSS-modulated echo signal produced several harmonic
components symmetrical with the center frequency Y S(f — nf;). They could be seen as
multiple false targets.

This assumed that the incident signal was the linear frequency modulation (LFM)
signal, the pulse width was T}, and the modulation frequency was K. Its carrier frequency
and signal bandwidth were defined as fy and B, respectively. The time domain expression

was:
s(t) = rect(%p) exp [j27r (fot + ;Krt)] ®)

where rect(-) indicates a rectangular pulse.

The radar receiver underwent matching filtering to maximize the output signal-to-
noise ratio (SNR) after obtaining the echo signal. Matched filtering is essentially a band-
pass filter, the bandwidth of which is generally set in the frequency range of the reflected
signal. Its range can be expressed as [fy — B/2, fo + B/2|. Additionally, PSS is capable of a
frequency shift, and thus, the sideband nearest to the carrier frequency was set at fy £ fs.
Therefore, the frequency ranges of these two sidebands were [fy — B/2 + fs, fo + B/2 + f;]
and [fo — B/2 — fs, fo + B/2 — f;], respectively. When f; > B, the generated sidebands
were outside the filter’s passband. At this point, the radar could not detect the existence of
the target; therefore, it was not possible to achieve false target jamming. When f; < B, the
radar receiver received the upper and lower sidebands of the echo signal. Additionally, the
smaller the modulated signal frequency, the more the sideband components entered the
radar receiver. Therefore, in this paper, the modulation frequency was set to f; < B so that
the reflected signal spectrum was within the passband of the radar receiver.

According to the analysis in Ref. [16], although the frequency of the LEM signal varied
with time, it was basically guaranteed that the phase difference between the front and
rear beams was approximately 7. Therefore, the overall modulation performance was not
affected.

The reflected signal became the baseband signal after mixing and filtering in the radar
receiver. The echo baseband signal was:

+N
r(t) = rect(%) exp(jnkit?) x | Ao+ Y. Auexp(j2rnfst) (6)
P n=—N
n#£0

where N = |B/fs], |-| means rounded by 0, and the baseband signal can be seen as the
sum of multiple LEM signals by the Doppler shift. The final result of the matched filtering

could be expressed as
+N
. t . t n
)smc{Ker(l )} + L An<1‘T )SII’IC|:K7TP<1 T )(tJrKf:)} (7)
n=—N p p
n#0
As demonstrated by Equation (7), the matched filtered output contained many sinc
discrete peaks where n represents the order of these discrete peaks. The interval between
the peaks of each order was:

t

Ty

_fs
M= ®)

The magnitude of each order of peak was:

9 ma)| = (1~ cos( 270y (1 - 15 ©

As shown by Equations (8) and (9), the range between the peaks could be determined
by the modulation frequency f;s; due to hardware conditions, nf; was generally much
smaller than the signal bandwidth B, and the peak amplitude was mainly determined by
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the duty ratio 7/T. The prototypes of Equations (1)—(9) in this paper were sourced from
Ref. [26].

3. Methods and Assessment Indicators

The echo signal was matched and filtered, and then CFAR detection was performed
for target detection. It generated adaptive thresholds that could be adjusted for background
noise, clutter, and interference by estimating the average level of the reference unit. The
most commonly used CFAR algorithm is cell average (CA), and its detection performance is
usually expressed in terms of detection probability. The spatial distribution and amplitude
of the false targets generated by PSS are relatively stable when the modulation frequency
and duty ratio are determined. Therefore, it was not a random variable, and its probability
density function cannot be obtained. Accordingly, this paper used the detection threshold
to determine the detection performance of CFAR.

The sampling functions of the matched filter can be described as

n=ty

Fs(t) = Ly < ), 6(t —nTy) (10)

n=ty

When the radar detected a target signal, the protection unit was an area used to avoid
noise interference. This is usually defined as a window, and the target signal is detected
in the center of the window. The role of the reference unit was to calculate statistical
information about the background noise.

Assuming that the number of reference units in CA-CFAR detection was 2k;, the
number of protection units was 2k, the threshold factor was 7, and the detection threshold
Ty, could be expressed as:

i=n—k—1 . i=n+k+k; .
Zk . Fs(i) + Ek Fs(i)
. i=n—k—kt i=n+k+1
T (n) =1 x 2% (11)
The the moment 77 had
Fs(n1) = Ty(m1) (12)

This indicated that the false target had passed CFAR detection.

The track processing of the target began after target detection. The key to track
processing was the selection of the tracking wave gate T,.. The range between false targets
passed through the tracking wave gate under the following conditions:

VAt = EV > T. (13)
Ky
where V is the speed of movement.

As demonstrated, when Equations (12) and (13) were satisfied simultaneously, the
false target could be detected by the radar and form a false tracking track.

In multi-target tracking, the track management function of data processing plays a
very important role. It can terminate some tracks according to certain rules, exit tracking,
and prevent the radar from collapsing due to a large amount of interference and bait from
the enemy. It is also possible to perform precise tracking on certain key targets, ensuring
timely and accurate strikes against threatening targets.

Data processing creates a track for each target. This is equivalent to creating a file
for each target, which can store a lot of information about the target. By utilizing the
information of the target trajectory and the current detection and measurement processing
results, data processing could, on the one hand, continuously and stably track the target; on
the other hand, it could achieve pairing and an association between the current detection
point and existing tracks. Track management is a key step when processing radar data,
including track initiation, track association, and track tracking. In the case of multiple
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false target jamming, both free tracks and unconfirmed sets of tracks with a failed track
association could start a temporary track. Although these temporary tracks only remained
in the computer for a short time, they increased the burden of radar data processing and
consumed radar system resources.

The temporary tracks generated during radar track initiation and the tracking tracks
generated during tracking reflected the current workload of radar data processing. They
could be used as indicators for assessing the deceptive jamming of multiple false target
tracks. Assuming that M Monte Carlo experiments were conducted, the average number of
temporary tracks for the M experiments could be expressed as

M
Y T

Ly =" (14)

where T; is the number of temporary tracks formed in the i-th simulation.
The average number of tracking tracks for M experiments could be expressed as

L = = (15)

where T,; is the number of tracking tracks formed in the i-th simulation.

4. Results
4.1. Simulation Parameter Setting

This section uses a simulation analysis to validate the proposed PSS modulation
method for jamming radar tracks. The simulation parameters of LFM and CFAR are shown
in Table 1. The number of real targets in the simulation space was two. The RCS of the
targets was generated randomly and did not vary with time. The targets always maintained
a uniform linear motion.

Table 1. Simulation parameters.

Parameter Value (Unit) Parameter Value (Unit)
Carrier frequency (fo) 6 (GHz) Pulse duration (T}) 50 (us)
Signal bandwidth (B) 10 (MHz) Reference units 64

Chirp rate (K;) 2 x 10! (Hz/s) Protection units 8

A radar display for multiple target tracking is shown in Figure 3. The blue curves in
Figure 3 indicate the tracks generated by the radar tracking target. The modulation duty
ratio and modulation frequency of PSS were defined as 0.5 and 20 KHz, respectively. As
shown in Figure 3, the PSS-modulated targets produced multiple parallel false tracks in
motion. Each track produced by this method is clearly presented in the radar display.

4.2. The Effect of Modulation Signal Frequency on the Deception Effect

As demonstrated by the basic principles of PSS electromagnetic modulation in Section 2,
the key parameters included the modulation frequency and duty ratio. Next, we present
a primary analysis of the modulation frequency’s effects. The PSS alters the radar return
by actively modulating the electromagnetic waves, creating false targets, and impacting
radar track management. The simulation of radar tracking targets was conducted using
MATLAB software. The number of Monte Carlo simulations was 500, the duration of
the target motion was 20 s, and the modulation duty ratio was 0.5. The output envelope
demodulation and CFAR detection gates at modulation frequencies of 10 KHz and 20 KHz,
respectively, are shown in Figure 4.
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Figure 3. The radar display for multiple target tracking.
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Figure 4. The number of false targets that passed at different modulation frequencies. (a) fs = 10 KHz,
7/T =05; (b) fs =20KHz, v/T =0.5.

Based on Figure 4, it can be concluded that the real target vanished as a result of
the modulation effect of PSS. The modulated radar envelope demodulation resulted in
multiple peaks that were symmetrically distributed about the real target. These output
peaks could be considered multiple false targets generated by the PSS modulation. The
spatial distribution of the false targets changed with the modulation frequency. In simple
terms, the distance between the false targets increased with the modulation frequency.

As seen in Section 3, the false targets were track processed after passing CFAR detec-
tion. To further analyze the effect of the modulation frequency on the deception effect, the
simulation set the duty ratio constant and changed the modulation frequency of the PSS
modulation signal. The number of radar false tracking tracks, true tracking tracks, and
temporary tracks for different modulation frequencies is shown in Figure 5.
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Figure 5. The effect of modulation frequency on radar tracks.

The following conclusions can be drawn from Figure 5. When the duty ratio was 0.5,
the real target faded; therefore, the resultant tracking tracks were all false tracks. As the
modulation frequency increased, the number of false and temporary radar tracks gradually
decreased. Additionally, the variation in the number of both tracks was greater at lower
modulation frequencies. As demonstrated by the principle of PSS modulation, the spatial
distribution of the false target could be related to the modulation frequency. The range
between the false targets was closer when the modulation frequency was lower. More false
targets could be received within the radar reception’s bandwidth, generating more false
and temporary tracks. When the modulation frequency gradually increased, the range
between the false targets became sparse, and the number of false targets received by the
radar decreased. In addition, the number of false tracks did not change significantly when
the modulation frequency increased to a certain value. This was because only the main
false target fell within the radar reception bandwidth.

4.3. The Effect of Modulation Signal Duty Ratio on the Deception Effect

The duty ratio of the modulated signal is another important parameter of the PSS,
which affects the amplitude of each order of the false target. Generally, the lower the duty
ratio, the smaller the difference in magnitude between the higher-order and lower-order
false targets, which can appear as a group of false targets with comparable energy; when
the duty ratio is high, the higher-order pseudo targets can behave like several lower-order
pseudo targets with higher energy. Figure 6 shows the output envelope demodulation
and CFAR detection gates for the modulation frequencies of 10 KHz and duty ratios of
0.1 and 0.35.

As seen in Figure 6, a change in the duty ratio influenced the magnitude of each order
of the false target. However, the number of multiple false targets generated through PSS
modulation remained the same in both cases, and the spatial distribution did not change,
which also verified the previous analysis. By comparing the two subplots, it could be found
that the change in the magnitude of the false targets of each order caused fluctuations in
the detection threshold, resulting in more false targets passing detection. Figure 6b exhibits
five more false targets which passed detection compared to Figure 6a, which showed a
better modulation effect.
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Figure 6. The number of false targets passed at different duty ratios. (a) fs = 10 KHz, t/T = 0.1;
(b) fs = 10KHz, 7/T = 0.35.

The effect of the modulated signal duty ratio on track deception is analyzed below.
Figure 7 presents the relationship curves between the duty ratio and the number of radar
false tracking tracks, real tracking tracks, and temporary tracks when the modulation
frequency was 10 KHz.

30 T T
—¥%— Temporary tracks

25t —4— Tracking tracks(false) | |
—*— Tracking tracks(true)

Number of tracks
—_ —_ [\
o ()] [

W
T

0 0.2 0.4 0.6 0.8 1
Duty ratio

Figure 7. The effect of modulating the duty ratio on radar tracks.

The following conclusions can be drawn from Figure 7. First, the number of false
and temporary tracks was symmetrically distributed, with 0.5 as the center. Utilizing
the PSS modulation principle, at duty ratios of 0.2 and 0.8, the same modulation effect
occurred, resulting in the same number of two tracks being produced. Second, for a duty
ratio of 0~0.5, the number of false tracks increased with the increase in the duty ratio. The
difference in the number of false and temporary tracks was significant when the duty
ratio was small. This was because many false targets failed to pass radar detection but
still had an effect on the radar track’s initiation, generating many temporary tracks. For
example, at a duty ratio of 0.2, there were only four false tracking tracks, but the number of
temporary tracks could reach twenty-one. Third, the duty ratio affected the false tracks at
this modulation frequency more significantly. The duty ratio could affect the number of
false targets detected through the radar, which was directly related to the number of false
tracking tracks.
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4.4. Analysis of Deception Effect with Different Number of Targets

The performance of radar track processing is usually related to many factors, such as
the density of targets, the number of targets, etc. To further analyze the deception effect
under different scenarios, the simulation set the modulation frequency to 80 KHz and
the duty ratio to 0.3. PSS’s modulation effect generated two false targets on both sides of
the real target. Figure 8 showcases the relationship between the tracked tracks (with and
without interference cases) and the temporary tracks with the number of real targets in the
case of PSS modulation.

. . v
—¥— Temporary tracks

—4&— Tracking tracks

—#— Tracking tracks(without jamming)

9%}
(==}

Number of tracks
[\)
o

10

0 1 1 1 1
2 4 6 8 10

Number of targets

Figure 8. The influence of target number on radar track.

In Figure 8, with the interference of PSS, both tracks increased with the number of
targets, with a greater increase in temporary tracks. Both tracking tracks and temporary
tracks reached a number of targets that were three times greater or more; this was influenced
by the false targets. In this case, some of the tracking resources were taken up and consumed.
In the above simulation results, the number of temporary tracks always exceeded the
tracking track. Multiple false targets caused the system to produce many redundant
tracks that were unrelated to the real target, achieving the goal of disrupting radar track
processing.

5. Discussion

This paper investigated the PSS modulation’s effect on the radar operation tracking
process. The proposed method was verified using a complete radar detection and tracking
procedure. Most of the existing research on PSS is limited to its absorption performance
and material design, and less attention has been paid to the effect of its modulated echo
signal on radar tracks [13-16]. Using the characteristics of PSS-modulated signals for track
deception is a novel research direction.

The current tracking radar countermeasures tend to use deception jamming because
the active emission of a high-power noise jamming signal can be very easily traced and
combated. The existing track deception jamming techniques implemented by DRFM have
suffered from a low number and fidelity of false targets [5-7]. These methods require that
the incident signal be intercepted, followed by the analysis and calculation of the corre-
sponding jamming signal. Eventually, the radar jammer transmitted the signal; however,
this could easily reveal the location of the jammer. For DRFM devices, their operation
and calculation are more complicated and require a priori information [28]. Applying
PSS to track deception can reduce the complex experimental design and achieve the same
flexible modulation of the jamming effect [23-27]. The deception jamming based on PSS
can respond to radar in real-time and does not actively radiate electromagnetic energy to
the outside world, greatly reducing the risk of its own exposure. With the appropriate
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modulation parameters, false tracks could be generated while real tracks could be faded,
greatly improving the survivability of high-value targets.

In this application, the fabricated PSS could be attached to the surface of the target,
and the modulation effect was more accurate because it possessed the electromagnetic
scattering characteristics of the real target. However, attaching the PSS completely to the
surface could affect the structural function of the protected target body and reduce its
functionality; therefore, this method is not always feasible. In addition, we could make
the PSS into decoys of a similar shape and size to the protected target and generate more
decoys by modulating them accordingly for the purpose of deceiving the radar system.

A limitation of the current study is that the actual effect has not been demonstrated
experimentally at present; we aim to focus on this in future research. In addition, the false
tracks generated by this method were limited to the distance dimension, and distance-
azimuth two-dimensional deception has yet to be achieved [5-7]. In existing studies, PSS
has shown more severe restrictions on the angle and frequency of the incident signal in
practical experiments, which is one of the reasons why PSS material design is more popular.
In practice, this may be influenced by the actual environment, e.g., the undulation of the
target RCS, the start of the track in the clutter environment, which may cause discrepan-
cies, etc. Subsequent research should investigate on the impact of target electromagnetic
modulation on radar data processing in different complex environments.

6. Conclusions

This paper proposes a track deception jamming method for a range of false targets
based on target electromagnetic modulation. The electromagnetic modulation principle and
modulation signal model of PSS have been described. Subsequently, the CFAR detection
and target tracking process was analyzed, and PSS’s ability to create a high-fidelity false
track was demonstrated. On this basis, the number of false tracks could be flexibly changed
by controlling the parameters of the PSS. In order to investigate the effect of modulation key
parameters on radar tracks, different modulation frequencies and modulation duty ratios
were set in the simulation. The simulation results show that the modulation frequency was
inversely proportional to the number of radar tracks with a constant duty ratio. The number
of tracks was symmetrically distributed with the duty ratio of 0.5 as the center, under the
condition of a constant modulation frequency. The number of tracks was proportional to
the duty ratio, which ranges from 0 to 0.5. The radar tracking tracks were substantially
increased by PSS modulation compared to unmodulated tracks, and many redundant
temporary tracks were generated, which inevitably affected the normal radar operation
process. The effectiveness of the method was verified by simulating the radar tracking
process under PSS jamming.
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