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Abstract

:

This paper presents an underwater biomimetic covert acoustic communication system that achieves high covertness and a high data rate by mimicking dolphin group whistles. The proposed method uses combined time–frequency shift keying modulation with continuous varying carrier frequency modulation, which mitigates the interference between two overlapping multiple whistles while maintaining a high data rate. The data rate and bit error rate (BER) performance of the proposed method were compared with conventional underwater covert communication through an additive white Gaussian noise channel, a modeled underwater channel, and practical ocean experiments. For the covertness test, the similarity of the proposed multiple whistles was compared with the real dolphin group whistles using the mean opinion score test. As a result, the proposed method demonstrated a higher data rate, better BER performance, and large covertness to the real dolphin group whistles.
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1. Introduction


Underwater biomimetic communication ensures the covertness of communication signals by mimicking the communication signals with the sounds of underwater organisms. The underwater biomimetic communication method has been researched to overcome the large, low-probability detection problem of the conventional direct sequence spread spectrum method in underwater communication [1,2,3,4,5,6,7].



Mimicking the dolphin whistles is commonly used for underwater biomimetic covert acoustic communications [8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23]. The dolphin whistles have chirp-like patterns varying in time and frequency with a usable frequency bandwidth of the projector, while whales and other animals generate the sounds with a low and wide bandwidth, respectively. Thus, dolphin whistles are more adequate than other ocean animal sounds for biomimetic underwater communication. Conventional biomimetic communications have been proposed using chirp spread spectrum, frequency shift keying, differential phase shift keying (DPSK), continuously varying carrier frequency modulation (CV-CFM), and time–frequency shift keying (TFSK) that transmit bits according to the time–frequency position of the whistle or the shape of the whistle pattern [8,9,10,11,12,13,14,15,16,17]. However, since most dolphins are social animals and live in groups, they produce multiple whistles. Mimicking the multiple dolphin group sounds is necessary to increase the covertness of underwater covert communication. Thus, the conventional whistle-mimicking method has a limitation of covertness by mimicking a single dolphin whistle, not a group of dolphins, which does not reflect the ecology of dolphins living in groups. When the group dolphin whistles are used for communication, the multiple whistles may increase the data rate but cause interference among the whistles, which decreases bit error rate (BER) performance.



In this paper, we propose a method to convey information by mimicking the multiple whistles produced by a group of dolphins to increase the covertness and the data rate. Multiple whistles can be generated by simultaneously transmitting the single dolphin sounds, but these have a problem in that interference occurs between the overlapped multiple whistles, resulting in low detection performance at the receiver.



The proposed method combines TFSK and CV-CFM to achieve high covertness and a high data rate by mimicking multiple dolphin whistles and mitigating the interference caused by overlapped multiple whistles. To obtain the high transmission rate, the proposed method for the multiple whistles sequentially modulates using TFSK followed by CV-CFM. When interference occurs at the overlapped multiple whistles, the CV-CFM method with phase modulation makes it difficult to demodulate the transmitted information at the interfered whistles. To solve the interference problem, we search the interference whistle locations and utilize spread orthogonal codes on the interfered whistles to mitigate the interference so that the interfered whistle can be decoded at the receiver. In addition, interleaving is applied to further reduce the effect of the remaining interference on the whistles. Since the proposed modulation method combines two modulation techniques, the complexity of the demodulation process is large and needs to be reduced. We propose a decoding algorithm in which the two modulation schemes do not interfere with each other’s decoding performance. Thus, TFSK is demodulated first to estimate the time–frequency position of the whistles, and the CV-CFM of individual whistles is demodulated.



To compare BER performance and the covertness of the proposed method, computational simulations, real ocean experiments, and mean opinion score (MOS) tests were conducted. Through computational simulations and ocean experiments, the proposed algorithm demonstrated lower BER and higher transmission rates compared to the conventional CV-CFM. The MOS test confirmed the high similarity of the proposed technique to actual dolphin whistle sounds.



The contributions of the proposed methods are as follows:




	1.

	
This paper proposes an underwater biomimetic covert communication method that mimics multiple whistles produced by dolphin groups, which offers higher covertness and data rates compared to conventional underwater biomimetic communication methods.




	2.

	
The proposed approach combines both TFSK and CV-CFM to generate multiple whistles and develops a mitigation method for interference when multiple whistles are overlapped.




	3.

	
To achieve high transmission rates, a sequential decoding method is proposed to demodulate the multiple complex whistles resulting from the combination of the two modulation schemes.




	4.

	
To evaluate the communication performance and degree of mimicking, this paper conducts computer simulations, ocean experiments, and MOS tests, and the superiority of the proposed method is proven.










2. Modulation


Most dolphins live in groups and generate multiple whistles to communicate with each other. As a result, multiple group whistles are often observed simultaneously [15,16,17,18,19,20,21,22,23]. To enhance the covertness of underwater biomimetic covert communication, mimicking dolphin group sounds is needed rather than mimicking conventional single whistle sounds. In this paper, the proposed underwater biomimetic covert communication method mimics the multiple whistles by combining the TFSK with the CV-CFM methods to increase the covertness and the data transmission rate while preserving the BER performance.



The conventional TFSK modulation technique involves extracting frequency contours from the original dolphin whistle, generating signals with the same frequency contour, and then shifting the whistles in the time–frequency domain to convey bits. On the other hand, the CV-CFM technique maps the bits using the divided phase-modulated symbols from the whistle frequency contour. Due to the characteristics of underwater acoustic communications, the frequency changes between symbols in a single whistle are larger than the coherent bandwidth, and non-coherent modulation such as DPSK needs to be used [24].



However, both the original TFSK and CV-CFM techniques were designed to mimic the sounds of a single dolphin. Consequently, the combination of these two methods directly leads to interference between multiple whistles, resulting in reduced detection performance due to the signal interference at the receiver. To address this limitation, this section presents a technique for combining TFSK and CV-CFM to increase the transmission rate while considering interference mitigation. For the interference at the overlapped whistles, the proposed method detects the interference locations of the whistles and mitigates interference to improve detection performance at the receiver.



The dolphin group sound in Figure 1 is an example of multiple dolphin whistles.



To mimic the multiple dolphin whistles, the proposed method employs a two-step approach. First, the individual whistle signals are modulated by the TFSK technique to allocate a portion of the transmission bits. Then, the CV-CFM is applied to allocate the remaining transmission bits. Since the bits are simultaneously allocated to TFSK and CV-CFM, this approach increases the data transmission rate compared to either of the two transmission methods. The block diagram of the proposed method is shown in Figure 2.



In this paper, the proposed method mimics  L -multiple biomimetic whistles to generate multiple whistles. For mimicking multiple dolphin whistles, the TFSK modulation technique is first applied to each whistle signal, followed by the CV-CFM modulation. Assume that the frequency change function over time for the  l -th (  1 ≤ l ≤ L  ) whistle is denoted as    f l   t    [12], and the modeling of the  l -th individual whistle is expressed as:


   w l   t  = cos [  ∫  f l  ( t ) d t  ] .  



(1)







Figure 3 shows an example of the proposed modulation technique when TFSK is applied to a single whistle. To achieve the modulation described in Equation (1) for the multiple whistles, phase modulation and time–frequency shift modulation are applied to the individual whistle signal, denoted as    w l   t   . In Figure 3, it is assumed that one-time and one-frequency shift units are denoted as   Δ t   and   Δ f  , respectively. The total numbers of time and frequency grids are assumed to be  M  and  N , respectively. If    b M    and    b N    are calculated by   l o  g 2  M   and   l o  g 2  N  , respectively, a sum of    b M    and    b N    bits is transmitted using the TFSK method. The arbitrary time–frequency modulated signal (   x l ’   t  )   of the l-th whistle is obtained by shifting    w l   t    by    m ′  Δ t   and    n ′  Δ f  , respectively.



When TFSK and CV-CFM are combined, the   Δ t   and   Δ f   requirements of TFSK need to be derived to reduce detection errors during CV-CFM decoding. The one-frequency shift (  Δ f  ) of TFSK should be larger than the frequency spread (   B s   ) caused by CV-CFM to avoid overlapping frequency ranges between whistles and to ensure orthogonality. Thus, the value of   Δ f   needs to be more than twice that of    B s   , considering the overlapping intervals between whistles. This can be expressed as:


   B s  × 2 ≤ Δ f .  



(2)







To determine the requirement of   Δ t   for the TFSK modulation, the phase modulation of CV-CFM is considered. The requirement of   Δ t   is derived based on the property that when two signals with different phases are demodulated at the receiver, their cross-correlation converges to zero [25,26]. In the case of CV-CFM applied to a whistle, the phase changes every ts, which is a unit symbol for time of CV-CFM. For the overlapping intervals between whistles, if a time shift of two times    t s    is applied, the whistle at the original position without time shift will have a different phase from the shifted whistle, resulting in a cross-correlation of zero. Therefore, the value of   Δ t   that satisfies orthogonality between symbols during time shift modulation is given by the following equation:


  2  t s  ≤ Δ t .  



(3)







The TFSK-modulated  l -th whistle, denoted as    x l ’   t  ,   is shifted by the product of the arbitrary    m ′    and    n ′    values with   Δ t   and   Δ f  , respectively. Therefore,    x l ’   t    is expressed as:


   x l ’   t  =   δ   t −  m ′  Δ t   ⊗  w l   t    ×  e  j 2 π  n ′  Δ f t   ,  



(4)




where  ⊗  denotes a convolution operation. Using the single whistle in Equation (4),  L  whistles are shifted to their original positions by     T  l w  =          T 1 w     ⋯     T l w     ⋯     T L w         T  ,   and we add them together. Then, the TFSK-modulated whistles   z  t    with  L  whistles become the dolphin group sound and are expressed as:


  z  t  =  ∑  l = 1  L   x l ’    t −  T l w    ,  



(5)




where   z  t    includes interfered multiple whistles in the time–frequency domain.



The CV-CFM modulation method for individually modulated TFSK whistles is presented. Due to the characteristics of underwater acoustic communications, the frequency changes between symbols in a single whistle of CV-CFM are larger than the coherent bandwidth, and the conventional coherent modulation at the transmitter is inapplicable [12,21]. For simple demodulation, non-coherent modulation schemes such as differential binary phase shift keying (DBPSK) are used, which utilize the phase difference between two adjacent symbols.



In Equation (5), when interference occurs, the detection performance at the receiver decreases. This paper proposes a modulation method to detect interfered whistles and mitigate the interference by using the orthogonal codes during overlapped CV-CFM modulation. The orthogonal codes are used only for CV-CFM modulation in the interfered whistles, while they are not used for the non-interfered whistles.



For mitigating the interference when TFSK-generated whistles are overlapped, the proposed interference detection method utilizes energy detection in that the energy of the overlapping part of the contour of an individual whistle is larger than that of non-overlapped whistles. An example of energy when individual whistles are overlapped and interfered with by two dolphin whistles is shown in Figure 4. In Figure 4, the red line represents the  l -th whistle, and the red rectangular background represents the energy of the  l -th whistle. The blue line represents the     l + 1    -th whistle, and the blue rectangular background represents the energy of the     l + 1    -th whistle. The orange rectangular background shows the energy of the overlapped whistles.



For energy detection, assume that the two-dimensional value of time–frequency by STFT in Equation (4) is   (  S ’    τ , ω   )  , where τ represents a time and ω is a frequency, and the signal strength of a single signal    x l ’   t    in Equation (4) is  E . Assume that the time position of the  l -th original whale whistle is    T l w    and the time length of each whistle is    L l   . Then, by comparing the value of    S ′    τ , ω     with  E , the location of the interfering signal can be easily found. If    H 0    is the interfered whistle and    H 1    is the non-interfered whistle, the interference detection criteria are expressed as follows:


           H 0  :  ∫  min  f l   t    max  f l   t     ∫   T l w     T l w  +  L l     S ′    τ , ω     d τ   d t > E        H 1  :  ∫  min  f l   t    max  f l   t     ∫   T l w     T l w  +  L l     S ′    τ , ω     d τ   d t = E       .  



(6)







If no interference   (  H 1  )   at the  l -th whistle occurs, the whistle is modulated as the conventional CV-CFM.   K − 1   information bits   (   B  l  =      b 1  , … ,  b k  , … ,  b K     T   ) are transmitted. Note that the first bit   (  b 1  )   as a dummy bit for differential modulation is allocated to the first DBPSK symbol (   s 1   ). The  k -th symbol (   s k   ) is represented as in Equation (7) and the symbol transmitted at the  l -th whistle is     S  l  =      s 1  , … ,  s k  , … ,  s K     T   .


   s k  =    b k  +  s  k − 1       m o d   2 ,     f o r   k = 2 , ⋯ , K .  



(7)







If the  l -th whistle is overlapped, i.e., interfered   (  H 0  )  , the proposed CV-CFM that mitigates the interference by interleaving with an orthogonal code is utilized. If the length of the orthogonal code is    L c   , the orthogonal code (    C  l  =      c 1  , … ,  c   l c    , … ,  c   L c       T  )   is used to modulate the  l -th whistle where the interference occurs. The spread symbol    S l    with     C  l    is defined as     S  l  s p   =      s 1  , … ,  s  K /  L c       T   .



When the interference occurs, the interference is concentrated on a part of a symbol. Since the overlapped length of the interfered whistles is short enough to mitigate the interference, the interference may not be completely erased. If the interleaving is applied to the symbols in an interfered whistle     S  l  s p    , the effect of the interference is spread over, which improves the interference mitigation performance. Assume that the interleaved symbols are denoted by     S  l  i n t   ∈  ℝ  K /  L c     . The  l -th proposed modulated whistle    x l   t    with the interference mitigated CV-CFM to the TFSK in Equation (4) is represented as:


   x l   t  =     δ   t −  m ′  Δ t   ⊗  w l   t    +  s k    ×  e  j 2 π  n ′  Δ f t         i f      H 0  ,      s k  ∈   S  l  i n t         i f      H 1  ,      s k  ∈   S  l        .  



(8)







If all  L  whistles are moved to the original whistle position       T  l w      and added together, the multiple whistle signal that mimics the group dolphin whistles proposed in this paper is represented as:


   S  p r o p    t  =  ∑  l = 1  L   x l    t −  T l w    .  



(9)







The following section describes how to demodulate the proposed modulation signal    S  p r o p    t    consisting of TFSK and CV-CFM with interference mitigation methods.




3. Demodulation


In this section, the demodulation process of multiple whistles modulated by TFSK and interference-mitigated CV-CFM is described. To simultaneously demodulate the TFSK and CV-CFM, the complexity of the demodulation increases due to the numerous decoding possibilities. Thus, we propose a simple sequential demodulation approach.



To determine the decoding sequence of TFSK and CV-CFM, it is preferable to demodulate one method first in a way that is not influenced by the other decoding method. In the proposed dolphin whistle mimicking method, it is necessary to demodulate the TFSK signal first because the CV-CFM demodulation cannot be executed without knowledge of the time–frequency shifted positions of the whistles. When two modulation techniques are simultaneously demodulated, the searching space of the demodulation is given as M × N × K, while the sequential detection provides only (M × N) + K.



If the whistle information modulated by TFSK is obtained, the phase-modulated bits of CV-CFM can be detected. The structure of the proposed receiver demodulation block is shown in Figure 5.



First, the method for TFSK-modulated bits is described. The conventional TFSK demodulation method used a maximum likelihood (ML) detection approach in that the conjugates of all possible TFSK-modulated whistles are multiplied by the received whistles. The detection rule is to select the largest energy at a point in the time–frequency shift. However, since the received whistles are modulated by the PSK in CV-CFM, the conventional demodulation method cannot be utilized.



Therefore, this paper proposes a time–frequency energy detection method that is not affected by the phase modulation of CV-CFM. In the proposed approach, the received signal is transformed into the 2D time–frequency domain using the short-time Fourier transform (STFT), and the value of each bin in the time–frequency domain is squared to obtain the energy. As a result of the energy calculation, the values of the bins are not affected by the phase modulation. By comparing the whistle contour energy of the generated whistle at the receiver with that of the received signal, the TFSK-modulated whistle that has the closest energy contour to that of the generated whistle is determined.



The received dolphin signal (  y  t  )   is obtained by assuming that the transmitted signal   (  S  p r o p    t  )   passes through the underwater channel (  h  t  ) .   This can be represented by:


  y  t  = h  t  ⊗  S  p r o p    t  + n  t  ,  



(10)




where   n  t    denotes the underwater background noise.



Let the energy values of the received whistle (   x l   t   ) be    X l  ∈  I  M × N     and let the energy values of the whistle   (  w l   t   ) generated at the receiver based on     T  l w    be    W l  ∈  I  M × N    . The time interval resolution of the STFT is assumed to be    t s    and the frequency resolution is assumed to be    B s   . The window length and the discrete Fourier transform shift interval are set accordingly to ensure that both    X l      and    W l    have the same intervals in the time–frequency bins [27]. Then,    W l      is shifted by the time–frequency modulation,    m ′  Δ t   and    n ′  Δ f  , with  M  and  N , respectively. The TFSK modulation indices  m  and  n  can be found when the time–frequency contour energy distribution of the received    Y l      is the closest distribution of the  l -th whistle    X l   , which is given as:


  T F S K   m , n   = arg     min   m , n      W l    m , n   −  Y l    .  



(11)







After the TFSK demodulation, the receiver has the time–frequency shift information of each whistle and proceeds to decode the phase-modulated values of the CV-CFM. Since the spread and the non-spread CV-CFM to the whistle are used in the presence of interference, different demodulation schemes need to be used whether the interference exists or not.



For the detection of the interfered whistle at the receiver, the energy detection method in Equation (6) is used: If the TFSK modulated positions have been identified for  L  whistles, the  L  whistles are generated to reconfigure the received whistles. The time–-frequency domain energy of these generated whistles is then calculated. If the energy of the whistles is greater than others, the whistles are considered overlapped whistles, i.e., interfered whistles. For the interfered whistle demodulation, the despreading is executed using the known orthogonal code. For whistle demodulation without interference, conventional CV-CFM phase demodulation is applied. This process is shown in Figure 6.



To demodulate the phase-modulated bits of CV-CFM at the receiver, the  l -th individual whistle is extracted from the received dolphin whistle   y  t    using the TFSK demodulation results of Equation (10). This extraction process obtains the received individual whistle     y ^  l   t    as:


    y ^  l   t  =   h  t    cos ( 2 π ∫  f l   t  d t +  s k  +  θ h  ) ×  e  j 2 π  n ′  Δ f t   + n  t  , k = 1 , … K .  



(12)







The received extracted single whistle is multiplied by the complex conjugate of the frequency-shifted    w l   t   , denoted as    w l *   t  ×  e  − j 2 π  n ′  Δ f t     in Equation (12), and the low-pass filtering is executed. Then, the whistle signal modulated by CV-CFM becomes a conventional baseband phase-modulated signal. The phase information of CV-CFM can be obtained as follows:


   r k  =  h  cos    s k  +  θ h    +  n ^  , k = 1 , … K  



(13)







In the case of whistles without interference      H 1    ,   the symbols are demodulated by a conventional differential detection method.   ∠  r k    in Equation (13) represents the phase information of the  k -th interval of the whistle. The  K  phase values on the l-th th received whistle are calculated as     S ^  l  =   ∠  r 1  , … , ∠  r k  , … , ∠  r K    .   Since the CV-CFM utilizes DBPSK, conventional differential detection can be used for detecting the K-1 transmitted bits.



For the interference case      H 0     , the transmitted signal is detected by deinterleaving and despreading the bits obtained by differential detection. The obtained phase value   ∠  r k    from the interfered whistle is the result of the multiplication between the code (   c   l c     ) and the transmitted symbol (   s k   ). Therefore, the transmitted symbol (     S ^    s p _ i n t   )   is obtained by multiplying the deinterleaved symbol by     C  l    for despreading as:


     S ^    s p _ i n t   =    c 1  , … ,  c   L c      ×        c 1  ×  s 1     ⋯     c 1  ×  s  ⌊  K   L c    ⌋        ⋮   ⋱   ⋮       c   L c    ×  s 1     ⋯     c   L c    ×  s  ⌊  K   L c    ⌋         =    ∑  l = 1    L c     c l    2  ×  s 1  , ⋯ ,  ∑  l = 1    L c     c l    2  ×  s  ⌊  K   L c    ⌋      



(14)







Since    c   l c      takes a value of 1 or −1 in Equation (14), the value of    ∑   l c  = 1    L c     c   l c      2  ×  s k    is equal to    L c  ×  s k   . When spreading is used, an additional SNR gain of    L c    is obtained compared to the case without spreading. This gain helps to mitigate inter-symbol interference.



The data rate of the proposed technique without interference is calculated as follows: the transmission bits of TFSK by time-shifting and frequency-shifting are     l o  g 2  M     and     l o  g 2    B w   Δ f      , respectively. The total TFSK transmission bits per whistle are given as       l o  g 2    B w   Δ f     +   l o  g 2  M      . Let    f  m a x     be the maximum modulation bandwidth that preserves the DoM, and let the average length of a whistle be    L w   . The maximum number of symbols in CV-CFM is calculated as   K =  f  m a x    L w   . Therefore, the transmission rate of the proposed method is obtained as follows:


  D a t a   r a t e   w / o   i n t e r f e r e n c e =       l o  g 2    B w   Δ f     +   l o  g 2  M     +  f  m a x    L w     L w  + M Δ t   .  



(15)







However, if whistles are overlapped and a spreading code is used, the data rate needs to consider the data rate of the interfered whistle case. Since the spreading code length is    L c   , the maximum number of symbols by CV-CFM is calculated as   K =  f  m a x    L w  /  L c   .



Assume that the average number of whistles per hour in a dolphin whistle is  p  and the probability of whistles with interference is  q . The number of whistles without interference is obtained as   p   1 − q     and the number of whistles with interference is given as   p q  . Therefore, the total transmission rate of the proposed method is attained as follows:


  D a t a   r a t e = p   1 − q         l o  g 2    B w   Δ f     +   l o  g 2  M     +  f  m a x    L w     L w  + M Δ t   + p q       l o  g 2    B w   Δ f     +   l o  g 2  M     +    f  m a x    L w     L c       L w  + M Δ t   .  



(16)







This section has described the method for detecting transmitted bits for TFSK and interference-mitigated CV-CFM.




4. Analysis of Experimental Results


In this section, the BER performance of the proposed method was compared to conventional methods through computational simulations and real ocean experiments using underwater channels. Finally, the MOS test was performed to evaluate the similarity of the bio-mimicking signals generated by the proposed method to actual dolphin whistle sounds.



4.1. Computer Simulations and Ocean Experiments


To demonstrate the communication performance of the proposed method, the whistles of Delphinus Delphis in Figure 1 were mimicked [28]. For comparing the data rates, the proposed method and the conventional methods of the CV-CFM of [12] and the TFSK of [13] were compared. Since the proposed and conventional methods utilized multiple overlapped whistles and a single whistle, respectively, the parameters of the proposed and conventional methods were different.



For the proposed method, the number of total mimicked whistles was 116, where each of the 116 whistles was phase-modulated with a symbol bandwidth (   f m   ) of 300 Hz for CV-CFM. The   Δ f   in Equation (2) and   Δ t   in Equation (3) for TFSK were obtained to be 67 ms and 600 Hz, respectively. Given the whistle bandwidth of 7 kHz, 11 segments were set for the frequency shift modulation with three-bit modulations.  M  was set to be two to achieve the maximum transmission rate of one bit per time symbol. Since the performance of the proposed technique varies with the spreading code length, experiments were conducted with the spreading code lengths of two, three, and four. The parameters used for the simulation of the proposed method are shown in Table 1.



For the conventional TFSK of [13],   Δ t   was set to 11 ms and   Δ f   was set to   1 /  L w   , where    L w    was the average whistle length of 0.39 s with 2.5 Hz. Given the frequency range of 7 kHz, the number of frequency bins ( N ) was set to 2730. Thus, for each whistle symbol, 11 bits for frequency and 1 bit for time delay were transmitted, resulting in a total of 12 bits per symbol. For the conventional CV-CFM, the symbol bandwidth was set to be 300 Hz.



When the Delphinus Delphis whistle sounds were utilized for one minute and 10 s, the data rates for each technique are shown in Table 2.



When the proposed method utilized    L c    of two, three, and four, the transmission rates decreased by approximately 6.6%, 8.1%, and 9.9%, respectively, compared to the conventional methods [12]. The transmission rate of the proposed method was 15 times larger than that of [13].



The BER performances were compared in three different environments using an additive white Gaussian noise (AWGN) channel, modeled underwater channels, and real ocean experiments. Among the compared methods, the conventional method [13] was not adequate for normal communication due to its lower transmission rate. Therefore, the comparison between [12] and the proposed method was executed.



The theoretically calculated BER in AWGN and the computer-simulated BER are displayed in Figure 7.



In Figure 7, the dotted lines denote theoretically obtained BERs, while the solid lines represent BERs obtained by Monte Carlo simulations. The conventional method in [12] exhibits an error floor at a BER of     10   − 2     due to inter-whistle interference. For the proposed method, however, the error floors occur at lower BERs of     10   − 4    ,     10   − 5    , and     10   − 6   ,   when    L c    was two, three, and four, respectively. If a target BER is set to be     10   − 5    , which is a typical BER, the optimal code length of the proposed method is three. Thus, the BER results of the AWGN simulation exhibit that the proposed scheme has the lowest BER with a better data rate.



For the comparisons of the BER performance through the modeled underwater channel, the Bellhop tool generated the channel model at a point in the Korean West Sea. The maximum Doppler shift of the modeled channel was 2 Hz. The delay profile and sound speed profile (SSP) used to model the channel are shown in Figure 8.



The modulation parameters for the proposed method and the compared conventional methods were the same as in AWGN channel simulations, and the    L c    was set to 3. All compared methods were tested with and without using a 1/3 turbo code. The transmission rates for each scheme were the same as in Table 1. The BER results in the modeled underwater channel environments in Figure 8 are shown in Figure 9.



In Figure 9, the BERs of the proposed method were similar to those in Figure 7 for AWGN. The conventional method in [12] showed an error floor at around a BER of   2 ×   10   − 2    . The proposed method, however, achieved a BER of     10   − 3     at an SNR below −15 dB. The proposed method demonstrated a 7 dB SNR gain over the conventional method at a BER of     10   − 3    .



To verify the BER performance of the proposed method through practical ocean experiments, an experiment was conducted on 20 October 2019, in an area located 7 km away from the Shinjin-do coast in Taean, South Korea. The transmitter was deployed at a depth of five meters from the sea surface and used a Neptune-D17BB with a frequency range of 12.5 kHz to 19.5 kHz. The receiver with two TC4032 was deployed at depths of 5 m and 7 m with two channels each. The communication modulation parameters for the proposed and conventional methods were the same as those used in computational simulations, and the code length of    L c    was set to three. The distance between the transmitter and the receiver was 1 km. Figure 10a–c provides the experiment location, experimental setup, and SSP.



Figure 11 represents a portion of the received signal using the proposed method. Both proposed and conventional methods transmitted whistles of 70 s and were repeated 100 times. The results of the ocean experiments are provided in Table 3.



The received SNR of the ocean experiment data were estimated to be approximately −20 dB. In Figure 9, the BER with an SNR of −21 dB and turbo coding yielded around     10   − 4    , which is close to the results obtained from the ocean experiments. The maximum Doppler shift was estimated to be approximately 1.8 Hz. The proposed method consistently exhibited the lowest BER with a greater data rate in both the computational simulations and the real ocean experiments.




4.2. DoM Assessment for the Proposed Method


In this section, to demonstrate the superior similarity of the proposed method, an MOS test was performed by comparing the sounds of the proposed method with actual dolphin sounds. The MOS BS1284 standard provided by the International Telecommunication Union was used to evaluate the similarity between the mimicked whistles generated by the proposed method and the actual dolphin whistles. The MOS BS1284 is a standard used to evaluate the degree of distortion in speech communication and is adequate to evaluate the degree of similarity in the mimicked whistles [29]. The MOS score was assigned on a 5-point scale, and the number of participants needed to be greater than 20. The MOS test grading criteria are provided in Table 4.



In the MOS test evaluation, whistles generated by the proposed technique and real dolphin sounds were played to the participants in a random order for approximately 10 s. The whistles generated by the proposed technique were modulated by Table 1. Every mimicked whistle and real whistle were played three times per test, and 40 tests were conducted. The actual dolphin sounds used in the experiments were obtained from the “Watkins Mammal Database” [28]. Figure 12 shows a spectrogram of some of the audio files used in the MOS experiments. The experimental setup included the use of a Terratec A/D converter and AKG K52 headphones.



A total of 32 participants participated in the experiment. Participants in the MOS test listened to two audio files and rated how similar they were to dolphin sounds using the MOS scale. The results of the experiment are summarized in Table 5.



The experimental results in Table 4 showed that only a 1.3% difference was measured between the real dolphin sounds and the sounds generated by the proposed method.





5. Conclusions


This paper proposes an underwater covert communications method with high covertness and a high data rate by mimicking a group of dolphin whistles. The modulation and demodulation of the proposed method were investigated using both TFSK and CV-CFM. Orthogonal codes were also used to mitigate the interference among multiple whistles. The data rate and BER performance of the proposed method were demonstrated and compared with those of the conventional methods through AWGN, a modeled underwater channel, and practical ocean experiments. In the modeled underwater channel, the proposed method achieved an SNR gain of 7 dB compared to the conventional method at a BER of     10   − 3    . In addition, the MOS test was conducted to measure the covertness of the proposed method. The MOS test confirmed a similarity of approximately 98.7% between the proposed whistle and the real dolphin whistle.
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Figure 1. Whistle spectrogram of dolphins. 
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Figure 2. The block diagram of the proposed method. 
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Figure 3. An example of the proposed method (an individual whistle). 
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Figure 4. An example of energy comparison to find overlapped whistles. 
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Figure 5. The block diagram of the proposed demodulation method. 
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Figure 6. Despreading phase demodulation method. 
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Figure 7. The simulation and theoretical BER results. 
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Figure 8. The simulation channel (a) delay profile, (b) SSP. 
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Figure 9. The UWA Channel simulation BER results. 
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Figure 10. Ocean experiments environments (a) Location, (b) Configurations, (c) SSP. 
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Figure 11. Ocean experiments received signals. 






Figure 11. Ocean experiments received signals.



[image: Electronics 12 03999 g011]







[image: Electronics 12 03999 g012] 





Figure 12. MOS test signal spectrogram, (a) real dolphin whistle, (b) proposed method. 
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Table 1. The parameter for the proposed method.
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	Hyperparameter
	Value





	Carrier frequency
	16 kHz



	Bandwidth
	7 kHz



	    f m    
	300 Hz



	   Δ f   
	600 Hz



	   Δ t   
	67 ms



	The number of time, freq segments for TFSK
	11, 2



	Spreading code length
	2, 3, 4










 





Table 2. The number of bits for bio-mimetic modulation scheme.
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	Demodulation Scheme
	Data Rate (bps)





	CV-CFM, Ref. [12]
	309.3



	TFSK, Ref. [13]
	18.2



	The proposed method    L c  : 2  
	288.9



	The proposed method    L c  : 3  
	284.1



	The proposed method    L c  : 4  
	278.9










 





Table 3. Ocean experiment BER results.
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	Demodulation Scheme
	BER (w.o. Turbo)
	BER (w. Turbo)





	Conv. method (Ref. [13])
	   0.13   
	   6.3 ×   10   − 2     



	Proposed method
	   6.6 ×   10   − 2     
	   1.3 ×   10   − 4     










 





Table 4. The MOS test grading criteria.
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	Score
	5
	4
	3
	2
	1



	Opinion
	Same
	Very similar
	Similar
	Slightly

different
	Different










 





Table 5. The MOS test results.
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	Scheme
	Real dolphin
	Proposed method



	Score
	3.72
	3.67
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