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Abstract:



Nowadays, three-dimensional (3D) printing technology is applied to many areas of life and changes the world based on the creation of complex structures and shapes that were not feasible in the past. But, the data of 3D printing is often attacked in the storage and transmission processes. Therefore, 3D printing must be ensured security in the manufacturing process, especially the data of 3D printing to prevent attacks from hackers. This paper presents a security solution for 3D printing based on two-dimensional (2D) slices encryption. The 2D slices of 3D printing data is encrypted in the frequency domain or in the spatial domain by the secret key to generate the encrypted data of 3D printing. We implemented the proposed solution in both the frequency domain based on the Discrete Cosine Transform and the spatial domain based on geometric transform. The entire 2D slices of 3D printing data is altered and secured after the encryption process. The proposed solution is responsive to the security requirements for the secured storage and transmission. Experimental results also verified that the proposed solution is effective to 3D printing data and is independent on the format of 3D printing models. When compared to the conventional works, the security and performance of the proposed solution is also better.
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1. Introduction


The three-dimensional printing (3D printing) also known as additive manufacturing, is a method of converting a virtual 3D model into a physical 3D object using additive processes [1,2,3,4]. In an additive process, a physical 3D object is created by laying down successive layers of material until the object is created. Thus, to print a physical 3D object from a 3D printing model by a 3D printer, the 3D printing model must be cut into a set of 2D slices from bottom to top [4]. This set of two-dimensional (2D) slices is stored in a file that is the input data of a 3D printer to print physical 3D objects, as described in Figure 1. Thus, these 2D slices are also considered as 3D printing data.


Figure 1. General 3D Printing Process.
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Since 3D printing is applied in a variety of industries including jewelry, footwear, industrial design, architecture, engineering and construction, automotive, aerospace, medical and healthcare industries, education, and consumer products [5,6,7], the data of 3D printing can be attacked by hackers [8,9,10]. As shown in Figure 2, attackers can attack on 3D printing models by attacking the database of 3D printing models or faking user to illegally copy or destroy 3D printing models when they are transmitted to user via the Internet (see Figure 2a). Besides, to prevent the duplication or the modification of 3D printing models by users, the original providers can cut 3D printing model into 2D slices and then store them in a database. Therefore, hackers can also attack the 3D printing process by attacking on files that contain 2D slices when they are stored in a database or transmitted to users the Internet, as shown in Figure 2b.


Figure 2. (a) Attack to three-dimensional (3D) printing model, and (b) attack to 3D printing data (two-dimensional (2D) Slice).
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To prevent attacks to 3D printing model and the file of 2D slices, encryption solutions for 3D printing model and the file of 2D slices are necessary and suitable. To prevent attacks on 3D printing model, we previously proposed a perceptual encryption method 3D printing model that is based on encrypting the features of the interpolating spline curve of degree 2 in 3D space [11], and a selective encryption for 3D printing model based on K-mean clustering and the discrete cosine transform [12]. The main content of these methods is based on the geometric features of 3D printing model in 3D space or is based on selectivity encrypting in the frequency domain of the discrete cosine transform. Thus, they could not be applied to 2D slices. Because the data of 2D slices is represented in 2D space.



In order to respond to above issue, we would like to propose an encryption solution for 2D slices in 3D printing. The main idea of the proposed solution is to encrypt the 2D slices of 3D printing, both in the frequency domain and the spatial domain. 2D slices are extracted from the file of 3D printing and are then encrypted by the secret key in the frequency domain or in the spatial domain. In this paper, we performed and experimented the proposed solution with both the frequency and spatial domains. To clarify the proposed solution, we organize our paper as follow. In Section 2, we would like to explain the related works as data encryption, 3D model encryption, and 2D slices-based the proposed solution. In Section 3, we present the proposed solution in detail. Experimental results and the evaluation of the proposed solution will be described in Section 4. Section 5 shows the conclusion.




2. Related Works


2.1. Data Encryption


Data encryption is a process of altering the original data to new data that is different with the original data. The conventional work of data encryption is to convert the original data to bits stream and then encrypt it by the encryption standards as DES (Data Encryption Standard), AES (Advanced Encryption Standard), MD5 (Message-Digest Algorithm 5), or Tri-DES, as shown in Figure 3. This way is the simplest method and applied to normal data as text, image or video [13,14,15,16]. If we apply this way to the file of 2D slices in 3D printing, we have to convert the file of 2D slices into bits-stream and then encrypt that bits-stream by the data encryption standards as DES, AES or others. This means that we will encrypt some unnecessary contents as text, notation, and header, while the target of encryption is a set of 2D slices. Moreover, the accuracy of this method is not high and the conversation between 3D printing data and bits-stream is the main cause of the error in the decryption process. So, this way is unsuitable for 2D slices encryption.


Figure 3. Conventional work of data encryption.
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2.2. 3D Model Encryption


Currently, there are some proposed techniques for 3D models encryption [11,12,17,18]. Overall, the main content of these methods is to encrypt 3D model that is based on encrypting the features of 3D model in 3D space. These methods work on 3D data in 3D space to obtain the encrypted 3D model. Thus, they could not be applied to 2D slices. Because 2D slices are 2D data in 2D space. Consequently, the encryption methods for 3D model is unsuitable for the 2D slices of 3D printing.




2.3. 2D Slices-Based Encryption


3D printing technology uses 3D printing models [19,20] to print physical 3D objects. In order to print physical 3D objects, 3D printing models must be cut by a cutting plane along the Z axis from bottom to top via the 3D slicing process. The 3D slicing process is performed by a 3D slicer [21,22]. The output of the 3D slicing process is a set of 2D slices, as shown in Figure 4, and a 3D printer will print physical 3D objects from a set of 2D slices (see Figure 1). The 2D slices that were cut from a 3D printing model, are stored in G-code format [23]. So, in order to encrypt the 2D slices of a 3D print model, we only need to extract 2D slices and then encrypt them by the secret key.


Figure 4. The 2D slices of a 3D printing model in 2D space.
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3. The Proposed Solution


3.1. Overview


Overview, the proposed solution is described in Figure 5. 3D printing model is firstly cut into a set of 2D slices via the 3D slicing process. 2D slices are then extracted and are encrypted by the secret key value K to obtain the encrypted 2D slices. The secret key value K is generated by a hashing function with a user’s key input. For the 2D slices encryption process, we would like to propose two methods. First method is the encryption method in the frequency domain. Second method is the encryption method in the spatial domain. The detail of each method will be presented in Section 3.2 and Section 3.3.


Figure 5. The proposed solution.
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To print a physical 3D object, a 3D printing model must be cut into a set of slices by the 3D slicing process. To brief, we define main notation, as follows. Assume that a 3D printing model is cut into a set of 2D slices, [image: ] where N is the number of slices. Each slice is a set of the intersected points between 3D printing model and the cutting plane[image: ] where [image: ]is the number of points in each slice, and [image: ] is the [image: ] point in the [image: ] slice and it is presented by a pair of coordinates [image: ].




3.2. Encryption Method in Frequency Domain


In this section, we will present an overview encryption method for 2D slices in the frequency domain, as described in Figure 6a. This method is applied to the “2D slice encryption” step in the proposed solution. As the mention in Section 3.1, each slice is a set of the intersected points between 3D printing model and the cutting plane. To encrypt 2D slices in the frequency domain, we have to arrange each slice into a matrix, as described in Figure 6b, and then transform this matrix to the frequency domain. In the frequency domain, we selectively encrypt the direct current (DC) coefficient of matrix in the frequency domain by the key value K, and then perform inverse transformation back the spatial domain to obtain the encrypted 2D slices. Since the purpose of the proposed solution is to propose a solution for developers or researchers, they can use some transformations in the frequency domain as Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT), and Discrete Fourier Transform (DFT).


Figure 6. (a) Overview encryption method in the frequency domain, (b) The encryption process of 2D slices in Discrete Cosine Transform (DCT) domain.
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Here, we implemented and experimented the proposed method in the DCT domain. Firstly, all the points in the slice[image: ]are arranged in the matrix[image: ], as shown in Equation (1). The matrix [image: ] is then transformed into the matrix [image: ] in DCT domain by the DCT function, as shown in Equation (2). In the DCT domain, the DC coefficient [image: ] of the matrix [image: ] is encrypted by the secret key value K as described in Equation (3) with [image: ] is the encryption function. Finally, the encrypted DC coefficient and DCT coefficients of the matrix[image: ] are performed the inverse DCT, as shown in Equation (4) to generate the encrypted matrix [image: ], and this matrix is used to construct the encrypted slice [image: ] with [image: ], as shown in Figure 6b. The 2D slices encryption process is described in Figure 6b. We chose DCT for the encryption process because the impact energy of the DCT is massed at DC values. After the DC value encryption and the inverse DCT process, the value of all the coefficients are extensively altered.
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3.3. Encryption Method in Spatial Domain


In this section, we would like to present an encryption method for 2D slices in the spatial domain. The function of the encryption method in the spatial domain is also similar the function of the encryption method in the frequency domain. It is applied to alter the shape of 2D slices in 3D printing. Due to the fact that the purpose of the encryption in spatial is to alter the shape of 2D slices, we can use geometric transforms for the encryption. But, geometric transforms as rotation, translation, and scaling (RST) only change the spatial location or the size of 2D slice. They did not change the shape of 2D slices. So, they are unsuitable for the encryption process in the spatial domain.



To respond to the purpose of the encryption in the spatial domain and replace the risks of RST, we apply geometric distortion that is also a geometric transform for the 2D slices encryption in the spatial domain. Geometric distortion is a transformation that is used to distort geometric objects [24]. To encrypt the slice[image: ]by the distortion transform, we have to generate the shearing vector [image: ] by the secret key value K with [image: ] is computed by Equation (5):


[image: ]



(5)
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(6)





After that, the slice[image: ]will be encrypted by the distortion process to generate the encrypted slice[image: ], as shown in Equation (6). The distortion process uses the shearing vector[image: ]to distort the shape of 2D slices. Figure 7 describes the encryption process of 2D slices in the spatial domain by the key value K and the distortion process.


Figure 7. The encryption process of 2D slices in spatial domain.
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3.4. Decryption Process


The decryption process is an inverse process with the encryption process. The encrypted 2D slices are extracted from the file that contained the encrypted 2D slices and then they are decrypted by the secret key value K that is used in the encryption process. With the decryption method in the frequency domain, we only arrange the encrypted points of the encrypted 2D slice into a matrix and then transform this matrix into DCT domain. In the DCT domain, we decrypt the encrypted DC coefficient by the secret key value K based on Equation (3), and it then perform the inverse DCT to get the decrypted 2D slice, as shown in Figure 8a. For the decryption method in the spatial domain, we use the secret key value K to compute the shearing vector[image: ], as described in Equation (5) and perform geometric re-distortion based on Equation (6) to get the decrypted 2D slice, as shown in Figure 8b.


Figure 8. (a) Decryption in the frequency domain, and (b) Decryption in the spatial domain.



[image: Electronics 07 00064 g008]








4. Experimental Results and Analysis


We experimented the proposed solution with test models in Figure 9. The format of 3D printing models is STL files, VRML files [19,20]. The detailed information of each test model is shown in Table 1. Each test models are cut into a set of 2D slices. The number of 2D slices of each 3D printing model is dependent on both the Z-axis height of that model and the thickness of each slice. The thickness of slice is flexible and determined by user. In experiments, we defined the thickness of slice of 1 mm. In order to evaluate the proposed solution, we evaluated the perceptual encryption result of 2D slices, analyze the security of the encrypted 2D slices and the performance of the proposed solution. Section 4.1 shows the visualization experiments of the encryption process both in the frequency domain and the spatial domain. The security analysis of the encryption methods in the frequency and the spatial domains is explained in Section 4.2. The performance of the proposed solution is shown in Section 4.3.


Figure 9. Test Models.
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Table 1. Experimental results.





	
Name

	
Number of Slices

	
Entropy (dB)

	
Computation Time (ms)




	
Conventional Work

	
Method in DCT Domain

	
Method in Spatial Domain

	
Method in DCT Domain

	
Method in Spatial Domain






	
End-Cap

	
6

	
4608

	
4623.5

	
4639.0

	
43

	
18




	
Pit-co

	
19

	
4608

	
4688.7

	
4769.4

	
68

	
35




	
Holder

	
23

	
4608

	
4712.0

	
4816.0

	
72

	
37




	
Lion

	
45

	
4608

	
4855.0

	
5102.0

	
136

	
59




	
Impeller

	
119

	
4608

	
5428.5

	
6249.0

	
240

	
147




	
Mouse

	
129

	
4608

	
5512.5

	
6417.0

	
253

	
151




	
Yoda

	
630

	
4608

	
10,466.5

	
16,325.0

	
594

	
322




	
Batman

	
730

	
4608

	
11,551.5

	
18,495.1

	
671

	
381




	
Bunny

	
830

	
4608

	
12,656.5

	
20,705.0

	
729

	
425










4.1. Visualization Experiments


We experimented the encryption for the 2D slices of each test model in DCT domain and in the spatial domain. Figure 10 shows the perceptual encryption results with the 2D slices of Bunny model in the frequency domain (DCT domain) and the spatial domain (distortion). After the encryption in the DCT domain, the shape of 2D slices is altered. All the points in each 2D slices are disorderly connected and the segments between two points are broken and not connected (see Figure 10b). In the spatial domain, after the distortion process, the shape of 2D slices also altered completely. All of the points in each 2D slice are disorderly connected or are not connected together. The shape of 2D slices is altered to serrations, as shown in Figure 10c. Consequently, the shape of 2D slices is altered after the encryption process both in the DCT domain and the spatial domain. This means hackers or un-authorized users cannot view the content of 2D slices and cannot use them for 3D printing. We tested the encrypted 2D slices with XYZ 3D Printer Pro 3 in 1 [25], the 3D printer could not print the encrypted 2D slices into a physical 3D object, as shown in Figure 11.


Figure 10. Experimental results 2D slices of Bunny model, (a) Original 2D slices, (b) Encrypted 2D slices in DCT domain, and (c) Encrypted 2D slices in spatial domain.
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Figure 11. 3D printer cannot print the encrypted 2D slices.
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4.2. Security Analysis


To evaluate the security of the proposed solution, we will evaluate the length of the secret key K and the entropy of the encrypted 2D slices. If the length of the secret key K is long and the entropy of the encrypted 2D slices is high, the security of the proposed solution will be high. In order to decrypt the encrypted 2D slices, any hacker has to hack the secret key K. In our solution, we used the SHA-512 algorithm [26] with a 512 bits salt to generate random keys. Thus, if a user uses an English words of length[image: ]as his password, then an attacker has to calculate [image: ] keys to access the encrypted 3D triangle mesh. The length of each key is 512 bits.



Based on equations in Section 3.2, we can see that the entropy of the encrypted 2D slices in DCT domain is dependent on both the secret key K and the number of 2D slices N. But, K and N are random independent variables. So, the entropy of the encrypted 2D slices in DCT domain (frequency domain) [image: ] is the sum of the entropies of variables K and N, and is determined by Equation (7).




[image: ]



(7)





With the encryption method in the spatial domain, based on equations in Section 3.3, we can see that the entropy of the encrypted 2D slices in the spatial domain is dependent on both the secret key K, the number of elements in the shearing vector [image: ] and the number of 2D slices N. But, the number of elements in the shearing vector [image: ] is equal the number of 2D slices N. So the entropy of the encrypted 2D slices in the spatial domain [image: ] is also the sum of the entropies of variables K and N, and is determined by Equation (8).




[image: ]



(8)





Due to the fact that the length of the secret key K is fixed 512 bits, the entropy of the encrypted 2D slices is increased according to the number of 2D slices N, as shown in Table 1. With the encryption method in the DCT domain, the entropy of the encrypted 2D slices is formed from 4623.5 dB to 12,656.5 dB with[image: ]. With the encryption method in the spatial domain, the entropy of the encrypted 2D slices is formed from 4639 dB to 20,705 dB with[image: ]. From Equation (7), Equation (8), and Table 1, we concluded that if |N| is high, the entropy will be high.



As shown in Figure 3 in Section 2.1, the conventional work uses only the secret key K to encrypt the bits-stream of 2D slices. Thus, with test models in Table 1 the entropy of the conventional work is always fixed at 4608 dB. This means the entropy of the conventional work is always smaller than the entropy of the proposed solution both in DCT domain and the spatial domain (see Table 1). Based on Equations (7) and (8), we concluded that the entropy of the encryption method in the spatial domain is always higher than the entropy of the encryption method in DCT domain. This means the encryption method in the spatial domain is more security than the encryption method in DCT domain. Figure 12 shows the entropy of the proposed methods with the entropy of the conventional works, according to the number of 2D slices. The entropy of the proposed methods is always higher than the entropy of the conventional work. Consequently, the proposed solution is better and more security than the conventional work.


Figure 12. Entropy of the proposed methods according to the number of 2D slices.
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4.3. Performance Evaluation


In our experiments, we used an Intel Core i7 Quad 3.5 GHz, 8 GB of RAM, Windows 7 64-bits, and on Visual C# 2013. The computation time of the proposed solution is dependent on the number of 2D slices. With test models in Table 1, the computation time of the encryption method in DCT domain is formed from 43 ms to 729 ms with[image: ], and the computation time of the encryption method in the spatial domain is formed from 18 ms to 425 ms, with[image: ]. The cause of this difference is the encryption process in DCT domain be dependent on the computation time of DCT and inverse DCT processes so much. So, the computation time of the encryption method in the DCT domain is longer than the computation time of the encryption method in the spatial domain. This means the encryption process in the spatial domain is faster than the encryption process in DCT domain. Based on Equation (7), Equation (8), and Table 1, we concluded that if the number of 2D slices is small, the computation time will be small and otherwise. We also use the AES standard to encrypted files that contain 2D slices. These files include 2D slices, text, header and other data. The computation time of the conventional work used the AES standard is longer than the computation time of our solution. With test models in Table 1, the computation time of the conventional work is formed from 70 ms to 1372 ms. So, we concluded that our method is better and faster than the conventional work. Figure 13 shows the computation time of methods, according to the number of 2D slices.


Figure 13. Performance of the proposed algorithm comparing to other methods.
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5. Conclusions


In this paper, we proposed a security solution for 3D printing industry based on 2D slices encryption. 2D slices in 3D printing file are encrypted before being storage or transmission to prevent attacks from hackers. We experimented the proposed solution by the encryption processes in the DCT domain and in the spatial domain. Experimental results proved that the proposed solution is effective to 2D slices and independent on the format of 2D slices. The encrypted 2D slices could not printed by 3D printers. The proposed solution provides a better solution and more security than the conventional work. So, we concluded that hackers could not attack the database of 2D slices or fake user to destroy 2D slices when they are transmitted to user via the Internet. The proposed solution is also flexible to developers or researchers. Because, in this paper, we proposed only an overview solution and experimented the 2D slices encryption process by two simple methods in the DCT domain and in the spatial domain. Dependent on the purpose of each application, developers or researchers can replace the content of 2D slices encryption process by their complex methods. This is an advantage of our solution. In the future, we improve the proposed encryption methods and apply them to the secured storage and transmission systems.
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