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Abstract: Nowadays, open innovations such as intelligent automation and digitalization are being
adopted by every industry with the help of powerful technology such as Artificial Intelligence
(AI). This evolution drives systematic running processes, involves less overhead of managerial
activities and increased production rate. However, it also gave birth to different kinds of attacks
and security issues at the data storage level and process level. The real-life implementation of
such AI-enabled intelligent systems is currently plagued by the lack of security and trust levels
in system predictions. Blockchain is a prevailing technology that can help to alleviate the security
risks of AI applications. These two technologies are complementing each other as Blockchain can
mitigate vulnerabilities in AI, and AI can improve the performance of Blockchain. Many studies are
currently being conducted on the applicability of Blockchains for securing intelligent applications in
various crucial domains such as healthcare, finance, energy, government, and defense. However, this
domain lacks a systematic study that can offer an overarching view of research activities currently
going on in applying Blockchains for securing AI-based systems and improving their robustness.
This paper presents a bibliometric and literature analysis of how Blockchain provides a security
blanket to AI-based systems. Two well-known research databases (Scopus and Web of Science) have
been examined for this analytical study and review. The research uncovered that idea proposals in
conferences and some articles published in journals make a major contribution. However, there is
still a lot of research work to be done to implement real and stable Blockchain-based AI systems.

Keywords: blockchain; artificial intelligence; federated learning; consensus algorithm; smart contract;
open innovation

1. Introduction

In the present era, the vast use of electronic gadgets, social media, and automation
causes a voluminous amount of data to be produced per second. At the same time, there
is a rise in cyber-attacks such as identity thefts, data breaches, etc. There are various
cybersecurity measures that deal with such kinds of attacks. Blockchain technology is an
emerging trend in the world of the internet and digitalization, providing high level security.
The available security measures are based on centralized servers/systems. Here, ingle
points of failure, susceptibility to security breaches, and the need for trusted third parties
are all disadvantages. Instead, Blockchain technology is a decentralized system wherein
the trusted third parties are absent, and trust is established within the nodes available in the
network. Initially, Blockchain came into the picture in the form of cryptocurrencies such as
Bitcoin, Ether, and Ripple. After understanding the potential features of Blockchain, many
researchers came with the idea of applying Blockchain technology to various industrial
applications such as voting, healthcare, banking, and supply chain management, to meet
integrity, availability and confidentiality requirements, without any involvement of a
central authority [1–3].
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The fourth industrial revolution is characterized as a technical revolution that com-
bines digital technology developed during the third industrial Revolution with physical
and biological domains. The fourth industrial revolution’s sophisticated technologies, such
as autonomous cars, 3-D printing, the Internet of Things (IOT), and genetic engineering,
drive disruptive innovation by combining individual information and communications
technology (ICT) with scientific procedures. To deal with the quickly changing environ-
ment, since using internal corporate information alone has limitations, external knowledge
may be leveraged to boost a company’s innovation activity performance [4]. Open innova-
tion is a comprehensive approach to innovation management that involves “systematically
promoting and discovering a diverse range of internal and external sources for innovation
opportunities, actively incorporating that investigation with firm resources and capabili-
ties, and extensively leveraging those opportunities via different channels [5]”. Artificial
intelligence has a great impact on managing innovation in the industry [6,7]. Open innova-
tion’s distributed nature collides with blockchain technology’s distributed nature. With
improved IP management, more transparency, additional knowledge and collaborative
empowerment with smart contracts and open data, and latest liquidity for funding innova-
tion, Blockchain technology will serve with ad-equate technological skills to make open
innovation a viable platform and attain widespread acceptance [8–10].

Artificial intelligence has completely changed the way we live. Automation is happen-
ing at every level and sector at an increasingly faster pace. AI is advancing dramatically,
and it has transformed everything socially, economically, and politically. AI has dramati-
cally advanced the application areas such as healthcare, business, education, autonomous
vehicles, the travel industry, social media, and agriculture. Increased adoption of AI for
critical tasks makes it more vulnerable to attacks, as certain application areas such as in
healthcare, military and civil society are becoming attractive target areas for the attack.

Figure 1 depicts the different categories of attacks on AI systems [11]. Input attacks
are those in which input to the AI System is manipulated to alter the output, as in the case
of a perturbed image. It does not need to have a corrupted AI system. Input attacks fall
under four categories: perceivable, imperceivable, digital and physical attacks. Perceivable
attacks are those on physical entities and are visible to the human eye. Attacks on physical
or digital entities that are invisible to human senses are known as imperceptible attacks.
Digital attacks are conducted on digital data such as images, videos, documents, and files
and are mostly imperceivable. In the case of physical attacks, the target is physical objects.
In most of the scenarios, physical attacks are easy and perceivable. In a poisoning attack,
the attacker aims to harm the AI model so that when it is used, it has natural weaknesses
that enable them to manipulate it easily. The learning algorithms in dataset poisoning learn
a model by identifying patterns in the poisoned data, resulting in a disrupted learning pro-
cess. Manipulating the algorithm by identifying the weakness in it is known as algorithm
poisoning. Federated learning has the threat of such attacks as the user controls data and
algorithms [12–14]. In this case, even though a model has been thoroughly trained with
a completely qualified database and has been determined to be non-toxic, it can still be
updated with a toxic model at different points along the development process. Figure 2
represents the target locations for the attack in the AI implementation process. Due to these
vulnerabilities, certain critical applications are not being applied in real life. For this to
happen measures would need to be in place that reduce an organization’s susceptibility
to an attack and protect it with multi-tiered levels of protection. These measures would
be those that detect and rectify potential sources of data, algorithm, model, and input
poisoning that result in ‘corrupt’ outputs.
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Present Study

Considering the increase in popularity and need for artificial intelligence applica-
tions, it is being interrogated by critical applications wherein blind trust in an intelligent
application can put human lives at risk. This study focuses on the AI application areas
such as the recommender system, IoV based smart city deployment, energy market, AI-
based healthcare applications and mobile edge network, in which Blockchain technology is
adding trust and transparency. Since 2015, the research in combining Blockchain with AI
has begun. Concerning growth pattern, competitiveness, and the social, intellectual, and
theoretical context of the field, this study aimed to provide insights into the advancement
and emerging trends in integrating two influential technologies, Blockchain and AI. First,
the analysis examines trends in publications and citation data from 2015 to April 2021 to
outline the progress in the listed sector (i.e., research trends). The study then identifies
the key journals and areas of research that are most relevant to the field’s growth and the
leading authors and regions that contribute to research on integrating Blockchain and AI
(i.e., research virtu). At last, the study comments on the potential research relationship and
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scholarly and scientific literature for the research of Blockchain and AI integration since
2015. The insights of this study are as follows:

1. To conduct a Bibliometric study for the integration of Blockchain and artificial intelli-
gence considering various application areas.

2. To identify various key features of Blockchain that will secure artificial intelligence models.
3. To survey various applications of Blockchain for artificial intelligence.
4. To understand how Blockchain will provide reliable and private decentralized data

storage for training datasets and integrity of AI models and their predictions/results.

The remaining part of the paper is mapped as follows: the study techniques for data
collection and extraction and the specifics of data analysis are covered in the second section;
the third section provides a discussion on the results of bibliometric analysis with graphical
visualization; the fourth section of qualitative analysis outlines the research trends; the
article concludes with significant observations, challenges, and future work approaches.

2. Research Strategy-Sources and Methods

To map the literature on Blockchain and artificial intelligence, a bibliometric approach
is used for this study since bibliometric analysis is a research technique for evaluating
existing research patterns in every new field and determining possible directions for future
research [15]. Bibliometric analysis is a process wherein reviewing of published research is
assessed using basic metrics. It aids in the identification of the most prominent and cited
researchers and organizations, the most significant articles, and the most frequently used
keywords within a given research area. The required metadata for analysis is extracted
from both “Scopus” and he “Web of Science core collection.” Scopus is a renowned abstract
and citation database of Elsevier, launched in 2004. Scopus covers the most important
abstract and citation information of peer-reviewed literature. Web of Science is delineated
as a unifying analysis tool that promptly permits the user to amass, analyze, and distribute
information. Web of Science provides varied search and analysis capabilities. Figure 3
depicts the methodological framework used in this study.

2.1. Search Strategy

Table 1 represents the primary and secondary keywords used for search on Scopus
and the Web of Science core collection database. Keywords are critical for finding relevant
literature for the study. Based on the study’s goal, few precise phrases were selected to
get a clear picture for the implementation of blockchain in AI domain. We have used
“Blockchain” as a fundamental keyword ANDing with “Artificial Intelligence” as a pri-
mary keyword. Retrieved results are all from 2015 to 2021. It shows that there was not
any research conducted in the mentioned domain before 2015. No filter is applied for
country and language. Further Scopus databases were filtered based on the subject area
and restricted to computer science, engineering, business, energy, medical, environment,
economics, agriculture, and biochemical to retrieve precise literature. Results from Scopus
and Web of Science are refined based on the document type. The detailed query for both
Scopus and WoS is mentioned below. Only conference papers, articles and review papers
are considered for this bibliometric analysis. From the Scopus database 957 documents
were chosen, and from the Web of Science database 442 documents resulted from the same
query. After removing three duplicate documents, 1396 documents were retained in the
rich collection of documents on Blockchain and AI. This analysis is conducted for results
retrieved on 12 April 2021. For each of the retrieved documents, metadata such as paper
title, publication year, the source, the count of citations, and the author’s name, the author’s
keywords, cited references, organization, and country are extracted.
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Table 1. List of Primary and Secondary Keywords for Search Query.

Fundamental Keyword “Blockchain”

Primary Keyword
Using (AND) “Artificial Intelligence”

Secondary Keywords
Using (OR)

“Federated Learning,” “Deep Learning,” “Machine Learning,” “Privacy,” “Secure Sharing,”
“Authentication,” “Cryptography,” “Privacy-Preserving,” “Access Control,” “Adversarial

Attack,” “Adversarial Machine Learning”
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• Query in Scopus is:

(TITLE-ABS-KEY (Blockchain) AND TITLE-ABS-KEY (Artificial AND Intelligence)
OR TITLE-ABS-KEY (Federated AND Learning, AND Deep AND Learning, AND Machine
AND Learning, AND Privacy, AND Secure AND Sharing, AND Authentication, AND
Cryptography, AND Privacy AND Preserving, AND Access AND Control, AND Adver-
sarial AND Attack, AND Adversarial AND Machine AND Learning)) AND (LIMIT-TO
(DOCTYPE, “cp”) OR LIMIT-TO (DOCTYPE, “ar”) OR LIMIT-TO (DOCTYPE, “re”) OR
LIMIT-TO (DOCTYPE, “cr”)) AND (LIMIT-TO (SUBJAREA, “COMP”) OR LIMIT-TO (SUB-
JAREA, “ENGI”) OR LIMIT-TO (SUBJAREA, “BUSI”) OR LIMIT-TO (SUBJAREA, “ENER”)
OR LIMIT-TO (SUBJAREA, “MEDI”) OR LIMIT-TO (SUBJAREA, “ENVI”) OR LIMIT-TO
(SUBJAREA, “ECON”) OR LIMIT-TO (SUBJAREA, “CENG”) OR LIMIT-TO (SUBJAREA,
“AGRI”) OR LIMIT-TO (SUBJAREA, “BIOC”)).

• Query in Web of Science is:

(Blockchain) AND TOPIC: (Artificial Intelligence*) OR TOPIC: (Federated Learning*,
Deep Learning*, Machine Learning*, Privacy, Secure Sharing*, Authentication, Cryptog-
raphy, Privacy-Preserving*, Access Control*, Adversarial Attack*, Adversarial Machine
Learning*).

Refined by: Databases: (WOS) AND DOCUMENT TYPES: (ARTICLE OR REVIEW).

2.2. Data Analysis Procedures

The Bibliometric analysis in combining Blockchain and Artificial Intelligence is con-
ducted by using software tools such as “VoSViewer” and “Gephi”. VOSviewer is a popular
visualization application for bibliometric network data [16]. The manual states that objects
on a map are labeled and can be researched, listed, or published and are represented
by circles that are mapped depending on the distance in the network view section. The
distance between objects shows their connection, with the most closely associated objects
being placed next to each other and being bound by lines. On the other hand, the things
associated with weakness are far removed from each other. Gephi is a cross-platform
framework since it is written in Java. It makes use of the OpenGL 3D engine. A compatible
graphics card is needed for this OpenGL 3D engine. Gephi is kind of Photoshop graph.
It allows us to display data collaboratively and productively while also allowing us to
configure it according to our needs using properties, scale, consistency, classification, and
other graphical management tools [17].

Publication counts and citations were obtained annually to outline the growth pattern
of the research. Annual details of publications in the selected filed shed light on quantitative
impact on literature by reflecting the growth of popularity and importance of the field
in the research domain. Rank ordered tables are generated to represent the productivity
considering language trends in the publication, top 10 keywords, type of documents,
geographical area wise contribution, and sources preferred for the publication in this
study. Co-occurrence analysis of keywords was used to discover the conceptual structure
of the field. The units of analysis selected are the author keywords. The co-occurrence
analysis mentions the relatedness of items based on the number of documents in which the
keywords occur together. Finally, other network analysis performed as citation analysis
in terms of documents, sources and authors, bibliographic coupling of documents, and
network map of publication title and citation.

3. Quantitative Survey
3.1. Research Trends
3.1.1. Analysis of Documents by Year

Figure 4 represents the yearly analysis of the documents. It was found that research
in the field of Blockchain and Artificial Intelligence majorly started in 2019. In 2020, the
highest number of publications were recorded for both databases since the advent of a
gadget ecosystem that includes Alexa, Siri, and Google Assistant has made AI a part of
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everyday life. By 2020, emotion recognition and computer vision are also growing, and the
adoption of AI in manufacturing bringing automation became a tradition. Along with this,
Blockchain has expanded its applicability in every other filed except cryptocurrencies and
finance due to its outstanding features of providing security.
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3.1.2. Citation Based Analysis

The yearly analysis of the total number of citations for publications from both the
databases (Scopus and WoS) is stated in Table 2. It determines an article’s relative sig-
nificance and influence by counting the number of times that article has been referenced
by other works. It estimates the significance of research done in the field of Blockchain
and artificial intelligence together. The documents published in 2019 gained the most
attention from the researchers. Most of the citations are for the documents published in
2020 and 2021.

Table 2. Comparative yearly citation analysis.

Year <2017 2017 2018 2019 2020 2021 Total

SCOPUS Citations 4 23 179 848 2613 1248 4915
Web of Science Citations 0 1 21 305 1413 593 2333

Here in Table 3 the details of the top 5 documents with the highest number of total
citations are given for Scopus and WoS. “Ouroboros: A provably secure proof-of-stake
Blockchain protocol” and “Blockchain for AI: Review and Open Research Challenges” had
the highest citations from the respective Scopus and Web of Science databases.

The Alluvial diagram was created to collectively perform the analysis of top 20 highly
citated documents in the field of study. In Figure 5, the Alluvial diagram depicts the
correlation between authors, years, and source titles of highly cited 20 articles. Articles
are clustered according to the publication year, and those clusters are sorted in increasing
order of total citations received by article. It provides the mapping of contributed authors
in respective year to the source of publication. The thickness of waves depends on the
citation count. For example, Kiayias A. et al. published an article in 2017 and a highly cited
article in the field of Blockchain and artificial intelligence published by the journal Lecture
notes in Computer Science. Collectively, the highest number of citations were received in
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2019. Lecture notes in Computer Science and IEEE Access were the sources which attracted
the most attention from researchers.

Table 3. Details of documents with highest number of citations.

Publication
Year Document Title Authors Source 20

17

20
18

20
19

20
20

20
21

To
ta

l

Top 5 Documents from Scopus Database

2017
Ouroboros: A provably secure

proof-of-stake blockchain
protocol

Kiayias A.,
Russell A., David B.,

Oliynykov R.

Lecture Notes in
Computer Science 2 48 130 153 36 369

2019 Blockchain for AI: Review and
open research challenges

Salah K.,
Rehman M.H.U.,
Nizamuddin N.,

Al-Fuqaha A.

IEEE Access 0 0 47 89 40 176

2019
6G Wireless Networks: Vision,

Requirements, Architecture, and
Key Technologies

Zhang Z., Xiao Y.
et al.

IEEE Vehicular
Technology
Magazine

0 0 2 122 43 167

2019

Building dynamic capabilities
for digital transformation: An
ongoing process of strategic

renewal

Warner K.S.R.,
Wäger M.

Long Range
Planning 0 0 5 58 48 111

2018

Converging blockchain and
next-generation artificial

intelligence technologies to
decentralize and accelerate

biomedical research and
healthcare

Mamoshina, P.,
Ojomoko L. et al. Oncotarget 0 8 42 49 12 111

Top 5 Documents from Web of Science Database

2019 Blockchain for AI: Review and
Open Research Challenges

Salah K.,
Rehman M.H.U.,
Nizamuddin N.,

Al-Fuqaha A.

IEEE ACCESS 0 0 37 70 24 131

2019

Building dynamic capabilities
for digital transformation: An
ongoing process of strategic

renewal

Warner, Karl S. R.,
Waeger, Maximilian

LONG RANGE
PLANNING 0 0 3 43 31 77

2019 On big data, artificial
intelligence, and smart cities Allam Z., Dhunny Z. CITIES 0 0 8 48 18 74

2019
State of the Art of Machine
Learning Models in Energy

Systems, a Systematic Review

Mosavi., Salimi M.,
et al. ENERGIES 0 0 14 33 15 62

2020

A Comprehensive Review of the
COVID-19 Pandemic and the

Role of IoT, Drones, AI,
Blockchain, and 5G in Managing

its Impact

Chamola V.,
Hassija V., Gupta V.,

et al.
IEEE ACCESS 0 0 0 37 24 61
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3.2. Research Virtu
3.2.1. Language Trends of Publication

Table 4 represents the comparative language trends in the publications. It has been
identified that, on average, 96% of publications are in the English language for Scopus and
Web of Science databases. The countries such as USA, UK, China, and India preferably stick
to English language for scientific communication. Since these countries are also leading in
research, we observe English the dominant language for publication.

Table 4. Language trends of publication.

Language Scopus Database Web of Science Database

English 930 417
Chinese 17 0
French 2 0

German 2 2
Russian 2 10
Turkish 2 1
Korean 1 0

Portuguese 1 2
Spanish 1 7

Ukrainian 0 2
Italian 0 1

3.2.2. Top 10 Keywords from Scopus Database

Following Figure 6 represents the top 10 keywords for the documents retrieved from
the Scopus database. Blockchain and artificial intelligence are the two keywords appear
most frequently. Keywords mentioned by authors represent the gist of research. The
keyword map gives the overview of popular research trends by topic at a glance. The
selected documents in this study also expanded to research topics such as IoT, big data,
machine learning, digital storage, network security, smart contract and deep learning,
except for Blockchain and artificial intelligence.



J. Open Innov. Technol. Mark. Complex. 2021, 7, 189 10 of 37

J. Open Innov. Technol. Mark. Complex. 2021, 7, x FOR PEER REVIEW 10 of 38 
 

 

Korean 1 0 
Portuguese 1 2 

Spanish 1 7 
Ukrainian 0 2 

Italian 0 1 

3.2.2. Top 10 Keywords from Scopus Database 
Following Figure 6 represents the top 10 keywords for the documents retrieved from 

the Scopus database. Blockchain and artificial intelligence are the two keywords appear 
most frequently. Keywords mentioned by authors represent the gist of research. The key-
word map gives the overview of popular research trends by topic at a glance. The selected 
documents in this study also expanded to research topics such as IoT, big data, machine 
learning, digital storage, network security, smart contract and deep learning, except for 
Blockchain and artificial intelligence. 

 
Figure 6. Top 10 keywords from Scopus database. 

3.2.3. Analysis by Document Type 
Each output of the study has inherent worth and can provide light on the research 

direction. However, proceeding papers and articles are the most used document type for 
publishing research work. Hence, documents are refined based on their type. Figures 7 
and 8 depict the analysis of publications based on the document type and Tables 5 and 6 
represent the respective count. From the Scopus database, more than 50% of the docu-
ments are Conference papers. There are moderate numbers of articles available in the Sco-
pus Database, but very few review papers are available. From the Web of Science core 
collection, more than 60% of the documents are articles, and the moderate number of re-
view papers and conference papers are available. 

Figure 6. Top 10 keywords from Scopus database.

3.2.3. Analysis by Document Type

Each output of the study has inherent worth and can provide light on the research di-
rection. However, proceeding papers and articles are the most used document type for pub-
lishing research work. Hence, documents are refined based on their type. Figures 7 and 8
depict the analysis of publications based on the document type and Tables 5 and 6 represent
the respective count. From the Scopus database, more than 50% of the documents are Con-
ference papers. There are moderate numbers of articles available in the Scopus Database,
but very few review papers are available. From the Web of Science core collection, more
than 60% of the documents are articles, and the moderate number of review papers and
conference papers are available.
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Table 5. Publication count by document type (Scopus database).

Scopus (Document Type) Publication Count

Conference Paper 534
Article 312
Review 57

Conference Review 54

Table 6. Publication count by type (WoS core collection).

Web of Science (Document Type) Publication Count

Article 283
Proceedings Paper 111

Review 48

3.2.4. Analysis by Geographical Area

Figure 9 and Table 7 represent the publication count by geographical area for the Sco-
pus databases. Figure 10 and Table 8 represent the publication count by geographical area
for the WoS databases. Through geographical analysis, we can develop our understanding
of utilizing and managing resources and opportunities available world-wide in the field
of our study. The USA and China are identified as the countries contributing the most
to Blockchain and artificial intelligence. From Scopus Database, 207 documents are from
China, and 147 documents are from the United States. In the Web of Science core collection,
the USA is leading with 96 documents and then China with 69 documents. As most of
the world’s largest and best-funded AI and Blockchain businesses are based in the United
States and China, the rate of investment, business development, and adoption does not
appear to be dropping anytime soon. With academic giants and research institutes that
proceed to push the frontiers of what is possible with AI, the United States has a highly
developed and fully skilled labor population. China provides the resources, including the
incubator, to stimulate innovative ideas and is an extremely tech-friendly country. More
than 500 Blockchain projects have been registered with China’s government.
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Table 8. Publication count by geographical area (WoS core collection).

Country Publication Count

USA 96
China 69

England 46
India 43

Germany 26
South Korea 26

Russia 25
Australia 24
Canada 19
Spain 17

3.2.5. Analysis of Publications Based on the Source

Figures 11 and 12 represent the top five sources for Blockchain and AI, considering
the number of Scopus and Web of Science publications, respectively. The “Lecture Notes in
Computer Science including subseries Lecture Notes in Artificial Intelligence and Lecture
Notes in Bioinformatics” is the most preferred source for the publication considering the
Scopus database. In the case of the Web of Science core collection, the “IEEE ACCESS” is
the most active source, as it yields the most publications.

3.3. Potential Research Relationship
Co-Occurrence Analysis (Author Keywords)

The minimum number of occurrences of a keyword is set to give. Out of 2723 key-
words, 163 keywords have met the threshold. Table 9 highlights the top 20 author keywords
and their total link strength. As shown in Figure 13, clusters of keywords (Blockchain and
Artificial Intelligence) have the highest link strength with 643 and 335, respectively.
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Table 9. Links and TLS for co-occurrence analysis (Top 20 author keywords).

Links TLS Links TLS

Blockchain 159 643 AI 41 46
Artificial Intelligence 133 335 Blockchain Technology 42 45

Internet of Things 101 129 Deep Learning 46 43
Machine Learning 79 86 Edge Computing 47 41

IoT 80 85 Industry 4.0 50 40
Security 69 85 Internet of Things (Iot) 57 38
Big Data 65 66 Ethereum 34 33

Smart Contract 49 66 Cloud Computing 54 31
Smart Contracts 48 50 Digitalization 18 29

Privacy 52 49 Cybersecurity 40 28

3.4. Scholarly and Scientific Literature
3.4.1. Citation Analysis of Documents

The minimum number of citations of a document is considered as 10. Out of 1396 doc-
uments, 167 met the threshold which is defined as minimum number of citations of a
document. This threshold value is selected for limiting the quantity and quality of docu-
ments for analysis. Table 10 represents the measures of citation analysis of documents. The
largest set of the connected items consist of 11 items and only those shown in Figure 14.
Salah K. (2019) has the highest number of citations (i.e., 172) with the highest six links.

Table 10. Links, citations, and pub. year for citation analysis (documents).

Links Citations Pub. Year Links Citations Pub. Year

Salah K. (2019) 6 172 2019 Zheng X. (2018) 1 34 2018
Zhang Z. (2019) 1 165 2019 Dimitrov D.V. (2019) 1 30 2019

Mamoshina P. (2018) 3 111 2018 Kumari A. (2020) 1 24 2020
Dinh T.N. (2018) 4 53 2018 Khan L.U. (2020) 2 19 2020
Singh S.K. (2020) 1 42 2020 Gammon K. (2018) 1 13 2018
Gupta R. (2020) 3 40 2020
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3.4.2. Citation Analysis of Sources

Citation analysis of sources is obtained by considering the threshold of three docu-
ments per source. Out of the 592 sources, only 92 met the threshold. The largest set of
connected items consists of 17 items. Only those are shown here in Figure 15. Table 11
shows that IEEE Access has highest total link strength of 16. The “Lecture Notes in Com-
puter Science including subseries Lecture Notes in Artificial Intelligence and Lecture Notes
in Bioinformatics” has the maximum citations of 580.
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Table 11. Links, TLS, documents and citations for citation analysis (sources).

Links TLS Documents Citations

IEEE Access 9 16 26 483
Future Internet 4 7 4 19

Transactions on Emerging Telecommunications Technologies 4 7 4 8
Journal of Parallel and Distributed Computing 6 6 4 26

Future Generation Computer Systems 5 5 3 112
ACM International Conference Proceeding Series 2 4 30 57

IEEE Transactions on Network Science and Engineering 3 4 4 1
Peer-To-Peer Networking and Applications 3 4 3 0

IEEE Internet of Things Journal 3 3 6 4
IEEE Communications Surveys and Tutorials 2 2 3 78

IEEE Network 1 2 10 5
Lecture Notes in Computer Science (Including Subseries Lecture

Notes in Artificial Intelligence and Lecture Notes in Bioinformatics) 2 2 87 580

Proceedings—2020 IEEE International Conference on Blockchain,
Blockchain 2020 2 2 5 1

2020 IEEE/ITU International Conference on Artificial Intelligence
for Good, Ai4g 2020 1 1 3 0

IEEE Transactions on Industrial Informatics 1 1 4 61
IFIP Advances in Information and Communication Technology 1 1 3 1

Lecture Notes of The Institute for Computer Sciences,
Social-Informatics and Telecommunications Engineering, LNICST 1 1 7 1

3.4.3. Citation Analysis of Authors

The threshold considered here is three documents per author. A total of 110 authors
met the threshold amongst the total of 2997 authors. The largest set of connected items
consist of 44 items. Table 12 represents measures of Citation analysis of authors. Gupta R.
has highest total link strength of 31. Salah K. has the maximum citations of 286 with a total
link strength of 24. Figure 16 represents the citation analysis of authors.
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Table 12. Links, TLS, Documents and Citations for Citation Analysis (Authors).

Links TLS Documents Citations Links TLS Documents Citations

Gupta R. 7 31 6 67 Huang J. 3 3 3 3
Tanwar S. 7 31 6 67 Kumar P. 2 3 4 9
Salah K. 17 24 4 286 Kumar R. 2 3 3 8

Kumar N. 5 17 4 24 Li W. 3 3 7 1
Wang F.-Y. 7 14 6 147 Liu W. 3 3 6 2

Al-Turjman F. 6 11 3 40 Wang X. 3 3 13 84
Yuan Y. 7 11 4 125 Yang C. 3 3 3 5
Wang Z. 9 9 6 4 Guo Y. 2 2 3 88
Park J.H. 7 8 6 62 Wang J. 2 2 7 72

Singh S.K. 7 8 3 50 Wang S. 2 2 7 76
Li J. 7 7 11 71 Yang X. 1 2 4 0

Zhang J. 3 7 8 25 Aloqaily M. 1 1 3 44
Fang J. 6 6 3 1 Kumar S. 1 1 6 25

Kochovski P. 3 6 3 36 Kumar V. 1 1 3 26
Lei K. 6 6 3 1 Qiu C. 1 1 4 5

Stankovski V. 3 6 3 36 Ridhawi I.A. 1 1 3 44
Wu J. 5 5 3 53 Wang W. 1 1 5 11

Yang W. 5 5 3 52 Wang Y. 1 1 14 10
Zhang Z. 5 5 3 173 Yu F.R. 1 1 3 3

Srivastava G. 3 4 3 44 Zhang K. 1 1 5 1
Wang L. 3 4 5 13 Zhang N. 1 1 3 3
Chen H. 3 3 4 0 Zhang X. 1 1 5 6
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3.4.4. Bibliographic Coupling of Documents

Considering five citations of a document as a minimum threshold value. Out of
the total 1396 documents, 291 documents met the threshold criteria. Table 13 depicts
he top 20 documents considering total link strength along with respective measures for
bibliographic coupling of documents. Lu Y. (2019) has the highest link strength of 45.33.
Figure 17 represents Bibliographic coupling of the documents.

Table 13. Links, TLS, and citations for bibliographic coupling of documents.

Links TLS Citations Links TLS Citations

Lu Y. (2019a) 48 45.3333 86 De Keyser A. (2019) 13 15 61
Salah K. (2019) 53 40.3333 172 Lu Y. (2019b) 17 15 57
Gupta R. (2020) 17 21 40 Kumar A. (2020) 14 15 8
Singh S. (2020) 20 20.5 24 Wang S. (2018) 19 14 63
Yuan Y. (2017) 12 18 49 Moll J. (2019) 21 14 29

Singh S.K. (2020) 23 18 42 Acharjamayum I. (2019) 48 14 5
Tiberius V. (2019) 19 18 13 Qadri Y.A. (2020) 13 12 49
Ahad M.A. (2020) 16 16 33 Varga P. (2020) 18 12 27
Wang F.-Y. (2018) 8 16 8 Nguyen T. (2020) 43 12 9
Rahouti M. (2018) 23 15.3333 24 Azzaoui A.E. (2020) 17 12 6
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3.4.5. Network Map of Publication Title and Citation

The visualization in Figure 18 depicts a network map of publication titles and citations.
Different colors represent the different clusters of documents sharing the similarity in
citation count. Nodes in same cluster are connected with line of same color. The publication
titles are represented by 441 nodes, which is a collective effort by the researchers. It has
482 undirected edges, which means it has 482 links. The shades yellow and red signify
the publications that have received the most citations. This illustration was created using
Gephi’s Fruchterman Reingold layout. Clustered network analysis of authors with their
co-authors, source titles, and publication titles is based on the modularity measure from
Scopus and Web of Science. The strength of the division of a network is measured by the
modularity of a structure of nodes connected in the network.
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4. Qualitative Survey

For the Qualitative survey, results are further refined based on how Blockchain is used
to improve AI/machine learning/deep learning applications. The qualitative research is
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conducted on a limited number of articles selected manually and are relevant to Blockchain
as a solution for the challenges in artificial intelligence. In the future, a more comprehensive
review of articles from well-known scientific databases may be added for study in this area.

4.1. Background

Blockchain maintains a distributed ledger (series of blocks) located at the heart of
Blockchain Technology. The distributed ledger can keep all the transactional data verified
and immutable due to cryptographic hash and digital signature algorithms [18]. Since
many copies of ledger available at every node in the network are computer-generated
and an attacker would never attack all the nodes in a Blockchain network, updating and
deleting ledger data is not possible on a distributed server. Therefore, providing secure,
transparent, and reliable services to Blockchain is a modern need. A secured ledger is
maintained by Blockchain, which comprises a series of blocks in a growing list of transaction
records. Each block is secretly linked (via hash function, digital signature, Merkle tree,
etc.) and other blocks in the chain. This ensures the strict integrity of the transaction
details stored in the ledger. To find a new commitment to globalization, the process of
consensus needs to be followed. The collaborative process is carried out by the miners
on the network and is responsible for: (i) the addition of new blocks to the blockchain;
(ii) the legislation ensuring the block chain’s security; and (iii) the compatibility of data
content records contained in each ledger replica maintained on every node. Once the new
block is bound to the chain, no one can change the block or remove the block. Therefore, it
has confirmed the integrity of the data. Consistency, integrity, availability, and restriction
on double spending are some of the features of Blockchain [18,19]. There are three main
types of Blockchain: (1) Public Blockchain, (2) Private Blockchain, and (3) Consortium
Blockchain [20]. Bitcoin and Ethereum are social Blockchain platforms where anyone can
read, write, and participate in the network. Ripple and Hyperledger support a private
Blockchain that prevents performance, documenting tasks as an access control set by the
organization. Quorum and Corda are Consortium Blockchain platforms known as the
Hybrid Blockchain. It supports the operation of the public and private Blockchains as
required by various organizations.

4.2. Taxonomy of Literature Selected for Review

Considering the Blockchain for making AI more robust, the following literature is re-
fined from all the documents retrieved from Scopus and WoS. It has been observed that most
papers have discussed the trustworthiness and privacy of data in AI applications [21–24]. Se-
curing the explanations generated by explainable AI with the help of Blockchain also gained
more attention [25]. Model poisoning attack in AI can be mitigated by Blockchains [13,26].
Also, Blockchains can provide a solution to data poisoning attacks in AI [27,28]. The fol-
lowing section elaborates the selected application areas wherein Blockchain technology is
suggested as a solution for adapting artificial intelligence solutions.

4.2.1. Application Areas—The Amalgamation of Blockchain and AI

• Recommender System

Recommender Systems collect the opinions and preferences related to any item, and
then after processing those, it builds personalized information access. The traditional rec-
ommender systems have a centralized architecture. Thus, to provide with more transparent
and trusted service, a Blockchain platform is used which runs without any centralized
authority and supports decentralized rating and ranking. For implementation, Ethereum
Blockchain is used, and smart contracts are developed in Solidity. In this application, user,
item, and rating are considered the assets, and through the smart contract, these assets
are created and processed. The advantages of this Smart Contract-Based Recommender
System will be the ratings will be visible to all users, and no centralized authority can
manage the rate and score of items. The user-submitted ratings and rating function will
be tamper-proof. Customization in rating function is possible through defining meth-
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ods through smart contracts [29,30]. Table 14 gives overview of Blockchain for AI based
recommender systems.

Table 14. Blockchain for AI based recommender systems.
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[31] Decentralized Rating Framework 4 5 4 4 4 4

[32] Decentralized Recommender System 4 5 4 4 4 4

[33] Decentralized Knowledge Graph 4 5 5 4 4 5

[34] Decentralized Privacy Preserved Recommender System 4 4 5 4 4 4

[35] Recommendation system based on consortium blockchain 4 5 5 4 4 4

[36] Blockchain based privacy protection strategy for Internet
Financial product recommendation system. 4 4 5 4 5 4

[37] Privacy Preserving Platform for Recommender
Framework 4 4 5 4 4 4

• IoV Based Smart City Deployment

Vehicles on the Internet of Vehicles (IoV) can collect and distribute data in a smart city
network. But there can be insecure communication within various entities in the network.
Hence the Blockchain-based batch authentication protocol is designed for IoV-based smart
city implementation, which AI envisions. After a proper authentication process, roadside
units can gather data from their vehicles. This transaction block is created and mined using
a voting-based Practical Byzantine Fault Tolerance (PBFT) consensus algorithm. Hence,
data that is real and authentic will be available in Blockchain, which is further utilized by
AI algorithms. This scheme proved effective after experimental setups using Hyperledger
Sawtooth [21,38]. Table 15 gives overview of Blockchain for AI based IoV applications.

• Energy Market

In energy trading systems (ETS), all of the transactions are recorded digitally, and
those constitute a tremendous amount. It won’t be easy to manage such a vast amount
of data centrally. Certain challenges, such as the variability of prosumer demands, the
versatility of usage, and generational instability, create bottlenecks when solving decision,
regulation, security, and privacy issues. Hence app lying emerging technologies such as
Blockchain and AI can jointly solve data modeling and security issues in ETS. With the
help of the Blockchain layer, all of the transactions within the traders can be validated. This
will assure the trust and privacy of historical data for AI-based learning and predictions.
IOTA and sharding techniques are implemented for the same scenario [22]. Table 16 gives
overview of Blockchain for AI based energy market applications.



J. Open Innov. Technol. Mark. Complex. 2021, 7, 189 21 of 37

Table 15. Blockchain for AI based IoV.

Ref. Framework Objective
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[39]
blockchain-based federated

learning pool (BFLP)
framework

To address data silos and poor
privacy preservation. 4 4 4 4 4

[40] Blockchain enabled IoV with
multi-access edge computing

To enhance the performance of
Video applications in IoV. 4 4 4 4 4

[41] Deep Learning and Blockchain
scheme, DwaRa

To resolve the dynamic pricing
and secure automated funds

transfer.
4 4 4 4 4

[42] Blockchain-enabled vehicular
crowdsensing system

To protect user privacy and data
safety in 5G Internet of Vehicles

(IoV).
4 4 4 4 4

[43]
blockchain-enabled Internet of

Vehicles (IoV) with Cooperative
Positioning

To improve vehicular GPS
positioning accuracy, system

robustness, and security.
4 4 4 4 5

[44]

a Deep Reinforcement Learning
(DRL) and Blockchain

empowered Spatial
Crowdsourcing System

(DB-SCS)

To address privacy of the task
providers and receivers during

the spatial crowdsourcing
process.

4 4 4 4 4

Table 16. Blockchain for AI based energy market applications.

Ref. Framework Objective Use Case

[22] Blockchain-AI integration
in Energy Trading System.

To address uncontrolled disclosure
of information. Energy Trading

[45] Decentralized blockchain-enabled
energy trading scheme

To address cross-domain energy trading and
location privacy protection in centralized

vehicular energy networks.
Energy Trading

[46] Decentralized blockchain
application and adaptive learning.

To address a diverse energy market transaction
and a comprehensive energy usage. Multi-Energy Market

• AI-Based Healthcare Application

Many health care organizations do not want to share their data with third parties
considering privacy issues [47]. This makes it difficult to build a robust AI model and
apply it for real-time environments if the patient data is fragmented over different users.
Then it won’t be easy to build a generalized prediction model. Hence, to solve this
problem, Blockchain can be integrated with AI to protect data access and secure the
implementation of federated learning in healthcare applications. Through smart contracts,
access control rules will be imposed on the data access from different data holders for
secure data sharing [27,48–55]. Table 17 gives overview of some Blockchain for AI based
healthcare applications.
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Table 17. Blockchain for AI based healthcare.

Ref. Framework Objective
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[56] B5G-enabled smart health care
framework

To battle pandemics like
COVID-19. 4 5 5 5 4 4

[57] Chained Distributed Machine
learning (C-DistriM)

To address paucity of
transparency, which makes it

difficult to trust the data utilized
in the analysis.

4 4 5 5 4 -

[58]
Blockchain and AI-empowered
telesurgery system towards 6G

(BATS)

To address challenges like
security, throughput, reliability,

trust, and transparency.
4 4 4 5 4 4

[59]

Deep Learning with Blockchain
assisted secure image

transmission and diagnosis
model for the IoMT environment.

To address security, Privacy, and
inadequate data. 4 4 4 4 4 4

[60]

deep-learning-based secure
blockchain (ODLSB) enabled
intelligent IoT and healthcare

diagnosis model

To address centralized
architecture, security, and privacy,
resource constraints, and the lack

of adequate training data.

4 4 4 4 4 4

• Mobile Edge Network

Unmanned Aerial Vehicles (UAVs) have been making a huge impact and gaining
interest in various military and civil applications such as communications, disaster man-
agement, search and rescue, security, control, agriculture, and the Internet of Things (IoT)
in the current fifth generation (5G) and Beyond 5G (B5G) era. To tackle a challenging
hurdle to compute offloading and resource allocations in a dynamic environment, a deep
reinforcement learning approach can be used. Furthermore, blockchain can secure and
optimize offloading issues in multi-UAV (unmanned aerial vehicles) aided mobile edge
computing architecture [61–64].

4.2.2. Discussion on Amalgamation of Blockchain and AI

Deep learning models can perform exceptionally well and precisely when trained with
enormous data. In the case of healthcare applications, having a large amount of data in one
location is challenging. Data available with different hospitals, laboratories, and research
centers can be collaboratively used to train deep learning models. However, privacy is a
major concern, which restricts sharing of medical data within different organizations. The
execution of deep learning models over Blockchain is the solution for this kind of issue.
As Blockchain itself has storage constraints, all data cannot be mounted on Blockchain. It
stores and shares only weights of the locally trained model at individual places using smart
contracts, enabling Blockchain decentralized networks to train a global model [65]. In some
scenarios, all the transactions to access data for deep learning models can be recorded in
the Blockchain. Through smart contracts, it can execute access control rules to avoid data
misuse [66].

Researchers [67–69] are extremely interested in blockchain technology for Artificial
Intelligence featured 5G networks. As 5G is now a heterogeneous network and supports
a wide variety of IoT devices, the amount of data communicated and generated will be
massive, putting a strain on AI. The combination of Blockchain and AI would provide
a great outcome in terms of 5G network protection and efficiency. Blockchain ledger
maintains immutable records of transactions among users and network providers, which
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solves automatic billing problems. Learning algorithms and information exploration could
be performed automatically based on the network state due to blockchain-featured smart
contracts. To estimate and recognize the channel, Blockchain can also store active search
traces and traversal paths permanently and stably, which will improve search strategies for
different operations.

In case of federated learning, users conduct local training on their own data, which is
commonly done using the gradient descent optimization process. Users preserve their data
but transfer the parameters to server for consolidation in a federated learning. This creates a
parallel system for users to cooperatively learn a global model while maintaining personal
data privacy. Thus, federated learning delivers ambient intelligence by learning from
distributed data while maintaining privacy, and uses blockchain to create a guaranteed
collaborating framework for efficient sharing across untrustworthy participants. Blockchain
will improve the privacy level by sharing local gradients through distributed ledger and in
further establishes trust in federated learning [14,38,70,71].

With the help of federated learning, the raw training data can be kept on a local
machine and can have privacy-preserved distributed AI. There is a need to handle security
and trust problems within the network while implementing federated learning on mobile
edge networks. Federated learning can use Blockchain to provide protection and produc-
tivity and prevent mobile edge computing nodes from failing. Through smart contracts, an
incentive mechanism can be implemented to reward the trustful entities. In this case study,
the system is built upon the Hyperledger Fabric platform, a private Blockchain [23,72].

In case of any catastrophic failure of AI-based applications, regulators can audit
the explanations generated by explainable AI. However, these explanations are stored
in centralized servers. They do not provide security and trackability so that owner can
tamper with the data. Blockchain can overcome these security limitations. IPFS can store
all these explanations, and those can be retrieved from the Ethereum blockchain. Storing
and retrieving the explanations can be done through the smart contract. The Hash value
can be calculated for each explanation, which can be stored in the Blockchain to impose
more security [25]. Figure 19 summarizes how Blockchain can mitigate challenges in AI.
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Table 18 highlights the challenges in AI, Blockchain solution for the same, Blockchain
platform used, security analysis, and application in the selected papers. The AI applications
can take benefit of Blockchain features such as immutability, transparency, privacy, trust,
and security, as illustrated in Figure 20.

Table 18. Blockchain solution for challenges in AI.

Reference Challenges in
AI Addressed

Blockchain
Solution

Blockchain
Platform

Security
Analysis Application Limitations

[29]

A centralized
architecture
provides the

service.

Since there is no
centralized
authority,

blockchain
technology allows
for decentralized

ratings and ranking
of various
products.

Ethereum

Rating
technique that

is more
straightforward

and
decentralized.

Recommender
System

It does not affect
collusion between
the consumer and
the owner of the

products. Shilling
attacks are a
challenge.

[26]

Bias and
adversarial

attacks on AI
implementa-

tions can
poison the

learning and
inference
processes.

The explanation is
audited in a way
that is immutable,
tamper-proof, and
distributed, as well

as traceable and
trackable with high

reliability and
resilience.

IPFS

XAI system that
is more resilient,

trustworthy,
and capable of

reducing
discrimination
and adversarial

attacks.

Trustworthy AI
Applications

Many more
infrastructural

prerequisites such
as Security, Privacy,

Dependability,
Accessibility,

Efficiency, and
Governance are

essential.

[21]

Lack of
confidence
among the

participants
and RSU, TA,

and
computational

vehicle capacity,
Data Poisoning

Attack.

Blockchain-based
batch

authentication
scheme for IoV.

Hyperledger
Sawtooth.

Voting-based
Practical

Byzantine Fault
Tolerance

(PBFT)
consensus
algorithm.

Data poisoning
attacks are

thwarted by
preventing
malicious

transactions
from being

injected into the
blocks and

computing time
effectiveness.

Blockchain-
enabled batch
authentication

scheme in
AI-envisioned

IoV-based
Smart City

deployment

Not Mentioned

[22]

For learning
and prediction,
historical data

should be
trusted,

explainable,
and private.

The BC layer
validates and

handles the trading
entities’

transactions.

PoA algorithm
IOTA and

“sharding.”

In a distributed
network, it
needed a

trustworthy
system to

enable real-time
security and
transaction

management.

Energy Market

Privacy and Data
Access in Public

Blockchain,
Scalability and

Accuracy, Security
and Suitability,

Lack of standards,
interoperability,
and regulations
Cross-domain

Research, Lack of
Acceptance.

[13]
Model

Poisoning
Attack

Smart Contract in
Blockchain

executes Federated
Learning process to

protect against
model poisoning.

Open-source
Blockchain
Platform

The falsified
model updates
are identified
correctly, and

model accuracy
can satisfy in

the presence of
30% of

adversaries.

Federated
Learning

Application

Never tested for all
the different

parameters and not
implemented in

Open Source
Blockchain
Platform.
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Table 18. Cont.

Reference Challenges in
AI Addressed

Blockchain
Solution

Blockchain
Platform

Security
Analysis Application Limitations

[23]

When using FL
over mobile

edge networks,
there are

security and
trust problems

to consider.

A two-layered
architecture of

blockchains: Local
Model Update
Chain (LMUC)

assisted by
Device-to-Device

(D2D)
communication

and Global Model
Update Chain

(GMUC)
supporting task

sharding.

Hyper-ledger
Fabric

It has been
proven to
effectively

lower the time
delay while

maintaining a
stable efficiency
as the number

of FL
participants

grows.

Mobile Edge
Network

Local system
mobility in the

LMUC and
complex network
attack scenarios.

[25]

Since
centralized

systems lack
security and

traceability, the
respective
owner can
temper the
Explainable

Artificial
Intelligence

(XAI) created
explanations for
his convenience

to avoid any
penalties.

Inter Planetary File
System (IPFS)

stores the
explanations, and
Smart Contract is

designed for
supervising the

Ethereum
Blockchain for

storing and
retrieving

explanations. The
Hash of

explanations stored
over Blockchain.

IPFS and
Ethereum

Blockchain

Integrity,
authorization,
transparency,

availability, and
non-

repudiation are
all primary

security
features of the

proposed
Blockchain-

based
solution.

XAI decisions
Storage

Smart
contract-based

storage and
retrieval functions

take time and
money to execute.

[27]

Privacy
concerns in

sharing
healthcare

records with
third parties to

make the AI
model more

Robust.
Difficulty in

building
generalized
prediction
model for

fragmented
data.

Establishing access
control rules

through the smart
contract for
transacting

personal healthcare
records.

Blockchain—
Smart

contract

Helps in
building robust
AI models and

sharing
personal

healthcare
records without

being
compromised.

AI-Based
Healthcare
Application

The application is
not yet developed

and tested.

[73]

Distributed AI
on IoT devices

that are
low-power and

low-cost.

A Blockchain-based
architecture

supports DAI on
low-power and

low-cost IoT
devices that are

distributed,
decentralized, and

stable.

Public
Blockchain
platform,

Honesty-based
Distributed

Proof of
Authority via

Scalable
Work (HDPoA)

The
implemented
DAI has an
accuracy of

92%-98%, with
an energy cost

of 0.12 joules (J)
with Raspberry

Pi to run one
neuron.

Distributed
Artificial

Intelligence
(DAI) using

hardware
platforms

provided by the
Internet of

Things (IoT)

The effectiveness of
using an Off-Chain

solution, which
could be suitable
for applications

that involve
near-real-time

response.
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Table 18. Cont.

Reference Challenges in
AI Addressed

Blockchain
Solution

Blockchain
Platform

Security
Analysis Application Limitations

[28]

To establish a
heterogeneous

network for
collecting a

huge amount of
data to combat

COVID-19.

The encrypted
transfer of patient
data in the edge
using blockchain

technology.

Private
Blockchain

The highest
accuracy

obtained by
ResNet101was

97.1%

Pandemic
(COVID-19)

Screening and
Diagnosis
System.

To reduce the
number of weights

in the model by
using mobile DL
models. To use

parallel processing
in the edge
computers.
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4.3. Blockchain as a Solution to Detect and Mitigate Different Attacks

If we consider content filtering application, which is applied to digital assets, has
the threat of “imperceivable unput attack.” This attack will simply make certain sensitive
content get skipped from filtering. These attacks will not get detected such as other cyber-
attacks. The military applications of AI are also very sensitive and critical. The attacks on
AI can be weaponized for war in the case of the military. Autonomous vehicles are also
becoming targeted by such attacks. Computer vision systems will get fooled by attacks,
and vehicles will make mistakes in identifying traffic signals, the crowd on a road, or any
other such obstacles. The consequence of such attacks on the inputs can affect the outputs
and may lead to inadequate or sometimes wrong decisions. Consequently, the decision
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could affect patient wellbeing and health. In healthcare applications, such attacks could
mislead the detection of disease and treatment. Patients’ lives will be at stake if we blindly
trust decisions made by AI systems in healthcare [74]. This problem is not simply limited
to healthcare, but spread across a whole host of applications, where the consequence of a
wrong decision could cost a life and a business’s continuity, among other such scenarios.

The attacks in AI applications are not the same as cyberattacks. Rather, these are
purposeful manipulation or perturbation either at the data or model level. Ultimately,
the goal is to make AI applications malfunction. Attacking such critical application areas
may not even require a computer, so existing cybersecurity policies cannot address these
attacks [75]. There is a need for new approaches and solutions for input attacks on AI
systems and making robust AI. As data are weaponized, we need advanced and secure
strategies to collect, store, and use data. Table 19 differentiates the attacks on AI from
cyberattacks. Due to its transparency, confidentiality, immutability, protection, and privacy
features, Blockchain, as a decentralized framework, provides benefits AI for data manage-
ment. All the transactions to access AI datasets can be recorded in Blockchain for auditing
in immutable form. Through smart contracts, we can also imply access control rules or
execute AI models. In the case of distributed machine learning, Blockchain can be used to
store local gradients.

Table 19. Cyberattack vs. attacks on AI.

Parameters Cyber Attacks Attacks on AI

Goal
Modify, obstruct, erase, handle, or steal data

stored in computer systems by disabling,
disrupting, destroying, or controlling them.

To make AI application malfunction that is
wrong prediction or wrong classification.

Need of Computer Yes It may not be required.

Types of Attack

Brute Force Attack,
Malware,
Phishing,

Denial of Service (DoS)

Input Attack,
Poisoning Attack (Data/Algorithm/Model),

Evasion Attacks

Causes
Bug,

Human mistakes in code,
Malicious Program

Adversarial Data,
Intrinsic Model/Algorithm itself

Vulnerabilities in the system
that cause an attack

Hidden Backdoor Programs.
Unencrypted Data on the Network.

Malware/Virus Checks are not performed on
automated scripts.

Security flaws that have yet to be discovered.

Machine Learning “learns” fragile patterns that
function very well but can be easy to

misunderstand.
Dependency is mainly on data to corrupt a

learning model.
Auditing state-of-the-art algorithms are
difficult due to their black box existence.

Need of Hacking Yes It may not be required.

Countermeasures Cybersecurity Policies Require Innovative Approaches and Solutions.

The adversarial attacks on AI models make systems generate malicious results. In the
case of AI-enabled critical decision-making systems such as security, finance, and healthcare,
blind acceptance of wrong decisions or predictions cannot be tolerated. Hence, there
should be some measures to have trusted AI models representing trustworthy explanations
regarding the output result. The platform developed using Blockchain smart contracts
to record, regulate interactions and provide consensus for AI predictions and outcomes
among AI and XAI Oracles to accomplish explainable and trustworthy AI [26].

Blockchain can also be used as a defense mechanism for various kinds of attacks [76].
Table 20 represents what kind of attacks are detected and mitigated with the help of
Blockchain technology.
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Table 20. Blockchain as a solution to detect and mitigate different attacks.

Author Attacks Type of Solution Blockchain
Platform Application Limitation

[77] Sybil attack Detection Proof-of-Work
Public Blockchain Energy Trading

The reliability of the
Blockchain system
would be further

assessed by calculating
the number of

transactions per second
to increase the number

of validators.

[78]

Sybil attack,
Node replication attack,

Wormhole attack,
Sinkhole attack,
Replay attack,

Man-in-the-middle
attack,

Impersonation attack,
Privileged-insider attack,

Ephemeral Secret
Leakage (ESL) attack

Detection &
Mitigation

PBFT
ECDSA signature

verification
Algorithm

Public Blockchain

Internet of
Everything Not Mentioned

[79] DDoS
attack Mitigation Hyperledger

Fabric
Multi-domain
SDN network

A single client generates
all transactions in the
Blockchain network.

[80] DDoS Attacks Mitigation Ethereum IoT Not Mentioned

[81] Ransomware Attack Defense Hyperledger
Fabric Edge Computing

Determination of the
size of the record is

critical.

[82] Byzantine Attacks Defense

Secure Learning
Chain

Practical Byzantine
Fault Tolerance

(IPBFT) Consensus
Algorithm

Distributed
Machine Learning Not Mentioned

[83] Insider attacks (Betrayal
attack, PMFA attack) Intrusion Detection Proof-of-Concept

Blockchain IoT
Scalability, Not tested
for advanced insider

attacks.

• When the intruder impersonates many people at once, this is known as Sybil’s attack.
As a result, when connecting to a P2P network, this becomes a big issue. To participate
in the mining process, each node must solve a complex cryptographic puzzle. It is still
possible to increase ownership but having the computing resources to solve the puzzle
is difficult. With the addition of leading zeros, the Cryptographic problem becomes
more complicated. Therefore, PoW is a balanced way to combat Sybil’s attacks during
mining [77].

• A Blockchained access control framework can significantly reduce the data poisoning
attack in the IoE environment. Data can be securely communicated within fog servers
and IoT smart devices [78].

• A secure distributed model can be facilitated for Cyber threat intelligence sharing
among diverse participants using Blockchain technology. It will ensure tamper-proof
electronic records and immutable execution by smart contracts [79].

• Rogue devices can be prevented from gaining access to the server by integrating
IoT with Ethereum. Static resource allocation for the devices can address DDoS
attacks [80].
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• Malware injection attacks (e.g., Ransomware attacks) are network attacks triggered
by encrypting sensitive victim files, resulting in abnormal behavior on its system or
unexpected program closure. To save files or activate the application, you need a
configuration key to be obtained by paying to use it. With a distributed blockchain
ledger and its tamper-proof feature, a consortium Blockchain was introduced on the
IoT network to address this security issue [81].

Secure Learning Chain (SLC) is a framework designed for securing distributed ma-
chine learning by using permissioned Blockchain. To protect against malicious central
servers, and the Identifiable Practical Byzantine Fault Tolerance (IPBFT) consensus algo-
rithm has been used. This algorithm can also be used to detect malicious central servers and
simplify communication. Malicious personnel may use a Mixed Acc-based multi-Krum
Aggregation (MAKA) algorithm to avoid Byzantine attacks [82].

5. Discussion

Blockchain and Artificial Intelligence are the trending technologies that help to solve
many complex problems almost in every field. Rather than taking benefits of these indi-
vidual technologies, combining them brings double advantage, as these two technologies
are very complimentary with one another [84–86]. Challenges in both technologies can
be mitigated by combining them. This study has focused on researching the applications
where Blockchain and artificial intelligence are merged. The analysis is mainly conducted
for the attributes such as language, year of publication, type of document, geographical
location, sources, and citations. The network analysis was conducted for co-occurrence
analysis in terms of author keywords, citation analysis of documents, authors, sources, and
Bibliographic coupling of the documents. This study will be helpful to identify and get
connected with the potential researchers, find good sources to publish the articles, and
explore new ideas using the keywords in the same research field.

The important findings of the Bibliometric analysis for combination of Blockchain and
artificial intelligence are as follows:

• Most of the literature is available in the English language from Scopus and the Web of
Science core collection.

• The year 2020 acknowledged the progressive rise in the research of Blockchain and
AI together.

• Conference papers and articles are in big number as compared to other review articles
considering both databases.

• China and the USA are the leading countries in the research contribution. Also, India
has a good number of publications.

• The most preferred source for publishing the research work is Lecture Notes in Computer
Science including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in
Bioinformatics.

• “Ouroboros: A provably secure proof-of-stake blockchain protocol,” an article re-
trieved from the Scopus database, has gained more citations. From Web of Science
core collection “Blockchain for AI: Review and Open Research Challenges” cited by
most researchers.

• “Blockchain” and “Artificial Intelligence” have the highest keyword co-occurrence
link strength.

• “Salah K.” has contributed a lot to the research of Blockchain and Artificial Intelligence.

5.1. Limitations in Integrating Blockchain with Artificial Intelligence
5.1.1. Technical

• Scalability:

One of the key problems for today’s blockchain platform is scalability. The bitcoin
blockchain can process four transactions per second on average, while Ethereum can
process twelve transactions per second. In time-critical applications, such performance is
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just unacceptable. Many new types of blockchains are improving consensus algorithms
significantly and introducing techniques such as sidechain to improve the performance of
the Blockchain transactions. However, additional efforts are needed to increase Blockchain’s
scalability while integrating it with AI. As AI itself a complex technology, addition of
blockchain will degrade the performance of the system.

• Interoperability:

Blockchain Developers sometimes violate standards in order to obtain more freedom.
However, this can lead to interoperability and communication issues. The most impor-
tant impediment to interoperability is the existence of many blockchain networks with
different features such as consensus models, smart contract functionality, and transaction
mechanisms. Establishing connection within two different AI applications, where each has
different kind of Blockchain, becomes difficult.

• Privacy:

Public blockchain ledgers provide for safe and authentic data processing, but the data
acquired is public and open to all users. This can be a source of privacy violation. By
enabling encryption and permitting regulated access to private blockchain ledgers, data
privacy may be assured. However, private blockchain platforms will restrict access to and
disclosure of massive amounts of data that will affect AI’s ability to analyze and perform
accurate and precise decision making and analytics. Since privacy enhancing techniques
are improving and also distributed learning or federated learning evolving, privacy issues
can be mitigated to a certain level.

• Energy Consumption:

The proof-of-work method is used to validate transactions and assure their credibility
before they are added to the network. This method demands a significant amount of
processing power in order to analyze, verify, and, most importantly, secure the whole
network. AI technology also require tremendous computational power to work on huge
data and introducing Blockchain in AI application can worsen the situation. It will need lot
of energy. As researchers are achieving advancements in Blockchain’s consensus algorithm
and designing lightweight Blockchains, in future this issue can be resolved.

• Blockchain Security:

Cybercriminals disrupt blockchains in four ways: phishing, routing, Sybil, and a 51
percent attack. Phishing is a deceptive way of acquiring a user’s credentials. Gaining
access to a user’s credentials and other sensitive information might result in losses for both
the individual and the blockchain network. Blockchains rely on enormous real-time data
transmission. Data may be monitored while it is transferred to internet service providers
by attackers. In a Sybil attack, hackers create and use numerous false network identities
to overwhelm the network and destroy the system. Mining, especially for large public
blockchains, demands a lot of computer power. A miner or a group of miners, on the other
hand, might control more than 50% of the mining power on a blockchain network if they
pooled enough resources. Controlling the ledger and having the ability to change it gives
you more than half of the power. Private blockchains, on the other hand, are protected
from a 51 percent attack. The aforementioned types of attacks must be prevented while
integrating blockchain with AI.

5.1.2. Legal

• Smart Contract:

Smart contracts are the next step in creative technology, having the potential to
save billions of dollars in administrative costs while increasing overall system efficiency.
However, regulatory challenges exist, notably in India, where no standards regulate the
fundamental parts of a smart contract. Though there has been some progress in terms of
legislation and the business sector adopting the smart contracts, the law remains in a grey
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area, and building a precise structure to oversee the operation of smart contracts in India
would require a lot of hard work. While integrating Blockchain with AI application, smart
contracts must be designed and validated by professionals from the area of application.

5.1.3. Regulatory

• Governance:

Due to the infrastructure’s extreme decentralized nature, there is no one owner, mak-
ing governance more challenging. Since there is no longer a trusted third party to govern
the operations or stop existing behavior, it sparked concerns about a wide range of regula-
tory and governance issues. AI is basically reliant on third party data, and hence while
integrating Blockchain with AI, the right combination of consortium Blockchain needs to
be used.

5.1.4. Ethical

• Over-hype Technical Potential:

Developers of Blockchain should not overestimate the technology’s capabilities and
then overpromise on what it can offer. Working with professions in medical research can
demonstrate the dangers of doing either. While integrating Blockchain with AI, developers
must evaluate the complexity and performance of the system.

5.2. Open Innovation, Artificial Intelligence and Blockchain

Open Innovation promotes the use of deliberate incoming and outgoing knowledge
to enhance organizational growth and increase opportunities for public use of technology.
Open innovation is the polar opposite of traditional strategic alliances, in which internal
R&D results in exclusively produced goods that are subsequently marketed by the company.
Open innovation results in developing new services and products, reconstructing old
products, strong team building, cost cutting, and risk mitigation strategies.

AI is an engineering technology that deals with cognitive activities that are tradi-
tionally reserved for human intellect, such as learning, problem-solving, and pattern
recognition, data gathering, and processing. The effectiveness of artificial intelligence is
determined by the open innovation adaptability of the firms, which enhances their capabil-
ity to deploy AI and generates a possible cumulative influence on company competition
in the global market. It is important to have access to a broad range of data, not just a
certain section of the dataset, in order to use AI technology successfully. As a result, open
innovation enables businesses to exchange data in a safe environment, protects information,
and guarantees that members may freely share it on an ongoing basis in order to grow the
market.

Putting in place an open innovation approach comes with a variety of risks and
obstacles such as the possibility of disclosing information that was not intended to be
shared. As a result of exposing intellectual property, the hosting company may lose its
competitive edge. Controlling innovation and managing how contributions impact a
project has become more difficult, creating a system for identifying and incorporating
external innovation. Blockchain technology, which was created to power cryptocurrency, is
increasingly showing its use in a variety of different applications. At the same time, new
definitions of open innovation characterize it as a distributed product which can be backed
by Blockchain technology due to its distributed working strategy, smart contracts, and
consensus protocols.

5.3. Future Directions in Blockchain for Artificial Intelligence

To bring technological evolution in AI security with Blockchain, a thorough under-
standing of Blockchain’s security and privacy structures and improving trust diversity of
services are both required. Designing lightweight techniques for consensus algorithms will
be an important contribution to Blockchain’s technology development. As there will be an
increase in dynamic applications (dAPP), the risk of leaks and privacy will be there. Future
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work may include network latency testing, power integration, and data packet flow of
AI/FL models based on Blockchain. Following Table 21 provides thorough understanding
of Blockchain for securing AI along with future directions.

Table 21. Research Gap and Future Research Directions in Blockchain for AI.

Security
Triad

AI Security
Require-

ment
Blockchain

Solution
Blockchain
Component Description Research Gap Future

Directions

Confidentiality

Access to
Heteroge-

neous
Data

Implications of
Access Control
Rules through
Smart Contract Smart

Contract,
Encrypted
Block Data

Access to heterogeneous data
can be controlled through

smart contracts in Blockchain.
Data owners can make data
available to AI models/third

parties while maintaining
privacy and security.

Private
Blockchain

implies
restrictions on

access and
exposure of the

data, limiting AI
to make correct
decisions and
analytics on
limited data.

There should
be some

research in
Private

Blockchains for
AI along with
homomorphic

encryption
techniques.

Data Owner
Identity

User
Authentication

through
Blockchain

Digital Identities and Digital
Signature of users/devices can

be created and managed
through Blockchain. It will

protect the privacy of
User/Device identity.

Integrity

Trust on
Data

Data Owner
authentication

along with traces
of access.

Smart
Contract,
Mining,
Crypto-
graphic

Linkage of
Blocks,

Encrypted
Block Data,

The transaction of access to
distributed data will be

recorded in the Blockchain,
which further helps to audit a

transaction trail.

Public
Blockchains are
at high risk. In

Public
Blockchain,

every transaction
and user identity

are publicly
available in the
network. The
attacker may

take advantage
of this

information to
implement a 51%

attack.

The
computational
environment at
the Miner side

is not
protected and

not under
control. There

should be a
strategy to

protect
Hashing

power of the
miner.

Trust on
Model

Storing Local
Gradients from

Federated Model
in Blockchain

This will create a tamper-proof
record of gradients, preventing

Federated Learning Model
from poisoning attack and

establishing trust in the system.
The accurate gradients without
any alteration by the attacker
are fed to the global learning
model, ultimately promoting

trusted
prediction/classification.

Consensus algorithm in the
Blockchain helps the unreliable

nodes in the network to
achieve an agreement on data
to make the network reliable.

Execution of
Learning Model
through smart

contracts

Execution of learning models
can be controlled through
smart contracts, as smart

contracts are executable logic,
which automatically gets

triggered when any transaction
in the network is initiated. This

will prevent any attack on
learning models and establish

trust.

Storing
Explanations
generated by

XAI in
Blockchain

Blockchain can maintain a
tamper-proof, immutable trail
of explanations generated by
XAI in the distributed ledger.

This will improve the
functionality of XAI and brings

transparency and trust to the
AI system.
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Table 21. Cont.

Security
Triad

AI Security
Require-

ment
Blockchain

Solution
Blockchain
Component Description Research Gap Future

Directions

Availability Availability
of Data/Model

Peer-to-Peer
architecture and

Distributed
Ledger

promotes high
availability.

P2P
Distributed
Network,

Distributed
Ledger

With Peer-to-Peer
Architecture of Network,

highest level of availability
is achieved. Failure of

single node does not affect
the network. Blockchain

replica is available at every
node in the network in the
form of Distributed Ledger.

Consensus
algorithms

consume time to
commit a block

in the ledger
after validating
it. Integrating

Blockchain with
AI can introduce

a delay in the
system.

The research in
developing light

weight
consensus
algorithm

should receive
more exposure.

Integrating
Blockchain with
AI doubles the

need of
computational

resources as
both are
complex

technologies.

Future research
directions can be

optimizing
resource

utilization for AI
and Blockchain.

6. Conclusions

This study highlighted that Blockchain technology is not just for financial transactions
or cryptocurrencies. Rather, Blockchain is seen as an emerging technology for securing
crucial applications. Since 2019, there has been massive growth in the publications in
the Blockchain domain. Many countries contribute to the research of Blockchain and its
applicability, but China and the United States are leading in the contribution. Bibliometric
analysis was conducted for “Blockchain” AND “Artificial Intelligence” publications. Most
of the literature was available in the English language. About 930 documents out of
957 documents were retrieved from Scopus, and 417 documents out of 442 documents
were from Web of Science core collection (and are in English language only). For analysis,
documents from all of the languages are considered. Network analysis was completed by
using the VoSviewer tool for co-citation, co-occurrence, citation, and bibliographic coupling
analysis based on documents, authors, sources etc. Each technology has its degree of
complexity, but both Blockchain and AI are in situations where they can benefit from each
other and help one another. The integration of machine learning and AI into blockchain,
and vice versa, can improve basic Blockchain architecture and increase AI capabilities,
respectively. In this study, the focus is Blockchain for Secure AI and open innovation. It
can make AI more coherent and understandable, and we can track and determine why
decisions are made in learning models and how much trustworthy they are. Blockchain
and its ledger can record all data and variables that go through a decision made under AI
models. AI can securely access heterogeneous data through Blockchain while maintaining
the privacy of data providers and data.
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