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Abstract: At present, the whole world is transitioning to the fourth industrial revolution, or Industry
4.0, representing the transition to digital, fully automated environments, and cyber-physical systems.
Industry 4.0 comprises many different technologies and innovations, which are being implemented
in many different sectors. In this review, we focus on the healthcare or medical domain, where
healthcare is being revolutionized. The whole ecosystem is moving towards Healthcare 4.0, through
the application of Industry 4.0 methodologies. Many technical and innovative approaches have had
an impact on moving the sector towards the 4.0 paradigm. We focus on such technologies, including
Internet of Things, Big Data Analytics, blockchain, Cloud Computing, and Artificial Intelligence,
implemented in Healthcare 4.0. In this review, we analyze and identify how their applications
function, the currently available state-of-the-art technologies, solutions to current challenges, and
innovative start-ups that have impacted healthcare, with regards to the Industry 4.0 paradigm.

Keywords: cloud computing method; artificial intelligence; IoT; blockchain; healthcare 4.0;
industry 4.0

1. Introduction

Science and technology have been advancing in many ways, impacting almost every
sector of human life. Advanced electrical power generation, transmission, and distribution
systems (i.e., smart grids), as well as advanced healthcare, education, roading, and trans-
portation, and so on, are making daily life more efficient and easy [1]. The use of Machine
Learning (ML) in different sectors has helped to operate multiple interconnected industries
in parallel [2–6]. Industry 4.0, or the fourth industrial revolution, describes the conversion
and development of industrial manufacturing through the digitization of new technologies.
The idea of the industrial revolution has varied from decade to decade; presently, there
exists global competition between industrial manufacturers. In response, Industry 4.0
has added a new dimension where, with the help of new technologies, the industrial
market has hit a new level, the likes of which has not been seen before. The industrial
internet concept was introduced in 2012 [7], with a close-fitting mixture of both digital
and physical worlds adjoining Big Data with the Internet of Things (IoT). This thought
describes many widespread ideas about Industry 4.0. Experts have estimated that around
46% [8] of the global economy could benefit from the industrial internet. The industrial
revolution can be presented or divided into four revolutions. The first industrial revolution,
known as Industry 1.0, began with mechanical efficiency in the late 1800s [9] and involved
the manual use of mechanical tools, mostly in the textile industry. The second revolution’s
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central concept was electrification, which enabled mass production. The third revolution
was characterized by digitization through the use of microelectronics and automation,
such that flexible production became possible. Programmable machines, such as Network
Computers (NCs) and Programmable Logic Controllers (PLCs), have been used to manu-
facture many products. The fourth, and current, revolution is the most remarkable one,
introducing cyber-physical systems which consist of useful technological methods, such as
IoT, Big Data Analytics (BDA), Cloud Computing, blockchain, and Artificial Intelligence
(AI). The fourth revolution was triggered by the development of IT. The origins of the first
concepts of Industry 4.0 are based on four topics, according to German manufacturers [10]:

• The benefits and appearance of IoT;
• The blending of technical methods;
• The virtualization of the real world; and
• The smart factory, where the word “smart” indicates Industrial Production (IP).

Industry 4.0 has become a topic of interest in recent years. Therefore, it has gained a
lot of attention, and there has been much interest in the literature regarding Industry 4.0
from academics and practitioners alike.

1.1. Literature Relevant to Healthcare Applications in Industry 4.0

In this section, we review some of the literature that has focused on Industry 4.0 and its
potential in medical and healthcare services under the 4.0 paradigm. A systematic survey
of the e-Health ecosystem, along with the impacts on it from the IoT, Big Data technology,
and Fog and Cloud Computing perspectives, has been presented in [11]. The authors
discussed Industry 4.0 technology and its composition in the health sector. They described
the primary technologies, their benefits, cross-disciplinary challenges, and the lessons
learned from them. According to the authors of [12], there is currently a lack of systematic
reviews regarding the state-of-the-art in the fourth industrial revolution. The authors
aimed to address this gap by investigating academic progress in the Industry 4.0 paradigm
and summarized current research activities, indicating deficiencies and proposing potential
research directions. The authors of [13] proposed a sustainable framework for Industry 4.0.
They provided a methodical literature review of 85 papers focused on Industry 4.0 classified
into five research categories: IoT, BDA, Cloud Computing, blockchain, and AI. The authors
argued that, even with the attention that Industry 4.0 has gotten, there are still minimal
systematic and extensive reviews showcasing this paradigm’s dynamic nature. They listed
the various research pathways used in Industry 4.0 and discussed the current state of
research in the domains of Industry 4.0. Another study [14] mainly focused on Healthcare
4.0 and how it is derived from Industry 4.0. Noting the broad spectrum of technologies
enabling Industry 4.0 and Healthcare 4.0 to provide more efficient and effective services, the
authors used the Wisdom Pyramid Methodology. They conducted a systematic review of
presently available digital technologies at the forefront of Healthcare 4.0. The authors of [15]
explored the existing gaps, challenges, and tendencies in implementing Healthcare 4.0.
They found that Healthcare 4.0 research has been conducted in an interdisciplinary manner,
with diverse applications and functions and discovered Healthcare 4.0 implementations
in hospital information management. The authors provided practical orientation and
academic alignment with their study. Table 1 provides a summary of some of the existing
literature related to Healthcare 4.0 and Industry 4.0.
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Table 1. Existing literature on Industry 4.0 and Healthcare 4.0.

References Technology Methodology

[16] IoT and BDA Defragmenting brain signals
[17] IoT and BDA Health-sensing devices
[18] IoT and BDA, Cloud Computing Generation of data for neuroscience applications

[19] blockchain Countering counterfeiting of drugs
[16,20–27] blockchain Distributed attribute-based signature scheme for healthcare records
[28–37] blockchain, Cloud Computing Decentralized healthcare record management system and healthcare data-sharing services
[38–40] blockchain Healthcare data gateway and data access control policy for EHRs
[41] blockchain Platform for safe sharing of genomic data
[42] blockchain Mobile-based healthcare record sharing system
[43,44] blockchain Personalized medicine system
[45] blockchain, IoT Increased accountability in supply chains
[46–48] blockchain Performance evaluation on blockchain frameworks and hyperledger fabric framework

[49,50] blockchain Redesign of blockchain systems to increase throughput and reduction of time in sharing EHRs
while enabling widespread implementation of blockchain EHR systems

[51] blockchain Remote continuous patient monitoring system
[52] blockchain Privacy-preserving predictive healthcare modeling framework

[53] AI Observing virus-affected patient activities to lower spread
[54] AI Automatic detection and removal of misinformation related to viruses on social media
[55] AI Optimization of clinical trials for drugs and vaccines using robots to lower risks

[56] Cloud Computing Delivery model for healthcare sector
[57] Cloud Computing Scalable infrastructure, security models, and fast access to information
[58] Cloud Computing Cloud infrastructure as a service
[59] Cloud Computing Numeral version of information of EMRs

1.2. Contribution

We focused on four key technologies that have a general impact on Healthcare 4.0 and
Industry 4.0; that is, we analyzed the present state of IoT, BDA, blockchain, AI, and Cloud
Computing in Healthcare 4.0, within the sphere of the Industry 4.0 paradigm. We put
significant focus on blockchain technology, while also analyzing and discussing applica-
tions and implementations of AI, Cloud Computing, IoT, and blockchain in Healthcare
4.0 scenarios. We discuss modern deployments of these technologies in Healthcare 4.0,
determined through our thorough literature review. We also analyzed state-of-the-art
applications which are either in use or in the prototype stage. The applications and meth-
ods used for the state-of-the-art applications are compiled in Table 1. Another subject
that was not found in any of the comparable review papers was start-ups related to these
technologies in the Healthcare 4.0 and Industry 4.0 scenarios; therefore, we analyze and
discuss innovative technologies and start-ups related to this industry and their impact.
This part is compiled in Table 2, which can be used to gather a brief overview. Finally, we
also discuss the challenges and research gaps faced while trying to progress in this sector
using new Industry 4.0 technologies.

1.3. Organization

The rest of the paper is organized as follows: Section 2 discusses the industrial
revolutions in detail, its definition, architecture, and so on. Applications of Industry 4.0
in medical/healthcare services are discussed, along with state-of-the-art research works
applying IoT, BDA, blockchain, and AI, in Section 3. Section 4 discusses the research
gaps and potential research directions along this line. Finally, this article concludes with a
summary of the contributions of this article in Section 5.

2. Industrial Revolutions

The industrial revolution has been defined as the alteration towards novelty of proce-
dure in some places in Europe and the United States, from 1760 up to the end of 1840 [60].
The world started to change how manufacturing, production, and transportation was
conducted, compared to the older methods, through the use of newer technology and more
efficient methodologies. The period mentioned above is now called the first industrial rev-
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olution, which was the first of its kind to usher in a new age of progress and advancements.
With the fourth industrial revolution now upon us, we can divide the past revolutions
into three distinct periods. Figure 1 presents the timeline of industrial revolutions and
their features.

Figure 1. Industrial revolutions (from Industry 1.0 to Industry 4.0) and their features.

The first industrial revolution was arguably the most influential and essential tran-
sition period in human history, starting our stride towards the “modern age” from its
inception. Notable developments include textile machinery, steam power, machine tools,
telegraph communication, electric generators, modern factories, and improved canals,
roads, and railways. Before this revolution, the world was still dependent on agriculture;
however, with the advent of mechanization, the world transitioned from agriculture to
industry as the backbone of the social economy.

The second industrial revolution happened about a century after the first revolution.
It started in the late 19th century and continued until the early 20th century, roughly
between 1870 and 1914, before World War I [61]. It is also known as the Technological
Revolution, and was characterized by rapid standardization and industrialization. A no-
table event in this revolution was the rise of new energy sources, mainly electricity, oil, and
gas. The internal combustion engine was one of the most important inventions during
this period. It allowed for faster and more convenient transportation to be invented, such
as automobiles and airplanes. Communication also advanced tremendously, with the
invention of telegraphs and telephones. In terms of innovations, many have argued that
the second revolution, also known as Industry 2.0, has been the most impactful one.

For the third industrial revolution, we again had to wait another 100 years. The rise
of new technologies and energy sources brought upon the digital revolution, occurring in
the middle of the 20th century. Electronics, computers, and telecommunications came into
the picture, which enabled space expeditions, experimental research, and biotechnology.
Another major event from this time is the high level of automation that became available
thanks to the invention of programmable robots and controllers. Nuclear energy was
another vital invention that was a part of the third industrial revolution [62].
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2.1. Definition of Industry 4.0

The digital transformation of consecutive manufacturing and artificial practices
through modern smart technologies basically describes Industry 4.0. The basis of this
revolution is cyber-physical systems, or intelligent machines [63]. The integration of IoT,
increased automation technology, and improved communication and self-counseling meth-
ods are the main characteristics of Industry 4.0 [64]. Schwab [65] has predicted that this
revolution will see emerging technologies in AI, robotics, nanotechnology, biotechnology,
IoT, decentralized systems, 3D printing, fifth-generation communication technologies,
quantum computing, and autonomous vehicles. Industry 4.0 arose in the early 2010s
in Germany, where the German government promoted manufacturing computerization
under its high-tech strategy project. The Industry 4.0 principle has been applied to many
different aspects and re-branded as necessary by other sectors or different companies. For
example, under M4 (Meggitt, Modular, Modifiable, and Manufacturing) [66], an Aerospace
manufacturer has branded its Industry 4.0 projection. The digitization phase in Industry
4.0 and the effect it is expected to have on the labor market has been observed under the
topic work 4.0 [67]. Different terms may be used for other sectors, but all of these follow
the principles of Industry 4.0 and fall under the umbrella of Industry 4.0. Therefore, they
are all part of the same revolution.

2.2. Architecture of Industry 4.0

Industry 4.0 is a term that describes many different sections of a whole, which all
work in different ways in their bubble to enable the next revolution. Even though other
parts of this whole concept work differently, they all share common goals and principles.
These principles and objectives can be thought of as the architecture of Industry 4.0. Four
design principles have been identified as integral for Industry 4.0, inspired by [68], which
are shown in Figure 2.

Figure 2. The four main principles of Industry 4.0.

The four design principles of Industry 4.0 are as follows:

• Interconnection: Interconnection is the ability of all the available components to
communicate and connect. These components include devices, sensors, and machines.
They can connect with people operating them through the technologies related to
Industry 4.0 [69];

• Information Transparency: Industry 4.0 enables transparency, which provides the
operators with comprehensive information that allows them to make informed deci-
sions. The inter-connectivity of all the systems allows the operators to collect data and



J. Sens. Actuator Netw. 2021, 10, 43 6 of 32

information from all sources. They can use these to make the manufacturing process
more efficient and identify critical areas where improvement can lead to increased
functionality [69];

• Technical Assistance: The systems should have the technological facility to help the
operators in any capacity. These can be for decision making, performing unsafe tasks,
and problem solving [70];

• Decentralized Decisions: The cyber-physical systems that form Industry 4.0 should
be as autonomous as possible and have the ability to make their own decisions and
perform tasks themselves without requiring any assistance from an operator. Tasks
should only be reserved for the operators at higher levels when there are interference,
conflicts, and exceptions [71].

3. Industry 4.0 for Medical/Healthcare Services

A significant amount of studies have been conducted from different perspectives
in healthcare sectors [72–74]. Industry 4.0 enables technologies to make the healthcare
sector more straightforward than before; for example, improving and enabling remote
monitoring systems based on IoT. In addition, measuring any kind of quantity within the
shortest possible time, cloud-based record systems, and fast communication are some of
the most noticeable advancements. Transferring data from one place to another is another
advantage of Industry 4.0 technologies [11]. The technologies involved in Industry 4.0 can
reduce associated costs and time [75]. In addition, healthcare support can be provided
instantly with the help of such technologies. Technologies such as IoT, blockchain, Cloud
Computing, and AI have led to some fantastic improvements in healthcare. The role of
Industry 4.0 in healthcare is extraordinary, as it has reduced time, costs, and led to the
implementation of better solutions [76].

3.1. IoT and BDA in Healthcare 4.0

IoT has gained a lot of attention, due to its deployment in different sectors, and can
be beneficial in areas such as wastewater treatment [77,78], climate study, remote sens-
ing [79–82], smart grid security, healthcare, and so on. In the healthcare sector, the “digital
data foundation” consists of modern technologies, including IoT, which is also one of the
fastest adopted technologies at present. It describes remote monitoring services. Remote
patient monitoring devices are basically a core digitized technology to send and receive
information between patients and medical facilities. The patients can monitor themselves
and collect data then, with the help of IoT devices, the data can be electronically transmitted
to physicians. IoT is a necessary element of Healthcare 4.0, which has led to remarkable
changes in the healthcare sector. IoT operates to identify, detect, and authenticate intention
and people for special medical services.

3.1.1. Applications of IoT and BDA in Healthcare 4.0

IoT is a widely used name in Industry 4.0. Present IoT implementations are quite
large. There was a time when communication was slow and proper networks were lacking.
IoT solved these problems with great merits. It refers to many physical devices around the
world, which are all connected through the internet, in order to collect and share data. The
network is connected with wireless sensors, and shares and collects data to provide the
desired results.

In the healthcare sector, IoT has a huge impact. The modern healthcare sector can
also be said to be part of Healthcare 4.0, a branch of Industry 4.0 [14]. Healthcare 4.0
consists of different applications. In healthcare, the term “digital data foundations” re-
lates to the fastest adopted technology, IoT, and describes remote monitoring services;
in most cases, for patients. There was a time when scheduling an appointment with a
doctor was problematic, and the patients had to go through a long wait period to meet a
doctor. Sometimes the patients had to face difficulties during situations where they needed
immediate medical attention, such as breathing difficulty, chest pain, and haemorrhage.
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IoT in digital healthcare refers to affordable, cheap, accessible, and personalized services.
Figure 3 represents different types of IoT technologies applied in Healthcare 4.0.

Figure 3. Different types of IoT Technology for Healthcare 4.0 [14].

Examples of wearable IoT devices include smartwatches (Apple Watch, Amazfit) and
smart glasses (Google Glasses, Hololens). Smartwatches can display the wearer’s heart
rate, pulse, steps taken, and much more. These devices are built with wireless sensors,
which send data to a central server. The server then displays the results that the individual
wants to know. Low-cost disposable patches based on IoT, generally worn for a couple of
days, are known as fabric and flexible devices. Biostamp, iRhythm, BP monitor, UV sense,
and electro pads are examples of flexible disposable patches. The Australian Centre for
NanoMedicine (ACN), along with the University of New South Wales Sydney (UNSW),
have developed a wearable sensor that informs the wearer of their exposure to ultraviolet
rays [14]. Ambient IoTs describe non-wearable IoT devices, such as motion, door, pressure,
video, object, and sound sensors. Physicians can directly access their patients through
remote monitoring with ambient IoT devices. In industrial scenarios, extending IoT has had
a significant impact on the healthcare sector. Industrial IoT industries incorporate networks
of connected devices [83]. These connected devices share data, while data analysis for the
system consists of collecting the data and generating results.

According to Lu, Papagiannidis, and Almanos (2018) [84], the term IoT is not as simple
as fundamental ideas or knowledge. As it connects various things and objects in a network,
IoT is based on three visions: Internet-oriented, things-oriented, and semantic-oriented.
In the healthcare supply chain sector, the IoT has been used for a long time. Applications
related to the healthcare supply chain are designed to track, identify, and collect victim,
patient, and staff data. As is well known, IoT-related devices are attached to sensors,
which continuously capture and collect data about the patient. These data include health
indicators, blood level, heart rate, and much more. After obtaining real-time data, it is
transmitted to a medium device, which can be a computer or a device, through a wireless
network. The data are then analyzed. By using a wireless system, IoT saves the time and
effort of medical staff. IoT can improve the quality of healthcare services and lower their
cost. The second device, known as a remote control, allows for excellent communication
between physicians and patients. The physicians can communicate and judge the health
condition of patients, as well as give suggestions through remote control. The position and
status of patients can be monitored by Radio Frequency Identification (RFID) and infrared
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data association technology. Similarly, Big Data enables healthcare applications to explore
new insights and find accurate solutions [85].

3.1.2. State-of-the-Art of IoT and BDA in Healthcare 4.0

IoT enables the use of remote monitoring systems, which has a huge positive impact
on healthcare. Health-sensing devices have been developed at a whole new level to
measure the heartbeat and blood pressure of patients, among other things. State-of-the-art
technologies in IoT are numerous. As a result of the fourth industrial revolution, the
technologies used in healthcare are remarkable. Existing technologies are used rapidly
in healthcare. The IoT healthcare network can display the process. The transmission and
receiving of data are carried out through the IoT network. IoT healthcare consists of the
topology, as well as the architecture and platform [17]. The topology allows for various
use-cases, application scenarios, and activities. The healthcare architecture shows the
software organization of the system as a whole and reflects the hierarchical model [14].
Library, framework, and environment comprise the platform sector. Wearable remote
healthcare monitoring systems are an existing technology used in the healthcare sector.
IoT devices are made with sensors, which can provide exact data. These wearable devices
(e.g., smart bands and smartwatches) can be used to track chronic diseases. AI-based data
processing algorithms can be used to detect data from ECG sensors. Smart bands, such
as wristbands, can track footsteps, heart rate, blood pressure, calories, and many more.
As such, health abnormalities can be detected through the use of IoT devices.

Mobile smartphone applications, such as mHealth apps, are available in the Apple
and Google play application stores, providing information about the health condition of
the user. These applications operate by using the sensors available in the phone. Another
application area is medication adherence however, this area is expensive and poses a prob-
lem for patients, physicians, and healthcare service providers, as it is not always affordable.
Some systems for healthcare in IoT have been proposed. One of them is an architecture
called a Smart Hospital System (SHS), which is based on an architecture called 6LoW-
PAN. 6LoWPAN is an acronym standing for IPv6 internet protocol over wireless personal
networks. A SHS can collect data in real-time in environmental situations, including the
physiological parameters of patients. This whole system indicates an architecture with
novel functionalities. This system collects data and delivers them to the main control center,
while the monitoring application analyzes the received data and sends alert messages
in the case of an emergency [86]. An RFID-enhanced door can operate as a 6LoWPAN
Border Router (6LBR). A 6LBR can generate a connection between Wireless Sensor Network
(WSN) nodes and other remote users. Here, a WSN can be described as a self-configured
and infrastructure-less wireless network, which is able to monitor physical and/or envi-
ronmental conditions [87]. The monitoring application receives and stores the data in a
database. The REST web-based paradigm can be used to easily access local and remote
control. A website-based Graphical User Interface (GUI) enables and allows network and
communication operators to manage the environmental parameters of sensors [17].

A cloud-based IoT architecture, which we call “secure cloud-based IoT framework for
neuroscience applications” [18], has been proposed as a model for neuroscience technology.
Big Data and the cloud are the foremost products for the development of collaborative
frameworks for defragmenting brain signals; for example, Electroencephalograms (EEGs),
ElectroCochleoGraphy (ECoG), Anteroposterior (AP), Local Field Potential (LFP), and so
on. Magnetoencephalography (MEG), Magnetic Resonance Imaging (MRI), Functional
magnetic resonance imaging (fMRI), and Positron Emission Tomography (PET) can be
used to capture brain imagery. These can be used, together with fog computing and
edge computing, to deliver the necessary medical procedures to patients remotely [16,88].
A secure cloud-based IoT framework for neuroscience consists of three main components:
The IoT end, the cloud component, and processing and analysis. The framework shows
that various neurotechnology enables devices to collaborate in developing state-of-the-art
techniques which are effective for neuroscience and healthcare research. In the perception
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layer, various types of data-propagating devices are attached to the data receiver. The
receiver dedicates data to the cloud through an implemented IoT pathway [18]. Brain
signals can be used to generate IoT responsible for maintaining various medical and
effective apparatuses, in order to provide better understanding and monitoring.

In a cloud-based IoT system, the sensors (or IoT engines) produce data associated to
different neuroscientific partitions. Similar to the relationships in humans, these sensors
collaborate and define such patterns. At the time of different interactions, the trusted
metrics of every node are merged through a neuro-fuzzy method [18]. The mixture of
physical and computational methods is known as cyber-physical systems. Cyber-physical
systems generally describe robots and sensors [89]. The frameworks followed by IoT
and data services are related to cyber-physical systems [90]. The concepts of bio-sensors,
simulated organs, and smart pharmaceuticals are familiar as aspects of science fiction from
the past [91]. At present, with the invention and development of IoT, such fiction has
become reality.

Different agendas have focused on electronic-based projections. The next concept
is the concept of smart factory management. Smart factories can be called the heart of
Industry 4.0. Industry 4.0 ensures the ability to automate tasks and help people to reach
their engaged task goals. In addition, Industry 4.0 has introduced context awareness [92].
With the rapid progress of IoT, data for patients have been piling up rapidly. In terms of
improvements to ensure secure databases, cognitive systems help in predictive prospects.
Cognitive system algorithms can use self-learned data with the help of deep learning.
ML and pattern recognition use cognitive system algorithms [93]. Most of the time, the
algorithm is content-based but, in some cases, it consists of collaborative filtering in nature.
Such algorithms can be model-based or memory-based. e-Health and m-health are two
principles of CPS, where the mixture of information and communication technologies are
known as e-Health, involving such tasks as collating insurance coverage data. On the
other hand, m-Health can be stated as an example of Industry 4.0. ML concepts can be
operated in any advanced or smart environment. At present, most industries are pursuing
the “smart factory” notion, which is prioritized through automation. The influence and
effect of Industry 4.0 are huge, which has become widespread in the field of engineering,
in order to produce smarter and intelligent robots for better and rapid results, among
other uses.

Big Data generally indicates a large volume of data, which can be structured and/or
unstructured. Big Data is characterized by five properties: Volume, velocity, variety,
veracity, and value [11]. A present source of Big Data is enterprise data. Enterprises produce
and manage high volumes of data, being responsible for storing employee data, internal
communications, and accounting. It is also applicable for healthcare billing, administration,
and scheduling information. Big Data use-cases in healthcare can be divided in categories,
including consumer behavior, administration and delivery, clinical decision support, and
support services [94].

3.2. Blockchain Technology in Healthcare in Healthcare 4.0

A blockchain is a distributed public ledger, guaranteed by a peer-to-peer network
that records transactions and tracks assets with no centralized authority. The blockchain’s
records are arranged in an orderly block structure. These blocks are chronologically con-
nected; this whole chain is called a blockchain. In this design, no block from the middle of
the chain can be altered without altering the other blocks simultaneously. This characteristic
enables blockchain networks to be immutable. This immutability of blockchain data is one
of the main aspects of why blockchain has drawn attention for use in the healthcare sector.
Blockchain is primarily expected to improve medical record management, insurance claims,
and to advance clinical and biomedical research [95]. The main aspects of blockchain, such
as data provenance, robustness, decentralized management, security and privacy, and the
immutable nature of the stored data, are key factors that have been considered in order
enhance the data situation in health and medical services. One key attribute of medical data
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is that they should be possessed and utilized by the subjects who provide the data and not
hold the data. Blockchain technology can enable the recovery of the subject’s rights to their
medical information. To date, no requirements have been listed for a blockchain-based
healthcare management system. A list of seven criteria for a management system using
blockchain has been proposed by [96], as shown in Figure 4.

Figure 4. The seven requirements for a blockchain-based management system.

3.2.1. Applications of Blockchain Technology in Healthcare 4.0

For healthcare/medical services within Industry 4.0 using blockchain technology, we
analyzed three papers [97–99] written with these specific topics in a correlated manner.
The existing methods for handling the security of Electronic Health Records (EHRs) make
these records inaccessible to patients [98]. Researchers have suggested a blockchain-based
framework, in order to maintain and efficiently store EHRs while enabling efficient and
secure access to the data and preserving information confidentiality. The data can be
accessed by patients, third parties, and health providers through the framework.

Blockchain may be a viable solution in Healthcare 4.0 applications. Places where
middle-men are involved, such as claims and billing, can be a source of data leaks in
hospitals. Medical research is currently conducted in local systems, hampering efficient
research sharing. The security of patient data can be compromised due to data generators
and the multiple devices required for the end user. In Drug Supply Chains, the patient
profile needs to be accurate to deliver drugs efficiently and deter counterfeits [42,100].
For the author’s part [98], they proposed an approach that stores and transfers EHRs
using blockchain. They analyzed how the proposed system can fulfill the requirements
and showcased how the system will maintain the privacy and security of patients, third
parties, and health providers under the Healthcare 4.0 paradigm. They also discussed
functions that enable blockchains to be effective and discussed other contracts in Healthcare
4.0 [98]. Their proposed framework was divided into execution and communication modes.
Execution occurs as a call, which is operated upon at the end-user’s local machine, but
only works on a read-only paradigm. They do not go through the network and, hence, do
not need to be authenticated [101]. Communication is carried out in two ways, where the
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contracts communicate through inter- and intra-networks. One contains messages, in which
contracts are sent between themselves, which are initiated from a single transaction [101].
The IT components require database managers, which navigate the saved records of
the patients, and cipher managers, which handle the cryptographic requirements of the
paradigm, managing encryption and decryption for stored files. Blockchain contracts are
part of the nodes that constitute the chains. This blockchain contains the classification
contract, consensus contract, service contract, owner contract, and permission contract.
The architecture of the system performs the functions shown in Figure 5.

Figure 5. Functions that can be carried out by the proposed system [98].

Expensive and complex health-related modern systems can be improved using
blockchain technology, with better utilization and proper record management of health
information [99]. The researchers provided several solutions for improving healthcare
systems with blockchain, using frameworks and tools to measure performance in order to
overcome the limitations that are currently present. The systems they mentioned include
wireshark, docker, and hyperledger fabric. An algorithm was also proposed to enable
easier access to data for health providers. The most significant difference in this paper
was their proposal for blockchain to be used to improve security and efficiency in existing
client- and server-based systems.

Top-level privacy and security are required for Healthcare data and, with the inception
of Healthcare 4.0, the dependence on smart technologies has increased worldwide. Big
Data has caused healthcare records to increase in complexity and size, while they remain
unoptimized. Considering the trusted, distributed, and immutable manner in which
data are stored and shared, the research popularity of smart ledgers and blockchain
has increased. Blockchain offers integrity and improved verification of data generated
in healthcare settings, and helps to distribute the data in the network. This open and
decentralized system eliminates the middle-man from the system, which means there
is no requirement for multi-authentication and provides data access to anyone in the
network [102]. The authors contributed by proposing a patient-centric approach that
provides access control using distributed ledger technology, in order to provide information
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to different healthcare providers using symmetric key cryptography. Their proposition is an
approach using blockchain which implements information sharing through the concept of
permission-based chain code. They have determined the best approach for the blockchain
system’s performance optimization metrics, with regards to throughput, latency, security,
and work scalability.

In the blockchain network, an EHR is distributed to others in the network through a
shared private key and a symmetric key in the proposed system. There are four participants
in the proposed system: Patient, lab, clinician, and admin. Participants register to the
system through a Membership Service Provider from a certificate authority. Then, they
can access records that they have been granted permission to, and the service providers
can update new records to the participants after they have been permitted to update the
records. All of the records are visible to everyone on the blockchain. If anything is updated
on the blockchain, it is distributed to everyone on the network, making the network secure
and preventing the modification or deletion of records by unauthorized users. There
are four different types of executions that can be made in the system—for the admin
module, patient module, clinical module, and lab module—the workings of which have
been detailed previously [99]. Their electronic health record system was developed using
a hyperledger fabric framework and hyperledger composer sandbox. To use these, they
utilized an operating system-level container, “Docker”, which is a set of platforms as a
service product that uses OS-level virtualization to deliver software packages, in which the
packages are known as containers. Visualization of the network and the implementation
of multiple applications are supported by the frameworks. The blockchain is permission-
based, and a consortium is managed to allow all the participants to be known to each
other, making it secure and trusted. The framework not being domain-specific allows for
the support of other domains. They evaluated their system’s performance with varying
parameters, including creation time, block size, and endorsement policy. They displayed
the results based on throughput, performance latency, and network capturing. Their results
showed that committed transaction latency does not depend on block size. They achieved
even better latency results when they lowered the transaction rate while configuring block
sizes. Ultimately, they found a smaller block size with lower transactions and larger block
size with higher transactions resulted in better performance. The authors outlined how
critical the role of blockchain is, with the automation of data collection and verification
process in the current healthcare market, as well as providing a reduction in crimes and
security of data.

The value of medical information is higher than even financial information to crimi-
nals, and information related to health has been shown to be more vulnerable in current
Healthcare 4.0 systems [97]. The researchers explored the use of blockchain technology,
in order to show its advantages when used in Healthcare 4.0 scenarios. Industry 4.0 has
started to expand through more modern technologies, with Hospital 4.0 also following suit,
in which the Industry 4.0 paradigm is applied to the healthcare industry. As an emerging
technology for data management, blockchain can mitigate some of the threats that data
storage and management face in general. With cryptography and distributed consensus
ensuring security, integrity, and accountability, blockchain technology can provide an
effective solution to the modern and future Healthcare 4.0 scenario.

Industrial IoT (IIoT) has extended the IoT paradigm into mainstream industries,
incorporating connected devices into networks and, thus, forming a data generation and
exchange system. Data Analytics systems collect valuable data from the whole system,
generating insights which allow entities to make smarter and better decisions; for example,
relating to predictive maintenance, asset tracking, and facility monitoring. Hospital 4.0
is another iteration of Industry 4.0 within the same paradigm. It enables cooperation
and communication between humans, network services, IoT devices, and cyber-physical
systems, in order to enable healthcare services [103]. The requirements to fully adapt the
Healthcare 4.0 paradigm have been summarized into the three main points, as shown in
Figure 6 [97].
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Figure 6. Requirements for full adoption of the Healthcare 4.0 paradigm [97].

Hospital 4.0 has four main principles that it needs to cover, in order to be eligible for
use in Healthcare 4.0 [97]. EHRs, which increase the convenience of information sharing, are
also required to conform to certain parameters, in order to be eligible for implementation
in the system [104]. These are shown in Figure 7 [105–107].

Figure 7. Principles of Hospital 4.0 and parameters for EHRs [105–107].

3.2.2. State-of-the-Art of Blockchain Technology in Healthcare 4.0

SimplyVital [28] is a protocol based on blockchain that enables secure healthcare adop-
tion. A New England-based business created Health Nexus, a healthcare-related blockchain
ecosystem. Their vision is to enable everyone to access healthcare data easily and securely.
Their task is to enable data access securely through a protocol that is HIPAA compatible
with a care network using blockchain [29]. MedRec uses blockchain to handle EHRs in a
decentralized system that manages the records [32]. Patients are provided a comprehensive
log of their information, with ease of access, from their medical professionals. MedRec [33]
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manages authentication, accountability, confidentiality, and data sharing of medical data
using blockchain technology. The system’s design is modular, enabling it to be integrated
with existing systems from the provider’s local data storage systems. The medical stake-
holders (i.e., researchers, health authorities, and service providers) are incentivized to take
part in the network with proof of work. This blockchain gives them access to anonymized
and aggregated data on the network. Their goal is to enable the emergence of significant
data economics and supply data to better enable researchers, while allowing the providers
and patients the choice to use their data. Zhang et al. [34] considered a healthcare system
that can share and authenticate data in a network based on Policy Service Nodes (PSNs).
They proposed two protocols, one of which uses blockchain-based health information
sharing among PSN nodes. In one of their use-cases, they proposed human body-based
channels for PSN nodes. Medicalchain, a platform that can store and share health informa-
tion that were previously authorized based on a blockchain, can facilitate the immediate
retrieval of health records, which allows patients to communicate directly with doctors and
share their health records online instantly for consultation. This is expected to enable the
future of accessible healthcare, with safe and secure online consultation. Enabling patients
and doctors to have secure access to healthcare records can create an empowering position
for both [30].

Xia et al. [35] used a blockchain and cloud-based approach for sharing healthcare data.
Due to current medical data management methods and protection being insufficient, the
authors proposed MedShare, which attempts to solve the problem of sharing data in the
medical environment. Their system allows data entities to share medical data in cloud
repositories with provenance, control, and auditing, based on the use of a blockchain. They
introduced a data custodian system which monitors the data being accessed for malicious
usage. Any transaction that occurs in the system is recorded in the blockchain for integrity.
The design of the system enables access control mechanisms to track data behavior, in
order to detect permissions violations. The compatibility of MedShare is on par with
current data solutions used by cloud services. Jiang et al. [36] designed a chain verification
exchange system for data with blockchain. Healthcare Information Exchange (HIE) has
benefited the medical industry with profound effects, allowing for the secure storage of
large amounts of data. Their proposed system, BlocHIE, uses blockchain technology to
exchange healthcare information. By analyzing different requirements for healthcare data
sharing, they used two blockchains to handle different data types of health data that were
loosely connected. The advanced blockchain architecture is a new system solution to supply
a reliable mechanism for secure and efficient medical record exchanges [31]. The authors
proposed this approach to meet healthcare growth demands while creating a new form of
interactive social norms. Their goal was to improve patient outcomes through digital health
solutions and services, produce less complex e-health systems, decrease costs, and improve
efficiency, reliability, and flexibility under the Healthcare 4.0 paradigm. They explored
Advanced blockchain in healthcare record storage and data privacy. With scalable and
interoperable networks, services, and applications becoming available for electronic health
records, the need for robust security and personalized data privacy models is a requirement
for consumers. Wang and Song [37] proposed attribute-based record sharing for medical
data systems. The medical data are encrypted with identity-based encryption and attribute-
based encryption. To implement digital signatures, they used Identity-Based Signatures
(IBS). As these different cryptosystems are difficult to implement correctly within a single
system, they worked around this issue through the introduction of combined attribute-
/identity-based encryption and signature (C-AB/IB-ES).

Yup et al. [39] designed a data gateway for healthcare. Healthcare data are a very
vulnerable source of information, and healthcare intelligence makes it an asset that the asset
provider should control. Sharing this information is difficult, as it is typically scattered
throughout different healthcare systems, which puts the provider’s privacy at risk. Their
proposed app, Healthcare Data Gateway (HDG), is a secure and efficient architecture based
on blockchain which allows patients to control their data and use it as they want, without
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violating privacy rights. They proposed a purpose-centric access model to enable the own-
ers of data to control and use it in a simplified way through an Indicator-Centric Schema
(ICS). Patientory [38] allows users to create and track their health information, while also
providing easy monitoring of information. Their goal was to enable people to have control
over their health-related information. They are creating a method for doctors and patients
to interact and gain access to information, while removing all the layers that slow down
the process and reduce efficiency. Their app allows users to securely access, store, track,
and exchange their health data with their chosen medical professionals, eliminating many
of the stumbling points in the current healthcare environment. Posted and Poslad [40]
discussed electronic record access control with fine granular access. Existing blockchain
schemes cannot authorize different levels of granularity of authorization. For this, they
proposed a system: Granular Access Authorization Supporting Flexible Queries (GAA-FQ).
Regular blockchains require public key infrastructure (PKI) to access the data however,
GAA-FQ does not require it, due to their authorization, encryption, and decryption algo-
rithms, which enhance the computation performance and enable more granular, distributed
support for authorized EMR data queries. They benchmarked GAA-FQ against ESPAC,
another access control scheme, in order to validate its computational performance and
transmission efficiency.

EncrypGen has provided a genomic data sharing platform. Their Gene-Chain platform
is the world’s first fully functional blockchain genomic data marketplace. Generally,
consumers can provide their DNA samples and have information extracted from them
however, this creates privacy issues. With Gene-Chain, the participants can have their data
stored anonymously and the blockchain enables it to be secure [41].

Liang et al. [42] introduced a blockchain-based system for mobile systems, designed to
share health-related information. Personal health data are now more accessible, thanks to
wearable technology, which has increased its value, benefiting both medical research and
healthcare providers. The proposed system is a user-based health platform, where data
sharing is conducted through a blockchain to protect the data. The protection of information
is ensured using channel formation schemes. The data are collected through a mobile
application, from the user’s wearable devices, medical devices, or manual data entries. The
data are synchronized on the cloud, where they can be shared with professionals, medical
research, and insurance entities. The integrity of the data is preserved with validation
records that can be retrieved from the network, which also incorporates a cloud database.

Coral Health provides a medicine system that is personalized to patients using
blockchain technology [43]. Although EHRs have enabled the sharing of records, they
remain costly. Coral Health utilized an approach to introduce a new app which makes it
possible to integrate medical records with the app. The stored data, under HIPAA compli-
ance, is stored in the user’s smartphones with total control over the encrypted data [44].

Chronicled is a solution using IoT and blockchain in order to increase the accountabil-
ity of supply chains in life sciences. A network called MediLedger Network, powered by
blockchain and led by the life sciences industry, comprises their main contribution. The
complex industry, where pharmaceutical drugs move from manufacturing to serving the
patients, features many regulatory requirements, contracting relationships, complicated
policies, and a large number of exceptions to industry standards. Navigating this complex
track is very difficult, but blockchain presents an opportunity, where every company has
influence over their data and the transactions that they receive from their partners. This
enables secure automation in the industry, beyond internal systems [45].

Thakkar et al. [46] provided two approaches to analyze the performance of systems
using blockchain. One popular approach is the use of Hyperledger Fabric permissions
blockchain platforms hosted by the Linux Foundation [47]. Hyperledger Fabric has been
comprehensively studied, in order to characterize its performance, identify its possible
bottlenecks, and determine ways to improve the overall throughput. Their first task was
to identify the impact of various configuration parameters. State validation, endorsement
validation, and transaction policy validations were identified as the three main bottlenecks.
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Secondly, they optimized the Hyperledger Fabric framework by parallel verification and
aggressive caching. Another optimization they carried out was bulk read/write optimiza-
tion during state validation and commit phases. Combining all of these, they reported a
16× overall throughput improvement. Sukhwani et al. [48] carried out an analysis of per-
formance metrics of the hyperledger fabric framework. With blockchain networks bringing
benefits to networks with large peer numbers, such as EHR networks, their performance
must be better than conventional IT systems in order to justify implementing them at a
large scale.

The next study focused on the roadblocks that prevent blockchain and EHR systems
from becoming mainstream [49]. The solutions proposed by the authors, in terms of their
platform for sharing data based on blockchain, attempts to address the problems which are
crippling for blockchain, in terms of sharing data. Their proposed design uses a distributed
microservice architecture which allows for the encapsulation of functions that are integral
to the system, as well as services that are independent and isolated, with requirement-based
scalability for different systems. Their solution is containerized, guaranteeing simplified
installation, portability, and reduced overhead cost. Another implementation is focused on
sharing EHR data, as implemented at Stony Brook University Hospital [49]. EHRs contain
highly sensitive data, and they are shared frequently among healthcare service providers
and service seekers. Blockchain has been implemented to enable trust, transparency, and
accountability for the network with sensitive data, and provide a transparent, immutable,
and shared platform for data transactions. Their frameworks to share and manage EHR
data consists of two approaches. One of the two suggested approaches is institution-based,
where the network comprises trusted service providers and patients (from whom the data
are collected). The other approach is case-specific where, for the hospitalized patient,
a network that connects doctors, nurses, and families is envisioned, in order to reduce
mistakes and increase the likelihood of effective treatment. At present, this proposed
system’s goal is to significantly reduce the time it takes to share EHRs, reduce overall costs,
and improve decision making for medical care. Gorenflo et al. [50] put forward a redesign
of modern permission blockchain systems to optimize and increase the throughput to
20,000 transactions per second. The authors redesigned Hyperledger Fabric, a modern
permission blockchain system, to increase the transaction throughput. Their main focus
was on bottlenecks related to performance, with proposals for change in architecture to
overcome the bottlenecks. This redesigned version was called FastFabric. They also noted
that their optimizations do not require any interface change to the existing framework, and
can be implemented in any system using the aforementioned framework.

Uddin et al. [51] proposed a patient monitoring system that would remotely monitor
patients in a continuous manner however, due to Remote Patient Monitoring (RPM) re-
quiring large sets of data and power, it is challenging to implement. The authors proposed
the implementation of a patient-centered architecture that is end-to-end, based on tiers.
The final implementation mentioned is ModelChain, a decentralized predictive modeling
healthcare framework using blockchain that preserves privacy [52]. Predictive model-
ing for healthcare that is shared between institutions can enable better quality research.
Predictive models that protect privacy do exist, but they present security and robustness
vulnerabilities. Participators contribute to the model by exchanging data, and no private
information is revealed. An increase of interoperability between institutions is one of the
benefits of such an implementation.

3.3. AI in Healthcare 4.0

The implementation of AI is widespread, including in electricity infrastructure, educa-
tion, industry, and so on [108–116]. Similarly, in the healthcare sector, there has been an
enormous contribution of AI. The aftermath of the implemented applications has had a
remarkable effect on healthcare.
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3.3.1. Applications of AI in Healthcare 4.0

The study [55] reviewed healthcare applications in Industry 4.0 to fight the COVID-19
pandemic, with proper technologies including AI. The detection and diagnosis of COVID-
19 has also been discussed. This paper attempted to combine the benefits offered by
Healthcare 4.0 and its different technologies during the COVID-19 pandemic. Robotics-
based treatment can be conducted on patients using AI to reduce the risk for doctors
through the use of virtual reality [117–120]. Technologies used in Healthcare 4.0, such as AI,
can detect any problems that the patient is going through immediately, through the use of
sensors, in an emergency situation. At present, Healthcare 4.0 technology is being used for
AI-based video monitoring in China, helping to observe the activities of patients affected
by COVID-19 and to help stop the spread of the virus [53]. Using AI-based technologies,
clinical trials of drugs and vaccines against the virus can be optimized [55]. AI has also
helped to manage supply chains in the medical sector during the pandemic [121]. AI can
be used to perform CT scans, in order to detect pneumonia caused by the virus. In this
lockdown situation during the COVID-19 pandemic, an AI-based robot can act as a police
officer, ensuring that people are following lockdown protocols. AI can be used to monitor
human gatherings, which can then be used to regulate human interaction levels during the
pandemic [122]. Even during a pandemic, health data security is important and must be
preserved. Fortunately, AI can enable that to be done remotely [123]. Figure 8 highlights
some of the uses of AI in the fight against COVID-19.

Figure 8. Uses of AI in the fight against COVID-19 [76].

In many organizations in different countries, the health information of individuals
is stored and transmitted when needed. Privacy prevents unauthorized access to an
individual’s information. Under Healthcare 1.0, IT frameworks were important. The second
era, known as Healthcare 2.0, required quick storage access. To access data from EHRs,
WDs were used. The concept of Healthcare 3.0 started from here. The fourth industrial
revolution led to remarkable changes in the healthcare sector, known as Healthcare 4.0.
Healthcare 4.0 combined all the previous technologies and incorporated IoT, cloud, and
blockchain techniques. Using WDs, IDs in the system (known as a telehealthcare system)
to develop traffic between patients and organizations of doctors could lead to a new
trademark [124]. It is not easy to ensure security and privacy for healthcare. For this, some



J. Sens. Actuator Netw. 2021, 10, 43 18 of 32

protocols or requirements must be designed. The mutual authentication involves Kerberos
authentication, while anonymity involves hidden addresses or the secrecy of data. If an
attacker somehow obtains data, it can be hampered or used in destructive ways. During
the login phase, the data or information of both the doctor and patient should be verified.
A key agreement or password-protected system could be much more effective to ensure
safe login. Untraceability indicates an unrecognizable IP address. The attack-resistance
phase indicates fighting against the attacker [125]. Due to the vast amount of data involved,
it is crucial to keep the data safe. Security techniques are used to maintain the authorization
of an individual’s record, with the main aim being to protect it from unauthorized access.
By using operational controls, security can be achieved [126].

3.3.2. State-of-the-Art of AI in Healthcare 4.0

As the implementation of AI-based technologies has been constantly improving,
healthcare AI has had a significant impact on Healthcare 4.0. State-of-the-art features
have been enabled in the biomedical sector. In other words, the use of AI is common for
Biomedical data types. Multi-omics data consist of genomics, proteomics, transcriptomics,
epigenomics, and microbionics [127]. These are collected together and analyzed. The same
related biological processes can be characterized by individual omics data sources [128].
The integration of data utilizes a combination of the different views that the data are
taken from, from which a single model can be created. The successful implementation of
this approach has resulted in the integration of data from mRNA and single-nucleotide
polypmorphisms, creating a model named a Bayesian integrative model [129]. The next
approach is model-based integration. Each data view is used to build a separate model, and
model output aggregation is conducted following [127]. During the integration process,
the neural networks and models are first built or constructed, based on each omic data
type. Different types of conventional weighted networks have edges enriched in contexts
related to multi-omic data. For the analysis of multi-omics networks, AI methodology
development has shown huge potential [130].

EHRs, medical images, physiological signals, and clinical data have been analyzed
using AI technologies. These type of analyses are often carried out using a process called
feature engineering, a method where descriptors are extracted from images and categorized
into different classifications or segments. An EHR is a systematic collection of patient’s
health information [131]. Structured health information indicates data that contain lexicons
involving demographic, medication, procedures, laboratory test, and diagnosis data [132],
while unstructured information consists of text-based documents, such as medical notes
from nurses and doctors. Effort has been made to improve AI methods for EHR analysis.
The ML models to analyze structured information is vector-based [133], where the patient
records are collapsed into vectors. It enables the summary of the patient and features
to be analyzed in different dimensions. Structured EHR data have been analyzed using
recurrent neural networks [132]. Congestive heart failure risk was first predicted using an
RNN by Choi et al. [134]. Continuous data sets are categorized as physiological data, taken
from processes such as electrocardiograms and ECGs. In recent years, more advanced
technologies have been used, such as deep learning by Hannun et al. [135], who detected
heart arrhythmia by mapping the EKG signals to a series of rhythm classes in a 34-player
CNN model. Schwab et al. [136], on the other hand, tried to conduct the same operation
using RNN techniques. Video and conversational data have gained a new place and
attention inside and outside healthcare-related fields. The Chinese tech giant Tencent has
developed and improved a system that is able to detect Parkinson’s disease using video
data in three minutes. Tang et al. [137], based on transcripts from clinical trials performed
by Tencent, created a conversational agent which maximized the accuracy of diagnosis of
MCI, compared to supervised models, using a small number of conversational events [127].
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3.4. Cloud Computing in Healthcare 4.0

Industry 4.0 also consists of cloud computing, which has applications in the healthcare
sector. Cloud computing allows health institutions to store all the data needed to avoid the
extra costs of maintaining physical servers.

3.4.1. Applications of Cloud Computing in Healthcare 4.0

With the progress of technology in the Industry 4.0 paradigm, cloud computing has
led to remarkable offerings in the healthcare industry. Cloud Computing can be defined
as delivering on-demand computing services, which vary from applications to storage
and processing power. It also runs on a Pay-As-You-Go (PAYG) basis. This is basically
a method for payment where cloud computing is charged on a usage basis. No data are
wasted in the PAYG method, as users only pay for service procured and ready. There are
three categories of cloud computing services, and each is used with a different form of
the PAYG model. These three categories are divided into three parts: Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) [57]. In the
IaaS, users or customers do not have an exact time or limitation. They pay on a per-use
basis, or a monthly, weekly, or hourly basis. Cloud providers sometimes also charge for
Virtual Machine (VM) usage. No hardware or software are required or needed in this
category. The IaaS vendors include IBM, Hewlett–Packard, Microsoft, and Amazon web
services. The PaaS is provided in terms of how much the application or memory is used
per hour. Google provides PaaS. In SaaS, the pricing and demand are based on quality,
the latest features, and storage capacity. SaaS includes Gmail, Trello, Slack, and Office 365.
PaaS consists of Flynn, Cloud Foundry, Heroku, and OpenShift. IaaS includes Stackscale,
AWS, VMware (for dual OS), and Azure. Figure 9 represents the cloud service model which
includes the services described above.

Figure 9. Cloud service models [57].

The most notable cloud computing achievements are limited, focusing on innovative
technology. Cloud computing plays an amazing role in maintaining healthcare integration,
proposing a new era of innovation. Before moving onto cloud computing, organizations
that did not have enough resources were suffering from various problems. At present, it is
easy to access anywhere with the help of cloud computing. In healthcare, different infor-
mation, such as info about patients, doctors, different hospitals, and health organizations,
can be accessed from any time and anywhere with the assistance of the cloud. The latest
model, which is known as a delivery model, has enriched the healthcare sector, as well
as lowering costs. The general proposition of cloud computing is ensuring the storage of
huge data and computing power. Medical organizations and healthcare personnel do not
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need to purchase the hardware essentials and servers. No up-front charges are required for
the cloud storage of data. Healthcare organizations and hospitals only have to pay for user
resources, leading to massive financial savings. The healthcare ecosystem or structure is
highly tangled. The complications involve health insurance and hospital–physician net-
works. Patients also fall under this complication [56] however, there exist some regulations.
All work related to healthcare should operate within several government regulations. As
for the cloud’s help, information should be delivered within the shortest possible time, and
there should be security. Securing the data of a patient is the main fact here. The private
cloud is applied first, due to security concerns and then it is moved to public infrastructure
as a service [57]. The applications include scalable infrastructure, proper data centers,
perfect security models, and rapid access to information. The infrastructure and dynamic
scalability can be defined as balancing with the growth scenario. As a business grows,
organizations invest again to continue the business. For this, a dilemma regarding data
storage shortage arises and, for this reason, the resources need to grow as well, as the
computing and IT capacities are increasing. With the assistance of the cloud, organizations
can have a substitute as well, such that they can trace the capacity issue. The cloud supplies
a platform as a service model. On the other hand, it can also provide infrastructure as a
service [58], where organizations can apply the current infrastructure and fix or edit the
business and needs. Cloud-based data can be used as storage. More servers can be added
within the shortest possible time. In the information sharing term, a lot of information is
sent and received in healthcare services.

3.4.2. State-of-the-Art of Cloud Computing in Healthcare 4.0

Electronic Medical Records (EMRs) are a numeral version of information based on
papers in a hospital. EMRs provide and store data about patients (e.g., condition, disease,
personal information). EMRs track data over time, and patients can be identified quickly
and monitored thoroughly. In a word, an EMR is an electronic record of health-related
information where a person or an individual can be created, gathered, managed, and judged
by physicians of healthcare personalities within one healthcare organization. According to
the health institute, an EMR has five stages: Provider-based computerized medical record,
Electronic Patient Record, Electronic Medical Record, Automated Medical Record and,
finally, an Electronic Health Record (EHR). The terminologies of EHR and EMR have been
used interchangeably by many regiments and medical staff in healthcare industries. To
improve the safety and proficiency of patient care, EMR and EHR are both troublesome in
the grand vision of healthcare digitization, however, they can reduce healthcare delivery
costs [58]. The individual healthcare providers own EMRs. On the other hand, the EHRs
are typically composed of some subsets of EMRs. In order to provide high-quality products
at an affordable cost, there are no alternatives to EHRs. A Personal Health Record (PHR) is
a health record maintained or followed by an individual. Health summary and medical
information of a patient or an individual can be determined from the PHR. An EMR is a
legal and and accurate data set of a patient, or any staff, regarding the treatment of others.
An EMR is generated, applied, and preserved by the merchants of healthcare, in order
to look up health data and perform counselling. The patient input and approach can be
performed by EHR [138].

3.5. Start-Ups and Innovative Health Technologies in the Healthcare Industry

Innovative health technologies and start-ups are essential in bringing new solutions to
problems using newer technology and better methodologies. One of them is Adan Medical
Innovation SL [139], a company focused on the development of disruptive integrated digital
solutions to improve the management of anaphylaxis—a severe allergic reaction caused
by, for example, food, drugs, latex, and insect bites. They have created a digital health
solution incorporating the current methods on the market—namely, BDA—storing and
using essential data about anaphylaxis and their consumers. Their main product is called
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anAPPhylaxis [140], which is a smart case used for Epinephrine autoinjections, connected
to a mobile app used by individuals with anaphylaxis.

Qlife Holding is a company based in Denmark who made it easier for patients to
measure biomarkers in their blood, using a portable device that can be used at home [141].
This device enables patients to use a home-use kit to carry out convenient diagnostics
and monitor blood biomarkers in chronic conditions. Their technology, called the Egoo
System [142], includes an optical blood analyzer that takes pin-prick sized samples from
patients using a single-use cartridge provided with the kit. The analyzer then detects
specific biomarkers, which are determined by the type of cartridge used. At present, they
have approval from the European Medicines Agency (EMA) to detect two biomarkers:
Hemoglobin for monitoring iron deficiency and c-reactive protein for the detection of
arthritis.

Clarigent Health, a mental health technology company, developed a platform that can
assist in the early detection of mental health conditions using AI and ML technologies [143].
The platform, called Clairity, acts as a clinical decision support tool providing medical
professionals with insights into mental health issues and suicidal ideation. This is done
using their patented AI algorithm that detects vocal biomarkers to determine mental health
conditions, such as major depression, cognitive problems, and anxiety disorders in people
of all ages, as well as measuring suicide risks [144].

Sentio Solutions is a company that has developed biomarkers and digital therapeu-
tics for mental health applications. They have built Feel, an emotion-sensing wristband
connected to an app that provides real-time monitoring and personalized interventions to
individuals with mental health conditions [145]. They have used their proprietary emotion-
sensing technology to develop Feel, which tracks changes in the daily emotional habits and
patterns of the user using pattern recognition, enabling them to monitor and manage their
own emotions and keep track of all of their emotional changes [146].

Bosetein, a German start-up based in Stuttgart, aims to help solve the problem of food
safety through their innovation in methods of food inspection using deep learning and
artificial neural networks [147]. They developed an optical sensor measuring bacterial
contamination in food products in real-time. Their optical sensors utilize AI-based software
and can estimate the number of bacteria in real-time, analyze bacteria in real-time, inspect
through packaging, and conduct non-contact measurements. The measuring of bacterial
contamination on food products in real-time can enable entities to maintain their food
products more efficiently and reduce food waste production [148].

Innitius, a start-up based in Spain, uses their patented medical device based on tor-
sional wave technology for the diagnosis of conditions and syndromes [149]. They use a
combination of AI and torsional wave technology to facilitate the recognition of Pre-term
Labor (PTL), based on tissue consistency—in this case, the cervix. Their product, called
Fine Birth, can be used to collect data, in order to find evidence of real labor against false
pre-term labor, so they can make clear evidence-based decisions, lower health risks, and
improve patient outcomes [150]. With the use of this method, they can make the best deci-
sions towards the end of pregnancies, while also eliminating unnecessary hospitalization
and administration of therapeutics.

Evitalz is an Indian healthcare start-up that provides wireless smart medical devices
to measure the vital signs of patients, from hemoglobin, ketone, cholesterol, blood glucose,
uric acid, and SpO2 to essential parameters such as blood pressure, temperature, and
ECG [151]. These are collected securely from the Android or iOS devices of patients,
encrypted, and then sent to secure cloud-based information management systems that
deliver the information to medical professionals, facilitating decision support and better
assistance to patients at home [152]. As a result, patients are able to receive healthcare
for their specific conditions from the convenience of their homes, allowing for remote
healthcare to be provided securely and reliably.

iSolve has developed an innovative new way of using blockchain technology for the
drug supply chain. They have developed Advanced Digital Ledger Technology (ADLT),
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which is a blockchain solution on the enterprise level complementing modern systems
and providing security in the drug supply chain [153]. BlockRX is the platform that iSolve
uses, incorporating blockchain technology and their ADLT system, integrating patients
with life science researchers, medical device makers, healthcare providers, and BioPharma
entities. This ecosystem creates new revenue streams and reduces the cost while enabling
participants to interact with each other and provide secure access to their data [154].

VAY Sports, a Swiss start-up from a spin-off based in Zurich, has created an AI and
computer vision-powered application that detects and tracks people’s movements during
their workout [155]. The primary purpose of this “digital fitness coach”, as they have
termed it, provides feedback on the posture of the user during their workout sessions in
real-time. A computer model of the user is created through the use of algorithms and
computer vision. This is then compared with a model that is created with help from
personal trainers to be the optimal model, and provides feedback accordingly [156]. The
purpose of this approach is to reduce the risk of injury during a workout and increase user
effectiveness.

PokitDok is a healthcare API platform that makes it easier and faster for newcomers to
bring in new healthcare implementations of their own. Their main focus was developing
APIs for identity management, pharmacy, and claims for the healthcare sector, using their
platform DokChain, a distributed network of transaction processors [157]. Change Health-
care, who are the leaders in blockchain technology in the healthcare sector, has recently
been acquired, having implemented the first blockchain-based system at an enterprise scale
to address claims management [158]. Table 2 summarizes the start-ups that have had an
impact on Healthcare 4.0.

Table 2. Startups having an impact on Healthcare 4.0.

References Name Technology Methodology

[140] anAPPhylaxis BDA Management of anaphylaxis
[141] Egoo System AI Condition detection from biomarkers
[143] Clarity AI, ML Early mental health condition detection
[146] Feel Pattern Recognition Emotion-sensing mental condition detection
[148] Bosetein Deep Learning, Neural Network Real-time optical food inspection
[149] Fine Birth AI Recognizing Pre-term Labor (PTL)
[152] Evitalz Cloud Computing Wireless smart devices for vital sign management
[154] iSolve blockchain Secure drug supply chain
[156] VAY Sports AI, Computer Vision Detection and tracking workout movements
[158] PokitDok blockchain API development in large-scale enterprise

4. Research Gaps and Challenges

Having thoroughly reviewed the topics related to Industry 4.0, we identified room
for improvement, as not every paper has covered the relevant topic sufficiently. In fact,
we found gaps and challenges to be faced, which could be improved in the four follow-
ing sectors.

4.1. IoT and BDA

IoT has brought about a significant revolution in the medical sector, and the healthcare
industry has also benefited from it. The fourth industrial revolution has made it clear that
the technologies used for development in every sector, including healthcare, are remarkable
for purposes such as data storage and data analysis. Although the healthcare industry has
gone through positive development with the assistance of IoT, there remain challenges; if
these challenges are met, significant improvement can be made. Flexibility of performance
and managing data volume is a critical challenge in IoT. Handling the diversity of scale
also provides a challenge. If a hospital provides IoT services in devices using sensors, there
should be proper diversity regarding the data. The data received by the sensors should
be real, useful truths. If there is any damage to the device or the data is not accurate, the
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hospital or the healthcare organization may lose patients or staff. Another challenge is data
exchange availability and resource privacy [159]. Sometimes, data needs to be transferred
for different purposes; privacy is the main concern here, which should be ethically treated.
Any incorrect information may cause a severe loss. Processing high-volume data requires
adequate infrastructure. To read all the data that have originated from many devices, high
network bandwidth is needed. As is well-known, IoT devices are generally connected with
sensors. If the server is too big, it becomes difficult to obtain all of the data when using
a slow network. Therefore, there is a need for high network bandwidth. It must also be
considered that connected IoT devices could be at risk of hacking and leaking information
unethically therefore, data transfer security should be ensured. Using a secondary network,
unique and unguessable passwords, updating every device, and reducing cloud technology
usage can prevent hacking. It may not be easy to maintain such groundwork, as IoT stores
and transfers a huge amount of data [160]. There exist some technical problems, such as
signal strength problems, as well as electromagnetic effects in health organizations and
hospitals [161]. Ensuring health and safety is the primary objective of hospitals.

The main three challenges can be summarized into three categories: Security, trust,
and loss of privacy. We discussed security in the beginning, and many researchers have
been working on securing IoT devices and systems. No system can be 100% secure
therefore, experts should identify and quantify possible security-related risks. Privacy is
the main objective here, as patients expect to keep their information private or confidential.
A hospital or medical center has the responsibility to ensure such confidentiality. As it
is quite hard to manage and look after a huge portion of data, this is sometimes difficult.
There exist laws regarding the protection of information in healthcare with the usage of
IoT. In 1996, the USA passed the Health Insurance Probability and Accountability Act
(HIPAA), which clearly emphasizes data protection [162]. The trust issue is also a challenge
for IoT. Data transmission is enabled in IoT devices. During transmission, the data could
be corrupted or diagnosed with malware. Unauthorized access could even occur. As this
transferred information is used to make life-and-death decisions, if it is corrupted, then
it may result in bad outcomes for patients. This type of problem is yet to be resolved.
We know that caring is about making a person happy. The patients and sufferers always
expect to get proper care and to be treated with trust. In the fourth industrial revolution,
technology has reached the bedside of a patient. In most cases, nurses are not familiar
with such use of IoT devices. Therefore, it is necessary to incorporate such devices while
educating staff about how they are used to take care of the patient [163].

4.2. Blockchain Technology

The problems faced in implementing blockchain are problems faced by the whole
healthcare sector regarding the privacy and safety of healthcare-related intelligence. The
data stored on EHR systems are troublesome [126], and current systems in use are not
entirely safe against disallowed entry or interchange of the data [21]. At present, the most
popular EHR storage method is an architecture which is centralized and client-server based,
gives those authoring the system full access to everything on the system. Such EHR storage
creates a lack of privacy and leads to security flaws, whereby the secured data may be
stolen, tampered with, or leaked. To combat these issues, security standards (e.g., HIPAA,
DISHA, and COBIT) have been developed and implemented, in order to protect patient
health information. Implementing blockchain-based EHR systems will allow the secure
storage of healthcare information with the qualities that blockchain generally comprises,
such as P2P networking, consensus protocol, and hash cryptography.

EHRs that are collected and stored in current systems are stored in such a way that they
are non-portable, due to the various manners in which the data or information are recorded,
making them non-interoperable. A commercial cause is that the institutions which collect
data (EHR) do not generally feel devoted to making health records or data portable or
approachable, considering the fear that making the data interoperable could lead to a loss
of clients/patients, in the case that they decide to derive their services from a different insti-
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tution [106]. Healthcare institutions treat EHR data as their assets, creating inconveniences
and high costs for patients when they need to transfer data to another healthcare supplier
or provider. Several institutions have not responded correctly in adopting more advanced
data management options worldwide, as they are required to accomplish the criteria of the
Health Insurance Portability and Accountability Act (HIPAA) [164]. Regarding all of these
aspects, blockchain technology provides a viable path for the diffusion and interoperability
of medical information. EHR sharing with blockchain technology has some existing ap-
proaches [165]. A framework using the Ethereum blockchain has been proposed, called the
Gem Health Network [166]. In Estonia, Guardtime, a company providing blockchain-based
healthcare platforms, has established a system through which Estonian citizens, healthcare
providers, and health insurance firms can obtain medical treatments [167]. There have also
been proposals where, in order to reduce the exchange of large amounts of information
through the system, a more reasonable method would be to only host metadata related
to events, which can be health- and medical-related, on the blockchain [168,169]. In this
case, the actual data or records are deposited in a global health cloud. There is no fully
agreed-upon list of requirements that a blockchain-based medical data management system
is required to possess, resulting in different methodologies having been proposed and used.
Seven criteria which are essential for blockchain-based medical data management systems
have been introduced in [96].

4.3. AI

The medical records, once transformed into digital records, are available for entry into
a cloud server. Hackers or attackers can enter the cloud server, obtain unauthorized access,
and easily violate an individual’s personal and medical data. Therefore, challenges and
struggles still remain. Ethical challenges come first. Some challenges are data confiden-
tiality, privacy, and access control, as well as possession and administration. These are
the fundamental problems and challenges, which can be categorized as ethical challenges.
The main challenge here is to secure the complete image or access of the patient’s data at
a certain time. Users who have permission can see patient records from the EHR. Here,
the problem is that an attacker or a hacker can steal the user’s identity and check their
information, which is risky and could be treated in the wrong way however, it is compara-
tively difficult to identify unauthorized access. For an unauthorized entry, confidentiality
hides the critical information. Therefore, ensuring confidentiality is an essential task. Data
accuracy is ensured through fidelity. Information can be modified by any attacker, which
can lead to data inaccuracy. It is challenging to protect or prevent the stealing of data [124].
Hackers could possibly have the appropriate level of accessibility to obtain the ownership
details and transform them into their ownership. They can disable access to the authorized
entry. Policies should be highly maintained. For the safety of data involved in health
diagnosis, security and strict administration are needed. To prevent theft, an EHR system
should be developed in layers in other words, it should be developed with various indem-
nity patterns. Some websites allow online EHR systems with free limited storage space,
which is risky. There is a possibility that they might sell the information, which can have
some severe consequences for the patient or the staff. To make sure that the information
is in the right hands is quite a challenging issue [170]. AI in Healthcare 4.0 can help to
fight viruses however, as AI systems are still at a primordial stage, more time is needed
before the results of such AI measures become visible [53]. In future, pandemics similar to
COVID-19 will be easier to fight, through the use of Healthcare 4.0 technologies. Medical
industries can adapt more futuristic technologies, such as AI, thus enabling the creation of
a smarter healthcare infrastructure.

4.4. Cloud Computing

The usage of cloud computing has significantly increased in recent years. The fourth
industrial revolution has had an incredible impact on the healthcare sector. Cloud com-
puting has played a key role in contributing to this. To maintain proper cloud services,
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there exist many challenges. Although the adoption of cloud computing has been slow in
medicine or healthcare sectors, the main challenges are security and interoperability [57].
Healthcare data should be strict, confidential, and private. If not, there is a high possibility
that the data could be hacked or could be used in ways that are unethical. As cloud
computing has made storing data more straightforward, it is necessary to make it more
secure [171]. HIPAA compliance is the most practical and fundamental need while moving
data to cloud storage [172]. HIPAA compliance is a way to update and maintain the data of
patients. As a lot of data are stored, transferred, and updated regularly, there exists a high
risk that these data can be hacked, leaked, and suffer from unauthorized access. HIPAA
has been put in place to improve security. The HIPAA compliance checklist indicates a total
of seven integral parts that are effective for compliant implementation [173]. The seven
integrals are shown in Figure 10 [174].

Figure 10. HIPAA compliance program [173].

Transferring a huge amount of data to a third-party is a challenging task. Healthcare
data are necessary and sensitive and preventing unauthorized access, authentication, trans-
mission security, and authorization must be ensured. The second factor is interoperability—
the ability of a device or software to transfer and use information. Though cloud storage in
healthcare is now in the fourth industrial revolution, healthcare system interoperability
can occur in different ways, such as through the provider, software, computer, data levels,
and transfer. Cloud providers generally maintain their independent data; to protect or
strain the cloud, health organizations should complete their remaining procedures using
cloud systems. A typical data model and framework should be used, in order to ensure
interoperability [57]. Some interoperable systems are still in progress, as they have not
yet been completed. Making current healthcare systems interoperable with cloud-based
development could be difficult but, if it is done somehow, the healthcare sector may see
many benefits [175].
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5. Conclusions

The fourth industrial revolution had brought upon revolutionary ideas and changes
in approaches for every industry, in a similar manner as previous industrial revolutions.
The Industry 4.0 paradigm had given rise to new innovations and innovative approaches,
enabling new ways to develop the healthcare sector. Various technologies, such as IoT,
BDA, blockchain, AI, and cloud computing, have enabled significant changes to take place
and furthered the development of healthcare. By analyzing and surveying the relevant
literature, we learned about and discussed the approaches and applications of these new
methods, in terms of developing the industry. The present state of development and future
challenges were discussed, along with their proposed solutions. The presented research
gaps have also highlighted the shortcomings of the technology itself, as well as providing
knowledge that can be used to improve that specific technology and enable it to become
more usable for other purposes, not just in healthcare. Significant emphasis was put on
blockchain technology, due to the benefits it could bring and its potential in multiple roles
and industries. The section on start-ups (Section 3.5) was of particular importance, as
no surveys of start-ups related to Healthcare 4.0, considering these technologies, were
found in the existing literature. The start-ups section provided insight into the future of the
healthcare industry, providing an overview of the ideas and approaches that are currently
in use, as well as those that are soon to be used and implemented. With the advent of
Industry 4.0 and the new technologies that have become available with it, the patterns of
every industry is changing and new approaches are being explored. IoT, BDA, blockchain,
AI, and cloud computing are part of a group of technologies supporting the shift towards
these futuristic approaches, as well as developments in every industry.
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