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Abstract

:

This article presents a secure framework for remote healthcare monitoring in the context of home isolation, thereby addressing the concerns related to untrustworthy client connections to a hospital information system (HIS) within a secure network. Our proposed solution leverages a public blockchain network as a secure distributed database to buffer and transmit patient vital signs. The framework integrates an algorithm for the secure gathering and transmission of vital signs to the Ethereum network. Additionally, we introduce a publish/subscribe paradigm, thus enhancing security using the TLS channel to connect to the blockchain network. An analysis of the maintenance cost of the distributed database underscores the cost-effectiveness of our approach. In conclusion, our framework provides a highly secure and economical solution for remote healthcare monitoring in home isolation scenarios.
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1. Introduction


Home isolation, which is a strategy to contain COVID-19, involves individuals who have been diagnosed as being positive staying at home to reduce infection risk [1]. It is driven by technology and has revolutionized patient care by enabling the real-time tracking of health parameters through sensors and microcontrollers. This continuous data collection aids in the early detection of health conditions with accessibility to healthcare professionals and patients through networks or cloud storage [2,3,4,5]. Home isolation, which relies on Internet of Medical Things (IoMT) technology [6], utilizes IoT devices and wearables to collect real-time physiological data. These types of applications are called remote healthcare monitoring systems (RHMSs). RHMSs enable the continuous monitoring of vital signs, activity levels, and other health metrics, as well as facilitate timely intervention by healthcare professionals [7,8,9,10].



For the healthcare monitoring system in home isolation scenarios, securing sensitive medical data exchange is critical, yet traditional security measures may impact data transmission speed [2]. The implementation of e-health systems introduces challenges in security and privacy [11], and these are addressed through innovative solutions like advanced encryption [12], streamlined access control, and the blockchain. While these measures enhance overall security and efficiency, smart healthcare monitoring systems still face challenges, such as unauthorized access and data breaches (particularly in IoT technology and due to poor connectivity in rural areas [13,14,15]). IoMT significantly improves home isolation by ensuring secure communication, remote healthcare, and enhanced healthcare services [6]. Essential practices such as regular security audits and vulnerability assessments are crucial to address system weaknesses [15,16]. Additionally, preserving patient privacy within IoMT systems is achieved through vital privacy protection measures like anonymization and de-identification techniques [17,18].



Integrating home isolation with the healthcare information system (HIS) is crucial for continuous healthcare delivery, but a direct connection may pose security vulnerabilities, thereby necessitating approaches that achieve objectives while ensuring information security. To address the main issues outlined in the context of our proposed blockchain-based framework for remote healthcare monitoring systems (RHMSs), two primary concerns are given prominence.



Firstly, the proposed framework addresses the critical issue of unqualified device interfaces accessing the hospital information system (HIS) by implementing robust access controls and role-based access. Blockchain technology ensures transparency, thereby enhancing overall confidentiality and integrity in remote healthcare monitoring systems (RHMSs).



Secondly, in addressing the vital concern of system availability, the proposed framework utilizes a distributed database architecture. Leveraging the blockchain’s decentralized storage enhances data availability and reliability by dispersing information across a network, thus making remote healthcare monitoring systems (RHMSs) resilient to failures and ensuring continuous availability, even during localized disruptions.



This research aims to address security concerns in remote healthcare monitoring in home isolation conditions, particularly those that involve unauthorized access to a hospital information system from external locations. The proposed solution involves creating a secure remote healthcare monitoring system by implementing an external database detached from the hospital system’s network. Distributed databases enhance availability, and blockchain technology has been suggested as an optimal solution as it meets the criteria for distributed databases and cybersecurity.




2. Literature Reviews and Related Works


2.1. Remote Healthcare Monitoring Systems (RHMSs)


Hospitals rely on hospital information systems (HISs) for efficient patient data management. A proposed layered system architecture was designed aiming at reducing complexity and enhancing stability [19], while external device integration through a secured network has also been suggested [20]. A HIS is implemented in a secure network with physical server protection and logical segmentation, such as in medical device networks, outpatient departments (OPDs), and in-patient departments (IPDs) (including VLANs). Strict authentication measures safeguard remote HIS access, and network segregation reinforces security. This architecture ensures efficient management, confidentiality, and integrity, as depicted visually in Figure 1.



Remote healthcare monitoring systems (RHMSs) assume a critical role in the collection and pre-processing of patient vital sign data, which are subsequently transmitted to a hospital information system (HIS). RHMSs demonstrate versatility by functioning both within and outside hospital environments, and its categorization as a medical device is rooted in security considerations. It is noteworthy that all sensory data undergo rigorous verification and are securely stored within the confines of a medical network. HISs operate by retrieving these data as necessary, such as in the acquisition of other critical medical test results, thereby ensuring a streamlined approach to data management. Furthermore, implementing vital sensors facilitates remote patient monitoring, with the resulting data being securely housed within RHMS devices, which serve as compact medical gateways. Stringent security protocols, including data encryption and the utilization of secure transmission channels, guarantee the secure transfer of data to either cloud-based storage or direct integration with HISs, thus maintaining security standards that are commensurate with those applied to conventional medical devices.




2.2. Security Issues of RHMSs


Security in healthcare involves preserving confidentiality, integrity, and availability (CIA), as well as managing authentication, authorization, and accounting (3As). Security aspects are divided into central and supplementary systems. The central system encompasses the registry’s central database, decentralized identity (DID) system, and collaboratively developed systems. Supplementary system security includes medical tools, data importation, and telemedicine platforms. Designing a robust healthcare security system necessitates comprehensive management of both central and supplementary components, whereby the diverse perspectives involved in safeguarding assets and ensuring the integrity and confidentiality of healthcare records are recognized.



Remote healthcare monitoring systems (RHMSs) encounter significant privacy vulnerabilities that stem from a lack of transparency in access control mechanisms, thereby necessitating the implementation of robust measures such as role-based access. To enhance the security in third-party Internet of Medical Things (IoMT) applications, suggested measures have included lightweight, password-based authentication [21]; anonymous, two-way authentication [22]; blockchain-based, cross-domain authentication [22]; or enhanced blockchain-based authentication protocols [23].



The traceability challenges in controlling access to patient data highlight the deficiencies in traditional approaches, thus emphasizing the importance of comprehensive auditing and logging mechanisms, as well as robust traceability measures for monitoring data transfers. The security approaches that are guilty of traceability issues are black box traceable and robust data security mechanisms [24], fine-grained access control on encrypted EHRs [25], or the clinical concept standard openEHR [26].




2.3. Blockchain Technology


Blockchain technology [27] involves an autonomous and distributed digital ledger that enables secure, intermediary-free transactions within a network. Blockchain technology is applied in various fields, including engineering [28], logistics [29], supply chains [30], land rights management [31], the prevention of government corruption [32], insurance [33], digital patents [34], and healthcare [35]. It holds great potential for revolutionizing engineering systems, particularly in healthcare, by offering features like immutability, traceability, transparency, and decentralization [36]. In healthcare, the blockchain ensures data security, availability, and reliability through a decentralized architecture, whereby tamper-proof records of healthcare assets are maintained and authorized access to medical information is securely granted [37]. Its applications in healthcare encompass electronic health records, medical imaging, clinical trials, telemedicine, and drug supply chain management [38]. By leveraging the blockchain, healthcare systems can ensure the integrity, security, accuracy, and accessibility of patient medical data while facilitating data management and integration, thus marking a significant advancement in the field [35].



Blockchain technology has emerged as a comprehensive solution for enhancing remote healthcare monitoring systems (RHMSs), whereby it can aid in effectively addressing privacy, security, authentication, traceability, and data transfer monitoring concerns. It provides transparency in access control mechanisms, enforces role-based access, and creates a secure environment for patient data. The blockchain’s encryption and decentralized storage significantly enhances data security, while smart contracts efficiently manage encryption keys, thus reducing vulnerabilities [39,40]. Notably, robust user authentication and transparent vendor security contracts ensure reliable access to patient data, particularly those concerning third-party devices [41]. The blockchain’s immutable ledger, as well as its automating, auditing, and logging procedures, tracks data transfers and aids in the detection of unauthorized access and breaches, thereby greatly enhancing the overall integrity and efficiency of the system.



Ethereum [42], as a decentralized computing platform, is distinguished by its unique and self-governing network. It has gained widespread recognition, primarily due to its revolutionary concept of smart contracts. These smart contracts act as digital agreements, which are encoded with specific rules, obligations, addresses, states, and functions. The innovation of smart contracts allows for traditional business agreements to be translated into code on the Ethereum platform, thereby enabling automatic executions and enforcements based on predefined conditions. This eliminates the need for intermediaries in transactions, thus offering transparency and security by recording the entire process on the Ethereum blockchain.



The most compelling concept within blockchain technology is the smart contract. Leveraging the self-enforcing and event-driven attributes of Ethereum enables certain online transactions to occur without reliance on a trusted third party [43]. This technology boasts a robust community and a dedicated platform for information exchange. In essence, a smart contract encapsulates rules and obligations through encryption, comprising essential components such as an address, states, and functions. Notably, a smart contract address serves as the unique identifier for a contract that is implemented on the Ethereum blockchain network. Ethereum executes smart contracts and facilitates the deployment of distributed applications. The front end can take the form of a web application, which is then complemented with a Solidity smart contract that serves as the back end.




2.4. Security Enhancement with Blockchain Technology


The blockchain enhances cybersecurity by enforcing strong rules, thereby ensuring confidentiality, privacy, and intellectual property protection among organizations [25]. It enhances cybersecurity by capturing and assuring data integrity, thus preserving internal structures, relationships, and constraints [44]. It also supports authentication, which enables users to verify the record authenticity in cybersecurity with the decentralized security in the blockchain [45]. Moreover, the blockchain authorizes using attribute-based access control rules in smart contracts, whereby it stores attributes as metadata, thus enhancing cybersecurity [46]. In addition, the blockchain enables non-repudiation through a privacy-preserving authentication scheme, thereby verifying vehicles while maintaining privacy in cybersecurity [47]. Traceability is enabled by appending transactions to the blockchain, thus ensuring transparency during vehicle authentication.



Hence, the integration of blockchain technology into the design and implementation of secure applications results in the deployment of a distributed database, and this inherently ensures the safeguarding of data in the realm of the 3As. The unique identification of applications and users is encapsulated in the wallet address, thereby authenticating all transactions. Meanwhile, the access control for the distributed database is governed by smart contracts and the utilization of calling APIs for authorization. The blockchain platform, serving as a foundation, facilitates the meticulous tracing of all transactions, and it addresses accounting concerns comprehensively.




2.5. Related Works


Blockchain technology has been applied in a great deal of research to secure healthcare monitoring systems, and instances of these are summarized in Table 1 and Table 2. The research related to the use of blockchain in HISs can be categorized into two main formats: enhancing security for medical record systems and implementing the blockchain to enhance security for medical devices. The fundamental requirements for a medical record system include data integrity and network security. In this context, blockchain technology is applied to improve security in both data and communication aspects, and it is aimed at reducing errors in system operations.



Table 1 elucidates the integration of blockchain technology to fortify information security within medical information systems. Prior research endeavors, as indicated by various proposals and studies, have spanned diverse applications encompassing the secure monitoring of elderly individuals [6] and the management of patient health records [49]. Additionally, a concerted effort has been directed toward augmenting data security in healthcare through the implementation of security measures [48,50,51,54]. The proposals further extend to secure management and distribution of health records [52,53,55]. These scholarly discussions underscore the utilization of the blockchain to amplify trustworthiness in medical information systems, thereby addressing nuances like data accuracy, confidentiality of treatment information, encryption, and the perpetuation of seamless service provisions. A pivotal concern also arises in assessing the dependability of externally linked devices, and this is exemplified by remote patient monitoring systems.



Integrating the blockchain into Internet of Medical Things (IoMT) systems strengthens system security through embedded security measures, authentication, and automated upgrades, while decentralization serves to reduce the risk of failures. The related works are summarized in Table 2.



The blockchain has been pivotal for enhancing IoT and data security in the medical industry as it prioritizes confidentiality, privacy, and integrity. A private blockchain architecture that is tailored for the Internet of Medical Things (IoMT) ensures scalable and secure medical data sharing [7]. Decentralized blockchain-based IoT solutions are implemented to reinforce security and preserve privacy in medical data transactions [56].



While the data in transit over blockchain networks are encrypted, a potential risk of unauthorized disclosure exists due to plain-text storage on the blockchain. To address this, encrypting data before publishing them in blockchain transactions emphasizes increased confidentiality [57]. Additionally, a private blockchain framework for IoMT devices emphasizes high-security standards and compatibility [58].



Distributed databases, which are a strategy to avert failures, involve using the blockchain to store patient data from IoMT devices, thus enhancing overall system security [59]. A blockchain-based IoT platform was designed for improved reliability and security [60]. In contrast, a multi-modal secure data dissemination framework (MMSDDF) was designed to facilitate secure patient data access, which focuses on accuracy and prediction ratios while minimizing delay and latency [61].




2.6. Summary


This research aimed to enhance the stability of a home isolation system by transmitting patient data through the Internet of Medical Things (IoMT), as well as working to secure it in a distributed database outside the medical center’s network. The system connects to a secure medical network and registry, and it ensures that access is only granted to authorized personnel. Considering secured data transmission, this research explored using the blockchain to buffer patient records, and it was aimed at reducing database maintenance costs and bolstering security. The investigation focused on factors like scalability, integration, encryption protocols, and access control within the IoMT framework to optimize efficiency. Ultimately, the goal was to create a robust and secure data transmission and storage system for home isolation.





3. Proposed Models


In this study, our primary emphasis was on designing and implementing remote healthcare monitoring systems. The research commenced with an analysis of the traditional healthcare information system architecture, and we then delved into the security issues associated with remote healthcare monitoring systems (RHMSs). Our contribution includes the formulation of a security model tailored for RHMSs. Additionally, we put forth a system model and executed a security mechanism that leverages blockchain technology and other integral components to fortify the support structure for RHMSs.



3.1. Security Model


Let V = {v1, v2, v3, …, vn} represent the set of vital signs that measure the patient, including pulse, heartbeat, temperature, etc. The health number (HN) is assigned by the HIS, whereas t is the timestamp. Hence, the transaction of the sensing data is represented by Equation (1).


msg = ⟨HN, t, V⟩.



(1)







The primary objective was to ensure security by preventing unauthorized access and authentication, which is a key requirement in the context of RHMSs. Additionally, traceability is an essential aspect of the RHMS system. Therefore, this paper introduced a security model, represented by Equation (2), to address these critical concerns.


TX(msg) = ⟨Ek (msg), Sk (msg)⟩,



(2)




where the plain text, msg, refers to the plain data that comprises the HN, a timestamp, and a set of vital signs. The encryption algorithm, denoted as Ek(), was applied to secure this information, and a digital signature, Sk(), was added to authenticate the method.



Equation (2) represents the traditional model used to secure plain messages, which necessitates the use of cryptographic keys and their distribution. The proposed RHMS introduced a decentralized paradigm, thereby effectively eliminating the external connections to the HIS network. Consequently, the implementation of a distributed database using blockchain technology served as the solution for this work, with the security model being managed by smart contracts. Additionally, this approach resulted in the automatic implementation of traceability.




3.2. Proposed System Architecture


The system architecture, as depicted in Figure 2, signifies the transformation of healthcare through the integration of healthcare monitoring devices, blockchain technology, and decentralized data management. It capitalizes on IoT devices with vital sign sensors and secure blockchain data storage for improved data accuracy and security. This architecture leverages data brokers and health information systems to enhance data collection and management, ultimately optimizing the healthcare ecosystem.



Healthcare monitoring devices, which are a subset of the Internet of Medical Things, feature vital sign sensors that can connect via various interfaces and derive power from the MCU board; moreover, they are responsible for power management and data transmission. These MCUs are commonly linked to power sources like adapters and rely on reliable networks such as WiFi or 3G/4G. To ensure seamless operation, these devices support real-time or embedded operating systems like RaspbianOS, especially in Raspberry Pi applications. There are two functions in the healthcare monitoring devices: sense_data() and send_data().



The sense_data() function



The sense_data() function is tasked with capturing vital signs data from the patient. Following this data acquisition, it assesses data reliability by evaluating the precision of each sensor value. This evaluation involves establishing a linear equation, computing the standard error of the data, and determining the vital sign value based on the data’s average.



To precise the value of the vital sign, let       v   i    ¯  ∈ V   be such that V is the set of vital signs. In addition,       v   i    ¯    is calculated from the set of sensing data under the following conditions: (1) the sensing data are in the linear equation,     v   i   =   α   i   x +   ε   i    , with the coefficient αi; and (2) the precise vital sign is     d   v   i     d x   =   α   i   ≈ 0  . The sense_data() function is shown in Algorithm 1.



	Algorithm 1  sense_data(): sense precise vital signs



	round ← trial

while αi ≈ 0 and round ≠ 0 do

t0 ← 0

S ← ϕ

while t − t0 ≤ ∆t do

i ← sense()

S ← S ∪ i

t ← timestamp()

end while

αi ← LinearRegression()

 round ← round − 1

end while

if round = 0 then

return S. average()

else

return error








Algorithm 1 illustrates the sensing and refining actions that are performed on the sensor data. The medical device collects data from the vital sensor for a duration of ∆t. The sampling rate is determined by the sensor specifications provided in its datasheet. Subsequently, the algorithm computes a linear regression model and provides the coefficient αi. The algorithm returns the average of the sensing data when αi is close to zero or within an acceptable range. The complexity of the algorithm is proven in Theorem 1.



Theorem 1.

The sense_data() is the O(r·k) complexity.





Proof of Theorem 1.

The outer loop runs until either αi is not approximately equal to 0 or the number of rounds (round) is not equal to 0. In each iteration of the outer loop, there is an inner loop that continues until the time difference (t − t0) exceeds a threshold ∆t. In each inner loop iteration, the algorithm performs a constant number of operations as follows: sensing (i), updating a set (S), and obtaining a timestamp (t).





Let us denote the number of rounds as r and the maximum number of inner loop iterations as k. The time complexity of the inner loop is O(k) since it depends on the threshold ∆t. The outer loop runs until αi is not approximately equal to 0, and the worst-case scenario is that it runs r times.


O(r·k)








□



The send_data() function



The send_data() function is responsible for transmitting encrypted data to the blockchain platform. The input data for this function are based on Equation (1), and these include the health number (HN) and unique wallet address that is assigned by the HIS for simple authentication, along with a set of vital sign data, which is denoted as V, as well as the automatically collected timestamp t from healthcare monitoring devices. The process of the healthcare monitoring device is shown in Figure 3.



The process state machine illustrates the healthcare monitoring device’s operation in Figure 3. This device is controlled using two buttons: “next” and “back”. The “next” button confirms actions and progresses to the next state, while the “back” button is used to cancel. Additionally, the device requires an LCD or OLED screen to display its state and sensing values.



In the initial state, the user inputs their health number (HN) and blockchain wallet information, and then “next” is selected to transition to the sense state. In the sense state, the device invokes the “sense_data()” function to gather vital signs. This state repeats until all vital signs have been sensed. Afterward, it displays the sensing data and awaits a transition to the next state, which is triggered by the selection of “next”.



The medical device attempts to establish a network connection in the connected state. This process halts when the device cannot connect to the network. When the network connection is successful, the medical device generates a transmission message based on Equation (2). This message is encrypted and signed with a signature using the blockchain library and its associated smart contract. Finally, the message is secured by the blockchain library and sent to the distributed database on the blockchain platform.



3.2.1. Blockchain Architecture Design


In the decentralized paradigm, the data reside in a distributed database and are encrypted, signed, and securely transferred through channels. Smart contracts within the blockchain platform oversee business processes and security policy management, and the platform provides secure APIs for data access, thus ensuring authorized data retrieval.



Smart contracts play a crucial role in safeguarding vital sign data. These contracts are built upon a data structure, which is outlined in Equation (1) and comprises essential elements such as the healthcare number, timestamp, and a set of vital signs. For a detailed view of the data structure and the function prototype of the smart contract, refer to Figure 4.



Figure 4 encompasses two distinct data structures along with their associated functions. The “Patient” structure serves as a container for storing the healthcare number and wallet address, which serve as a unique identifier for the user. In contrast, the “Vitalsign” structure is specifically created to store both timestamp and vital sign information in a textual format. The vital sign data are stored in textual structures like CSV, JSON, XML, etc. To illustrate, consider the following three sensor data points (all of which include a corresponding timestamp): temperature, heart rate, and SPO3. The “Patients” and “VitalSign” structures are equipped with a set of get functions. These data structures are organized within a sequential list. Adding the data involves pushing new information into the list, while the “get” method allows for constant and efficient access to the stored data.




3.2.2. Web APIs with an MQTT Data Broker


Figure 5 illustrates the comprehensive network flow within the proposed system. The remote healthcare monitoring system (RHMS) initiates the transmission of vital signs to the blockchain network utilizing the send_data() function. The transmission of sensitive data occurs through a secure channel, which ensures its confidentiality during transit over the Internet.



Upon the retrieval of data from the blockchain network, the hospital’s web API service issues a request API, which incorporates an authentication message (comprising the hospital number, HN, and wallet ID) as a concealed secret key. This transaction transpires over a secure network. Subsequently, the API service disseminates the response message to the “S3RH” topic on the MQTT broker. Notably, the message queuing telemetry transport (MQTT) protocol is employed as a lightweight protocol for the publish/subscribe mechanism. Moreover, the MQTT protocol incorporates support for a transport layer security (TLS) secure channel, which is used to augment the overall security of the system.



In the context of our proposed system, the MQTT broker assumes a pivotal role by facilitating secure and efficient machine-to-machine communication. It empowers web agents to retrieve patient records seamlessly from hospital information systems, thereby ensuring the timely and secure handling of data. The integration of patient medical data into a blockchain-based storage system further enhances security and decentralizes access, thereby safeguarding patient information. Consequently, the MQTT broker emerged as a critical component within the healthcare architecture.



The operational flow of the MQTT protocol in our framework is depicted in Figure 5. Subsequently, the web API orchestrated the publication of acquired sensor data to the MQTT broker. Conversely, the hospital information system (HIS) functions as a client and assumes the role of a subscriber within the MQTT paradigm. It systematically collects data from the MQTT broker via its authorization parameters, thereby further enhancing the interoperability and efficiency of our proposed healthcare system.




3.2.3. HIS Software Agent


The healthcare number (HN) serves as the primary key for accessing patient records across the various hospitals that patients have visited. Our system is strictly read-only, and it does not make any updates to the hospital information system (HIS). Each HIS is equipped with a dedicated query module, which is developed to retrieve and format the patient information requested through the web agents or web API. This process is read-only and does not involve any alterations to the patient’s data in the HIS. Web agents receive the HN through the MQTT protocol and use it to request patient information. The query module mentioned earlier retrieves and returns the data to the web agent. These web agents are software processes developed in any programming language. They can either be embedded within the hospital’s system or can be run on a Raspberry Pi computer-on-a-board system, whereby it serves as a front end connected to the hospital’s server machine via their local area network (LAN). The installation and maintenance of this hardware and software are managed by our development team. One of the tasks performed by each agent is to format and restructure the patient information extracted from the HIS into an electronic health record (EHR). Subsequently, the data are encrypted before being transmitted to the central server, which is then ready to be analyzed by the doctor in the next step.






4. Proposed S3RH Using Raspberry Pi


4.1. Hardware and Software Implementation


We illustrated our proposed system by applying it to the home isolation of COVID-19 patients. Our prototype system includes a microcontroller with a built-in ADC, a heart rate sensor, a contactless temperature sensor, and an oximeter. When COVID-19 initially enters the body through the nostrils and mouth, it progresses toward the respiratory system. Monitoring the temperature and oxygen levels of COVID-19 patients is crucial for identifying potential cases. COVID-19-infected individuals often experience a significant decrease in oxygen levels, thus necessitating the use of an oximeter to measure oxygen saturation. All these sensors are designed to be seamlessly interfaced with the system. The prototype is shown in Figure 6.



The prototype was designed to record data and communicate with a blockchain network for future processing. The Raspberry Pi platform has been described as a compact single-board computer that runs a customized Linux/Android distribution optimized for its ARM processor. It is versatile and interfaces with sensors and external devices, and it can be programmed using Python. Two sensor modules are mentioned in the text. The first is the GY-MAX30102, which combines a photoplethysmogram (PPG) sensor and an infrared LED to measure heart rate and blood oxygen levels (SpO2). This sensor is commonly used in healthcare and fitness devices like pulse oximeters and fitness trackers. It communicates with a microcontroller through I2C interfaces. The second sensor module is the GY-906 (or MAX90614), which incorporates the MAXIM MAX90614 infrared temperature sensor. It allows for non-contact temperature measurement through IR radiation and is suitable for applications like industrial temperature monitoring, non-contact thermometers, and HVAC systems. Like the GY-MAX30102, it also communicates with microcontrollers through I2C. The patient controls the devices via a button and follows the steps with the button.




4.2. Sensor Calibration


To investigate the differences between the sensors and the EarlyVue VS30 vital signs monitor (the vendor is Philips Medizin Systeme Böblingen GmbH, Germany), 30 sets of data were simulated, including temperature, blood oxygen levels, and heart rate. The data were then analyzed using an R script, which involved generating frequency distributions; calculating percentages, means, and standard deviations; and conducting tests to assess the differences between the sensor and the Philips-EarlyVue VS30 monitor. The relationships were evaluated using t-tests, which were conducted employing a two-tailed test approach since a non-directional alternative hypothesis was utilized. The results are shown in Table 3.



As shown in Table 3, we conducted a two-tailed t-test to compare the variables of MAX90614 and EarlyVue VS30, which resulted in a p-value of 0.105. This p-value indicated the likelihood of observing the differences between MAX90614 and EarlyVue VS30 under the assumption that there is no significant distinction between them. With the commonly accepted significance level set at 0.05, a p-value of 0.105 suggested that there was not enough statistical evidence to support a significant difference between these variables.



On the other hand, when we used t-tests with a two-tailed approach to compare the MAX30102 and EarlyVue VS30, we obtained a p-value of 0.033. This p-value represents the probability of witnessing the observed differences between the MAX30102 and EarlyVue VS30, and this was achieved by assuming there was no significant distinction between them. However, with a p-value of 0.033, we still did not have strong statistical evidence to confirm a significant difference (as this value exceeded the commonly accepted significance level of 0.05).



It is important to note that the values obtained from the MAX30102 sensor for the SPO2 and heart rate variables were slightly less than the actual values of 2.88% and 3.89%, respectively. These variations were addressed by adjusting the values in the sensor node before they were sent to the smart contract. Certainly, it is important to emphasize that these sensors are exclusively intended for prototype testing and should not be relied upon for medical diagnostic purposes.



The experiment focused on validating a prototype’s functionality for data accuracy before integrating it with a blockchain network. It emphasized its flexibility in modifying hardware components in a real system environment, as well as clarified that the equipment used was for assessing system stability, not production. The outcomes highlighted the prototype’s reliability and underscored that the observed variations did not jeopardize the proposed framework’s stability mechanism.





5. Experiment Setup


5.1. Testbed


The blockchain network manages the smart contracts and data through a transaction process, where the transaction fee depends on the size and complexity of the smart contract data. Additionally, the sender of the transaction is required to specify a charge, which the node confirms upon obtaining the fee. It is crucial to set reasonable fees to ensure the prompt handling of transactions.



In Ethereum, the primary way for users to interact with the platform is through financial transactions or smart contracts. The user specifies a value, a gas, and a gas price, which Ethereum executes via a virtual machine (EVM) until the task is completed or runs out of gas. Upon completion, the transaction enters the transaction pool, which historically experiences backlogs until a miner decides to mine it. Once mined, the transaction is added to the blockchain.



Ethereum’s unique feature is an internal metering variable known as “gas,” which measures the complexity of each blockchain transaction. The transaction’s execution cost is calculated by an algorithm in gas units, where the more complex the transaction, the more gas the user needs to have and pay for the transaction to be processed and recorded.




5.2. Transaction Fee or Gas


In Ethereum, gas is the metric used to quantify the computational expenses of executing a smart contract, and it is the responsibility of the user to cover the associated costs. The gas mechanism rewards the miner in Ether for facilitating the transaction.



The calculation of the transaction fees in blockchain networks, particularly in Ethereum, involves the concept of gas and gasPrice. The total transaction fee is the product of the gasUsed and the gasPrice, where gasUsed represents the maximum number of gas units that a user is willing to spend on a transaction. It is a cap on the computational work the transaction can perform, and the gasPrice is the cost per unit of gas in terms of the cryptocurrency used on the blockchain (e.g., Ether). It represents the fee the user is willing to pay for each unit of computational work. Users typically set the gas price when initiating a transaction, and the complexity of the transaction determines the gas used. One can convert the transaction fee from GWei to Ether by dividing by 109.




5.3. Scenarios


The primary goal of this experiment was to assess the performance of a smart contract within a controlled environment. The experiment examined the relationship between the length of order descriptions and transaction fees as the key performance metrics. This evaluation was conducted using black box testing methodology.



The experiment assumed that our hardware senses vital signs from patients and is validated with Algorithm 1. The hardware is already connected to the local network via WiFi. The Ethereum network ran on our laptop, as shown in Figure 7.



The systematic environment consisted of two modules: IoMT devices and the blockchain network. Both modules used point-to-point communication. The smart contract was coded in Solidity and compiled using the Remix IDE. Additionally, we crafted the application in Python, and we established communication with the blockchain network through Web3.py. The experiment consisted of dispatching 100 transactions to the blockchain network, each containing random data lengths from the vital sign emulator [62], which was facilitated by a script. The wallet ID, HN, and vital sign data, which were generated in textual form with variations between 45 and 512 bytes, were formatted in JSON. These steps were performed to examine the correlation between the data length and gasUsed.



For testing purposes, we employed a laptop running MS Windows 11 with the following specifications: 11th Gen Intel® Core™ i5 processor operating at 2.70 GHz, 16 GB of RAM, and a 256 GB SSD. We selected the Ethereum network with a proof of work (POW) methodology as the consensus algorithm and used Ganache version 2.5.4. To eliminate the potential impact of network delays, this experiment did not connect to an external computer.





6. Experimental Results


The primary goal of this paper was to create a distributed application framework with a focus on ensuring confidentiality, integrity, and traceability. Additionally, this study assessed the performance of a blockchain-based application, specifically in terms of emphasizing transaction fees.



In this study, the dependent variable under scrutiny was the data length, while the independent variables were the transaction fee in terms of gasUsed. To maintain control over the experiment conditions, we conducted the tests within a closed system, thereby mitigating the influence of network-related delays. The experimental results are shown in Figure 8.



Figure 8 shows the direct impact of data length on the hashing and block processing functions within the blockchain. The experiment found that the initial gas consumption was 21,208. As the data length increased by 1 byte, the gas consumption experienced significant changes. In particular, the gas consumption increased by 12 units for each additional byte of data and by 140 units for every 32 bytes of data. The function’s gas consumption utilized addVitalSign() increases in steps.




7. Discussion


7.1. Transaction Fee


When we obtained the precise results, which are shown in the sub-figure in Figure 7, we found that the stepwise line chart of the data length between 43 and 120 represented two levels of the step. We have represented this pattern through a fitted stepwise line chart, which is also described by Equation (3):


  G   X   = 128       x − c   B l o c k S i z e     + m x + 21,208 + ε  



(3)







Let x represent the data length of the textual data. The constant c is an adjustment value in the equation. For this experiment, it was set at 10.5. The BlockSize function was fixed at 32 bytes per block. Additionally, the slope of the linear function, denoted by m, was 12 units. Lastly, the initial gas usage was 21,208, which was close to the declared value of 21,000 on the yellow page.



Equation (3) demonstrates that a patient who sends vital signs is represented in a JSON format with a length of 64 bytes. The associated gasUsed function was 22,104, and this led to a transaction fee of 22,104 × 1 GWei, which is equivalent to 22,104 GWei (where 1 GWei = 10−9 Ether). With the current Ether value of USD 2511.69 (updated on 16 January 2024), the overall transaction cost in fiat was calculated as 22,104 × 10−9 × 2511.69, thus resulting in USD 0.05 for 64 bytes of data length.



The empirical findings indicated that the transaction costs associated with data transmission through the Internet of Medical Things (IoMT) were not exorbitant. Moreover, the viability of employing this tool for patient monitoring was substantiated in many scenarios. Traditionally, healthcare practitioners conduct patient data tracking bi-daily, i.e., during morning and evening intervals. The frequency of data tracking is contingent upon the individual patient’s medical status. However, the absence of real-time tracking is notable, as data are necessitated for transmission to the blockchain network, and a lack of it potentially incurs latency. Consequently, the methodology employed was of a non-real-time type, and the investigation deliberately omitted an analysis of the reporting time dimension.



Furthermore, the system itself can contemplate strategies for mitigating transaction costs. One such strategy involves a reduction in gas prices, albeit in a non-real-time context. This measure enhances the cost-effectiveness of the data transmission. Alternatively, a data processing approach that utilizes a batch service model presents another avenue for cost reduction. This model enables the consolidation of transactions into a daily aggregate. Patients adhere to a predetermined schedule for vital sign measurements, after which the data are synchronized with the blockchain network at specified intervals, such as daily intervals. This procedural adjustment serves to further optimize overall transaction costs with efficiency.




7.2. Security Issues


Security challenges in remote healthcare monitoring, including unauthorized access and data breaches, are compounded by vulnerabilities in sensor integration and IoT technology, which are further exacerbated by limited connectivity in rural areas. To effectively address these concerns, the implementation of robust measures like authentication, encryption, regular updates, and security audits is essential. Our proposed framework, which is named S3RH, introduces blockchain technology to prevent security issues in remote healthcare monitoring. It serves as a preventive measure against unauthorized access and data breaches, and it ensures the integrity and confidentiality of patient health information.



Our S3RH framework is based on blockchain technology that enhances the security in remote healthcare monitoring by addressing various aspects of security, including confidentiality, integrity, availability, authentication, authorization, and non-repudiation. This is achieved through the following qualities:




	
Confidentiality—Encrypted Data Storage: The utilized blockchain employs advanced cryptographic techniques to secure patient health information, and this is achieved by storing it in encrypted blocks that are accessible only to authorized individuals with the corresponding private keys.



	
Integrity—Immutable Record: The blockchain ensures data integrity by incorporating a chain of blocks, each containing a hash of the previous block, thus making any attempt to alter the data infeasible due to the decentralized and distributed nature of the utilized blockchain.



	
Availability—Decentralized Architecture: The decentralized network architecture of blockchain ensures continuous data availability in the process of healthcare monitoring as the system remains resilient to node failures or compromises, thereby maintaining functionality in the presence of network disruptions or attacks.



	
Authentication—Smart Contracts: Smart contracts provide an additional layer of authentication in the IoMT network by automatically executing predefined rules, thereby establishing and enforcing permissions, thus ensuring that only authenticated devices and users can access and update data within the system.



	
Authorization—Role-Based Access Control (RBAC): The utilized blockchain, which is implemented through smart contracts, enforces role-based access control (RBAC). This aids with defining roles and permissions to restrict access within the healthcare monitoring system, thereby ensuring that only authorized personnel can access specific patient information, thus preventing unauthorized access.



	
Non-Repudiation—Immutable Transaction History: The blockchain’s immutable and timestamped record of every transaction ensures non-repudiation by preventing alterations or deletions, thus offering a transparent and auditable trail of all activities within the system, which is also delivered by the system, permanently recording any changes made by users or devices.








In summary, by leveraging blockchain technology in remote healthcare monitoring, the proposed system gains the advantages of a decentralized and secure framework. This not only protects sensitive patient data but also establishes trust in the system’s reliability and security. The use of cryptographic techniques, decentralized architecture, and smart contracts contributes to a comprehensive approach to the securing of IoT applications in healthcare.




7.3. Limitations


We have introduced, implemented, and assessed a conceptual framework centered around blockchain technology. The framework was deployed on a local blockchain network, and a Web API was developed, with a subsequent evaluation conducted on an emulator. Notably, our evaluation did not encompass the impact of network speed and hardware resources, thus rendering the experimental results inapplicable as a reference for real-life applications. An inherent limitation of our experiment lay in all the test cases being executed on the blockchain simulation platform “Ganache”. Utilizing a genuine blockchain network would enable an authentic evaluation of the system’s gas consumption; however, estimating the response time would become challenging due to the pronounced influence of network bandwidth on the experiment compared to the response time of operations within the blockchain network.



This paper refrained from discussing the overall response time of the proposed system as the application under consideration was characterized as a non-real-time application. The omission of the discussion on the response time was intentional, given the inherent nature of the application. However, it is acknowledged that, in the context of an implementation involving real-time awareness, future work could delve into a comprehensive analysis of the response time and the implications of an augmented gasPrice. Such an investigation would provide valuable insights into the system’s performance under different conditions and further contribute to the understanding of its suitability for real-time applications.





8. Conclusions


This article introduced the S3RH framework: a secured, distributed database designed for home isolation scenarios. The framework focuses on ensuring the confidentiality, integrity, and availability of patient data in a remote health monitoring system. The prototype includes a smart contract that was demonstrated on a local Ethereum network and was implemented on a Raspberry Pi. Notably, our approach employs blockchain technology to enhance the security of patient information, with a key emphasis on reducing the connections from external health information system (HIS) networks. By initiating the data gathering from the HIS broker, our system minimizes the risk of malicious attacks on the HIS system, which is further fortified by firewalls and robust security controls. Our cost-effective solution boasts low transaction fees, averaging approximately ETH 0.000022104 per transaction (around USD 0.05–0.10, depending on the exchange rate). Though response time was not discussed in this paper due to conducting a closed environment demonstration, we assert that, as a non-real-time application, our framework prioritizes confidentiality, integrity, and service availability. The transactions in the system are processed based on queue waiting times that exceed a predefined threshold to prevent starvation situations. Our smart remote healthcare monitoring device is a prototype and is not compact. To ensure the device is more compact in future works, the single board will need to be changed to a type of tiny IoT device. In addition, the vital sensor will need to be changed to one that can work at the medical level. Finally, the Web3 library also needs to be changed and tested depending on the new platform.
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Figure 1. The traditional healthcare information system architecture. 
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Figure 2. The proposed system architecture. 
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Figure 3. The process state machine of healthcare monitoring devices. 
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Figure 4. The smart contract of S3RH. 
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Figure 5. Network flows of the proposed architecture. 
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Figure 6. The prototype of the smart remote healthcare monitoring devices. 
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Figure 7. The systematic environment for the experiment. 
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Figure 8. The gas used of the experiment increase as stepwise function. 
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Table 1. The previous works of secured medical record systems with blockchain technology.
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	Ref.
	Contributions
	C
	I
	A





	[6]
	
	
₋ Use of the blockchain for the secure monitoring of elderly individuals at home.





	-
	-
	-



	
	
	
₋ Emphasis on reducing medical errors and enhancing transparency.





	
	
	



	
	
	
₋ Goals include transparent consultations and secure data access.





	
	
	



	[48]
	
	
₋ Use of the blockchain and smart contracts for transparency and security.





	-
	-
	-



	
	
	
₋ Focus on enhancing security in healthcare data storage.





	
	
	



	[49]
	
	
₋ Use of an E-PoW blockchain and deep learning for patient record management.





	-
	-
	-



	
	
	
₋ Addressed challenges in health record management.





	
	
	



	
	
	
₋ Implementation of a decentralized network using the blockchain for healthcare.





	
	
	



	
	
	
₋ Aims to reduce medical errors and increase transparency.





	
	
	



	[50]
	
	
₋ Introduction of a blockchain-based model for healthcare data security.





	-
	✓
	-



	
	
	
₋ Utilized the SHA256 hash algorithm for data integrity.





	
	
	



	[51]
	
	
₋ Used a blockchain solution for security in healthcare data sharing.





	-
	✓
	-



	
	
	
₋ Use of a context-aware model for data encryption in a 5G network.





	
	
	



	[52]
	
	
₋ Proposal of a decentralized electronic health record (EHR) architecture.





	✓
	-
	-



	
	
	
₋ Use of the Hybrid Computing Paradigm System (H-CPS) for low storage and response time.





	
	
	



	[53]
	
	
₋ Advocacy for the blockchain to safeguard and distribute electronic health records.





	✓
	✓
	-



	
	
	
₋ Focus on the secure distribution of electronic health records.





	
	
	



	[54]
	
	
₋ The use of the healthchain as a privacy-preserving scheme for large-scale health data.





	✓
	✓
	-



	
	
	
₋ Focus on fine-grained access control and health data encryption.





	
	
	



	[55]
	
	
₋ Introduction of a blockchain-assisted secure data management framework (BSDMF).





	-
	-
	✓



	
	
	
₋ High accuracy, precision, trust value, low response time, and latency ratios.





	
	
	







C = confidentiality; I = integrity; A = availability.













 





Table 2. The previous works involving secured IoMT applications with blockchain technology.






Table 2. The previous works involving secured IoMT applications with blockchain technology.












	Ref.
	Contributions
	C
	I
	A





	[7]
	
	
₋ Contribution of a private blockchain for secure medical data sharing in IoMT.





	✓
	✓
	-



	
	
	
₋ Emphasis on scalability and robust healthcare services.





	
	
	



	[56]
	
	
₋ Proposal for a decentralized blockchain-based IoT for IoMT applications.





	✓
	✓
	-



	
	
	
₋ Emphasis on privacy and security in IoMT applications.





	
	
	



	[57]
	
	
₋ The use of an encryption scheme and the blockchain for larger capacity and efficiency in smart healthcare.





	✓
	-
	-



	
	
	
₋ Addressing security and trustworthiness in smart healthcare.





	
	
	



	[58]
	
	
₋ Introduction of a private blockchain framework for IoMT devices.





	✓
	-
	-



	
	
	
₋ Emphasis on high-security standards and compatibility.





	
	
	



	[59]
	
	
₋ Blockchain-based architecture for the real-time monitoring of COVID-19 patients.





	-
	-
	✓



	
	
	
₋ Four-layer structure using IoT and blockchain techniques.





	
	
	



	[60]
	
	
₋ Application of the blockchain in IoT applications for reliability and security.





	-
	-
	✓



	
	
	
₋ Development of a blockchain-based IoT platform.





	
	
	



	[61]
	
	
₋ The use of a multi-modal secure data dissemination framework (MMSDDF) for secure patient data access.





	-
	-
	✓



	
	
	
₋ High accuracy and prediction ratios with low delay and latency.





	
	
	







C = confidentiality; I = integrity; A = availability.













 





Table 3. Comparison of the sensing data from the sensor and commercial product.
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	Testcase
	N
	Mean
	t
	p (T ≤ t)
	Error





	Temperature (MAX90614)
	30
	36.81
	1.676
	0.105
	1.26%



	EarlyVue VS30
	30
	36.35
	
	
	



	SPO2 (MAX30102)
	30
	95.40
	−3.064
	0.005
	−2.88%



	EarlyVue VS30
	30
	98.23
	
	
	



	Heart rate (MAX30102)
	30
	92.93
	−2.244
	0.033
	−3.89%



	EarlyVue VS30
	30
	96.70
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