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Abstract: The integrity of airborne inertial navigation systems (INSs) is the key to ensuring the safe
flight of civil aircraft. The airborne attitude and heading reference system (AHRS) is introduced into
the construction of a redundant inertial navigation system. As a backup system for an airborne INS,
the AHRS exhibits a different device performance. A sequential weighted generalized likelihood
ratio test (SWGLT) method, based on a principal component parity vector (PPV), is proposed. The
PPV method improves the adaptability of the detection threshold to the inertial sensors’ noise
and improves the probability of correct detection. At the same time, the multiscale problem of a
heterogeneous redundant system error is solved by sequential weighting, and the false alarm rate
is reduced. Simulation experiments show that the proposed method can improve fault detection
sensitivity, reduce false alarm rates, and ensure the integrity of civil aircraft navigation systems.

Keywords: integrity; inertial navigation system (INS); redundant inertial navigation system; attitude
and heading reference system (AHRS); principal component parity vector (PPV); sequential weighted
generalized likelihood ratio (SWGLT)

1. Introduction

The required navigation performance (RNP) has become a trend in civil aviation [1–4].
Ensuring the high precision and high integrity of the navigation system is the key to realizing
safe RNP flight in various weather and environmental conditions [5]. The integrity of airborne
navigation systems refers to the measure of confidence in the accuracy of the navigation
information, including the ability to locate faults and issue warnings in case of system failures.

Fault-tolerant navigation is the primary method of ensuring the integrity of the nav-
igation system, including several key steps such as fault detection, fault isolation, and
system reconfiguration, all of which rely on redundant information [6]. Currently, civil
aircraft utilize integrated modular avionics (IMA) to integrate airborne navigation sensors,
enabling the airborne flight management system (FMS) to use all redundant information
onboard information to monitor the integrity of the navigation system [7].

An inertial navigation system (INS), as a completely autonomous navigation system,
has strong anti-interference capabilities and good continuity, making it a crucial navigation
reference system for civil aircraft [8]. Civil aircraft typically carry two to three sets of INSs
(inertial navigation systems), including the primary, backup, and standby systems [9].

Redundancy technology can be divided into hardware redundancy and analytical
redundancy. Aerodynamics models of aircraft are often used as analytic redundancy
systems. As aerodynamics models does not require additional hardware devices, they
represent a more economical approach to constructing a redundant system [10]. However,
when the aerodynamic model is involved in fault detection for the redundant inertial
system, its output requires preprocessing [11]. Moreover, the intricate airflow conditions
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during flight can result in sudden changes in the aerodynamic model’s output, diminishing
the efficiency and accuracy of fault detection [12].

Based on the hardware redundancy, the voting strategy is a commonly used fault
diagnosis method for a civil aircraft onboard INS. This method directly compares the
outputs of multiple sets of INSs for fault diagnosis. The advantage of the voting scheme
is its ease of implementation, but it is not sensitive to real-time faults and relies on extra
hardware devices [13,14]. Most of the other fault detection methods for redundant systems
are based on parity vector methods [15–17]. For systems that can obtain sufficient sensor-
level redundant navigation outputs, these methods have a high fault detection performance.
However, these methods are not applicable for FMSs that can only obtain two to three sets
of system-level outputs.

The AHRS is an attitude measurement system that can provide attitude data, such as
roll, pitch, and heading angle for aircraft; for example, the Honeywell’s AH-2000 AHRS is
composed of a low-cost gyroscope, a micro-electro mechanical system (MEMS) accelerome-
ter, and a magnetometer. The airborne AHRS primarily serves as a secondary source of
attitude information. For example, a Boeing 787 is equipped with two sets of INSs a set of
AHRSs, as a backup system. Nonetheless, the widespread adoption of IMA has enabled
FMSs to harness the inertial sensor data provided by an AHRS as a hardware redundancy
solution for INSs.

A fault-tolerant control algorithm, based on an unscented Kalman filter (UKF) or
particle Kalman filter (PKF), has been recently researched for unmanned aerial vehicles
(UAV). However, despite its capability for real-time fault correction and compensating
for sensor fault drifts, the fault-tolerant control algorithm is sensitive to inaccuracies in
prior knowledge of noise covariance and feedback gain [18]. Inappropriate estimates
of these parameters can render the compensation algorithm ineffective. Moreover, its
effective feedback gain range is narrow, demanding extensive experimentation for accurate
determination [19]. This is unfavorable for the swift detection and localization of faults in
civil aviation aircraft.

Methods based on a parity vector are commonly used for fault detection and the
isolation of redundant systems, such as the optimal parity vector method (OPT), the
singular value decomposition method (SVD), and the generalized likelihood test (GLT)
method, all of which are based on the idea of spatial projection to isolate hard and soft
faults in redundant systems. The GLT fault detection method has the advantages of small
computational complexity, a low diagnostic delay, a low false alarm rate, and the ability
to effectively detect both hard and soft faults. It is commonly used for fault detection in
redundant systems. In addition, this method has high detection sensitivity and is easy to
implement in engineering [20–22]. However, the GLT method relies on prior knowledge of
the statistical characteristics of noise in redundant information and mainly focuses on the
current error state of the redundant system. When there are noises with different statistical
characteristics in the redundant system, composed of heterogeneous sensors, it reduces the
detection efficiency of the GLT method [23,24]. In addition, the fault detection threshold of
GLT is determined from the probability of a false alarm, is only sensitive to larger faults,
makes it easy to cause a leakage alarm, and is insensitive to soft faults [25].

Therefore, this paper proposes a novel redundant system fault detection and isolation
method for INSs. The architecture is shown in Figure 1. The first contribution is that
the principal component fault indication function of each sensor is constructed by time
sequence principal component tests of multiple parity vectors; the adaptive tolerance
threshold is constructed to make the system more sensitive to faults and improve the
accuracy of fault detection. The second contribution is that a weighted GLT (WGLT)
method is proposed, by applying a weighted matrix to the GLT function, solving the
problem of false alarms caused by multi-scale subsystem errors.
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Figure 1. Fault detection and isolation (FDI) for a redundant INS with AHRS assistance.

2. Traditional Generalized Likelihood Test Fault Detection for Redundant Systems

For a redundant system that generates n measurements, when a sensor may fail, the
measurement equation of the system is:

Z = HX + f + ε (1)

where Z ∈ Rn represents the measured value matrix output by the redundant navigation
system; H ∈ Rn×m stands for the redundant system configuration matrix; X ∈ Rm rep-
resents each measurement value of the redundant system; f represents the fault vector,
where the element corresponding to the faulty navigation parameter is one, and the other
elements are zero. ε ∈ Rn stands for the redundant system measurement noise matrix,
which satisfies ε ∼ N(0, σ).

According to the configuration of two INSs and one AHRS in the A320, the INS redun-
dancy system studied in this paper is constructed, and the following settings are made:

(1) The three sets of subsystems are installed in the same direction and are parallel, and
the inertial devices can be unified to the same coordinate origin;

(2) The inertial devices for each subsystem are mounted orthogonally in three axes.

Thus, the redundant system configuration matrix H in this paper is:

H =

1 0 0 1 0 0 1 0 0
0 1 0 0 1 0 0 1 0
0 0 1 0 0 1 0 0 1

T

(2)

We define a parity vector P as follows:

P = VZ = VHX + V f + Vε (3)

where V is a full-rank parity matrix:

VH = 0, VVT = I (4)

In this case, the parity vector becomes:

P = V f + Vε (5)
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When the system is fault-free, the parity vector P is only related to the measure-
ment noise. Therefore, the statistical characteristics of parity vector P under the fault-free
hypothesis, H0, and the fault hypothesis, H1, are as follows:

H0 : P ∼ N(0, σ)
H1 : P ∼ N(µ, σ), σ = V f

(6)

We solve the logarithmic likelihood ratio of the probability density function under the
two hypotheses f (P|H0) and f (P|H1):

Λ(P) = log p(P|H0)
p(P|H1)

= PT P−(P−µ)T(P−µ)
2σ2 (7)

The maximum likelihood estimate for µ can be obtained as:

µ̂= P (8)

Then, the maximum likelihood function value is:

Λ(P) = 1
2σ2 PT P (9)

The fault detection decision function FD can be defined as:

FD = 1
σ2 PT P (10)

When the system is fault-free, the FD ∼ χ2(n− 3), the parity vector P is a Gaussian
random vector. {

FD < TD, H0 : Fault Free
FD > TD, H1 : Fault occur

(11)

where TD is the detection threshold. When a false alarm rate is given, it can be known by
checking the Chi-square distribution table.

When a fault is detected, the redundant system isolates the fault. Assuming the fault
of the ith sensor hypothesis is Hi, the statistical characteristic is:

Hi : E(P− f Vi)
T
(P− f Vi) = 0 (12)

where Vi is column i of parity matrix V, and the maximum likelihood estimate for fault size
f is:

f̂ = PTVi
VT

i Vi
(13)

The fault isolation function FI can be defined as:

FI(i) =
(PTVi)

2

σ2VT
i Vi

, i = 1, 2, . . . , n (14)

If FI(k) = max FI(i), it indicates that the kth subsystem has a fault.

3. Principal Component Parity Vector-Based Sequential Weighted Generalized
Likelihood Ratio Test Fault Detection for Inertial Navigation System/Attitude and
Heading Referential System Redundant System
3.1. Principal Component Parity Vector Method

The j time sequential independent samples of parity vector P are X = [P(1), P(2), P(3)
. . . P(j)]. The sequential parity vectors were evaluated by the PCA (principal component
analysis) method to extract the true error characteristics of the subsystems.
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The matrix X is normalized to zero mean and unit variance, and then the covariance
matrix is decomposed by the eigenvalue.

Σ = QΛQT (15)

where Σ is the covariance matrix of X, Λ = diag(λ1, λ2, λ3, . . . , λj) is the diagonal eigen-
value matrix, within λ1 > λ2 > λ3 > . . . > λj. Q = diag(Q1, Q2, Q3, . . . , Qj) is the
eigenvector matrix.

The eigenvalues and eigenvectors, whose cumulative contribution rate R exceeds the
threshold value r, are selected as the retained principal components Xr = [P(1), P(2) . . . P(s)],
and s is the number of retained parity vectors.

R =

i
∑

k=1
λk

j
∑

k=1
λk

(i = 1, 2, · · · , j) ≥ r (16)

The principal component parity Pr can be obtained by probability statistics of the
retained principal component Xr:

Pr = Mean(Xr) (17)

Assuming the fault of the ith sensor hypothesis is Hi, the statistical characteristic is:

Hi : Pi ∼ N(Vi fs, σ) (18)

where Vi is column i of parity matrix V, the maximum likelihood estimate for fault size fs is:

f̂s =
PTVi
VT

i Vi
(19)

By substituting Equation (19) into Equation (17), the principal component fault func-
tion of the ith device can be obtained:

FIPPV(i) = PT
r

Vi
‖Vi‖2 , i = 1, 2, . . . , n (20)

If FIPPV(k) = max FIPPV(i), it indicates that the kth subsystem has a fault.

3.2. Principal Component Parity Vector-Based Sequential Weighted Generalized Likelihood Ratio
Test Fault Detection

When the ith sensor fails, the redundant system triaxial measurements can be obtained
by the least square method:

X̂ f = (HT H)
−1HTZ

= (HT H)
−1HT(HX + f + ε)

= X + (HT H)
−1HT( fsei + ε)

(21)

where ei is the fault vector, fs is the fault amplitude, the ith element is one, and the rest is
zero. The estimated error covariance PKf of X̂ f is:

PK f = E
[
(X̂ f − X)(X̂ f − X)

T
]

= f 2
s (HT H)

−1eieT
i (HT H)

−1
+ σ2(HT H)

−1 (22)
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Similarly, we calculate the system measurements and covariance after isolating the
faulty sensor:

X̂h = (HT Di H)
−1HT DiZ

= X + (HT Di H)
−1HT Diε

(23)

where Di is a diagonal matrix, Di(i,i) = 0, and the other elements on the diagonal are one.
The estimated error covariance PKh is:

PKh = E
[
(X̂h − X)(X̂h − X)

T
]

= σ2(HT Di H)
−1 (24)

Using the matrix inversion formula, Equation (21) can be reduced to:

PKh = σ2(HT H − HT
i Hi)

−1

= σ2(HT H)
−1

+ σ2(HT H)
−1Hi[1− HT

i (HT H)
−1Hi]

−1
HT

i (HT H)
−1 (25)

According to Equation (4), the parity vector satisfies [26]:

VTV = I − H(HT H)
−1

HT (26)

Then, PKh can be converted to:

PKh =
σ2

‖Vi‖2 (HT H)
−1

eieT
i (HT H)

−1
+ σ2(HT H)

−1
(27)

Then, the covariance difference ∆PK before and after system failure can be obtained:

∆PK = PK f − PKh = ( f 2
s −

σ2

‖Vi‖2 )(HT H)
−1

eieT
i (HT H)

−1
(28)

We let:
∆PK = Kσ2 (29)

where ∆PK is the tolerable performance difference and K is the tolerance ratio factor.
In this case, the tolerable fault size ft is:

ft = σ

√
KHT H(eieT

i )
−1HT H + 1/‖Vi‖2 (30)

In order to solve the multi-scale error of the subsystem, parity vectors are normalized
by weight matrix processing:

VW−1Z = VW−1HX + VW−1 f + VW−1ε (31)

within which:
W = diag(σ2

1 , σ2
2 . . . , σ2

n) (32)

where σ2
1 , σ2

2 . . . , σ2
n are the prior knowledge error chiastic of each inertial device, within which:

VW−1H = 0, VW−1(VW−1)
T
= I (33)

Then, the principal component parity Pr, under the fault-free hypothesis H0 and fault
hypothesis H1, is as follows:

H0 : Pr ∼ N(0, 1)
H1 : Pr ∼ N(µ, 1)

(34)
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In this case, the fault detection function of SWGLT is:

FDSWGLT = Pr
T Pr (35)

When a fault occurs in the system that exceeds the tolerable fault size ft, the par-
ity vector is Pt and the fault function detection value is Pt, the adaptive fault detection
threshold is:

Td f = VW−1 f = Vi ft (36)

Then: {
FDSWGLT < Td f , H0 : Fault Free
FDSWGLT > Td f , H1 : Fault occur

(37)

The proposed PPV-based SWGLT fault detection and isolation flow of INS/AHRS
redundancy system is shown in Figure 2.
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Step 1 is the sequential parity vector sampling matrix initialization.
Step 2 is the PCA analysis, and the construction of principal component parity vector Pr.
Step 3 is the SWGLT fault detection function calculation; if FDSWGLT > Td f , we proceed to
the next step; otherwise, we return to step 2.
Step 4 is the SWGLT fault isolation function calculation, where the failed subsystem is
isolated and the fault alarm is reported.

4. Experimental Setup

The PPV-aided SWGLT algorithm is verified by simulation. The aircraft’s flight tra-
jectory is dynamic, taking full account of the aircraft’s maneuverability, comprising five
phases: takeoff, climb, steady flight, turn, descent and landing. The fly track simulation
output is shown in Figure 3. The initial position is 31.143505◦ N, 121.803472◦ E, the altitude
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is 5 m, and initial heading angle is 135◦. The simulation duration is 500 s, and the sampling
period is 0.02 s. We use a high-precision inertial sensor model for simulation [27]. With full
reference to the performance of existing civil aircraft airborne devices and civil aviation
operation standards, the settings of INS and AHRS error characteristics are shown in
Table 1 [8].
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Table 1. INS and AHRS error characteristics.

Subsystems Bias Instability of Gyro (◦/h) Bias Instability of Acc (m/s2)

INS1 0.01 1 × 10−4 g
INS2 0.01 1 × 10−4 g

AHRS 0.1 5 × 10−3 g

Injecting faults into the redundant inertial navigation system, the specific conditions
are as follows:

Condition 1: the INS1 Y-axis gyro has a fault with a magnitude of 0.5◦/h during
the take-off phase (220–235 s), a fault with a magnitude of 1◦/h during the climb phase
(340–355 s), and a fault with a magnitude of 2◦/h during the steady flight phase (695–710 s),
as shown in Figure 4.
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Condition 2: the INS2 X-axis accelerometer has a fault of 0.005 g during the climb
phase (200–215 s), has a fault of 0.01 g during the turn phase (320–335 s), and has a fault of
0.02 g during the descent phase (675–690 s), as shown in Figure 5.
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Condition 3: INS1 Z-axis gyro has a soft fault rate of 0.02◦/h/s during the climb phase
(160–210 s), as shown in Figure 6.
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We conducted three sets of simulation experiments under three different fault conditions.

5. Results

We perform a comparative analysis of the detection results of the PPV-based SWGLT
algorithm proposed in this paper with the traditional GLT method and weighted GLT
method without PPV in three different conditions. In the INS/AHRS redundancy system,
with the false alarm rate set at 0.01, the traditional fault threshold is TD = χ2

0.01(6) = 16.8.
The sampling window of the SWGLT method is 0.5 s, which means j is 25, and the tolerance
ratio factor K is 0.01.

The traditional GLT fault detection results for the INS/AHRS redundance system
are shown in Figures 7a and 8a. It can be seen that, because the traditional GLT does not
consider the multi-scale error of the subsystem, the detection function cannot accurately
reflect the fault characteristics of the redundant system. In the gyroscope fault detection, a
large number of false alarms occur because of the large differences in the subsystems. In
the accelerometer fault detection, the false alarms are reduced, because of the narrow dif-
ferences in the subsystems. Meanwhile, traditional GLT can detect major faults (340–355 s
and 695–710 s in condition 1 and 320–335 s and 675–690 s in condition 2) more accurately,
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but when the system has minor faults (220–235 s in condition 1 and 200–215 s in condition
2), there are more missing alarms.
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The proposed PPV-aided SWGLT fault detection results for the INS/AHRS redundancy
system are shown in Figures 7b and 8b. The fault detection curve of the WGLT is smoother,
due to the elimination of pollution caused by the multiscale error noise. Similarly, using
the traditional detection threshold based on the false alarm rate, it is not sensitive to the
small faults occurring in the system, and fails to detect the small faults occurring in the
gyroscope and accelerometer (220–235 s in condition 1 and 200–215 s in condition 2). The
proposed PPV-aided SWGLT fault detection threshold is closer to the fault tolerance limit
of the redundancy system, and all faults are detected accurately.

The fault detection performances of the traditional GLT method, WGLT, and the
SWGLT method proposed in this paper are analyzed statistically, and the results are shown
in Table 2. Accuracy represents the proportion of accurate detections of the fault detection
method in the total sample data. The SWGLT method proposed in this paper effectively
solves the false alarm problem of the traditional methods in the fault detection and missing
detection of INS/AHRS redundancy system, and the detection accuracy is improved.

To verify the effectiveness of the proposed algorithm, 50 groups of Monte Carlo
simulations were carried out under both condition 1 and condition 2; the simulation results
are shown in Table 3.



Aerospace 2023, 10, 1024 11 of 14

Table 2. Comparison of fault detection performances.

Statistical Items Fault Detection Rate (FDR) False Alarm Rate (FAR) Accuracy

Traditional GLT 68.33% 67.15% 50.59%
WGLT 66.66% 0% 83.33%

PPV-aided SWGLT 99.27% 0% 99.64%

Table 3. Comparison of fault detection performances in Monte Carlo simulations.

Statistical Items Fault Detection Rate (FDR) False Alarm Rate (FAR) Accuracy

Traditional GLT 65.40% 59.63% 52.89%
WGLT 67.74% 0% 83.87%

PPV-aided SWGLT 99.38% 0% 99.69%

The statistical analysis shows that the PPV-aided SWGLT proposed in this paper has
no false alarm, and the detection accuracy is 88.48% higher than that of the traditional GLT
method, and 18.86% higher than that of the WGLT method.

The traditional GLT soft fault detection results for the INS/AHRS redundancy system
in condition 3 are shown in Figure 9a. It can be seen that the traditional GLT method
cannot deal with the heterogeneity of the sensor, resulting in a large number of false alarms.
Meanwhile, when the soft fault occurs, the detection function value of the traditional GLT
method does not reach the detection threshold until 193.5 s, and the detection delay reaches
33.5 s.
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The proposed PPV-aided SWGLT soft fault detection results for the INS/AHRS re-
dundancy system are shown in Figure 9b. The fault detection curve of WGLT can better
reflect the real system error, due to the full consideration of the heterogeneity of redundant
systems. Additionally, using the traditional detection threshold based on the false alarm
rate, it is not sensitive to the slowly increasing fault amplitude occurring in the system,
the detection function value of the traditional GLT method does not reach the detection
threshold until 194.3 s, and the detection delay reaches 34.3 s. The proposed PPV-aided
SWGLT fault detection threshold is closer to the fault tolerance limit of the redundancy
system, as when the soft fault amplitude reaches the tolerance of the system, it can be
accurately perceived; the detection delay is 12.9 s.

The soft fault detection performances of the traditional GLT method, WGLT, and
the SWGLT method proposed in this paper are analyzed statistically, and the results are
shown in Table 4. The SWGLT method proposed in this paper effectively solves the false
alarm problem of the traditional method in the fault detection and missing detection of
INS/AHRS redundancy system, and the detection accuracy of soft faults is improved.
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Table 4. Comparison of soft fault detection performances.

Statistical Items Fault Detection
Rate (FDR)

False Alarm
Rate (FAR) Accuracy Detection Delay

Traditional GLT 33.0% 78.32% 27.34% 33.5 s
WGLT 31.4% 0% 65.70% 34.3 s

PPV-aided SWGLT 74.2% 0% 87.10% 12.9 s

The statistical analysis shows that the PPV-aided SWGLT proposed in this paper has
no false alarm, and the detection accuracy is 3.2 times higher than that of the traditional
GLT method, and 32.57% higher than that of the WGLT method; also, the detection delay is
61.49% shorter than that of the traditional GLT method, and 62.39% shorter than that of the
WGLT method.

To verify the effectiveness of the proposed algorithm, four groups of simulations were
carried out under the different soft faults simulation conditions. The fault sensor and fault
injection time are consistent with condition 3, and the simulation results are shown in
Table 5.

Table 5. Comparison of soft fault detection performances.

Statistical Items Fault Detection
Rate (FDR)

False Alarm
Rate (FAR) Accuracy Detection Delay

Soft fault rate with 0.03◦/h/s

Traditional GLT 40.2% 76.18% 32.01% 29.9 s
WGLT 34.6% 0% 67.3% 32.7 s

PPV-aided SWGLT 76.4% 0% 88.2% 11.8 s

Soft fault rate with 0.05◦/h/s

Traditional GLT 49.4% 68.98% 40.21% 25.3 s
WGLT 50.2% 0% 75.1% 24.9 s

PPV-aided SWGLT 83.74% 0% 91.48% 8.13 s

Soft fault rate with 0.1◦/h/s

Traditional GLT 85.98% 69.22% 58.38% 7.01 s
WGLT 85.1% 0% 92.55% 7.45 s

PPV-aided SWGLT 91.84% 0% 95.92% 4.08 s

Soft fault rate with 0.2◦/h/s

Traditional GLT 96.52% 69.58% 63.47% 1.74 s
WGLT 96.04% 0% 98.02% 1.98 s

PPV-aided SWGLT 98.48% 0% 99.24% 0.48 s

As the change rate of the soft fault increases gradually, the delay time of the tradi-
tional GLT fault detection method and the fault detection method proposed in this paper
decreases gradually. However, the traditional GLT method still cannot solve the false
alarm problem caused by the heterogeneous sensor. The proposed PPV-aided SWGLT fault
detection method can detect the soft fault of the system faster than SWGLT fault detection
without PPV.

6. Conclusions

The integrity of the airborne navigation system is a crucial determinant for ensuring
flight safety during aviation operations. The integrity of the INS as a navigation reference
system is usually guaranteed by two to three sets of redundant configurations, but the
traditional direct comparison method has a low fault detection efficiency and is not sensitive
to small faults.

Firstly, an INS/AHRS redundant navigation system is constructed in this paper.
Secondly, this paper addresses the problem of redundant navigation system fault detection
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and proposes the PPV-aided SWGLT fault detection method. The fault indication function
is constructed by calculating the sequence principal component parity vector, and the
adaptive tolerable fault threshold is calculated to enhance the detection ability of minor
faults. Finally, by constructing the weighted GLT method, the multi-scale problem of
heterogeneous subsystem errors is solved. Thus, the PPV-aided SWGLT proposed in this
paper solved the false alarm problem of the traditional GLT method and greatly improved
the detection accuracy in the case of minor and soft faults, when compared with GLT and
WGLT. The proposed algorithm has a certain theoretical reference value for ensuring the
integrity of civil aircraft under RNP operation.
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