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Abstract: In recent years, drones have become increasingly popular tools in criminal investigations,
either as means of committing crimes or as tools to assist in investigations due to their capability
to gather evidence and conduct surveillance, which has been effective. However, the increasing
use of drones has also brought about new difficulties in the field of digital forensic investigation.
This paper aims to contribute to the growing body of research on digital forensic investigations of
drone accidents by proposing an innovative approach based on the use of digital twin technology to
investigate drone accidents. The simulation is implemented as part of the digital twin solution using
Robot Operating System (ROS version 2) and simulated environments such as Gazebo and Rviz,
demonstrating the potential of this technology to improve investigation accuracy and efficiency. This
research work can contribute to the development of new and innovative investigation techniques.

Keywords: drone forensics; digital forensic investigation; digital twin technology; simulation
environment

1. Introduction

In recent years, the use of drones has been increasing in various fields. According
to the official website of the Federal Aviation Administration (FAA) Unmanned Aircraft
Systems (UAS) Division [1], there are more than 1.7 million drones registered in the United
States, and that number is expected to double in the next few years. This growth is due to
the increasing affordability of drones and their various uses such as aerial photography,
search and rescue operations, and delivery services. This leads to an increase in drone
accidents, which pose significant challenges for digital forensics investigators who must
reconstruct accident scenes, collect and analyze data, and determine the cause of accidents.
Traditional investigation methods are time-consuming, expensive, and can pose security
risks to investigators. Furthermore, this has increased drone-related digital forensics.
Digital forensics (DF) is the process of collecting, analyzing, and storing digital evidence,
such as flight logs and video recordings, for use in criminal investigations to determine
whether criminal activity has taken place. As drones become more popular, they are
increasingly being used as digital sources of evidence for criminal investigations. For
example, drone footage can be used to identify suspects or provide crime scene evidence.

The use of drones to fight crime has gained a lot of attention in recent years as they
can obtain a bird’s-eye view of areas that are difficult or impossible for humans to access. A
study published in the Journal of Unmanned Vehicle Systems in 2019 examined the use
of drones by U.S. law enforcement agencies and found that drones were most commonly
used for surveillance, search and rescue operations, and crime scene documentation [2].
Another study [3] published in the Journal of Forensic Sciences in 2022 examined the use
of drones in forensic investigations and found that drones were effective in documenting
crime scenes and collecting evidence in hard-to-reach places.
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Despite the many potential benefits of using drones for crime-fighting purposes,
unfortunately, there are some associated challenges and limitations that limit these benefits.
These challenges include but are not limited to identifying flight paths, collision information,
possible malfunctions, and forensically retrieving imagery and audio and visual data from
storage in drones or drone controllers. In extreme circumstances, there is also a possibility
that a drone might be carrying explosives, and the drone controller may remotely trigger an
explosion to wipe evidence and cause more damage. These issues must be addressed so that
drone digital forensics can continue to play an important role in helping investigate crimes
more effectively. There are potential solutions available based on technologies that could
help address these issues to ensure successful investigations into drone incidents. Digital
twin technology has emerged as a promising solution to address challenges in the forensic
investigation of drone accidents. Digital twin technology involves creating a virtual replica
or simulation of a physical object or system by using real-time data and other information
sources. According to Gartner’s Emerging Technologies and Trends Impact Radar 2023
publication on technologies, digital twin technology will have a significant impact on
current markets and products within the next 1-3 years, as shown in Figure 1, in the 2023
Gartner Emerging Technologies and Trends Impact Radar publication (GartnerInsights) [4].
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Figure 1. 2023 Gartner Emerging Technologies and Trends Impact Radar [4].

This study aimed to discuss the challenges and limitations associated with the digital
forensic investigation of drones and to demonstrate the effectiveness of using digital twin
technology in investigating drone accidents, collecting and analyzing data, and determining
the cause of an accident. By simulating this technology using a specific accident scenario, the
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potential benefits of using this technology in the forensic investigation of drone accidents
are also highlighted.
The main contributions of this study are as follows:

1.  We discuss the current challenges and limitations associated with drone forensic
investigations.

2. We provide an overview of the key aspects of digital twin technology as a proposed
solution.

3. We showcase how the proposed solution can be used to investigate the cause of an
accident in a specific drone accident scenario and its impact on the drone through a
simulation.

The remainder of this paper is organized as follows: Section 2 presents a literature
review that examines the challenges of digital forensic investigations of drone accidents,
including physical, legal, and technical challenges, and the methods used in investigating
drone accidents. Section 3 focuses on digital twin technology and examines the concept,
architecture, and characteristics of digital twins. This section also explores how this technol-
ogy works and highlights potential vulnerabilities. Section 4 provides the rationale behind
choosing digital twin technology as a solution to the challenges posed by the digital forensic
investigation of drone accidents. This section also discusses the potential benefits of using
digital twin technology in this context. Section 5 presents a simulation scenario for a drone
accident and the implementation of a simulation. This section describes the hardware
and software components used in the simulation, as well as the simulation experience.
Section 6 presents the primary research results, including the effectiveness of using digital
twin technology in investigating drone accidents, the accuracy of the data collected, and
the potential benefits of using this technology in the future. Finally, Section 7 provides a
conclusion and directions for future work.

2. Literature Review

This section outlines some advances in the field of drone forensics and provides a brief
review of some relevant drone forensic research that could be useful to digital forensics.
Additionally, this literature review examines the challenges of digital forensic investigations
of drone accidents, including physical, legal, and technical challenges, and the methods
used in investigating drone accidents.

2.1. Related Work and Comparative Analysis

Our understanding of drone forensics was enhanced by the study conducted by Bouafif
et al. [5], which addresses both technical and non-technical aspects of this field through
a comprehensive case study involving the Parrot AR Drone 2.0 model specifically and
provides valuable insights into how best to approach investigations of drones. Technical
limitations in collecting evidence from drones are also discussed in the context of drone
forensics, including privacy concerns and legal implications [6]. These challenges further
demonstrate the complexity of implementing a digital forensic investigation framework for
unmanned aerial vehicles (UAVs). The connection of mobile devices within the realm of the
Internet of Things (IoT) introduces a complex landscape, particularly in cases involving in-
ternational crimes. The absence of standardized legal processing systems creates challenges,
potentially leading to conflicts among different countries. As mobile devices transcend
national borders, diverse legal frameworks and security measures across jurisdictions can
impede seamless cooperation and collaboration between involved parties. In this paper,
the authors investigate critical aspects of drone security, emphasizing the necessity for
anticipatory measures and architectural modifications to ensure the efficacy of upcoming
drone applications. The review focuses on security-critical drone applications, highlighting
challenges in drone communication, including DoS attacks, man-in-the-middle attacks, and
de-authentication attacks. The proposed solution architectures incorporate cutting-edge
technologies such as blockchain, software-defined networks (SDNs), machine learning, and
edge computing, addressing the resource constraints of drones [7].
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In an overview of existing research related to drone forensics, the potential benefits of
using Al and UAVs in forensic investigations are highlighted [8]. These technologies offer
significant advantages over traditional investigative methods, but more research is needed
to fully understand their applications and effects. Kao et al. [9] presented a case study in
which data from a DJI Spark drone were acquired using physical extraction techniques and
analyzed using forensic tools such as EnCase Forensic Suite and Autopsy Forensic Browser.
The researchers were able to identify the user of the drone by analyzing metadata from
photographs taken with its camera. Additionally, Bouafif et al. [10] provided the findings
of a Parrot AR drone 2.0 digital forensic investigation and highlighted several challenges
associated with drone forensics, as well as new insights into this field provided by recent
advances in research.

Al-Room et al. [11] highlighted key challenges associated with conducting digital
forensic investigations on common drone models. The researchers examined six drone
brands that are frequently utilized in criminal activity and extracted forensically important
data, including location details, photographs and videos that were obtained, the flight
patterns used by the drones, and information about the drones” owners. In addition, a
proactive approach is crucial for digital forensic investigations involving drones. Al-Dhaqm
et al. [12] proposed an investigation model to establish a digital forensic preparedness
system that can improve proactive techniques for drone-related investigations. They
presented a detailed analysis of the current drone forensics framework in place.

The flight log is considered the most significant piece of digital evidence in drone
forensics, but the lack of standardization among different types of UAVs makes it chal-
lenging to accurately identify and track their sources. Salamh et al. [13] demonstrated
the potential challenges of tracking it using purple team techniques and suggested new
technologies for engineering UAVs that can simplify the process of evidence identification.

Stankovi¢ et al. [14] presented a valuable case study involving a DJI Mini 2 device that
simulated criminal-like situations. This paper contributes to the field of drone forensics by
highlighting the challenges associated with drone investigations and providing potential
solutions for overcoming these obstacles to facilitate successful drone forensic investigations.
The case study emphasizes the importance of examining all available forensic data, such as
flight logs and images, to reconstruct the events leading up to an incident. However, the
use of UAVs poses numerous security and privacy issues that must be addressed to ensure
their safe and responsible use in both civilian and military contexts, as demonstrated by
Mekdad et al. [15]. Further research is needed to develop effective countermeasures against
potential threats and comprehensive legal frameworks.

DJI Phantom 4 and Matrice 210 drone models have been proven to deliver high-quality
imagery and data, making them well-suited for forensic analysis [16]. To further enhance
their forensic capabilities, researchers have developed software tools designed specifically
for these models. These tools can be used to assess system performance in real time or
analyze flight logs after a mission has been completed.

To facilitate successful drone forensic investigations, recent research has focused
on developing digital forensic methodologies for detecting abnormal flight patterns in
drones [17]. One promising approach involves using a drone’s motor current and controller
direction values to identify abnormal patterns. These methods have shown high levels of
accuracy and reliability when tested on real-world datasets involving both normal and
abnormal patterns. By combining high-quality imagery and data obtained from drones
with advanced digital forensic techniques for analyzing flight patterns, investigators can
improve their ability to reconstruct events leading up to incidents and identify potential
sources of evidence.

In contrast, Atkinson et al. [18] provided an overview of the current state of drone
forensics, its impact on law enforcement, and the challenges associated with drone in-
vestigations, as well as the lack of standardized procedures and tools. To address the
challenges related to drone forensics, researchers have proposed various solutions. For
example, Alotaibi et al. [19] proposed a new framework called the Drone Forensics Readi-
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ness Framework and provided a comparison with different models previously existing
in the DRF field to validate its use to precede, prepare for, and prevent drone incidents.
Similarly, Alhussan et al. [20] suggested a DREM strategy to standardize DRF protocols and
make it easier to store, share, and reuse information. Liang et al. [21] proposed a forensic
structure for the Internet of Things based on blockchain technology. Alotaibi et al. [22]
provided a comprehensive collection and analysis model for drone forensics which enables
the collection of evidence from multiple sources and analysis using automated tools such as
machine learning algorithms, while Studiawan et al. [23] presented an innovative approach
to forensic timeline analyses for drones. These proposed solutions have the potential to
improve the efficiency, reliability, and accuracy of drone forensics, as well as to facilitate
communication and collaboration among investigators and agencies.

Overall, the use of UAVs has become increasingly popular in recent years. However,
as the use of UAVs has grown, so has the potential for security threats and attacks. Recently,
Siddiqi et al. [24] highlighted the various types of attacks that can be used against UAVs as
well as the limitations associated with current security measures, such as authentication
protocols and encryption, and the need for more advanced security solutions to protect
UAVs from potential attacks. A study by Muthanna et al. [25] focuses on addressing these
concerns through countermeasures such as blockchain technology, machine learning, fog
computing, and software-defined networks.

To address the security threats posed by UAVs, researchers have proposed various de-
tection methods, security measures, and communication advancements. For example, Abro
et al. [26] provided an extensive overview of current detection methods, security measures,
and communication advancements to improve the security of UAVs and their communica-
tion networks. Ko et al. [27] has discussed UAVs, which are integral across diverse sectors
and face increasing security vulnerabilities, necessitating robust protocols. Addressing
research gaps, our paper proposes a military-focused UAV communication protocol, empha-
sizing UAV-to-UAV secure communication with features like perfect forward secrecy and
non-repudiation. The security position of drone communications is multifaceted, encom-
passing various challenges that demand thorough consideration. Authentication stands as
a critical aspect, ensuring that drones can verify the legitimacy of communication partners.
Weak authentication mechanisms may lead to unauthorized access and potential misuse.
Encryption is a dominant approach to safeguarding the confidentiality of transmitted data.
Without robust encryption protocols, sensitive information, such as surveillance data or
control signals, becomes vulnerable to interception by malicious actors. Integrity protection
is equally crucial to prevent tampering with communication packets, guaranteeing that
received information accurately reflects the sender’s intent. Furthermore, the discussion
extends to safeguarding against cyber—physical attacks in which not only digital data but
also the physical movements and operations of the drone are commandeered. Additionally,
the inclusion of perspectives from “Cybersecurity for Industry 4.0 and Cyber-Physical
Systems” provides a broader context for understanding cybersecurity challenges in the
broader domain of cyber-physical systems, as discussed in [28]. Collectively, addressing
these security challenges is imperative to ensuring the safe and reliable operation of drones
in various applications from surveillance to delivery services.

A comparative analysis of 20 previously discussed scientific papers, including the aims
of the papers, the methodologies used, results, future work, challenges, and weaknesses, is
presented in Table 1.
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Table 1. Comparative analysis of reviewed studies.

R.P

Subject Matter

Methodologies Used

Results And Future Work

Challenges and Weaknesses

(5]

Drone forensics methods,
access to a drone’s digital
storage, and the retrieval of
important data

Inspired by the general
instructions from “NIST Special
Publication 800-86" for
examining artifacts forensically.

Increases knowledge in the field of drone
forensics: access to the file system and
retrieval of the Android ID of the controller.
In future work, carry out more forensic
examinations on the Parrot AR and its
controller, in addition to other UAVs.

The ability to image a UAV camera
forensically without compromising its
integrity.

There are more than five different file system
types on a single UAV aircraft.

The software and hardware for the drone
have not yet been standardized.

An increasing need for reliable
digital forensic investigation
frameworks for UAV

Created a framework for UAV
DF investigation and applied it
to the DJI Phantom III UAV.

A reliable framework for drone forensic
investigation assists in conducting the
forensic investigation methodically.

A lack of standards and sufficient details on
the forensic investigation of drone incidents.

The implications of using
Al-enabled UAVs for forensic
investigations

UAV and Al comparison and
implications for forensic
investigations.

Al-enabled UAVs can provide more accurate
information than traditional methods, reduce
the amount of time needed for an
investigation by providing real-time data
about a crime scene or location, and reduce
costs.

In the future, further explore these
technologies as a means of improving the
efficiency and accuracy of forensic
investigations.

Preparing UAV investigators to handle UAVs
securely throughout operations.
The guidelines that drone operators follow
differ according to different countries’
aviation rules.

[°]

Gathering, fixing, and
analyzing significant artifacts
from flight data; investigating

and assess the relationship
between a drone, a mobile
phone, and an SD card

Drone flight experiments to
simulate a drone’s criminal
behavior.

According to flight data logs, there is no proof
linking a drone, SD card, and smartphone.
Identified relational artifacts and temporal

analysis rules. Future work will include
additional drone-related experiments.

Limited access to certain components due to
their small size and lack of standardization
among different manufacturers” drones.
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R.P

Subject Matter

Methodologies Used

Results And Future Work

Challenges and Weaknesses

[10]

The current state of drone
forensics, focusing on
challenges and insights

The theory that file carving and
a forensic examination of the
important discrete digital
containers of a drone can be
combined into one logical
process known as “drone
forensics”.

The analysis added new perspectives to the
knowledge already available on drone
forensics and brought forth several
characteristics and special difficulties. A
futile analysis of the Parrot AR and its
controller.

Lack of standardization and understanding
about how drones store their data.

[11]

Developing a new method for
the digital forensic
examination of drones

Examines six drone brands that

are frequently utilized for illicit

activity and gathers information
that might be used in court.

Drone forensics might help law enforcement
gather important data required for criminal
investigations.

Developed a detailed process model for
conducting investigations in future work.

Lack of digital forensic tools that are already
designed and cover all types of drones and
how to handle the data gathered.

[12]

Obtaining a digital forensic
preparedness system and
improve a proactive technique
for DRFs

A comprehensive review of the
existing drone forensic
framework.

Proposed a model to investigate which
obtains a digital forensic preparedness
system and can be used to improve a
proactive technique for DRFs.

DF tools are insufficient for investigations,
even whenexist to extract data from drones.
DF software, tools, and methodologies must

be updated to consider continuous
developments in drones.

[13]

Tracking digital evidence, both
live and static, in drones is
forensic and makes the
evidence identification process
easier

The purple team technique was
used, technical difficulties
relating to digital evidence

traceability were investigated,
the integrity of recent digital
forensic tools when conducting
forensic analyses for drones was
evaluated.

The suggested UAV Kill Chain can assist in
resolving significant issues with UAV security
and forensics.

Plans call for the use of unencrypted links to
expand this research.

Due to drones’ architectures and data flow,
anti-drone detection and counter-forensics
systems are complicated subjects.

To perform additional research on different
types of drones, it will be necessary to acquire
more tools, equipment, and laboratory space,
as well as a flight permit.
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R.P

Subject Matter

Methodologies Used

Results And Future Work

Challenges and Weaknesses

[14]

Building several criminal-like
drone scenarios and
investigating them

Examined which approaches
and standards work best when
conducting investigations using
DJI drones.

The DJI Mini2 has a maximum capacity
greater than its weight, which could be
exploited by bad actors in a variety of
situations.

Future work will focus on chip-off data
extraction and analysis, how carrying
different weights affects battery life, and
OcuSync 2.0 transmission technologies.

Physical damage to the device, encryption,
and limited access to internal components.

[15]

Analyzing the current state of
security and privacy issues
related to UAVs

Discussed the security risks
posed by UAVs and the privacy
implications of UAVs.

Proposed various countermeasures against
security risks and various measures to
preserve privacy.

Future work will develop effective
countermeasures against potential threats as
well as comprehensive legal frameworks.

Current laws are inadequate for addressing
the security and privacy risks posed by UAVs.
The need to develop more effective
countermeasures against several potential
threats.

[16]

The potential for UAVs to
provide detailed imagery and
data that can be used to
reconstruct events or identify
suspects

Evaluated forensic tool products’

capabilities in depth, showed
how to analyze recovered

evidence, and examined the

validity and dependability of
retrieved digital evidence.

The DJI Phantom 4 and Matrice 210 UAVs are
capable of providing high-quality imagery
and data for forensic analysis purposes.
Future work will examine the accuracy and
dependability of additional artifacts extracted
from UAVs.

No widely available instrument can perform
a thorough forensic investigation of drones.
Different drone processes and data structures,
as well as a large amount of diverse data.

[17]

Enhanced digital forensic
techniques to identify drones
flying unusually

Used a drone’s motor current
and controller direction values.

The values of the two motors on the right
side significantly rose during an unusual
flight when the drone moved to the right
owing to an outside force. In the future, these
values will be used to figure out why this is
happening.

Due to the limited number of DJI Phantom 4
Pro trials that were carried out, this
conclusion cannot be generalized.

The measurement data could be wrong.
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[18]

Subject Matter Methodologies Used

Results And Future Work
Investigating the present state

of drone forensics and how it

Explored the various types of
affects law enforcement and

Challenges and Weaknesses

[19]

drones and their associated

other stakeholders forensic challenges.

be tracked and identified to facilitate
investigations.

Development of a viable

It is important to understand how drones can
be used to commit crimes and how they can

Due to their small size and limited battery
life, drones pose technical challenges when
collecting evidence, a lack of clarity regarding

how laws should be applied, and

[20]

comprehensive framework
preparedness for drone

Used a design science research
forensics

method. and post-incident perspectives.

Future work will center on the
implementation of the DRFRF in an actual
case.

Solving the DRF domain’s

The proposed DRFR framework consists of
two levels: a proactive level and a reactive
level to deal with drone crime from some pre-

The DREM model integrates the DRF models,

ethical considerations and privacy concerns.

Due to a lack of specific rules or standards
that handle incident response, the ISO/IEC
27043 investigative process classes are used

as a general framework for incident response

[21]

processes, activities, and tasks and comprises
three primary levels: the M2-Metamodel
Level, the M1-DRF Model Level, and the
MO-DRF User Data Model Level. In the
future, work will focus on establishing a
repository for the DRFM to store all relevant
information related to the DREF field.

heterogeneity, interoperability,

The design-science methodology
and difficulty problems

was used to research
“metamodeling”.

The security and privacy of

Reviewed IoT forensic systems
IoT devices and networks

The lack of standardization in drone forensics
models and the diversity of drone
infrastructure are challenges.

Ensuring the security of IOT devices by using
distributed ledgers to trace transactions and
smart contracts to store evidence.
Future work will develop more effective
solutions for privacy issues.

using blockchain technology.

Scalability, privacy protection,
interoperability between different
blockchains, and legal considerations are
challenges.
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R.P Subject Matter Methodologies Used Results And Future Work Challenges and Weaknesses
Presented a CCAFM model which consists of
A complete model for. dat'a Adapted systematic methods of 4 components: data acquisition, da.ta Current methods are limited in their ability to
[22] gathering and processing in desien science research extraction, data analysis, and reporting. collect evidence from drones
drone forensics C ' Future work will examine the CCAFM model '
in practice.
Described the architecture of
Examining the timeline of DroneTimeline and the Proposed a new tool, “DroneTimeline.” Open-source forensic software ignores the
[23] events related to drone advantages of using it over Future work includes potential timeline that might be gleaned from drone
operations existing methods, then improvements in accuracy and scalability device file metadata.
presented a case study.
Complete knowledge of the Discussed security risks, privac
recent developments that have ty > PIVASY  provided potential solutions for security and Constraints associated with security and
[26] concerns, and constraints with

brought about problems with
UAVs

UAVs.

privacy issues.

privacy and safety are challenges.
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2.2. Challenges of Digital Forensics for Drones

The use of drones has increased in recent years, and there has been an increase in
drone accidents, causing the need for digital forensic investigations of drones. However,
when using drone digital forensics, law enforcement and other investigative agencies must
overcome a unique set of challenges. Additionally, there are additional ethical and legal
considerations when using drones in criminal investigations. Digital forensic investigations
of drone accidents are fraught with intricate challenges spanning technical, legal, and
practical domains. The acquisition of crucial flight data stored on manufacturer servers
is often hindered by legal restrictions and manufacturers’ reluctance to share proprietary
information. Ensuring the integrity of flight data proves difficult, with malicious alterations
or deletions complicating the accurate reconstruction of accident sequences. Signal interfer-
ence or communication loss during accidents further delay real-time data capture, creating
challenges in reconstructing events. The absence of standardized tools and methodologies
in drone forensics leaves investigators grappling with diverse systems and file formats.
The complexity of drone software ecosystems, spanning flight control software, firmware,
and third-party applications, demands deep expertise in various programming languages.
Balancing the need for thorough investigations with privacy concerns becomes delicate,
especially when accidents involve sensitive or private areas. Rapid advancements in drone
technology require forensic experts to adapt continually. Physical damage, environmental
factors, and the global variability of regulatory frameworks add further layers of complexity.
Finally, remote or inaccessible accident locations pose logistical challenges in retrieving
evidence. Addressing these multifaceted challenges necessitates a collaborative, multidisci-
plinary approach encompassing forensic experts, legal professionals, drone manufacturers,
and regulatory bodies, emphasizing ongoing research and development in drone foren-
sics to keep pace with technology. Three major categories of criminal investigations are
discussed below.

2.2.1. Physical Challenges

The physical obstacles that must be overcome in drone forensics investigations are
referred to as “physical challenges” and include the following;:

e  Hardware component fragility: Drones are typically made of lightweight materials that
can be easily damaged or destroyed during the investigation process. The variety of
the components, their interconnectedness, and their interactions with the environment
all contribute to the drone forensic domain’s complexity [20].

e  Small size: Finding drones can be difficult because they are often small and can be
easily destroyed or hidden by suspects [9].

e  Environmental factors such as temperature, humidity, and dust may make it chal-
lenging for investigators to access actual evidence, such as parts of crashed drones or
damage from an unusual flight occurrence [17].

e  Power supply: Drones can be utilized in isolated areas where power sources may be
hard to obtain or nonexistent. As a result, drones may not be able to stay in the air
long enough for investigators to gather all the necessary evidence because of their
short battery lives [6].

e Transportation: As drones are frequently used in remote areas, it is more difficult for
investigators to reach them, locate them, or transport them to a lab for analysis for a
forensic investigation [6]. This also presents issues for establishing a chain of custody.

2.2.2. Legal Challenges

The legal problems that arise when attempting to use drones in forensic investigations
are referred to as “legal challenges” and include the following:

e  Jurisdictional concerns: The recovery of evidence from drones can be made more
difficult by the use of cloud-based storage systems because data may be kept in
various locations [5].
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Privacy concerns, particularly when drones are used to collect data from individuals
without their knowledge or consent or fly over restricted areas that may limit or restrict
access to certain types of data or information during an investigation. In addition,
drones can offer a more thorough view of a crime scene than conventional techniques,
but they also pose special data security and privacy issues [8].

Powers and permissions: Analyzing and storing these data securely may require
specialized hardware and software and access to specialist tools and equipment, as
well as specialized knowledge and expertise; these are requirements for drone forensics
which not all investigators may have [8].

Ethical considerations: There is a risk of unauthorized access to UAVs due to weak
authentication protocols or a lack of encryption [15] which must be considered when
conducting a drone forensic investigation, including ensuring that any data gathered
are used only for the investigation and are not shared with third parties without
consent, transparency about methods and findings, and compliance with laws.

Lack of regulation: There are no laws or regulations governing the use of drones for
this purpose in many countries, which can lead to potential legal issues if the drone is
used improperly or without proper authorization [15]. Additionally, some countries
have restrictions on where drones can be flown.

Potential evidence contamination: Certain traces are extremely fragile and are quickly
altered by environmental, animal, or human activities [8]. There is also a risk that
using a drone could damage or destroy evidence at a crime scene if it is not operated

properly.

2.2.3. Technical Challenges

“Technical challenges” are the issues associated with collecting, analyzing, and in-

terpreting data from drones, including managing the several types of data saved on a
drone, such as videos and photographs. Additionally, technical challenges encompass
comprehension of the different protocols necessary for communication between a drone
and its controller or other devices, as well as knowledge of the various drone sensor types
and how they relate to one another. Technical challenges related to drone forensics include
the following:

Preservation: Due to the intricacy of the technology and the requirement for specialized
training, the use of UAVs in forensic investigations has a unique set of difficulties [8]
which include data that can be easily corrupted or lost due to hardware or software
failures, malicious attacks, or other external reasons.

Collection: A thorough investigation into a crime or incident using a drone may not
be possible given its small size and limited storage capacity. In addition, the drone
may not be able to stay in the air long enough for investigators to gather all necessary
evidence because of its short battery life, making it difficult to collect a large amount
of data in a short amount of time [6].

Analysis: To understand what transpired during a certain flight or event, it is often
necessary to examine the various sorts of data that drones frequently hold, including
pictures, videos, and flight logs. In addition, it is challenging to collect and evaluate
data from drones due to the complexity of the data contained there and the lack of
standardized data formats [10].

Storage: Data kept on remote servers or in on a cloud server can present additional
difficulties because investigators require access to these services [19]. It may be
possible for users to delete or modify data stored on drones, making it more difficult
for investigators to gather evidence properly.

Recovery: To properly recover deleted or corrupted data from a drone’s memory card
or other storage device, specialist tools may be needed. The investigations are made
more difficult by the lack of tools, particularly those intended for digital forensics on
drones [8].
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e  Complexity: Drones use a variety of different software platforms that are constantly
being updated and changed. This can make it difficult to accurately capture and
analyze all relevant data from a drone’s system during an investigation. In addition,
finding evidence that can be utilized to recreate the events that took place during a
drone’s operation is the most difficult part of drone digital forensics [9].

e  Encryption: Data encryption can make it difficult or even impossible for digital forensic
investigators to access encrypted data stored on or transmitted by a drone, which poses
a substantial barrier for them when working with drones [13]. So, either the drone
maker or the user must provide investigators with the encryption key or password in
the beginning.

e  Lack of consistency: A significant problem occurs when the data collected from drones
are inconsistent. This makes it difficult to create a uniform set of digital forensics tools
and methodologies for UAVs [9]. This is brought on by several elements, such as
the kind of drone and its operating system. Moreover, comparing data from various
sources might be challenging because different drones may use different data formats.

e  Lack of standardization: This makes it challenging to create a consistent set of digital
forensics methods and procedures for UAVs [20]. So, there is currently no standard
protocol for the use of drones in digital forensic investigations, making it difficult to
ensure consistency and accuracy in the collection and analysis of data.

o  Cost: Forensic investigators are faced with an additional obstacle due to the quick
development of drone technology and related components [22]. Accordingly, drone
forensic investigations can be costly due to the need for specialized equipment and
personnel to keep pace with this development.

e  Limited battery life: Drones may not be able to stay in the air long enough for inves-
tigators to gather all necessary evidence [6]. This means that drones have a limited
operational time before requiring recharge.

e  Connections: The majority of drones are connected to other devices through Wi-Fi
or Bluetooth, so gathering evidence from these connections presents an additional
challenge [8], making it vulnerable to interception by malicious attackers.

e  Big data: Drones are frequently fitted with numerous sensors, cameras, and other de-
vices that produce a significant amount of data, which further increases the complexity
of the digital forensic procedure [17].

e  Training: Skills and specialized knowledge are needed for drone forensics. To properly
examine drones, forensic investigators need to have a good understanding of the
system’s architecture. Due to the complexity of drone hardware and software, they
must be familiar with various drone types and their components [20].

e  Open-source software: It may be challenging for forensic investigators to recognize
the source code used on a specific drone. This also makes it difficult to identify any
modifications that have been made, the origin of malicious payloads, and activity on
drones [26].

e Limited computing power: Several drone models cannot save a significant amount of
data because of their low computational capacity, which might make it challenging
for digital forensics investigators to gather all pertinent information throughout an
investigation [11].

e  Quality of images: The challenge of obtaining high-quality images from drones is that
the resolution of the camera and the distance from which it captures images can have
a significant impact on the quality of photographs taken by drones [18].

2.3. Methods Used in Investigating Drone Accidents

Investigating drone accidents requires the use of different digital investigation meth-
ods to ensure accuracy. Each method has its advantages and disadvantages, and inves-
tigators must carefully evaluate and decide which methods to use based on the specific
circumstances of each case. Table 2 illustrates the advantages and disadvantages of various
methods used in digital investigations of drone accidents. Before creating the table, it was
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necessary to identify commonly used digital investigation methods for such investigations.
Some of the frequently utilized methods include the following:

e  Forensic imaging entails making a complete copy of a drone’s storage media for further

analysis.

e  Network forensics involves analyzing network traffic to detect any suspicious activities
associated with a drone.
e  Memory analysis involves examining the volatile memory of a drone to uncover any
relevant running processes or data.
e  Mobile device forensics involves analyzing any mobile devices that may have been

used to control or communicate with a drone.

Table 2. The advantages and disadvantages of various methods used in digital investigations of

drone accidents.

Methods Source Advantages Disadvantages
Creates a comprehensive copy of all Demands specialized equipment and
data, allowing for an accurate analysis. ~ expertise and can be time-consuming.
Can recover deleted data and examine May not capture all relevant data.
. . essential metadata such as GPS Requires physical access to the drone’s
Forensic Imaging [29] . . .
coordinates and timestamps. storage device.
Ensures that all evidence gathered It may not be possible to recover all
during the investigation is admissible data from a damaged or destroyed
in court. drone.
Requires access to network logs or
- .. ther data f third-party devices.
Can detect suspicious network activity. other data trom Enrd-party devices
. . , May not be useful if the drone was not
Provides details about a drone’s -
. - . connected to a network during the
. communication with other devices. .
Network Forensics [30] . accident.
Helps track down perpetrators without
.. . May not capture all relevant data and
requiring physical access to the drone .
: may be incomplete or corrupted due to
or its components. : . .
issues with network connectivity.
Requires specialized expertise.
Can provide information about Requires specialized tools and expertise.
running processes on the drone. Volatile memory is easily overwritten
. Can recover deleted data from volatile or lost if power is lost.
Memory Analysis [31] L .
memory. May not be able to provide information
Can be used to identify malware or about external factors that contributed
other malicious activity. to the accident.
S . Requi to th bile device.
Can provide information about control equures access to the mobtie device
L . May require specialized tools and
or communication with a drone. .
. . expertise.
May contain valuable evidence such as . .
. May require access to third-party data
GPS location data or text messages such as cloud backups or application
Mobile Device related to the incident. P PP
. [32] . . usage logs.
Forensics Does not require physical access to the

drone itself.
Can provide valuable information
about the drone’s flight path, altitude,
and speed.

May be subject to tampering or hacking,
which could compromise their integrity.
The accuracy of the data obtained may
be affected by factors such as signal
strength and interference.

3. Digital Twin Technology

This section focuses on digital twin technology (DTT) and examines the concept, archi-
tecture, and characteristics of digital twins. The section also explores how this technology
works and highlights its potential vulnerabilities.
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3.1. Digital Twin Concept

The concept of digital twin technology is gaining traction in the fields of engineering
and computer science. It uses real-time data and simulations to create a digital copy of a
physical object, system, or process. This virtual model can be used to analyze, monitor,
and tune performance, as shown in Figure 2. DTT is widely used in the engineering,
manufacturing, and construction industries to improve efficiency and reduce costs by
predicting potential problems before they occur. It can also be applied to other fields like
transportation and healthcare to improve decision making and increase performance. DTT
can be defined as a system that combines physical and virtual components to create a
real-time digital copy of a physical asset or process and an advanced simulation tool that
allows for the creation of a virtual model of a physical system that can be used to monitor
and enhance its performance. It employs data analytics and machine learning algorithms
to generate a dynamic, real-time model of a physical system that enables optimization and
predictive maintenance [33-35]. It should be noted that there is not yet a unified definition
of digital twin technology because DTT is an innovative approach and a rapidly growing
field.

Physical Object

Digital Model

Figure 2. Bridging the physical and digital realms with the concept of digital twins.

3.2. Digital Twin Architecture

There are several different architectures for digital twin technology, depending on
its specific application and requirements. However, all these architectures have similar
characteristics, including the integration of sensors, capabilities for managing and analyzing
data, tools for simulation and modeling, and end-user interfaces. Figure 3, illustrates the
typical structure of a digital twin, which consists of three layers.

An example of a digital twin architecture is given in a recent research article by Redel-
inghuys et al. [36] in which a six-layer digital twin architecture is proposed. These layers
include data acquisition, data processing, data analysis, decision making, communication,
and application. The primary goal of this architecture is to enable real-time monitoring and
control of manufacturing processes by creating a virtual replica of a physical system.
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Data Layer: is accountable for gathering and
preserving data from multiple sources, which includes
Sensors.

r\/
Analytics Layer: is accountable for analyzing the

gathered data to generate insights into the physical
object's or system's performance.

Application Layer: Utilizes these insights to
manage and enhance the physical object's or system's
performance.

Figure 3. Comprehensive digital twin structure.

In another example, according to [37], a digital twin architecture comprises three essen-
tial components: a physical system, a cyber system, and a cloud system. This architecture
aims to facilitate more efficient management of complex cyber—physical systems across
various domains.

Through the examples mentioned, we can conclude that the structure of a digital twin
is not fixed and varies according to the purpose of its creation, but some basic layers must
be present.

3.3. Characteristics of a Digital Twin

It is common knowledge that each technology has a distinct collection of characteristics
that distinguish it and differ depending on the specific application and use case. Conse-
quently, it is important to understand a technology’s features and its potential applications
before utilizing it. The key characteristics of digital twins are presented in this section.
Table 3 presents an overview of these characteristics, including their descriptions, benefits,
and examples.

Table 3. Characteristics of digital twins.

Characteristics

Description

Benefits Examples

Real-Time
Monitoring

Allows for the early detection of In healthcare, digital twins can monitor

This is achieved
through the
integration of various
sources, such as
sensors, cameras, and
other IoT devices.

potential issues or anomalies in a
physical asset, enabling proactive
maintenance and reducing downtime.
Provides valuable insights into the
performance and behavior of the asset,
allowing for optimization and
improvement.

patient vital signs or medical
equipment to ensure timely
interventions. For example, a DT of a
cancer patient can continuously
monitor their vital signs and alert
healthcare providers if there are any
abnormalities that require immediate
attention [38].
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Table 3. Cont.

Characteristics

Description

Benefits

Examples

Predictive
Analytics

Includes the use of

statistical algorithms
and machine learning
techniques to analyze
data from sensors, IoT
devices, historical data,
and other sources and

predict
future outcomes.

Identifying potential problems before
they occur, enabling proactive
measures to prevent them from
happening. Optimizing operations by
identifying areas where improvements
can be made. Reduces downtime by
predicting when maintenance or
repairs will be required.

In the energy sector, where DTs are
used to monitor power plants and
predict when maintenance will be
required, energy companies can
identify potential problems before they
arise and take corrective action by
examining historical data on equipment
performance and environmental factors
like temperature and humidity
levels [39].

Simulation
Capabilities

This is achieved
through the use of
advanced modeling
and simulation
techniques that allow
digital twins to
accurately replicate the
behavior of
physical systems.

Testing and refineing designs before
they are implemented in the real world,
reducing the risk of costly errors
and delays.

Optimizing performance by identifying
areas for improvement and testing
different scenarios to find the
best solution.

Engineers can test new designs and
improve existing ones using digital
twins to simulate aircraft performance.
For example, it has been discovered
that the implementation of a UAV DT
system can greatly enhance the safety
performance of a UAV throughout its
airspace flight [40].

Scalability

The capacity to handle
an increasing system’s
complexity and data
volume; because of
this, digital twins can
change and adapt to
the changing
requirements of the
system they represent.

Enables organizations to grow without
having to invest in additional
physical assets.

Enables better decision making by
providing real-time insights into the
system’s performance.
Facilitates collaboration between
different stakeholders and teams by
providing a common platform for
data exchange.

DTs can simulate entire cities, including
transportation systems, buildings, and
energy grids, to improve sustainability
and optimize resource usage. For
example, the project Digital Twin Earth,
which aims to create a virtual replica of
the planet Earth to study climate
change and its impact on various
ecosystems [41].

Remote Control

This indicates that
users are able to
interact with and

modify the digital twin
even without
physically being
present at the site.

Facilitating a secure space for
experimentation without potential
harm, allowing remote control of
physical systems globally in real time
and enabling collaborative access and
modification of the digital twin by
multiple users Enables multiple users
to access and modify the digital twin,
regardless of their physical location.

DTs can be used to enable users to
interact with and control a physical
entity. For example, a human user and
a robot can be connected through a DT
system, which enables real-time remote
control to monitor and adjust
parameters [42,43].

3.4. How Does a Digital Twin Work?

The creation of a digital twin involves multiple steps. Initially, sensors installed
on a physical object or system collect data regarding its position, temperature, pressure,
vibration, and other relevant parameters. This data are then processed using machine
learning algorithms to generate a virtual model of the physical object or system that
includes all relevant parameters affecting its behavior and performance. Subsequently,
a digital model of the physical object or system is created based on the processed data.
The digital twin is utilized to simulate various scenarios and conditions that the physical
object or system may encounter in the real world, enabling engineers and operators to test
different strategies and optimize performance. As the physical object or system operates
in reality, sensors continue to gather data that are fed back into the digital twin model for
ongoing monitoring and analysis of its behavior.
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3.5. Potential Vulnerabilities

As with any technology, digital twins also have potential vulnerabilities that need to
be addressed. In this section, we discuss the potential vulnerabilities of digital twins.

e  Cybersecurity: The data contained within digital twins can be compromised in terms
of their confidentiality and integrity due to cyberattacks [44].

e  Data privacy: If digital twins are accessed by unauthorized individuals, the sensitive
information they contain could be exploited for harmful intentions [45].

e Interoperability: The usefulness of digital twins can be limited if they are unable to
communicate with other systems or devices [46].

e Lack of standardization: At present, there is a lack of uniformity in the creation and
utilization of digital twins, which may result in irregularities and weaknesses in their
construction and execution [47].

e  Ethical issues: The utilization of digital twins gives rise to ethical issues regarding
confidentiality and privacy [48].

e  Reliability: The dependability and precision of digital twins rely on the excellence of
the information they hold, which may be jeopardized by inaccuracies or deliberate
tampering [49].

e Integration with legacy systems: Incorporating digital twins into pre-existing legacy
systems can prove to be a difficult task as there may be disparities in technology,
standards, and protocols [50].

4. The Rational behind Choosing the Digital Twin Technology

In recent years, drones have gained increasing popularity as either means of com-
mitting crimes or as tools to assist in investigations, leading to an increase in accidents
involving drones. Consequently, digital forensic investigations play a crucial role in drone
accident investigations and implementing preventive measures to improve safety [51,52].

As discussed previously, unfortunately, drone accident investigation can be difficult,
has many weaknesses, and faces many challenges. Also, traditional forensic investigation
methods, such as physical examinations and analyses, can be time-consuming and could
potentially exacerbate damage to the drone or its surroundings. Furthermore, the high
heights, long distances, and remote locations that drones can cover make it challenging to
accurately reconstruct accident sites and understand drone behavior before and during an
incident.

As discussed, digital twin technology has emerged as a solution with great potential
for addressing the complexities of forensic investigations of drone incidents. DT technology
involves generating a virtual replica of an actual drone and its surroundings, enabling the
simulation of different scenarios, and analyzing the details of accidents. This technology
provides numerous advantages, including the following:

1. It provides a secure and controlled environment for drone incident investigation.
Investigators can interact with and modify the digital twin without risking further
damage to the physical drone or its surroundings. This can help preserve evidence
and prevent contamination of the accident site, ensuring a thorough investigation.

2. Itsupports the real-time monitoring and analysis of drone behavior. The data trans-
mitted from cameras and sensors on an actual drone allow investigators to monitor
the drone’s movements and behavior during and before the accident. This can aid in
identifying the potential causes of an accident and implementing preventive measures
to improve safety.

3. By creating a virtual replica of the drone and its surroundings, investigators can
test hypotheses, simulate different scenarios, examine various theories regarding the
causes of the crash and identify the most probable scenario. This can save time and
resources compared to traditional methods.

As a result, digital twin technology is considered a promising solution to enhance the
accuracy and effectiveness of forensic investigations related to drone accidents.
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5. Simulation Scenario and Implementation

In this section, part of the digital twin technology solution is simulated using ROS
(Robot Operating System, version 2), an open-source software framework for building
robotics applications. It provides a variety of libraries and tools for developing and
simulating robotic systems, including support for simulation environments such as Gazebo
(3-D simulator) and Rviz (3-D visualization). Additionally, ROS (version 2) provides a wide
range of tools for monitoring and controlling the system in a virtual environment, allowing
developers to fine-tune and optimize the system in real time. This makes simulating the
digital twin technology using ROS software (version 2), along with Gazebo and Rviz, a
powerful tool.

The simulation scenario and the implementation of the simulation are described in
this section.

5.1. Drone Accident Scenario

An autonomous drone navigating to the desired location is equipped with four brush-
less DC motors, a sonar sensor for the dynamic and accurate mapping of the accident site,
and a camera that takes photographs directly in sequence [53-56]. The drone is sent to
a desert environment to surveil an incident scene, but the drone is exposed to the wind,
which causes it to become unbalanced. This leads to the drone deviating from its trajectory,
colliding with an obstacle (a mountain), and then crashing, and the quality of the captured
images is impacted. Figure 4 provides the sequence of the scenario that was simulated.

Simulation
&~ Environment

!

DRONE
— C> DRONE Ci> OBSTACLE C> CRASHED Ci>
- AN -

SONAR CAMERA o MERA
a
®

Figure 4. Sequential simulation scenarios unfolding to model dynamic processes and interactions.

5.2. Implementation of the Simulation

This section describes the hardware and software components required for imple-
menting the simulation scenario. The key point is that after reading this section, it will be
possible to set up a simulation environment and demonstrate the scenario.

5.2.1. Hardware Components

e  The simulation environment was developed and tested on a Dell computer.
e  The computer has a 2.20 GHz Intel Core 2.19 processor, 63.7 GB of memory, and the
operating system Windows 10.

5.2.2. Software Components

The software components included Ubuntu 20.04 (Bionic), an open-source software
operating system, and Robot Operating System (ROS version 2) noetic distribution, an
open-source software framework for building and programming robots, including support
for simulation environments Gazebo (3-D simulator) and Rviz (3-D visualization), all of
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which were executed on VMware Workstation version 16. Image] software (version 1.54f)
was used to analyze and process digital images.

5.2.3. Simulation Experiment

The ROS software (version 2) was used to simulate a drone accident in a desert and in a
controlled environment, as shown in Figure 5. A 3D model of a drone equipped with sonar
and a camera was used, as shown in Figure 6. The data collected included the orientation
of the drone in three dimensions (X, Y, and Z), as shown in Figure 7, as well as the time log
data. It also included the simulation parameters, such as winds at a speed of 20 mph in the
direction of the Y-axis, which were used to determine the effectiveness of the simulation
in causing the drone’s imbalance, deviation, and crash. Additionally, the study compared
the quality of the images captured before and after the incident to assess the impact of the
accident on image quality [57]. In addition, the ROS software (version 2) incorporated the
Rviz tool to visualize camera and sonar data collected during the simulation, as shown in
Figures 8 and 9.
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Figure 5. High-fidelity simulation capturing the nuances of a desert environment.

This provided a comprehensive view of the drone’s movements and helped identify
any anomalies or deviations in its flight path. The simulation of the scenario was per-
formed in a pre-programmed environment that emulates real-world conditions, using the
Python programming language and the widely used Rospy library that is typically used
for developing robotics applications.
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Figure 6. Detailed 3D model of a drone, showcasing design intricacies.
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Figure 7. Visual representation of various drone orientations.
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Figure 8. Drone camera.
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Figure 9. Utilization of drone-mounted sonar technology for precise mapping.

6. Results and Discussion

The results of the experiment highlighted the importance of simulation in inves-

tigating drone accidents and providing a safe and controlled environment to replicate
real-world scenarios and gather valuable data without risking damage to the drone or other
equipment or when the drone is not physically accessible. After conducting simulations
for the aforementioned scenario and collecting and analyzing data, the results showed
the following:

1.

Orientation data: The graph in Figure 10, shows the orientation of the drone in the
X, Y, and Z dimensions over time. The X, Y, and Z dimensions are represented by
the blue, red and green lines, respectively. The time (in seconds) is represented by
the x-axis. The graph shows that the drone’s orientation remains relatively stable in
the X, Z, and Y dimensions but then experiences significant variations, which could
indicate the drone’s response to a simulated wind of 20 mph in the y-axis direction, as
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mentioned earlier. This indicates that the simulation is efficient and provides valuable
data for analyzing the stability of the drone and the response to various simulation
parameters [25,27].
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Figure 10. Visualization of drone orientation.

2. Image quality: The image quality analysis was conducted by visual inspection, which
involved visually comparing the two images side by side and identifying any differ-
ences in image quality, such as differences in sharpness, color accuracy, and noise
levels. As shown in Figure 11, a photograph was taken before the drone was exposed
to the wind, while in Figure 12, a photograph was taken while the drone was exposed
to the wind. In addition, Image] software (version 1.54f) was used for image analysis,
which involved analyzing the image contrast factor, for which the contrast of image
1 (after) was 0.849, while the contrast of image 2 (before) was 1.160. This suggests
that image 2 (before) has greater contrast than image 1 (after). As shown in Figure 13,
this suggested that it was of higher quality in terms of image clarity and sharpness,
demonstrating the impact of the accident on the camera system and the effectiveness
of simulation in proving it [7,28].

Figure 11. A Photograph taken before (image 1).
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Figure 12. A photograph taken after (image 2).
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Figure 13. A Comparison of the two images, analyzed using Image] (version 1.54f).

3. Sonar data: Sonar data collected during the experiment were used to identify potential
hazards and obstacles in the environment that may have contributed to the accident,
as well as to provide a detailed view to study the drone’s flight path during the
simulation process. From launch to collision and crash, the simulation of sonar data
provides valuable insights into the drone’s behavior and the factors that contributed
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to the accident. Figure 14, shows sonar data in which the red color represents the
obstacles surrounding the drone and the green color represents the drone’s path.
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Figure 14. Sonar data.

The results of these experiments, which included analyzing both the deviation in
the directions of the drone and therefore its instability and crash and the quality of the
extracted images as well as the sonar maps, indicate that the simulation was effective as it
became easy to visualize and analyze the behavior of the drone over time and in various
conditions and to clarify the surrounding environment, which provided insights into their
behavior and response to different simulation criteria, which led to a better understanding.

Thus, we can consider simulation a valuable tool that helps in digital forensic investi-
gations of drone accidents. By recreating an accident scenario in a simulated environment,
investigators can analyze the behavior of a drone and the surrounding environment gain
insight into the causes of the accident and identify possible contributing factors. Simula-
tions can also help investigators test different scenarios and hypotheses, which can lead to
a better understanding of accidents and the development of effective countermeasures.

As aresult, simulation technology can be a valuable asset in the field of digital forensics,
particularly when it comes to drone incidents, demonstrating the potential of digital twin
technology in this field.

As drones become vital first responders in law enforcement and emergency situations,
the proposed forensic approach offers significant advantages by streamlining investigations.
In critical scenarios like fire emergencies, drones can provide real-time situational awareness
to teams before their engagement, ensuring their safety and the community’s. Similarly,
during hostage situations with armed perpetrators, continuous drone footage can inform
optimal decision making as the situation evolves. Moreover, even if drones malfunction
or are compromised, the proposed forensic approach allows for the recovery of digital
evidence for further analysis and actionable insights.

7. Conclusions and Future Work
7.1. Conclusions

In this study, we conducted a thorough review of the literature on the challenges
associated with drone digital forensic investigation and divided them into three different
categories. Considering this, we proposed a promising solution to overcome the challenges
of the digital forensic investigation of drones. The solution is based on digital twin technol-
ogy, which is one of the technologies that is having a noticeable impact in various fields
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such as healthcare and industry. The simulation is implemented as part of the digital twin
solution. Using ROS (version 2) and the simulation environments Gazebo and Rviz, a spe-
cific drone crash scenario was simulated, and real-time data were extracted and analyzed.
As a result, the simulation proved effective in determining the behavior of a drone before
and during the accident and its impact on the quality of images collected by the drone,
which indicates the effectiveness of this technology in the future and what it offers in the
context of drone digital forensic investigation.

7.2. Future Work

Although digital twin technology (DTT) is a technology that is currently being devel-
oped and is still in its infancy, since the aim of this paper was to demonstrate and test the
effectiveness of using this technology for drone accident simulation and investigation, it
paves the way for more work in the future by implementing DTT in a digital model for a
real case. In addition, this paper provides a basis for other researchers to further investigate
this field and its use in the digital forensic investigation of drones. As part of our future
work, we intend to test DTT in a real case scenario to evaluate its effectiveness in a digital
forensic investigation.
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