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Abstract: Jammers emit strong intentional jamming signals aiming to limit or block legitimate com-
munications. The distribution of jammers, whether in non-clustered or clustered form, significantly
influences the performance of vehicle-to-everything (V2X) networks. In addition, the fluctuations
in the three-dimensional (3D) antenna beam width of unmanned aerial vehicles (UAVs) can exert
a substantial impact on the network’s overall performance. This paper introduces a model for
UAV-V2X (U-V2X) communications in mm-Wave bands, considering non-clustered and clustered
jammers, as well as the varying 3D antenna beam width. The roads are modeled using a Poisson
line process, vehicular nodes (VNs) are modeled using a 1D Poisson point process (PPP), and UAVs
are modeled using a 3D PPP. The jammers are distributed in two ways: non-clustered and clustered
distributions. Moreover, the fluctuations in the 3D antenna beam width follow a normal distribution.
To this end, a typical node’s performance in U-V2X communications is evaluated for various network
configurations, including the number of UAVs, VNs, roads, jammers, and jammer’s transmission
power. The analytical expressions for the outage probability (OP) of VN to VN connection (i.e., V2V),
VN to UAV connection (i.e., V2U2V), and an overall connection (i.e., U-V2X), under non-clustered
and clustered jamming, along with the fluctuating antenna beam width, are derived. The results
revealed that the performance of the U-V2X communications utilizing mm-Waves is significantly
degraded with the non-clustered jamming in comparison with the clustered jamming. The fluctua-
tions in the 3D beam width of the UAV antennas further compromise the network’s performance.
Thus, accurate modeling of these fluctuations is crucial, particularly in the presence of non-clustered
jammers. Furthermore, the system designers should focus on implementing additional anti-jamming
countermeasures specifically targeting non-clustered jammers in U-V2X communications.

Keywords: jamming; V2X communications; unmanned aerial vehicles; MCP; PPP

MSC: 60D05

1. Introduction

Jammers intentionally produce signals to interfere with legitimate communications.
The disruption created by the jammers, which can result in signal deterioration, communi-
cation failures, or reduced network performance, is referred to as jamming interference.
Jamming interference compromises the performance of various applications in vehicle-to-
everything (V2X) communications. For instance, jamming signals can disrupt the signals
transmitted by ambulances or fire brigades requesting neighboring vehicles for enhanced
safety and emergency response. Similarly, jamming signals can disrupt the performance of
advanced driver assistance systems, such as warning for collision avoidance, detection for
blind spots, assistance for lane change, and safety at junctions.

The third-generation partnership project (3GPP) supports various modes of reliable
communication by unmanned aerial vehicle (UAV) V2X (U-V2X) networks such as vehicle-
to-vehicle, vehicle-to-UAV, vehicle-to-infrastructure, and vehicle-to-pedestrian, as shown in
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Figure 1 [1–4]. U-V2X communications improve network outage and SE performance by de-
ploying UAVs over critical roads or highways for various applications such as autonomous
driving in vehicular platooning [5,6] and for entertainment or disseminating emergency
messages in internet of vehicles [7]. This addresses system reliability and connectivity,
specifically in the aftermath of natural disasters where conventional wireless infrastructure
is disrupted, as well as during events such as concerts or sports matches, where the network
is overloaded with extensive data traffic.

RSU

Jammer

Clustered Jamming signal

F1 (frequency)

F2 (frequency)

Non-clustered Jamming signal

Figure 1. Non-clustered and clustered jammers in a U-V2X network.

1.1. Related Works

Jamming in U-V2X communications can compromise vehicular-node (VN)-to-VN
mode communication (i.e., exchange of information in VNs, e.g., vehicles, road-side units
(RSUs), and pedestrians) or VN-to-UAV mode communication (i.e., exchange of information
between VNs and UAVs). Jamming in U-V2X communications can be broadly categorized
as non-clustered jamming (NCJ) and clustered jamming (CJ). NCJ is a form of jamming
in which the jammers are dispersed throughout the given area without displaying an
organized clustering structure. In this situation, the jammers are dispersed and are not
concentrated in one area. Conventionally, this type of non-clustered deployment follows a
uniform distribution. CJ, on the contrary, relates to a sort of jamming in which the jammers
have close proximity, frequently forming groups or clusters. As a result of the clustered
arrangement of jammers, it ends up in a limited and concentrated interfering pattern [8,9].
Conventionally, this type of deployment for clustered jammers follows the Matern cluster
process (MCP).

MCP is a clustering point process that constitutes of parent and child nodes [10,11].
The jammers or child nodes are distributed around the cluster center or parent node in
a specific radius following uniform distribution and the parent nodes do not participate
in the overall point process [12,13]. In [14], a V2X network assisted by UAV is modeled
with clustered jamming. The jammers are distributed using an MCP. The VNs consisting
of vehicles, RSUs, and pedestrians are distributed using the Poisson line process (PLP),
such that the VNs are assumed to reside along the roads (for details, see [15–17]). The
UAVs are distributed randomly in the geographical region following the three-dimensional
(3D) Poisson point process (PPP) (for details, see [18,19]). It was shown in [14] that the
performance of the V2X networks is extremely degraded when MCP-distributed jammers
are found in the neighborhood of VNs.

Some studies [20–22] focused on addressing jamming attacks on sink nodes positioned
both within and outside clusters in wireless networks. The sink node, a crucial element in
U-V2X communications, is responsible for transferring data from VNs to the network. It is
essential to analyze jamming interference, particularly when the sink node is at the center
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of a cluster and encounters jamming attacks from clustered jammers [23]. The sink node is
typically positioned outside jamming clusters to enhance network performance in terms
of capacity, connectivity, and reliability. However, when the sink node is at the center of
a jamming cluster, enhancing the instantaneous received UL SIR at the typical node can
improve the jamming interference. Reducing the number of jamming clusters and jammers
per cluster can also enhance network performance. Additionally, increasing the size of the
cluster representing the distribution of jammers in the geographical area and using narrow
band frequency domain directional antennas with smaller beam width can further improve
the negative effects of jamming in vehicular networks [24].

The importance of antenna beam width in controlling the jamming interference of
wireless networks has been extensively studied in various research works [24–27]. Narrow
beam width naturally limits the jamming area around the typical node, while wider beam
width can be confined by improving the typical node’s received SIR. Additionally, reducing
the radius (or the size) of the cluster as well as the number of jamming clusters and jammers
per cluster further confines the jamming area.

The path planning for UAVs with a focus on power and signal-to-noise ratio is ex-
plored in [28], using graphic- and heuristic-based algorithms to enhance UAV distance in
anti-jamming environments. In [29], an anti-jamming power control scenario is proposed
for UAV-assisted wireless networks, improving network performance in terms of sum
rate and energy efficiency. For satellite-air-ground networks, [30] presents a two-stage
scheme optimizing UAVs altitude and antenna beam-forming to address anti-jamming
for Line-of-Sight links. Similarly, [31] considers the performance of aerial networks under
Line-of-Sight links, optimizing jamming power control using a successive convex approxi-
mation technique. However, [28–31] did not provide insight into coverage and capacity
performance for U-V2X communications.

Investigations into the data rate of typical user equipment in aerial terrestrial hetero-
geneous networks were conducted in [32]. The authors optimized the UAV trajectories and
transmission power to enhance network performance. Additionally, they considered the
impact of intentional jamming by smart jammers capable of tracking the UAVs. In [14],
modeling the jamming interference in an aerial terrestrial heterogeneous network revealed
that clustered ground jammers based on MCP degrade coverage and spectral efficiency
(SE) performance. The work in [33] demonstrated compromised performance, particularly
in probability of error, due to jamming signals in heterogeneous networks. The analysis
in [34] addressed the aerial terrestrial heterogeneous networks with uniformly distributed
jammers, focusing the crucial role of jammer height in characterizing jamming signals and
their effect on outage probability (OP). However, the above-mentioned works are limited
in the sense that they do not consider U-V2X communications.

1.2. Contributions and Organization

Typically, U-V2X networks encounter fluctuations in the 3D beam width of the antenna
due to strong winds, high atmospheric pressure, mechanical noise, or error in the mechani-
cal controllers. These fluctuations in the 3D beam width of the antenna can significantly
reduce networks’ performance. Recently, the authors in [35–37] modeled the fluctuations
of the 3D beam width of the UAV antenna for mm-Waves. The authors showed that the
system’s performance is severely degraded with fluctuating beam width of the UAV and
that it is very important to consider the antenna fluctuations for analyzing the realistic aerial
network’s performance. Thus, we investigate jamming in U-V2X networks for mm-Waves
along with the UAV beam-width fluctuations. In the following ways, our work differs from
recent related works:

• The work in [34] focused on jamming in aerial heterogeneous networks without con-
sidering UAV’s fluctuating beam width and mm-Waves for vehicular communications.
Moreover, this work focused on jamming in U-V2X communications by considering
mm-Waves and UAV’s fluctuating antenna beam width.
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• The work in [35–37] focused on UAV’s fluctuating 3D beam width with mm-Waves
for aerial heterogeneous networks without focusing on U-V2X networks and jamming.
Moreover, this work focused on UAV’s fluctuating beam width with mm-Waves along
with the jamming interference in U-V2X communications.

• The work in [14] explored C-V2X communications with micro-waves and jamming
interference; this work specifically examined U-V2X communications with mm-Waves,
taking into account both jamming interference and the fluctuating UAV beam width.

• The work in [9] concentrated on UAV beam-width fluctuations in U-V2X commu-
nications and their impact on success probability without considering jamming in-
terference; this study focused on both jamming interference and UAV beam-width
fluctuations in U-V2X communications, evaluating their impact on OP. Additionally,
this research examined the effects of both non-clustered and clustered jammers on
network performance. Furthermore, this work suggests prioritizing the implementa-
tion of anti-jamming techniques for non-clustered jammers with a higher probability
rather than focusing solely on clustered jammers.

In all the aforementioned articles, analyzing the jamming of U-V2X communications
along with the fluctuating beam width of the UAV is not considered, which can severely
disrupt the networks’ performance. Thus, in this article, we investigate the 3D beam
width of the antenna fluctuations in U-V2X communications in the presence of jamming
interference. The novel contributions of this article are as follows:

• The U-V2X system employing non-clustered and clustered jamming signals is pre-
sented, which faces disturbances owing to fluctuating 3D antenna beam width. Under
this system, VNs communicate with adjacent VNs in their vicinity via a V2V connec-
tion or with UAVs via a V2U connection, taking into account characteristics such as
network conditions, distance, and antenna strength.

• The analytical equations of the shortest distance and the probability of associations of
the VNs with the surrounding VNs and UAVs are derived. By incorporating jammers
along with the fluctuating antenna beam width, the derived equations provide a
helpful understanding of the system’s operation under a jamming environment.

• The analytical equations for the OP of V2V connection, VN to UAV connection (i.e.,
V2U2V), and U-V2X connection, considering both non-clustered and clustered jam-
mers, are presented. The investigation also evaluates the impact of different setups for
system effectiveness concerning OP and SE, such as the jammer’s transmission power,
average jammers, average UAVs, average VNs, and average roadways.

• The results illustrate that if challenged by impacts of non-clustered or clustered jam-
mers along with 3D beam width of UAV antenna variations, the U-V2X system suffers
significant operational deterioration. The findings suggested that anti-jamming coun-
termeasures should be prioritized, specifically for non-clustered jammers in compari-
son with the clustered jammers. Furthermore, anti-jamming scenarios may reduce the
negative impacts while improving the efficiency of U-V2X communications.

• The results further illustrate that at places with lesser vehicles, roads, and people;
UAVs have a greater level of credibility in comparison with the VNs when it comes to
setting up communication in intense jamming with non-clustered jammers. Addition-
ally, it has been demonstrated that fewer variations in the beam width lead to more
stable links provided by UAVs in U-V2X systems with jammers.

The paper is structured as follows: Section 2 describes the U-V2X system model,
which takes into consideration non-clustered as well as clustered jammers, including UAV
beam-width variations. The shortest path of a VN and adjoining UAV/VN is calculated in
Section 3. Section 4 discusses the VN’s AP in the presence of jammers, whereas Section 5
looks at the analysis of interference. Section 6 examines the VN’s OP and SE. Section 7
offers the findings of the analysis and their implications, which leads to the conclusions in
Section 8.
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2. System Model

Our network for U-V2X communications under jamming interference consists of
UAVs, VNs, and jammers as shown in Figure 2. UAVs were modeled according to a 3D PPP,
ΦU , with density, µU , and height, hU . VNs were modeled on each road according to PLP,
such that the roads follow PPP, ΦL with the density of roads, λL, and the VNs are modeled
on each road following 1D PPP, ΦV , with density, µV , where µV = µv + µp +λr. µv indicates
the density of vehicles in the area of interest, µp indicates the density of pedestrians in
the area of interest, and µr indicates the density of RSUs in the region-of-interest. The
non-clustered jammer density is given by λJ , where the jamming devices are scattered
equally in the entire 2D space with radius, z. Conversely, the density of MCP-distributed
jammers is given by λJ = λc × J, where λc is the density of parent nodes or cluster centers
and J is the value of the number of jammers. The jamming devices are spread equally in a
particular radius cluster, rJ . For a fair comparison of non-clustered jammers with clustered
jammers, the total number of jammers’ value is kept the same.

(a) Non-clustered jammers.

IVL
IVo IU

z

� < ��

��
��

(b) Clustered jammers.

IVL
IVo IU

z

� < ��

��
�

Figure 2. U-V2X system model with VNs, UAVs, and jammers.
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PW indicates the node’s transmission power, where W ∈ {U, V}, such that PU indicates
the UAV’s transmission power and it is assumed that UAVs do not have energy constraints
and possess sufficient energy for communication purposes. The VN’s transmit power
is given by PV and the jammer’s transmit power is given by PJ . The path loss exponent
associated with the UAV is given by αU and the path loss associated with the VN is given by
αV . The path loss exponent associated with the jammers is given by αJ . The bias component
is specified by B, i.e., B = 0 indicates that only UAVs are used by VNs and B = ∞ indicates
that VNs only utilize adjacent VNs for vehicular communications. The Rayleigh fading
gain assumed between the channels of VNs and UAVs is given as gW . For instance, gU
indicates the channel gain between the UAV, i.e., gU ∼ exp(1). Similarly, gV is the channel
gain between the VNs , i.e., gV ∼ exp(1).

The 3D gain of the NW ×NW number of antenna is given as GQ, i.e., Q = {t, r}, where t
indicates a transmitting node and r indicates a receiving node. The deviation of the primary
lobe of the antenna in the elevation and azimuth plane is given by θ and φ, respectively.
The antenna gain can be defined by GQ = GQ,O × GQ,E(N, θ, φ)× GQ,A(N, θ, φ), where
GQ,O indicates the optimal gain along the primary beam width, GQ,A(N, θ, φ) indicates
the gain of the antenna array factor, and GQ,E(θ, φ) indicates the gain of the individual
antenna element.

By considering uniform amplitude, the excitation gain of the antenna array factor is
given as follows:

GW,A(NW , θ, φ) =

( sin
(

NW(κxψx sin(θ) cos(φ) + ∆x)

2

)
NW sin

(
(κxψx sin(θ) cos(φ) + ∆x)

2

)

×
sin

(
NW
(
κyψy sin(θ) sin(φ) + ∆y

)
2

)

NW sin

((
κyψy sin(θ) sin(φ) + ∆y

)
2

))2

, (1)

where κx = κy is the wave number and is given by 2π fc, where fc is the frequency.
Moreover, the plate width and progressive phase shift for the x-axis are ψx = c/2 fc and
∆x = 0◦, respectively, and for the y-axis are ψy = c/2 fc and ∆y = 0◦, respectively, where c
is the speed of light.

The gain of the single antenna element is defined as [38]:

GW,E(θ, φ) = Gmax
E −min{−

(
G′(θE) + G′′(θx)

)
, η}, (2)

where G′ = −min

{
−12

(
θE − 90◦

V

)2
, ζ

}
, G′′ = −min

{
−12

(
θE
H

)2
, η

}
,

θE = tan−1

(√
1 + sin2(θx)

sin(θy)

)
, Gmax

E is the highest gain, i.e., 8 dBi, H is the horizontal 3D

beam width, i.e., 65◦, V is the vertical 3D beam width, i.e., 65◦, ζ = 30 dB is the side-lobes
limit, and η = 30 dB is the front-back ratio of antenna.

The transmission power with an equal and comparable outcome is given by Equation
(2.22) of [39] as:

GW,0 =
4π∫ 2π

0

∫ π
0 GW,A(NW , θ, φ) sin(θ)dθdφ

. (3)

The path loss model for mm-Waves communications is not standardized yet, and
thus, the path loss model defined by the 3GPP in [3] can be considered for a region with
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building height, hb ≤ 50 m. The distance-dependent path loss at a distance, z, [dB] is
defined as [36,37,40]:

Z(z) = 20 log10

(
40πz fc

3

)
+ min

{
0.03h1.73

b , 10
}
× log10(z)

−min
{

0.044h1.73
b , 14.77

}
+ 0.002z log10(hb). (4)

The uplink signal-to-interference ratio (SIR) can be computed as:

SIRr
t =

PtgtGtGr‖zr − zt‖−αr

∑In
i=1 PtgiGt,iGr,i‖zr − zi‖−αr + ∑Jn

j=1 PJ gj‖zr − zj‖−αJ
, (5)

where the receiving/transmitting node is given as {r/t ∈ U, V}, the distance from the
center of the coordinate plane to the transmitting node is given as zt, the distance from
the center of the coordinate plane to the receiving node is given as zr, the distance from
the center of the coordinate plane to the location of the i-th interferer is given as zi, the
number of interferers is given as In, the distance from the center of the coordinate plane
to the location of the j-th jammer is given as zj, and the number of jammers is given as Jn.
Please note that the intended or serving signal from the sending node to the receiving node
is declined from the interference analysis. Moreover, VN transmission utilizes F1 frequency
and UAV transmission utilizes F2 frequency, such that, when VNs transmit, In indicates the
maximum number of interfering VNs, and when UAVs transmit, In indicates the maximum
number of interfering UAVs. Furthermore, this work highlights the communication of a VN
with another VN either directly or through UAV. Thus, for for the direct V2V transmission,
zr is assumed to be at the center of the coordinate system, whereas for the V2U transmission,
zr is the distance from the center of the coordinate system to the UAV. Slivnyak’s theorem
states that by setting a single VN on a road at the coordinate system’s center, the point
process stays unaffected [15,41].

3. Distribution of Shortest Distance
3.1. Shortest Distance to a VN

The shortest distance for the communication of the VN with the nearest VN in V2V
connection is defined according to the VN’s shortest distance distribution to the nearby
VN. The characterization of the shortest distance distribution of the VN with the nearest
VN (referred by serving VN) located at a distance of zV assumes that there is no other VN
in its vicinity than the serving VN (i.e., the nearest VN), which can create an interfering
signal stronger than the strength of the serving signal. The probability density function
(PDF) of the distance to the VN is derived in Appendix A and is given as:

fzV (zV) =
dFzV (zV)

dzV

= 2 exp
(
−2µVzV + 2πλL

∫ zV

0
1− e−2µV

√
z2

V−y2
dy
)µV + 2πλLµV

∫ zV

0

zVe−2µV
√

z2
V−y2√

z2
V − y2

dy

. (6)

3.2. Shortest Distance to a UAV

The shortest distance for the communication of the VN with the closest UAV con-
nection is characterized by the shortest distance distribution of the VN to the UAV. The
characterization of the shortest distance distribution of the VN with the closest UAV (re-
ferred to as a serving UAV) positioned at a distance of zU assumes that no other UAV
resides in a spherical shape of the radius, zU , from the serving UAV (i.e., the closest UAV),
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which can create an interfering signal stronger than the serving signal’s strength. This PDF
distance is expressed by [15,42]:

fzU (zU) = 2πµU exp
(
−πµUz2

U

)
. (7)

4. Association Probability of the VN with a Nearby UAV and VN

VNs can communicate with other VNs by associating with adjacent UAVs or other
VNs. The association of the VN with the adjacent VN or UAV is characterized in terms of
the AP. Typically, the AP of the VN with another VN or UAV is governed by the received
strength at the VN or UAV.

4.1. V2V Connection’s AP

The probability that the VN will associate itself with the adjacent VN based on the
received power at the adjacent VN is referred to as a V2V connection’s AP. Conventionally,
when the power that is obtained by the VN from the closest VN exceeds the power obtained
by the closest UAV, VN associates itself with the closest VN. The likelihood of association
of the VN with the adjacent VN is referred to as the AP of the VN and is given as:

AV =
∫ ∞

0
Pr{AV(V2V \ zV)} fzV (zV)dzV , (8)

where the probability of association of the VN with the adjacent VN, AV(V2V \ zV) is
computed under the assumption that there is not any other VN located within a spherical
shape of the radius, zV , from the coordinate system’s center. The AP of the VN is derived as:

Pr{AV(V2V \ zV)} = Pr
{
B z−αV

V Gr,V > z−αU
U Gr,U

}
= Pr

{
B z−αV

V Gr,V

Gr,U
> z−αU

U

}

= Pr

zU >

(
zαV

V Gr,U

B Gr,V

)1/αU
. (9)

We may construct the subsequent equation by replacing the complementary cumula-
tive distribution function (CCDF) for zU into (9), which is given as:

Pr{AV(V2V \ zV)} = exp

−πµU

( zαV
V Gr,U

B Gr,V

)1/αU
2
. (10)

VNs may increase the gain by aligning their antennas since they are not bound by
issues such as battery limits or payload restraints. As a result, (10) may be reduced to
Gr,0(NV) = Gr,V(NV , θ, φ). We can calculate the AP of the V2V link by inserting (10) and (6)
into (8). The final expression is as follows:

AV =
∫ ∞

0
2 exp

−πµU

( zαV
V Gr,U

B Gr,0

)1/αU
2


exp
(
−2µVzV + 2πλL

∫ zV

0
1− e−2µV

√
z2

V−y2
dy
)µV + 2πλLµV

∫ zV

0

zVe−2µV
√

z2
V−y2√

z2
V − y2

dy

dzV . (11)
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4.2. V2U Connection’s AP

The probability that the VN will associate itself with the adjacent UAV based on its
received power at the UAV is referred to as a V2U connection’s AP. Conventionally, when
the power that is obtained by the VN from the closest VN is lower the power obtained by
the closest UAV, VN associates itself with the UAV. The likelihood of association of the VN
with the UAV is referred to as the AP of the UAV and is given as:

AU =
∫ ∞

0
Pr{AU(V2U \ zU)} fzU (zU)dzU , (12)

where AP of VN with UAV assuming no other UAV in the given region can be expressed
by AU(V2U \ zU). The AP of the UAV is derived as:

Pr{AU(V2U \ zU)} = Pr
{

z−αU
U Gr,U > B z−αV

V Gr,V

}
= Pr

{
z−αU

U Gr,U

B Gr,V
> z−αV

V

}

= Pr

zV >

(
B zαU

U Gr,V

Gr,U

)1/αV
. (13)

We may construct the subsequent equation by replacing the CCDF for zV into (13) to
obtain the resultant equation as:

Pr{AU(V2U \ zU)} = exp

(
− 2πλL

∫ (B z
αU
U Gr,O/Gr,U

)1/αV

01− e
−2µV

√((
B z

αU
U Gr,0/Gr,U

)1/αV
)2
−y2

dy

)
exp

(
−2µV

((
B zαU

U Gr,0/Gr,U
)1/αV

)2
)

. (14)

The AU equation may be obtained by replacing (14) and the PDF of zU in (12) as:

AU =
∫ ∞

0
exp

−2πλL

∫ (B z
αU
U Gr,0/Gr,U

)1/αV

0

1− e
−2µV

√((
B z

αU
U Gr,0/Gr,U

)1/αV
)2
−y2

dy


exp

(
−2µV

((
B zαU

U Gr,0/Gr,U
)1/αV

)2
)

2πµUzU exp
(
−πµUz2

U

)
dzU . (15)

5. Interference Classification

This section examines the interference produced by UAVs, VNs, and non-clustered
or clustered jammers. To investigate VN-UAV interference, the Laplace transform is
used, which allows the system’s performance metrics such as OP and SE to be effectively
calculated.

5.1. VN’s Interference
5.1.1. Interference of the VNs (From the Roads Avoiding Center of the Coordinate System)

The VNs’ interference can be expressed as LIzr
(s) = E[exp(−s I)], where

I = ∑i∈Izr
PtgiGt,iGr,i‖zr − zi‖−αr and s = ‖zr − zt‖αr τ/Pt. The interference is given by:
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LIzr
(s \ zr) = Eg,z

[
∏

i∈Izr

exp
(
−sPtgiGt,iGr,i‖zr − zi‖−αr

)]

1
= Ez

[
∏

i∈Izr

Eg
[
exp

(
−sPtgiGt,iGr,i‖zr − zi‖−αr

)]]

2
= Ez

[
∏

i∈Izr

1
1 + sPrGt,iGr,i‖zr − zi‖−αr

]
. (16)

where (1) is obtained by assuming independent point process and (2) is derived as a result
of exponentially distributed fading gain with unity mean power.

To account for the interference of the VNs resulting from just one road crossing a
spherical shape, S(0, zV), we compute two independent Laplace equations. They are
represented by L′IV

(s \ z) (for VNs on roads that intersect the specified territory, such
that y < zV) and L′′IV

(s \ z) (for VNs on roadways which are not traversing the area, i.e.,
y ≥ zV). This variation is due to the various geographical arrangements of VNs along
these roadways. VNs on crossing roadways have been placed on a line segment between[
−
√

z2 − y2,−
√

z2
V − y2

]
and

[√
z2

V − y2,
√

z2 − y2
]
. VNs located on non-intersecting

roadways, on the other hand, are discovered on a line segment between
[
−
√

z2 − y2, 0
]

and
[
0,
√

z2 − y2
]
. The interference associated with VNs is assessed using these various

geographical configurations as L′IV
(s \ z) and L′′IV

(s \ z), respectively.
Assuming a is the distance that separates two VNs on a path (i.e., a line segment). The

VNs’ interference without crossing a spherical form provided by S(0, zV) is obtained by
assuming that each VN on a highway has a probability of m and assuming the specified
path has a homogeneous distribution with PDF, f (a) = 1/2

√
z2 − y2. The receiving site

signal interruption is therefore described as:

L′′IV
(s \ z) = ∑

m≥0
Pr{NV = m}

∫ √z2−y2

−
√

z2−y2

 f (a)/1 + sPV GtGr

(
y2 + a2

)−αV
2

m

. (17)

Utilizing PPP’s probability of uniformly distributed points and then plugging f (a) in
(17), we obtain:

L′′IV
(s \ z) =∑

m≥0

e
(
−2µV
√

z2−y2
)(

2µV
√

z2 − y2
)m

m!
(

2
√

z2 − y2
)m

∫ √z2−y2

−
√

z2−y2
da/1 + sPV GtGr

(
y2 + a2

)−αV
2

m

.

Assuming ∑∞
m=0
Ym

m!
= eY and

∫ a
−a = 2a, the equation is given as:

L′′IV
(s \ z) = e

(
−2µV
√

z2−y2
)

exp

2µV

∫ √z2−y2

0
da/1 + sPV GtGr

(
y2 + a2

)−αV
2

.

Simple mathematical operations offer the formula for single road’s interference, y ≥ zV ,
which is represented as:

L′′IV
(s \ z) = exp

−2µV

∫ √z2−y2

0

1− 1

1 + sPV GtGr(y2 + a2)

−αV
2

da

.
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Assuming αV > 1, the closed-form solution is:

L′′IV
(s \ z) = exp

(
−2µπ(sPV GtGr)

−αV csc
(

π

αV

)
/αV

)
. (18)

In the same way, interference of the VNs with y < zV , might be determined and
represented as:

L′IV
(s \ z) = exp

−2µV

∫ √z2−y2

√
z2

V−y2

1− 1

1 + sPV GtGr(y2 + a2)

−αV
2

da

.

For αV = 3, the closed-form solution with z > 0 is expressed by:

L′IV
(s \ z) = exp

(
2µV

3(sPV GtGr)
−1/3

{
− log(z) + log

(
z + (sPV GtGr)

1/3
)

+(−1)2/3 log

(
1 +

(−1)2/3

z(sPV GtGr)
−1/3

)
− (−1)1/3 log

(
1− (−1)1/3

z(sPV GtGr)
−1/3

)})
(19)

The interference expression is obtained for each highway crossing S(o, zV) by es-
tablishing that the likelihood of roadways crossing S(o, zV) is a PPP with an average of
2λLµV(z− zV). Furthermore, the mean value of highways in S(o, z) that do not intersect
with S(o, zV) constitutes a PPP with average highways in the physical area of interest
supplied as 2λLµVz. Assume k1 and k2 represent the number of highways in the de-
fined region, with k1 taking the PDF, f (b1) = 1/2z with y ≥ z, and k2 taking the PDF,
f (b2) = 1/2(z− zV) with y < z. The interference of highways other than the ones passing
the site of the center of the coordinate system is characterized as:

LIV (s \ z) =

{
∑

k1≥0

exp(−2λLµVz)(2λLµVz)k1

k1!

(∫ z

−z
L′′IV

(s \ z) f (b1)db1

)k1
}

{
∑

k2≥0

exp(−2λLµV(z− zV))(2λLµV(z− zV))
k2

k2!

(∫ z

zV

L′IV
(s \ z) f (b2)db2

)k2
}

. (20)

The equation may be simplified by putting f (b1) and f (b2) into (20) and using basic
mathematical tools, and is given as:

LIV (s \ z) = exp(−2λLµVz)
∑k1≥0

(
2λLµV

∫ z
0 L′′IV

(s \ z)db1

)k1

k1!

exp(−2λLµV(z− zV))
∑k2≥0

(
2λLµV

∫ z
zV

L′IV
(s \ z)db2

)k2

k2!
. (21)

Following ∑∞
i=0 Y i/i! = eY , (21) is expressed as:

LIV (s \ z) = exp(−2λLµVz) exp
(

2λLµV

∫ z

0
L′′IV

(s \ z)db1

)
exp(−2λLµV(z− zV)) exp

(
2λLµV

∫ z

zV

L′IV
(s \ z)db2

)
. (22)
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Lastly, the interference of the VNs across every highway, except the one passing via
the center of the coordinate system, is provided by:

LIV (s \ z) = exp
(
−2λLµV

∫ z

0

(
1− L′′IV

(s \ z)
)

db1 +
∫ z

zV

(
1− L′IV

(s \ z)
)

db2

)
. (23)

5.1.2. Interference of the VNs (From the Roads Passing Origin)

The VNs’ interference from a road traversing the center of the coordinate system is
accomplished by following the assumption y = 0 in (19) and being expressed as:

LIVo
(s \ z) = exp

(
−2µV

∫ z

zV

(
1− 1

1 + sPV GtGrb−αV

)
db
)

. (24)

The closed-form with αV > 1, zV ≈ 0, and z > 0 is given as:

LIVo
(s \ z = exp

−2µV GtGrz 2F1

(
1,
−1 + αV

αV
; 2− 1

αV
;−GtGrz

)
1 + αV

, (25)

where 2F1(−,−;−;−) is the hyper-geometric function [43].

5.2. UAV’s Interference

UAV interference refers to the interfering signals from the adjacent UAVs during U2V
communication. This form of interference is characterized by LIU (s) = E[exp(−sIU)],
where IU indicates the UAVs’ interference. The UAV interference is given as [42]:

LIU (s \ z) = E[exp(−s IU)]

1
= exp

(
−2πµU

∫ z

zU

(
1−E

[
exp

(
sPU gUGtGrb−αU

)])
b db

)
2
= exp

(
−2πµU

∫ z

zU

(
1− 1

1 + sPUGtGrb−αU

)
b db

)
. (26)

where (1) is obtained assuming polar coordinates and applying the probability-generating
function of PPP and (2) is obtained by supposing gU to be exponentially distributed with
the mean of unity.

5.3. Jammer’s Interference

The non-clustered/clustered jammers’ interference can be described in the context of
the Laplace transform of interference, LIJ (s).

5.3.1. Non-Clustered Jamming

Jamming intrusion from jamming devices substantially disrupts the legal U-V2X
transmission. For non-clustered jammers, jamming devices can be distributed according
to the uniform distribution in the given region’s radius, z. Appendix B describes the
interference of uniformly dispersed jammers. and is expressed as:

LINC
J

(τ) = exp

{
2π∆λJτz2−αr

1
z−αr (αr − 2)

2F1

(
1, 1− 2

αr
; 2− 2

αr
;−∆τ

(
z
z1

)αr)
−

2π∆λJτz2−αr
0

z−αr (αr − 2) 2F1

(
1, 1− 2

αr
; 2− 2

αr
;−∆τ

(
z
z0

)αr)}
. (27)
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5.3.2. Clustered Jamming

When the number of jammers, J, are distributed around the cluster center with density,
λc, in a circular region of the radius, rJ , according to an MCP, the jamming interference at
the receiving node is derived in Appendix C and is expressed as: [14]

LIC
J
(τ) = exp

{
−2πλc J

αrr2
J

τ2/αr csc
(

2π

αr

)
z2 − πλcτ2/αr z2

∫ z

0

(
1− exp

(
−J

1 + ωαr/2

))
dω

}
. (28)

6. Performance Metrics
6.1. OP Performance

The OP is characterized as the probability that the recipient node’s instantaneous SIR
is less than a pre-established threshold value, τ. The OP for a receiving node to be less than
the coverage threshold is expressed as follows:

Or
t =

∫ ∞

0
Pr{SIRr

t ≤ τ} fzt2r (zt2r)dzt2r (29)

where the PDF distance corresponding to the gap that separates the sending and receiving
nodes is given as fzt2r (zt2r). The OP of the receiving node can also be determined by the
chance to be in coverage and is given as:

Or
t =

∫ ∞

0
(1− Pr{SIRr

t > τ}) fzt2r (zt2r)dzt2r =
∫ ∞

0
(1− Cr

t ) fzt2r (zt2r)dzt2r, (30)

where Cr
t indicates the coverage of the receiving node. Thus, V2V’s OP is stated as:

OV
V =

∫ ∞

0

(
1− CV

V

)
fzV2V (zV2V)dzV2V (31)

The coverage of the V2V connection (i.e., CV
V ) assumes that the VN is connected to the

nearest VN and that no other VN resides in a spherical shape of the radius, zV , around
it. Moreover, for the connection to be in an outage, the obtained SIR must be below the
threshold value. The PDF distance of VN-VN is expressed as fzV2V (zV2V). Furthermore, by
introducing jamming into the system, the resulting expression for (31) is described below:

OJV
V
=
∫ ∞

0
1− LIV (s \ zV2V)LIVo

(s \ zV2V)LIJ (s \ zV2U) fzV2V (zV2V)dzV2V . (32)

The probability of outage for the V2V connection with uniformly distributed jammers
is obtained in (33) by inserting (23), (24), (27), and (6) into (32) and assuming network
settings as zV2V = zV , r = V, and s = τP−1

V zαV
V . Similarly, the probability of outage for

the V2V connection with MCP-distributed jammers is obtained in (34) by inserting (23),
(24), (28), and (6) into (32) and assuming network settings as zV2V = zV , r = V, and
s = τP−1

V zαV
V . Note that (34) gives a reference graph for the OP of a LB on V2V curve and

analyzes the OP if transmission between VNs and neighboring VNs occurs via just VNs
(i.e., 100% affiliation to VNs while ignoring UAVs):
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ONCV
V
=
∫ ∞

0
1− exp

(
−2λLµV

∫ z

0

(
1− L′′IV

)
db1 +

∫ z

zV

(
1− L′IV

)
db2

)
exp

(
−2µV

∫ z

0

(
1− 1

1 + τzαV
V GtGrb−αV

)
db

)

exp

{
2π∆λJτz2−αV

1

z−αV
V (αV − 2)

2F1

(
1, 1− 2

αV
; 2− 2

αV
;−∆τ

(
zV
z1

)αV
)
−

2π∆λJτz2−αV
0

z−αV
V (αV − 2)

2F1

(
1, 1− 2

αV
; 2− 2

αV
;−∆τ

(
zV
z0

)αV
)}

2 exp
(
−2µVzV + 2πλL

∫ zV

0
1− e−2µV

√
z2

V−y2
dy
)µV + 2πλLµV

∫ zV

0

zVe−2µV
√

z2
V−y2√

z2
V − y2

dy

dzV .

(33)

OCV
V
=
∫ ∞

0
1− exp

(
−2λLµV

∫ z

0

(
1− L′′IV

)
db1 +

∫ z

zV

(
1− L′IV

)
db2

)
exp

(
−2µV

∫ z

0

(
1− 1

1 + τzαV
V GtGrb−αV

)
db

)

exp

{
−2πλc J

αVr2
J

τ2/αV csc
(

2π

αV

)
z2

V − πλcτ2/αV z2
V

∫ z

0

(
1− exp

(
−J

1 + ωαV /2

))
dω

}

2 exp
(
−2µVzV + 2πλL

∫ zV

0
1− e−2µV

√
z2

V−y2
dy
)µV + 2πλLµV

∫ zV

0

zVe−2µV
√

z2
V−y2√

z2
V − y2

dy

dzV .

(34)

In a setting wherein communication occurs through UAVs, the OP of the V2V link is
provided by:

OV2V = AVOV
V . (35)

The V2U’s OP can be described as the probability that the SIR at the UAV is less than
the pre-set threshold value. The V2U’s OP has been determined assuming the minimal
transmission and reception distance of the VN and the UAV is zV2U . The OP of the V2U
link is determined by:

OU
V =

∫ ∞

0

(
1− Pr{SIRU

V > τ}
)

fzV2U (zV2U)dzV2U =
∫ ∞

0

(
1− CU

V

)
fzV2U (zV2U)dzV2U , (36)

where the coverage of the V2U link is given by CU
V and the PDF distance of the VN to UAV

link is given by fzV2U (zV2U). The expression for the OP of the V2U link with jamming is
given by:

OJU
V
=
∫ ∞

0
1− LIV (s \ zV2U)LIVo

(s \ zV2U)LIJ (s \ zV2U) fzV2U (zV2U)dzV2U . (37)

Plugging (23), (24), (28), and (6) in (37), considering network settings as zV2U = zU ,
r = U, and s = τP−1

V zαU
U , and assuming MCP-distributed jammers, the formula that

accounts for the effectiveness of the V2U link is determined and presented in (39). In a
similar way, plug (23), (24), (27), and (6) in (37), considering network settings as zV2U = zU ,
r = U, and s = τP−1

V zαU
U , and assuming uniformly distributed jammers, the formula

that accounts for the effectiveness of the V2U link with uniformly distributed jammers is
determined and presented in (38). It must be mentioned that (39) and (38) might be used
when only UAVs are authorized to send information from sending VN to the recipient VN.
Furthermore, (39) gives a reference graph for the OP of LB on V2U2V graph and analyzes
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the OP during the interaction between UAVs along with recipient VNs (i.e., 100% affiliation
of VNs to the UAVs):

ONCU
V
=
∫ ∞

0
1− exp

(
−2λLµV

∫ z

0

(
1− L′′IV

)
db1 +

∫ z

zU

(
1− L′IV

)
db2

)
exp

(
−2µV

∫ z

0

(
1− 1

1 + τzαU
U GtGrb−αU

)
db

)

exp

{
2π∆λJτz2−αU

1

z−αU
U (αU − 2)

2F1

(
1, 1− 2

αU
; 2− 2

αU
;−∆τ

(
zU
z1

)αU
)
−

2π∆λJτz2−αU
0

z−αU
U (αU − 2)

2F1

(
1, 1− 2

αU
; 2− 2

αU
;−∆τ

(
zU
z0

)αU
)}

2 exp
(
−2µVzU + 2πλL

∫ zU

0
1− e−2µV

√
z2

U−y2
dy
)µV + 2πλLµV

∫ zU

0

zUe−2µV
√

z2
U−y2√

z2
U − y2

dy

dzU .

(38)

OCU
V
=
∫ ∞

0
1− exp

(
−2λLµV

∫ z

0

(
1− L′′IV

)
db1 +

∫ z

zU

(
1− L′IV

)
db2

)
exp

(
−2µV

∫ z

0

(
1− 1

1 + τzαU
U GtGrb−αU

)
db

)

exp

{
−2πλc J

αUr2
J

τ2/αU csc
(

2π

αU

)
z2

U − πλcτ2/αU z2
U

∫ z

0

(
1− exp

(
−J

1 + ωαU/2

))
dω

}

2 exp
(
−2µVzU + 2πλL

∫ zU

0
1− e−2µV

√
z2

U−y2
dy
)µV + 2πλLµV

∫ zU

0

zUe−2µV
√

z2
U−y2√

z2
U − y2

dy

dzU .

(39)

The OP of the U2V connection is defined as the possibility of achieving an SIR lesser
than the pre-set limit, τ. The OP for the U2V connection that corresponds to the closest
distance, zU2V , between the sending UAV and the target VN is provided as:

OV
U =

∫ ∞

0

(
1− Pr{SIRV

U > τ}
)

fzU2V (zU2V)dzU2V =
∫ ∞

0

(
1− CV

U

)
fzU2V (zU2V)dzU2V (40)

The PDF between the transmitting UAV and the receiver’s VN at the center of the
coordinate system is given by fzU2V (zU2V) and the coverage of the U2V connection is given
by CV

U . The OP of the U2V connection is expressed as:

OV
U =

∫ ∞

0
1− LIU (s \ zU2V) fzU2V (zU2V)dzU2V . (41)

The U2V connection’s OP is obtained in (42) by plugging (7) and (26) in (41) and
considering network settings as zU2V = zU and s = τP−1

U zαU
U :

OV
U =

∫ ∞

0
exp

(
−2πµU

∫ z

zU

((
1− 1

1 + τz−αU
U GtGrb−αU

)
b

)
db

)
2πµU exp

(
−πµUz2

U

)
dzU . (42)

The V2U2V connection is a hybrid link that supports both V2V and U2V transmissions.
The OP of the V2U2V connection is stated as:

OV2U2V = AUOU
VOV

U . (43)

The V2U2V’s analytical equation with uniformly distributed jammers is obtained
by plugging (15), (38), and (42) in (43). Similarly, the V2U2V’s analytical equation with
MCP-distributed jammers is obtained by plugging (15), (39), and (42) in (43). The V2V and
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V2U2V links are joined in the U-V2X connection. The OP of the U-V2X connection is as
follows:

OU−V2X = OV2V +OV2U2V

= AVOV
V + AUOU

VOV
U . (44)

The final equation of the U-V2X connection with uniformly distributed jammers is
produced by plugging (11), (33), (15), (38), and (42) in (44). Similarly, the final equation of
the U-V2X connection with MCP-distributed jammers is produced by plugging (11), (34),
(15), (39), and (42) in (44).

6.2. SE Performance

The communication channel’s capacity in terms of system bandwidth characterizes
the SE. The SE of the V2V connection is stated as:

SE =
∫ ∞

0

∫ ∞

0
ln(1 + Pr{SIRr

t}) fzt2r (zt2r)dtdzt2r. (45)

The SE of a typical VN in a V2V link with jamming is expressed as:

SEV2V = AV

∫ ∞

0

∫ ∞

0
Pr{SIRV

V > et − 1} fzV2V (zV2V)dtdzV2V

a
= AV

∫ ∞

0

∫ ∞

0
LIV (s̄ \ zV2V)LIVo

(s̄ \ zV2V)LIJ (s̄ \ zV2V) fzV2V (zV2V)dtdzV2V , (46)

where (a) follows by assuming s̄ = P−1
V
(
et − 1

)
z−αV

V [44]. V2V’s SE with uniformly
distributed jammers is given by plugging (23), (24), (6), and (27) in (46) and assuming
zV2V = zV and s̄ = P−1

V
(
et − 1

)
z−αV

V . Similarly, V2V’s SE with MCP-distributed jam-
mers is given by plugging (23), (24), (6), and (28) in (46) and assuming zV2V = zV and
s̄ = P−1

V
(
et − 1

)
z−αV

V . In a similar fashion, V2U’s SE (i.e., SEV2U) is computed. The U-V2X’s
SE is obtained as SE = SEV2V + SEV2U2V , where SEV2U2V = AUSEV2USEU2V . Additionally,
the SE of a UAV to VN connection can be expressed by SEU2V . It should be noted that
SEV2U indicates the reference curve (i.e., the graph of the SE of a LB V2U2V connection),
which indicates a 100% affiliation of the VNs with the UAVs (i.e., the pink color line). In
a similar way, by eliminating the AP of VNs in (46), a reference curve (i.e., SE of LB V2V
connection) is generated, where the VNs have a 100% relationship with the neighboring
VNs (i.e., black color line).

7. Results and Discussion

To make a fair comparison with the relevant research papers, the authors considered
the network parameters defined in [9], which reflect a realistic real-world environment.
Unless otherwise specified, the network settings used to generate the findings are shown
in Table 1. V2V, UAV, U-V2X, LB V2U2V, and LB V2V are represented by the red, blue,
green, pink, and black color lines. The dashed-dotted line indicates the link with clustered
jamming. The dashed line with marker ‘�’, ‘o’, and ‘v’ represents the non-clustered
jamming with standard deviation of 0◦, 2◦, and 4◦, respectively. Moreover, the solid line
with Marker ‘♦’ represents the case with zero jammers and standard deviation of UAV set
to 0◦.

Note that the results are generated by randomly generating data according to PPP,
PLP, and MCP in MATLAB. However, the data can be generated in a similar manner in
other software, such as Mathematica. To verify our analysis, we performed simulations by
considering realistic network parameters as defined in Table 1.
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Table 1. Network parameters and numerical values.

Network Parameter Numerical Value Network Parameter Numerical Value

λL 30 km/km2 B 0.01
µV 5/km2 αV 3
µU 10/km αU 3
hU 80 m NU 20
τ −5 dB NV 20
hb 30 m fc 95 GHz
PV 23 dBm B 3 GHz
PU 23 dBm λc 2/km2

PJ 23 dBm J 2
rJ 100 m σ, σx, σy 0◦

αJ 3 λJ 4

The simulation outcomes are generated after performing 50,000 successive Monte
Carlo runs to back up the findings of the research. In this work, for the first Monte Carlo
run, our framework considered that the VN computes its performance in terms of outage
and SE in UL and is placed at an origin that receives data from another VN or UAV that
is placed randomly in the geographical space. Then, the whole networks’ performance
is investigated in a similar way by placing VNs and UAVs randomly in the geographical
region for up to 50,000 Monte Carlo runs and the results are averaged over the total number
of runs (i.e., 50,000). Specifically, our framework in its first Monte Carlo run assumes that
the center of the coordinate system has been transformed to the recipient VN’s position for
each independent trial. Then, the transmitting VN that is closest to a neighboring recipient
VN is computed utilizing the distance defined by Euclidean geometry. The maximum
average strength of the signal acquired from the transmitting VN at the receiving VN is
then calculated. Furthermore, the greatest average strength of the signal acquired from the
sender VN at the closest UAV is determined. If the acquired signal from the transmitting
VN at the desired VN is greater than the acquired signal strength at the nearby UAV, the
sending VN immediately connects with the recipient VN without setting up a connection
with the nearest UAV. On the other hand, the sending VN communicates with the UAV for
the vice versa case.

Then, assuming that no additional sending VNs (other than the one nearest to the
transmitting VN)z are present within the spherical shape of the radius, zV , we compute
the following interfering signals: (i) interference from the VNs at the UAV, (ii) interference
from the VNs at the center of the coordinate system, and (iii) interference of the UAVs
at the center of the coordinate system. It should be noted that the VN’s interference can
be broadly classified into two distinct groups: (i) the ones on the same roadway as the
recipient destination VN but outside the spherical shape of the radius, zV ; and (ii) those
that are on all other roadways (other than the one traversed by the center of the coordinate
system) but are located on the exterior of the spherical shape of the radius, zV . Furthermore,
the jamming devices, J, are distributed in a circular disc of a certain radius, rJ , through an
MCP, such that the interruption from the jammers located in clusters can be included at
the typical node using a distance-dependent PL model with PL exponent given as αJ and
transmitting power of the jamming devices given as PJ .

After calculating the received instantaneous SIR while taking into account both direct
connection via V2V and propagation via the closest UAV link, the destination VN’s OP and
SE are evaluated. It should be noted that when the disruptions (i.e., interfering signals)
from sites within the spherical shape of the radius, zV , are not eliminated, the outcomes of
the results could be impacted significantly.

Figure 3 shows the OP of a typical VN with τ. It is observed that the probability that a
typical VN is in an outage for the U-V2X connection (green color curve), V2U2V connection
(blue color curve), and V2V connection (red color curve) increases by increasing the pre-
defined SIR threshold value because the obtained SIR is less than the pre-defined τ. The OP
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(or conversely, the success probability of a typical node to be in coverage as a function of the
SIR threshold, as shown in [9]) for the U-V2X connection is better than the V2V connection
or V2U2V connection because the U-V2X connection is in outage when either V2V or
V2U2V, or both, are in outage, and is obtained by OU−V2X = 1− (1−OV2V)(1−OV2U2V).
For a fair comparison with the success probability (or conversely, the OP) results in [9], it
is observed that the OP of the typical node for the U-V2X, V2V, and V2U2V connection
with clustered and non-clustered jammers is at a higher outage value than the OP of the
typical node for the U-V2X, V2V, and V2U2V connection without jammers, respectively.
Moreover, the OP of the V2U2V connection is lower than the V2V because a lower path
loss is obtained for the V2U2V connection (a similar trend and justification exist for the
V2U2V and V2V connection curves in the remaining figures). It is also observed that a
typical node in CJ U-V2X (green dashed line with square marker) is at a lower outage under
clustered jammers in comparison to NCJ U-V2X (green dotted dashed line with square
marker) in the presence of uniformly distributed jammers in the given region, because
there is a higher probability that clustered jammers restricted to a particular region will
reside at a larger distance-dependent path loss from the typical node as compared to non-
clustered jammers. Thus, it is important to give higher preference to the jamming attacks of
uniformly distributed jammers in comparison to the clustered jammers, as they will severely
degrade the network’s performance. Moreover, the assumption that clustered jammers
generally have a more significant negative impact on network performance compared to
non-clustered jammers is not valid. Therefore, serious countermeasures and anti-jamming
scenarios must be designed for jamming attacks, especially for non-clustered jamming.
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Figure 3. Outage probability of a typical VN as a function of τ with clustered and non-clustered
jammers, and without jammers.

Figure 4 shows the OP of a typical VN concerning PJ . It is observed that the probability
that a typical VN is in an outage for U-V2X connection, V2U2V connection, and V2V
connection increases by increasing PJ because when the jammer’s transmission power
increases, it increases the jamming interference, which decreases the obtained SIR and
results in increasing the OP. The U-V2X connection has a better OP compared to V2V and
V2U2V connections, as it considers both the connections (i.e., V2V and V2U connection) to
be in an outage. The clustered jammers can result in a lower outage for the CJ U-V2X curve
compared to the NCJ U-V2X curve, due to larger path loss from the typical node. Thus,
it is critical to prioritize countermeasures against uniformly distributed jammers, as they
severely degrade network performance. The conventional assumption that the clustered
jammers have a greater impact is inappropriate, requiring efficient anti-jamming scenarios
for non-clustered jammers. Additionally, the LB on OP of V2U2V connection (pink color
solid line) can be obtained by assuming that all the VNs transmit to the adjacent VNs using
UAV connections. In addition to this, the LB on the OP of the V2V connection (black color
solid line) can be obtained by assuming none of the VNs transmit to the adjacent VNs using
a UAV connection.
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Figure 4. Outage probability of a typical VN as a function of PJ with clustered and non-clustered
jammers.

Figure 5 shows the OP of a typical VN concerning the uniformly distributed jammers,
J. It is observed that the probability that a typical VN is in an outage for U-V2X connection,
V2U2V connection, and V2V connection increases by increasing the number of jammers
(i.e., J), because when jammers’ values increase, it increases the jammers’ transmit power,
which decreases the obtained SIR that results in increasing the OP. However, the OP of the
U-V2X is lower than the V2V connection or V2U2V connection because the probability of a
U-V2X connection is obtained when both the connections, i.e., V2V connection and V2U2V
connection, are in an outage. Moreover, the lower bounds on the outage of V2U2V and V2V
connections also increase with the increasing number of jammers because LB of V2U2V
and LB of V2V are the functions of jammers. It is also noticed that by raising the antenna’s
variation, U-V2X connection’s OP enhances because when antenna’s beam-width deviation
increases, which decreases an antenna’s receiving gain, resulting in decreasing the signal
strength and SIR of the signal. Consequently, when the signal strength decreases, the OP of
the system increases.
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Figure 5. Outage probability of a typical VN as a function of non-clustered jammers with a fluctuating
3D beam width of the antenna.

Figure 6 shows the probability of the VN associating with neighboring VNs and UAVs
in V2V and V2U connections, respectively, as a function of UAVs. It can be observed
that whenever average UAVs in the network increase, the V2U connection’s AP increases
because of the decrease in the path loss as compared with the AP of the V2V connection.
Moreover, it is also observed that VN’s performance in V2U link degrades whenever
fluctuations of the antenna increase in comparison with the V2V connection. This is due
to the fact that whenever UAV fluctuations increase, it will decrease the antenna’s gain as
well as the received signal strength.



Mathematics 2023, 11, 3434 20 of 28

5 10 15 20 25

Average UAVs [1/km2]

0

0.2

0.4

0.6

0.8

1

As
so

ci
at

io
n 

Pr
ob

ab
ilit

y

σ=0
°

σ=2
°

σ=4
°

σ=0
°

σ=2
°

σ=4
°

Figure 6. AP of a typical VN exploiting the UAV and the nearest VN against the number of UAVs, for
a different number of UAV fluctuations.

Figure 7 shows the OP of the serving node by considering uniformly distributed
jammers as a function of UAVs and fluctuating UAV antenna beam width. The probability
that a typical VN in V2U2V connection is in outage improves whenever average UAVs
increase in the considered space because the path loss between the VN and the UAV
connection decreases, resulting in increasing the signal strength obtained as compared
with the V2V connection. Furthermore, it is observed that at places with lesser vehicles,
roads, and people, UAVs have a greater level of credibility in comparison with the VNs
when it comes to setting up communication in intense jamming. It is also observed that the
OP of the VN degrades for the U-V2X connection whenever UAV’s fluctuations increase
in the given system. This is due to the fact that whenever variations in UAV increase, it
reduces the gain, received power, and the received SIR (a similar argument may be made
for the remaining curves of standard deviation). Moreover, the LB on the OP of the V2V
connection remains constant while the LB on the OP of the V2U2V connection degrades
whenever average UAVs increase in the system. This is because LB for V2V connection is
not the function of UAVs, while the LB for V2U2V connection is the function of UAVs.
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Figure 7. Outage probability of the typical VN considering uniformly distributed jammers as a
function of UAVs and fluctuating 3D beam width of the antenna.

Figure 8 shows the OP of the typical VN with clustered and non-clustered jammers
and without jammers as a function of VNs. It has been seen that raising the average VNs in
the geographical region reduces the V2U2V connection’s OP because the path loss between
the VN and the UAV connection degrades when compared to the V2V connection resulting
in the decrease of the received power and SIR for the V2U2V connection. However, the
OP of the U-V2X connection improves with increasing average VNs because the ratio of
V2V and V2U2V connection to be in outage improves. Considering a balanced comparison
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with the success probability (or inversely, the OP as a function of VNs) outcomes in [9], it
is evident that the OP for the typical node in U-V2X, V2V, and V2U2V connections, both
with clustered and non-clustered jammers, surpasses the OP for the same connections
without jammers. Moreover, it is also observed that the OP of the NCJ U-V2X connection is
larger than the CJ U-V2X connection. This is because there is a higher probability that the
non-clustered jammers can be located near the typical VN, thus, degrading the network’s
OP and performance in comparison with the OP of the CJ U-V2X connection.
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Figure 8. Outage probability of the typical node with clustered and non-clustered jammers and
without jammers as a function of VNs.

Figure 9 shows the SE of the VN as a function of PJ by considering clustered and
non-clustered jamming interference. It can be observed that the SE of U-V2X, V2U2V, and
V2V connection decreases by increasing PJ . This is because when the jammer’s transmission
power increases, it increases the jamming interference which decreases the obtained SIR,
resulting in decreasing the SE of the network. The U-V2X connection has a higher SE when
compared with the V2V and V2U2V connections. This is because the U-V2X connection
considers that both the connections (i.e., V2V and V2U2V) are in coverage. The SE of the
non-clustered jammers is lower in the NCJ U-V2X connection compared with the clustered
jammers in the CJ U-V2X connection because there is a larger probability that the uniformly
distributed jammers are positioned in the vicinity of the typical VN disrupting the VN’s
performance. Thus, prioritizing countermeasures against uniformly distributed jammers is
very important, as they can degrade the network’s performance severely in comparison
with the CJ U-V2X connection. Furthermore, the LB on SE of the V2U2V connection (pink
color solid line) can be obtained by assuming that all the VNs transmit to the adjacent VNs
using a UAV connection and are not in outage. Moreover, the LB for the SE of the V2V
connection (black color solid line) can be obtained by assuming none of the VNs transmit
to the adjacent VNs using a UAV connection and are not in outage.

Figure 10 shows the SE of a typical VN for the uniformly distributed jammers, J. It can
be observed that the SE of the U-V2X, V2U2V, and V2V connection decreases by increasing
the number of jammers (i.e., J), because when average jammers in the network increase, it
increases the jamming signals that will decrease the obtained SIR that results in decreasing
the SE. However, the SE of the U-V2X is better in performance than the V2V connection
or V2U2V connection because the SE of the U-V2X connection is obtained by considering
that both the connections, i.e., V2V and V2U2V, are in coverage. Moreover, the lower
bounds on the SE of the V2U2V and V2V connections also decrease with the increasing
number of jammers because LB of V2U2V and LB of V2V are the functions of a number
of jammers. It is also observed that the SE of the U-V2X connection degrades whenever
the UAV variations increase. This is due to the fact that whenever the deviation of the
UAV beam width increases, it decreases the gain of the receiving antenna, resulting in
decreasing the received power and SIR of the signal. Thus, when the received SIR decreases,
it decreases the system’s SE.
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Figure 9. SE of the VN in the presence of clustered and non-clustered jammers as a function of PJ .
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Figure 10. SE of a typical VN as a function of non-clustered jammers with fluctuating 3D beam width
of the antenna.

Figure 11 shows the SE of the typical VN by considering uniformly distributed jammers
and without jammers as a function of UAVs and fluctuating UAV antenna beam width.
The SE of a typical VN in a V2U2V connection improves whenever average UAVs in the
considered system increase because the path loss between the VN and the UAV connection
decreases, resulting in increasing the signal strength and SIR as compared with the V2V
connection. To ensure a fair comparison with the SE outcomes in [9], it is noted that the
SE for typical node in U-V2X, V2V, and V2U2V connection without jammers is noticeably
higher than the SE for the same connections with non-clustered jammers. It is also observed
that the SE of the VN degrades for the U-V2X, V2U2V, and V2V connection whenever UAV
variations in the system increase, because it reduces the receiver antenna gain, received
power, and the signal strength, resulting in the decrease in SE of the typical node (a similar
argument may be made for the remaining curves of standard deviation for SE). Moreover,
the LB on the SE of the V2V connection remains constant while the LB on the SE of the
V2U2V connection increases whenever average UAVs in the system increase. This is
because LB for V2V connection is not the function of UAVs, while the LB for the V2U2V
connection is the function of UAVs.
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Figure 11. SE of the typical VN in the presence of non-clustered jammers and without jammers as a
function of UAVs and fluctuating 3D beam width of the antenna.

Figure 12 shows the SE of the typical VN with and without non-clustered jammers as
a function of roads. It has been shown that raising the average roads in the system reduces
the SE of the V2U2V connection because the path loss between the VN located around the
road and the UAV connection degrades when compared to V2V connection, resulting in the
decrease of the received power, SIR, and SE of the V2U2V connection. However, the SE of
the NCJ U-V2X connection is higher than the V2U2V and V2V connections. Moreover, it is
also observed that the SE of the NCJ U-V2X connection degrades whenever the variations
of the UAV increase. This is due to the fact that whenever UAV variations increase in the
system, the antenna gain and the SIR decreases. This results in the decrease in the SE of the
VN in the network. Considering a fair comparison with the SE of the typical node (with the
number of antennas set to 20 and the average roads set to 30 km/km2) in [9], it is evident
that the SE of the typical node in U-V2X connection without jammers surpasses the SE of
the same connection with non-clustered jammers.
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Figure 12. SE of the network with non-clustered jammers and without jammers as a function of roads
and fluctuating antenna beam width.

8. Conclusions

In this paper, we modeled non-clustered and clustered jamming in U-V2X communica-
tions by considering mm-Waves in the presence of fluctuating 3D antenna beam width. We
considered the distribution of roads as PLP, the distribution of VNs as 1D PPP, and the dis-
tribution of UAVs as 3D PPP. The fluctuation of 3D antenna beam width is modeled using a
normal distribution. The jammers are assumed to follow (i) non-clustered distribution and
(ii) clustered distribution. The analytical expressions for the OP of the U-V2X, V2U2V, and
V2V connections are analyzed in the presence of jammers and fluctuating antenna beam
width. The U-V2X network’s performance is quantified in terms of OP and SE for multiple
network settings, such as UAVs, VNs, roads, jammers, and jammers’ transmission power.
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The results revealed that the performance of the U-V2X communications considering mm-
Waves is severely degraded in the presence of non-clustered jammers as compared with
the clustered jammers. Moreover, the network’s performance is further compromised by
fluctuations in the 3D beam width of the UAV antenna for the non-clustered jammers. Thus,
modeling the fluctuations of 3D beam width of UAV antenna is necessary, especially in the
presence of non-clustered jammers. Furthermore, system designers should use additional
anti-jamming countermeasures in U-V2X communications that can target non-clustered
jammers rather than clustered jammers.
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Appendix A. Derivation of (6)

The cumulative distributive function (CDF), FzV (zV), of the distance to the VN, could
be determined by assuming that the likelihood of the VNs located on roadways in a sphere
of radius zV , (i.e., Pr{N(S(o, zV)) = 0}). Similarly, the probability of the VNs on a length
of roadways from −zVo and zVo crossing the center of the coordinate system is 0 (i.e.,
Pr{NzVo

(−zVo , zVo ) = 0}). The CDF is expressed as [15]:

FzV (zV) = 1− Pr{zV > x} = 1− Pr{N(S(o, zV)) = 0}︸ ︷︷ ︸
Ξa

Pr{NzVo
(−zVo , zVo ) = 0}︸ ︷︷ ︸

Ξb

, (A1)

where the chance that VNs in a spherical region with the radius zV is zero is given by
Ξa, and the chance that the VN on a segment of the highway that spans from −zV to the
coordinate system’s center and then from coordinate’s center to zV is zero is given by
Ξb. Then, we compute the probability of a VN shown to be zero on each m-th highway.
(Pr{NV(Roadm) = 0}). Ξa is expressed as:

Ξa =
∞

∑
k=0

Pr{NRoads(S(o, zV)) = k} ×
k

∏
m=1

Pr{NV(Roadm) = 0}

=
∞

∑
k=0

exp(−2πλLzV)(2πλLzV)
k

k!︸ ︷︷ ︸
>1

(∫ zV

−zV

e−2µV
√

z2
V−y2

2zV
dy

)k

︸ ︷︷ ︸
>2

, (A2)

where the probability in >1 may be determined by considering that k roads that are spread
out uniformly employing PPP with the mean nodes given as 2πλLzV and fall inside a
spherical shape with radius zV , and the >2 probability can be obtained by considering that
VNs across each of the m-th highways possess a uniform distribution with the length of

2µV

√
z2

V − y2.

Ξa = exp(−2πλLzV)
∞

∑
k=0

(
πλL

∫ zV
−zV

e−2µV
√

z2
V−y2 dy

)k

k!
(A3)
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where (A3) is the result of simple mathematics. After further simplifications, we obtain:

Ξa = exp(−2πλLzV) exp
(

πλL

∫ zV

−zV

e−2µV
√

z2
V−y2

dy
)

(A4)

where (A4) is produced by the assumption ∑∞
k=0
Y k

k!
= eY . Furthermore, Ξa is given as:

Ξa = exp
(
−2πλL

∫ zV

0

(
1− e−2µV

√
z2

V−y2
)

dy
)

(A5)

where (A5) is obtained via the following mathematical techniques. In a similar fashion,
the second term in (A1), Ξb = exp(−2µVzV) is obtained. The final expression is given by
plugging Ξa and Ξb in (A1) and is expressed as:

FzV (zV) = 1− exp
(
−2πλL

∫ zV

0
1− e−2µV

√
z2

V−y2
dy
)

exp(−2µVzV). (A6)

Appendix B. Derivation of (27)

The interference of the uniformly distributed jammers at the receiving node can be
determined by the Laplace transform of interference of the uniformly distributed jammers
as [34]:

LINC
J

(τ)
a
= Eg,z

exp

−τ‖zr − zt‖−αr

Pt
∑

j∈INC
J

PJ gj‖zr − zj‖−αr


b
= Ez

 ∏
j∈INC

J

Eg

{
exp

(
−τ‖zr − zt‖−αr

Pt
PJ gj‖zr − zj‖−αr

)}
c
= Ez

 ∏
j∈INC

J

1

1 + τ∆
(Dj

z

)−αr


d
= exp

−2πλr

∫ z1

z0

DjdDj

1 + ∆
( Dj

τ1/αr z

)αr


e
= exp

−πλrτ2/αr ∆z2
∫ ( z1

τ1/αr z

)2

( z0

τ1/αr z

)2
dw

1 + wαr/2

, (A7)

where (a) follows by plugging s =
‖zr − zj‖αr

Pt
in (16), (b) follows by the independent point-

process assumption, (c) follows by exponentially distributed Rayleigh fading gains and

considering Dj = ‖zr − zj‖, z = ‖zr − zt‖, and ∆ =
PJ

Pt
, (d) follows by applying probability

generating function (PGF) property to polar coordinates, i.e., z0 and z1 indicate the initial
and final limits of the integration, respectively, and (e) follows by changing the variables,

i.e., w =

(
Di

τ1/αr z

)2
. The final equation in (27) is obtained by applying the limits to A7.
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Appendix C. Derivation of (28)

The interference of the clustered jammers with MCP distribution is evaluated by
following [11,45] and is derived as:

LIC
J
= κa ×κb (A8)

=

κa︷ ︸︸ ︷
exp{−λc

∫ z

0
(1− exp{−JΥ(t, y)})dy}×

κb︷ ︸︸ ︷∫ z

0
exp{−JΥ(t, y)} f (y)dy,

where Υ(t, y) =
∫ z

0
g(x− y− t)

g(x− y− t) + g(t)/τ
f (x)dx and κa is the PGF of MCP-distributed

jammers. The PGF is simplified as:

κa = exp
{
−λc

∫ z

0

(
1− exp

{
−λc

∫ z

0

g(x− y− t)
g(x− y− t) + g(t)/τ

f (x)dx
})

dy
}

a
= exp

{
−λc

∫ z

0

(
1− exp

{∫ z

0
− Jg(y) f (x)dx

g(y) + g(t)/τ

})
dy
}

b
= exp

{
−2πλc

∫ z

0

(
1− exp

{
−Jy−αr

y−αr + t−αr /τ

})
ydy
}

c
= exp

{
−λcπτ2/αr z2

∫ z

0

(
1− exp

{
−J

1 + ωαr/2

})
dω

}
,

where (a) is obtained via changing the variables in the system, (b)is obtained by simple
mathematics, and (c) is obtained by assuming ω = τ−2/αr t−2y2. In addition to this, κb fol-

lows by simple mathematics [45] as κb =
∫ z

0 exp{−JΥ(t, y)} f (y)dy = exp{−Jz2τ2/αr
2π2

αr
csc(2π/αr)}, where J = λc J(πr2

J )
−1. Plug κa and κb in LIC

J
to obtain the final expression

of MCP-distributed jammers.
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