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Abstract: Elliptic curve (EC) based cryptographic systems are more trustworthy than the currently
used cryptographic approaches since they require less computational work while providing good
security. This paper shows how to use an EC to make a good cryptosystem for encrypting digital
audio. As a preliminary step, the system uses an EC of a particular type over a binary extension
field to distort the digital audio pixel position. It reduces the inter-correlation between pixels in the
original audio, making the system resistant to statistical attacks. In creating confusion in the data, an
EC over a binary extension field is used to make a different number of substitution boxes (S-boxes).
The suggested design employs a unique curve that relies on efficient EC arithmetic operations in
the diffusion module. As a result, it generates high-quality pseudo-random numbers (PRNs) and
achieves optimal diffusion in encrypted audio files with less processing work. Audio files of various
sizes and kinds can all be encrypted using the provided algorithm. Moreover, the results show that
this method effectively protects many kinds of audio recordings and is more resistant to statistical
and differential attacks.

Keywords: Mordell elliptic curve; Galois field; substitution box; pseudo-random numbers generator;
audio encryption

MSC: 12F12

1. Introduction

The relevance of multimedia data in social life has expanded in recent decades because
of the rapid development of digital technology. As a result, a wide range of industries relies
on multimedia data. Since data are digitally stored as bits in computer networks worldwide,
recent technology has altered how information is transmitted. Also, as digital informa-
tion demands newer cryptographic algorithms, the remaining ones must be updated and
adapted to function. The field of multimedia data security is receiving a lot of attention
because of these dangers. Numerous techniques have been developed to secure against
unauthorized access to private data transmitted over public networks. Several prevalent
algorithms, such as data encryption standard (DES), advanced encryption standard (AES),
Rivest-Shamir-Adlemen (RSA), and Rivest cipher 4 (RC4), are frequently used for security
objectives and are highly secure and dependable. These techniques rely on mathemati-
cal calculations and iterative procedures, making them very protective for confidential
transmissions. Also, multimedia data are differentiated by their multidimensional nature
due to the massive amount of data and other distinguishing properties, such as solid pixel
correlation, large storage capacity, and high redundancy between pixels. Thus, security
could be insufficient depending on algorithms such as AES, RSA, and DES for multi-media
data. There are numerous encryption approaches for the safety of multimedia data in the

Mathematics 2023, 11, 3824. https://doi.org/10.3390/math11183824 https://www.mdpi.com/journal/mathematics

https://doi.org/10.3390/math11183824
https://doi.org/10.3390/math11183824
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com
https://orcid.org/0000-0002-7945-9994
https://orcid.org/0000-0003-1172-885X
https://doi.org/10.3390/math11183824
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com/article/10.3390/math11183824?type=check_update&version=1


Mathematics 2023, 11, 3824 2 of 18

literature. A digital image encryption technique based on chaotic systems and Galois fields
is presented in [1–4]. However, because of the enormous computational complexity of the
high-dimensional, chaotic system, its application to the device is costly.

In contrast, the EC group structures are more sensitive to input parameters than
chaos-based structures, providing better protection than chaos. In [5], the author developed
a hybrid cryptosystem based on AES and the EC. The schemes based on an EC over
finite fields using different techniques are presented in [6–8]. To increase the security of
the encryption algorithm, an iterative structure made up of the random binary encoding
technique is devised. Also, a concept for image encryption based on mixed chaos and
hash operations is presented in [9–12]. The audio tracks have a large amount of storage
space and are distinct from other multimedia content. As a result, digital audio should be
protected using a specific method.

1.1. Related Work

There are various algorithms for encrypting and decrypting digital audio in the litera-
ture. But there is no single method for all types of audios. In 2002, encryption of telephonic
oration based on the perception technique was proposed by Servetti and De Martin [13], in
which they presented two different designs. The first approach has a high bit rate but a
low-security scope according to the specifications. In contrast, the second approach aims
to encrypt more and more data while preserving high-security levels. A simplistic com-
pression and selection encryption-based perceptual audio coding method is provided [14].
The evaluation of encrypted MP3 encoded data was the focus of this research. A selec-
tive partial encryption approach for MP3 audio was later developed by Servetti et al. [15].
Unfortunately, to protect the perceptual data, the suggested process degrades the original
audio sequence quality while maintaining the audio information’s content. Following that,
Bhargava et al. presented many MPEG-compatible digital video encryption techniques [16].
He used a secret key in this algorithm to randomize discrete cosine transform coefficients.
Consequently, Grangetto et al. [17] proposed a novel multimedia data protection system as-
sembled on an arithmetic coding foundation. Mathematical code randomization was used
in the suggested work to achieve the objective of multimedia data encryption. Similarly,
the scrambling of digital audio data in the compressed field was designed by Yan et al. [18].
Before transmission, the proposed approach successfully scrambled the personal audio data
using a key. However, the brute force attack uncovered a susceptibility at work. Neto and
Lima [19] proposed an audio encryption method utilizing cosine number transformation.
Chunks of audio data are encrypted using the appropriate form. The ciphered data were
confused and diffused due to the block selection’s overlapping sample criteria. Refs. [20,21]
provide digital network architecture (DNA) encoding, channel scrambling, and a new ap-
proach to audio encryption using predefined synchronization of a fractional order chaotic
system. Next, the chaotic maps given in [22] are used to devise a lossless audio encryption
technique. In this study, they used three-dimensional (3-D) chaotic systems for encrypting
various types of audio files. In [23], the author divided the audio data into two blocks, such
as eight bits and seven bits. Further, they used substitution and permutation techniques to
encrypt the data. Although, they have taken data in which some values are in the range
of 16-bits, which are kept fixed, and while decrypting, those values were found missing.
Moreover, the utilization of GF

(
27) or GF

(
28) requires larger memory and storage.

1.2. Motivation

The bulk of audio encoding schemes lack sufficient cryptanalysis and security assess-
ments to validate the stability of these cryptosystems against adversarial attacks. As a
result, a robust algorithm is demanded to protect audio data from various threats. Due
to less computational action and solid security, EC-based cryptographic architectures are
more steadfast than existing cryptographic techniques. In addition, the features of finite
fields compel us to create a novel digital audio data security algorithm based on an EC over
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a Galois field. Moreover, using Galois fields in hardware cryptography would increase
performance and reduce cost.

1.3. Our Contribution

The primary goal of developing this technique is to provide integrity and authenticity
for encrypting multiple audio files. In reference [23], the author segmented the audio
data into two sections, one comprising eight bits and the other consisting of seven bits.
Subsequently, they employed substitution and permutation approaches for data encryption.
However, it is worth noting that the data contained specific values within the 16-bit range,
which remained fixed during encryption but were mysteriously missing during decryption.
Moreover, GF

(
27) or GF

(
28) also demanded more extensive memory and storage resources.

In this manuscript, we have divided data into four blocks and utilized an EC over the
binary extension field of order 16 to address the issue of missing elements, which is in the
range of 16-bits. Moreover, the use of smaller fields leads to potentially faster computations.
The points mentioned above are the main findings of this scheme. Additionally, the use of
EC points in the binary extension field provides greater strength to the proposed algorithm.
Accordingly, we organize our work so that Section 2 begins with a brief introduction to the
EC and Galois fields. Thorough explanations of the proposed encryption technique are
exemplified in Section 3. Likewise, Section 4 examines the suggested encryption algorithm’s
security analysis and computer simulation results. In the Section 5, we put together some
concluding reflections.

2. Preliminaries

In this part, several fundamental and crucial notions, like ECs, Galois fields, Euler’s
phi function, and primitive polynomials are presented.

2.1. Galois Field GF

A field with finite elements is called a Galois field or a finite field, represented as
GF(pm), where p denotes a prime number and m is any positive integer. Further, if m = 1,
GF(p) consists of the set of integers Zp = {0, 1, 2, . . . , p− 1} with arithmetic operation
modulo prime p. A polynomial h(x) of degree m in F[x] is called an irreducible polynomial
if it cannot be factorized into polynomials having a degree less than m. Accordingly, in
every Galois field GF(pm) there is a polynomial called a primitive irreducible polynomial
(PIP), which generates all the elements of that field, except zero. The number of different
PIPs over the Galois field GF(pm) is calculated by ϕ(pm−1)

m , where ϕ represents Euler’s
phi function.

2.2. Elliptic Curve

The Weierstrass form of an EC Ep,a,b over a prime field p is a cubic equation whose
coefficients are the two non-negative integers a, b ≤ p− 1, and defined as:

y2 = x3 + ax + b (1)

where the points (x, y) ∈ Fp × Fp lying on the EC together with the point at infinity O forms
a group. By Hasse formula, the approximate number of points |Ep,a,b| lying on the EC is
obtained by:

abs
(∣∣∣Ep,a,b

∣∣∣− p− 1
)
≤ 2
√

p (2)

where abs denotes the absolute value; also, when we put a = 0 in Equation (1), we obtain a
particular type of EC called a Mordell EC (MEC). The specialty of this curve is that when
we take a prime number in the form p = 2 mod 3, it has precisely p + 1 distinct points lying
on that MEC.



Mathematics 2023, 11, 3824 4 of 18

3. Proposed Encryption Scheme

Arrays of digitally encoded audio signals are operated to store, modify, replicate, and
generate sound using audio technology. In addition, “digital audio” can refer to the sample
of discrete sequences selected from the audio wave format. Under the proposed technique,
digital audio in the wav format will be encrypted before being sent across an insecure
channel. A 16-bit signed integer class was first utilized to read the audio file, with a range
value of

[
−215, 215 − 1

]
. M rows and N columns are in these matrices, which we refer to as

the original audio data matrix (G). The following part will go over the encryption scheme’s
step-by-step procedure.

3.1. Proposed Generation of Pseudo-Random Numbers (PRNs)

In multimedia data security, the production of random numbers plays a vital role.
Many PRN-generating systems have been devised by multiple researchers. Moreover,
ECs are frequently employed to generate random numbers. Generally, the generation of
PRNs through ECs utilizes the EC’s group law and arithmetic operations. In this part, we
use specific EC and modulo operations to generate RNs that have enough length. In the
beginning, to generate PRNs, choose the smallest prime number p such that p > M× N
and p ≡ 2 (mod 3). Then choose an MEC and generate the curve Ep,b : y2 = x3 + b mod p.
The specialty of this curve is that it has p + 1 number of points (x∗, y∗) lying on that
EC. Subsequently, the following map is used to obtain the required RNs (x∗, y∗)→ y∗.
Afterwards, to obtain a new matrix Gs, this sequence is applied to shuffle the matrix G.
To produce PRNs, we used the approach outlined above by fixing p and the parameter of
MEC b = 7. The obtained sequence is then subjected to the NIST test, which is depicted in
the analysis section.

3.2. Construction of S-Boxes Scheme

The primary aim of an S-box is to obscure the relationship between encrypted data
and the encryption keys used. Consequently, creating effective S-boxes using secure
methods in modern cryptographic systems is imperative. The S-box is typically engaged
in the cryptosystem’s confusion module to confound the cipher data. As an outcome, the
quality of the S-box determines how much chaos the cryptosystem can create. Because
audio contains a lot of information, as a result, multiple S-boxes are incorporated into
the proposed cryptosystem to increase the level of randomness in the encrypted data. To
achieve this goal, the security of EC structures has captured our attention, as they can be
utilized to design S-boxes using their fundamental operations. To this end, this section
presents a straightforward and rapid algorithm. A novel technique is used in this work to
construct a different number of S-boxes by employing EC of the form Em

2,b : y2 = x3 + b
over the Galois field GF(2m). In the suggested method for creating numerous S-boxes,
arithmetic operations are used of Galois fields instead of EC. We chose an EC of the
form Em

2,b : y2 = x3 + b over the Galois field GF(2m) and generated points (x∗, y∗) lying
on that EC, where b ∈ GF(2m){0}. After that, we defined a bijective function such that
F : GF(2m)→ GF(2m) and defined by:

F(x∗) = `.x∗ + m (3)

where l, m be any elements of the Galois field except zero. Here, the operation multiplication
and addition are taken over GF(2m). In addition, we applied an inverse function to the
resulting elements of Equation (3) under the corresponding GF(2m) and obtained the
required S-boxes. Also, we constructed 4× 4 S-boxes that have entries consisting of four
bits. So, we take m = 4 in this work to generate a various number of 4× 4 S-boxes. The
S-boxes created through this technique are presented in Table 1. The performance analysis
of the proposed S-boxes is depicted in Table 2, exhibiting that the proposed scheme is better
than other existing schemes.
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Table 1. Proposed S-boxes.

1 8 12 6 2 11 15 5 5 12 8 2 7 14 10 0

3 4 5 9 0 7 6 10 7 0 1 13 5 2 3 15

0 15 10 7 3 12 9 4 4 11 14 3 6 9 12 1

14 13 11 2 13 14 8 1 10 9 15 6 8 11 13 4

Table 2. Analysis comparison of proposed S-boxes with some existing S-boxes.

S-Box NL SAC LP DP

Proposed_1 4 0.25 0.75 0.25
Proposed_2 4 0.25 0.75 0.25
Proposed_3 4 0.25 0.75 0.25
Proposed_4 4 0.25 0.75 0.25

Ref. [24] 3.5 0.125 0.25 0.4375
Ref. [25] 3.5 0.125 0.5 0.54469

3.3. Proposed Audio Encryption Algorithm

We debated the proposed encryption scheme in this subsection. The proposed tech-
nique keeps digital audio data in wav format safe when transmitted across insecure
networks. Here is a step-by-step framework of the encryption method that is offered
as follows:

Step 1. Since the technique initially reads the audio, which contains both negative and
positive integers, it constructs a matrix Ni,j consisting of 0 and 1 to identify the location of
integers, defined as follows:

Ni,j =

{
0, i f Gi,j < 0
1, i f Gi,j ≥ 0

(4)

where Gi,j denotes the data matrix and (i, j) presents the location of an element in that
data matrix.

Step 2. Next, apply an absolute function on the data matrix G to produce a new matrix
G′′ with integer values in the range of the Galois field

(
216).

Step 3. Since there is a substantial correlation between adjoining integers, efficient data
methods include several features to split this strong correlation among adjoining numbers.
Generate the sequence α of RNs by selecting a prime p > M× N where p ≡ 2 (mod 3) by
the random number generator presented in Section 3.1. After that, shorten the sequence
and employ the new one to scramble the actual audio matrix.

Gp(i, j) = G′′ (α(i), α(j)) (5)

where i, j denotes the position of an element in the shuffled matrix Gp. The spectrogram
graph and the scrambled audio waveform are displayed in Figures 2 and 3. Also, the figures
indicate that the permutation step was the most disruptive in terms of audio distortion.

Step 4. Since any cryptosystem would be incomplete without a stage characterized by
disorientation and uncertainty, the substitution process is employed to confuse the ciphered
data in this step. To reduce the time complexity, we divided the permuted block into four
subblocks, each of which contained 4-bit integers, using the following maps:

π : GF(216)→ GF(24)× GF(24)× GF(24)× GF(24)

Defined by

π

(
15

∑
j=0

bjxj

)
=

(
3

∑
j=0

bjxj,
7

∑
j=4

bj−4xj−4,
11

∑
j=8

bj−8xj−8,
15

∑
j=12

bj−12xj−12

)
(6)
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where the coefficients bj ∈ {0, 1}. The above data are now split into the four subblocks Gp
1 ,

Gp
2 and Gp

3 , Gp
4 .

Step 5. Generate different 4× 4 S-boxes by using the technique mentioned in Sec-
tion 3.2. In this step, we performed the substitution by applying different 4× 4 S-boxes
to the subblocks Gp

1 , Gp
2 , Gp

3 , and Gp
4 , respectively, thus acquiring new subblocks Gs

1, Gs
2,

Gs
3, and Gs

4. The performance index of these 4× 4 S-boxes is given in Section 4.
Step 6. Combine the resultant matrices Gs

1, Gs
2, Gs

2, and Gs
4 and apply an inverse map of

the map given in Equation (6) to convert the subblocks of 4-bits to a single block of 16-bits.

π−1 : GF(24)× GF(24)× GF(24)× GF(24)→ GF(216)

Defined by

π−1

(
3
∑

j=0
bjxj ,

7
∑

j=4
bj−4xj−4 ,

11
∑

j=8
bj−8xj−8,

15
∑

j=12
bj−12xj−12

)

=

(
3
∑

j=0
bjxj +

3
∑

j=0
bj+4xj+4 +

3
∑

j=0
bj+8xj+8 +

3
∑

j=0
bj+12xj+12

) (7)

After applying that map, we receive a new matrix Gs in which each element lies in the
range of GF

(
216).

Step 7. Next, generate a sequence of random numbers α by choosing p > M× N to
produce diffusion in the encrypted data through the proposed technique mentioned in
Section 3.1. Consequently, take M× N number of elements from that sequence and reduce
the size of the elements of that sequence in the range of GF

(
216). As we are working in a

binary field, the generated sequence is applied to the elements of Gs as such:

Gs2(i, j) = Gs(i, j) + ρ(i, j) (8)

Here, addition is taken over the Galois field GF
(
216), and (i, j) represents the position

of integers in the matrix.
Step 8. Accordingly, convert the matrix Gs2 entries into the integers

[
−215, 215 − 1

]
by

using the matrix Ni,j. The mathematical formula is given below:

GE(i, j) =
{

Gs2(i, j), i f Ni,j = 0
−Gs2(i, j), i f Ni,j = 1

(9)

The resulting matrix is then used to create an audio file, subsequently ciphered. Our
proposed technique is applied to different audio file sizes mentioned in the security analysis.
The step-by-step procedure of the proposed encryption scheme is given in Figure 1. The
spectrogram graph and the scrambled audio waveform are displayed in Figures 2 and 3.
Also, the figures indicate that the permutation step was the most disruptive in terms of
audio distortion. Additionally, the histogram analysis of differently encrypted files is given
in Figure 4. One can see from Figure 4 that the figure is uniform. As the encrypted audio
files are uniform, the proposed method is efficient in preserving the actual extent of the
original audio.
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4. Security Analysis

A standard encryption scheme must defend against various attacks compromising
confidentiality, integrity, non-repudiation, and data authentication. In this evaluation, we
assess the significance and stability of the presented technique against various adversarial
attacks. In the following sections, we subject the proposed scheme to several analyses
outlined in the subsequent subsections.

4.1. Proposed S-Box Analysis

In this subsection, the proposed S-boxes robustness against various statistical and al-
gebraic attacks is investigated by different tests, for instance, nonlinearity (NL), differential
approximation probability (DP), strict avalanche criterion (SAC), and linear approximation
probability (LP). The length between the Boolean functions of the S-box and the set of all
affine functions is measured by the nonlinearity of the S-box. A Boolean vector function’s
upper bound can be computed using this formula: 2m−1 − 2(

m
2 )−1. Thus, the maximum

possible NL of any 4-bit S-box is six. Table 2 displays the average NL value of the proposed
S-box, which stands at four, indicating its closeness to the optimal value. For an S-box to
satisfy the SAC, a change in a single input bit must result in a change in half of the output
bits. The proposed S-boxes successfully meet the SAC test, achieving a nearly optimal
value of 0.5. The LP test of an S-box is used to calculate the highest value of coincident
masked input bits with masked output bits [26]. A cryptographically strong S-box has the
property that it attains a low score of LP. In Table 2, some of the newly constructed S-boxes
by the proposed technique and their corresponding LP values are listed, which shows that
the S-boxes based on the proposed scheme are suitable for secure communication against
linear approximation attacks. Likewise, differential attacks are used to study the output
differences for the corresponding input differences to obtain useful information [27]. For
an S-box, the DP measures the strength of the S-box to prevent differential attackers. The
additional evaluations presented in Table 2 demonstrate that the proposed S-boxes offer
security against various attacks.

4.2. Proposed Audio Scheme Analysis

A standard encryption method must counter other attacks that try to thrash the data’s
confidentiality. Here, we analyze the strength and resilience of the suggested approach
against diverse harmful attacks. MATLAB is used to perform all these calculations on a
desktop computer. Using several keys, we encrypt and decrypt assorted audio models
containing audio from multiple genres, such as music, speech, and other types of characters,
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to test our algorithm. Figure 2 depicts the wave representation of plain and encrypted
audio data. As the amplitude of the encrypted audio is uniform, as displayed in Figure 2,
the original and encrypted audio bear no similarity. This indicates that audio encryption is
working correctly. The following sections will perform different types of analysis on the
proposed scheme, including histograms, entropy, complexity, key sensitivity, differential,
correlations, and NIST analysis.
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4.2.1. Spectrogram Analysis

Spectrum analysis is the fundamental instrument for analyzing sound. In terms of
audio, the spectrogram is a two-dimensional graph in which a variety of hues represent the
third dimension. As the name indicates, it is a description of frequency that changes over
time. The hue in the third dimension indicates the sound’s volume at a specific moment
in time. Red and blue are used to specify low amplitude, whereas bright colors are used
to signify maximum amplitude. Figure 3 shows the findings of our spectrogram study of
our encryption method. Figure 3a,b depicts the spectrogram graphs of the original and
encrypted audio files. The uniformity observed in the spectrogram graph of the encrypted
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audio files proves that the audio file has been successfully encrypted. The spectrogram of
this encrypted audio file differs significantly from that of the original in terms of amplitude
and spectral shape.
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4.2.2. Histogram Analysis

Statistical attacks on cryptosystems can be tested using histogram analysis. It is
conceivable that the cryptosystem will turn the original data into noise and generate
unpredictability in the data. The most plausible scenario is that cryptosystems generate
randomness in the data by turning the original information into noise. In a practical
cryptosystem, the encrypted data probably does not provide any information that enables
the encrypted data to be decoded without needing a secret key. Figure 4 shows the
histogram statistics of our encryption algorithm. Figure 4a shows the histogram of the
original audio, whereas Figure 4b shows the histogram of the cryptographed audio. One
can see that the original audio signals have a chaotic and single-pointed histogram, while
encrypted audio files have a uniform histogram.
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4.2.3. Correlation Analysis

Any cryptosystem’s resistance to statistical attacks can be assessed using several tech-
niques, including the correlation coefficient because the segments of the data in multimedia
data are highly connected. As a result, a reliable cryptosystem will prevent data segments
from correlating. The correlation study analyses the correlation between the data segments
that are most like each other. The correlation coefficient can be expressed mathematically
as:

αuv =
cov(p∗, q∗)√
D(p∗).D(q∗)

(10)

where
cov(p∗, q∗) =

1
w ∑w

j=1(p∗j − β(p∗))(q∗j − β(q∗)) (11)

D(p∗) =
1
w ∑w

j=1 p∗j β(p∗) (12)
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and
β(p∗) =

1
w ∑w

j=1 p∗j (13)

Samples p∗j and q∗j are used in the above equation to represent adjacent samples at
the jth position. Correlation analyses of data are frequently conducted in three directions:
horizontal, vertical, and diagonal. Because we are working with audio data, we can only use
correlation analysis for the single-string data in the horizontal direction. Table 3 displays the
findings of the correlation study. The original audio correlation is precisely one, indicating
that the audio data’s various segments are highly correlated. Correlation analysis for
audio deciphered by the suggested method is close to zero, signifying that the proposed
method analytically interferes with the audio segment’s correlations. Figure 5 depicts the
correlations between the original and encrypted audio. Because the intercorrelation of the
audio file is gradually reduced, this shows that our method is effective. As a result, we
have designed our approach to be impervious to malevolent statistical attacks.
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Table 3. Correlation Analysis and Comparison with existing Schemes.

No. Audio Plain Audio Cipher Audio

1 Machine 0.9538 0.0013
2 Male 0.8910 0.0010
3 Audio 0.9935 0.0040
4 Animal 0.9953 0.0067
5 Sound 0.9847 0.0023
6 Alarm 0.7317 0.0012
7 Applause 0.8368 −0.0013
8 Female 0.9933 −0.0024
9 Bird 0.9321 −0.0018

10 Bells 0.9962 0.0017
11 Ref. [22] - −0.0020
12 Ref. [23] - 0.0040
13 Ref. [28] - 0.0016
14 Ref. [29] - 0.0119

4.2.4. Information Entropy

Information entropy analysis can confine the degree of uncertainty in coded data. As
the rate of uncertainty rises, the entropy of encrypted audio data also rises. Entropy can be
expressed as:

H = −∑l
k=0 P(k) log2(k) (14)

Here, l is the grayscale of the audio file, and P(k) is the chance of the gray-value k
appearing. The audio size, usually quantified in kilobytes (KB), denotes the volume of
digital storage capacity essential to store an audio file. The magnitude of an audio file is
contingent upon several elements, including the audio format, sample rate, bit depth, and
the duration of the recording. A 16-bit audio file of various sizes in (Kb) corresponds to a
theoretical value of H. A secure cryptosystem is deemed in place when the ciphered file’s
information entropy is precisely 16. Table 4 shows the results of our information entropy
analysis from our new proposed system. The table shows that our proposed technique’s
information value for every ciphered audio is equal to nearly 16, resulting in optimal
confusion in the audio file. So, our system can withstand attacks from entropy.

Table 4. Entropy Analysis of Original and Encrypted Audios.

No. Audio Original Cipher Size

1 Machine 14.1688 15.898 26,000/Kb
2 Male 10.6914 15.945 345/Kb
3 Audio 14.8475 15.446 900/Kb
4 Animal 8.0065 15.554 530/Kb
5 Sound 14.8549 15.434 11,000/Kb
6 Alarm 9.8183 15.452 24,000/Kb
7 Applause 13.4401 15.923 783/Kb
8 Female 8.5125 15.986 32/Kb
9 Bird 4.5625 15.670 307/Kb

10 Bells 13.4216 15.345 32,000/Kb

4.2.5. Differential Analysis

The two most used techniques for analyzing differential attacks are the number of pixel
change rates (NPCR) and the unified average changing intensity (UACI). The sensitivity of
the cryptosystem is calculated by these two. Cryptographic algorithms must be sensitive
so that even the slightest change in original data results in an incredibly diverse ciphertext.
Mathematically, NPCR and UACI are defined as:

NPCR =
∑a∗ ,b∗ f (a∗, b∗)

K∗
× 100% (15)
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In Equation (15), K∗ represents the cardinality of audio data set and f (a∗, b∗) is
defined as:

f (a∗, b∗) =
{

1 i f N1(a∗, b∗) = N2(a∗, b∗)
0 i f N1(a∗, b∗) 6= N2(a∗, b∗)

(16)

and UACI is defined as:

UACI =
1

K∗

[
∑a∗ ,b∗

abs
(

N∗1 (a∗, b∗)− N∗2 (a∗, b∗)
)

2k∗ − 1

]
× 100% (17)

where the value 2k∗ denotes the bit order in the audio data collection. Tables 5 and 6 show
the results of our testing of the suggested audio encryption method utilizing the NPCR
and UACI analyses. We take an audio file in this study and change its 1st and 100th byte,
respectively. As the alarm audio file has 85,529 bytes, firstly, we change its first byte and
analyze, and then at the 100th place, the same procedure is applied, and the results are
displayed in Table 5. Similarly, we analyzed all these audio files and evaluated the value
of NPCR. Furthermore, we considered all the UACI values of these audio files by making
small changes, as given in Table 6. This strategy is expected to nullify differential attacks.

Table 5. NPCR Analysis and their Comparison.

No. Audio NPCR-1 NPCR-2

1 Machine 99.9967 99.9977
2 Male 99.9983 99.9979
3 Audio 99.9865 99.9856
4 Animal 99.9976 99.9923
5 Sound 99.9845 99.9847
6 Alarm 99.9983 99.9924
7 Applause 99.9973 99.9987
8 Female 99.9967 99.9923
9 Bird 99.9989 99.9912
10 Bells 99.9992 99.9990
11 Ref. [29] 99.9972 -
12 Ref. [30] 99.9989 -
13 Ref. [31] 99.6521 -

Table 6. UACI Analysis and their Comparison.

No. Audio UACI-1 UACI-2

1 Machine 33.1988 33.1982
2 Male 33.9501 33.9512
3 Audio 33.7656 33.7662
4 Animal 33.8734 33.8765
5 Sound 33.9002 33.9009
6 Alarm 33.8377 33.8323
7 Applause 33.8969 33.8945
8 Female 33.9082 33.9024
9 Bird 33.8003 33.8014
10 Bells 33.9016 33.9040
11 Ref. [29] - -
12 Ref. [30] 33.3421 -
13 Ref. [31] 33.2122 -

4.2.6. Peak Signal-to-Noise Ratio (PSNR)

The following equations can be used to obtain the mean squared error for two vectors,
U∗ and V∗:

MSE =
1

n∗ ∑n∗

j=1(U
∗[j]−V∗[j]) (18)
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If U∗ is the host audio file and V∗ is its encoded version, then the PSNR of an audio
version can be calculated as follows:

PSNR = 10 ∗ log10

(
MAX2

MSE

)
(19)

where MAX represents the stream’s highest possible value. Using this method, we were
able to calculate the PSNR for each of the audio recordings and present them in Table 7.
It should be emphasized that the numbers are quite small. It is preferable to have lower
PSNR values for encrypted audio files because of the increased noise in these files and the
increased resistance against attacks that these files provide.

Table 7. PSNR and MSE Analysis.

No. Audio PSNR MSE

1 Animal 10.5881 3.2456× 104

2 Male 10.6779 3.2655× 104

3 Alarm 10.8705 3.2664× 104

4 Audio 10.4673 3.2664× 104

5 Female 10.8820 3.2634× 104

6 Machine 10.6799 3.2614× 104

7 Bird 10.8908 3.2564× 104

8 Applause 10.2306 3.2344× 104

9 Sound 9.7340 3.2564× 104

10 Audio 10.1106 3.2534× 104

4.2.7. Root Mean Square (RMS) and Crest Factor (CF) Value

The RMS method is used to determine the average amplitude of an audio signal. If
the input signal has a mean value of zero, the RMS and standard deviation are the same
and calculated as:

RMS =

√
1

N∗ ∑N∗

j=1

∣∣∣A∗j ∣∣∣2 (20)

The crest factor (CF) is a waveform parameter that measures the ratio of peak values
to the effective value. Its primary purpose is to identify the minimum possible value for
the peaks in a waveform. A CF ratio of 0 dB indicates no peaks, resembling a direct current
(DC) signal. A higher CF value corresponds to the presence of peaks. The CF is calculated
as follows:

CF = 20 log10

(
V∗peak

V∗RMS

)
(21)

Table 8 displays the results of RMS and CF calculations for the given values in the
proposed algorithm. The coded audio files exhibit approximately 0.56 RMS and 4.7 CF
values, as shown in Table 8. The absence of a statistical correlation between the host audio
files and the coded audio files provides evidence that there is no such correlation.

Table 8. RMS and CF values.

No. Audio RMS CF

1 Machine 0.5772 4.7732
2 Male 0.5764 4.7853
3 Audio 0.5871 4.7933
4 Animal 0.57731 4.7715
5 Sound 0.58637 4.9057
6 Alarm 0.59943 4.8809
7 Applause 0.58943 4.9909
8 Female 0.57637 4.7857
9 Bird 0.56943 4.8909
10 Bells 0.56983 4.7123
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4.2.8. Complexity Analysis

Complex analysis measures the resources, such as time and memory, to execute. There
are various ways to determine the complexity of the algorithm. However, the most common
method is a big ‘O’ notation. In this section, we analyzed the proposed scheme using big
O. Since the proposed scheme is a substitution permutation network, the scheme initially
generates S-boxes and utilized them for substitution. Afterwards, the method uses the
generated numbers in the encryption process. For the permutation module, the generated
sequence is used and shuffles the audio data in linear time. Therefore, the permutation
module permutes the data in O(M× N). Similarly, constant time is required to substitute
the fixed pixel. So, the permutation module permutes the data in O(M× N). So overall,
the time complexity of the proposed algorithm is O(M× N).

4.2.9. Key Sensitivity

To assess the overall behavior of the encryption method, we conducted a test where
we employed nearly identical keys for encrypting and decrypting the audio files. The
decryption key was obtained by modifying a single digit in one of the parameters used to
generate the key space. Figures 6 and 7 show that decryption is unsuccessful despite using
a similar secret key. We just changed the value from five to seven and generated different
sequences by using the technique presented in Section 3.1, which is utilized for encryption
and decryption. A single-digit change in the key causes decryption to fail. The experiment
provides evidence of the suggested audio encryption algorithm’s high key sensitivity.
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4.2.10. NIST Statistical Attack

To evaluate the random number generator for cryptographic applications, we ex-
amined the sequence generated by the suggested random number generator. We first
convert the created sequence to binary so that the NIST test can be used to determine its
randomness [32]. Table 9 shows the sixteen statistical tests that make up the NIST statistical
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test. Because it passed every randomness test, our method generates high-quality random
numbers that may be used in various audio encryption schemes.

Table 9. NIST Statistical Analysis.

No. Test Type p-Value

1 Frequency test (Monobit) 0.925896567576757
2 Frequency Test 0.347657845646547
3 Discrete Fourier 0.197554645648668
4 Longest Run T 0.476574564654666
5 Run T 0.465265624677676
6 Non overlapping 0.686596575675757
7 Overlapping 0.189566757875478
8 Maurer’s Universal 0.986525262525789
9 Binary Rank T 0.765635634532988
10 Linear Complexity 0.465343898603582
11 Approximate Entropy 0.057539774374433
12 Cumulative Sums (Forward) 0.964980450801528
13 Cumulative Sums (Reverse) 0.992180553046622
14 Serial 0.106776358367435
15 Random Excursions Test: 0.013685365347784

State p-value
−4 0.616753379242737
−3 0.736524242873434
−2 0.624245262362632
−1 0.538534724232327
1 0.528535982599735
2 0.438539422492473
3 0.523853734738434
4 0.438535635935979

16 Randomexcursions variant test: p-value
State 0.535635693593953
−9 0.335683593496424
−8 0.324738368267326
−7 0.426534737483848
−6 0.519544771283753
−5 0.382974453828231
−4 0.619382974453828
−3 0.763273652388728
−2 0.235394349393939
−1 0.135939539393737
1 0.253593943737939
2 0.135395359343937
3 0.534774348383838
4 0.535353955935935
5 0.738343473973939
6 0.838535384829293
7 0.735839534398268
8 0.593635354378378
9 0.538534272843343

5. Conclusions

In this paper, a novel cryptographic algorithm for digital audio encryption is presented.
The proposed scheme is designed to follow the substitution permutation network architec-
ture. The substitution and permutation module that is used for confusion and diffusion is
based on the arithmetic operations of an EC over the extension field of the binary field Z2.
Initially, the scheme used a particular type of EC and disordered the pixel positions of the
plain audio. The result of this step demolishes the horizontal intra-correlation among the
pixels of the audio. Since the audio data consist of sixteen-bit elements for the confusion
module, the scheme generates multiple 4× 4 good quality S-boxes. The generated S-boxes
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are then used in parallel and substitute the pixels of the disordered audio. In the final step
of the encryption, the procedure produced quality random numbers using the EC opera-
tion and added the sequences with substituted data using the addition operation of the
extension field. The simulation illustrates that the proposed encryption method effectively
secures the audio content, transforming it into a uniform, unidentifiable sound pattern.
Furthermore, the system undergoes rigorous testing against various attack scenarios, with
the performance analysis indicating that the proposed encryption approach demonstrates
exceptional resilience to statistical and differential attacks.
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