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Abstract: This paper aims to address the exponential stability and stabilization problems for a class of
delayed nonlinear Markov jump systems under randomly occurring Denial-of-Service (DoS) attacks
and packet loss. Firstly, the stochastic characteristics of DoS attacks and packet loss are depicted by
the attack success rate and packet loss rate. Secondly, a Period Observation Window (POW) method
and a hybrid-input strategy are proposed to compensate for the impact of DoS attack and packet loss
on the system. Thirdly, A Dynamic Event-triggered Mechanism (DETM) is introduced to save more
network resources and ensure the security and reliability of the systems. Then, by constructing a
general common Lyapunov functional and combining it with the DETM and other inequality analysis
techniques, the less conservative stability and stabilization criteria for the underlying systems are
derived. In the end, the effectiveness of our result is verified through two examples.

Keywords: delayed nonlinear Markov jump systems; attack success rate; packet loss rate; Dynamic
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1. Introduction

In recent decades, Markov Jump Systems (M]Ss) have received widespread atten-
tion [1,2] due to their powerful ability to depict the mutation phenomenon that the pa-
rameter and structure of systems often encountered. It is worth mentioning that some
undesirable dynamic behaviors, such as cyber attack [3,4], packet loss [5,6], time delay [7,8],
non-linearity [9,10], often appear in the real systems, due to the openness of communi-
cation networks, limited bandwidth, external disturbance and signal propagation. As is
well known, the stability is a prerequisite to ensure the normal operation of the system.
However, such undesirable dynamic behaviors often lead to oscillation, chaos, and even
instability. Therefore, it is very interesting to study the stability and stabilization problems
of the Delayed Nonlinear MJSs (DNM]JSs) under cyber attacks and packet loss.

Generally, there are two kinds of common cyber attack, named Denial-of-Service
(DoS) attack and deception attack. Compared with deception attacks, a DoS attack is
often launched by occupying communication resources to prevent the normal operation
of the network and poses strong aggressiveness and ease of implementation, so it has
become the most threatening form of cyber attack. Recently, many fruitful results on
the stability and stabilization problems of DNM]JSs under DoS attack or packet loss have
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been achieved [11,12]. From the perspective of characterization methods, Bernoulli pro-
cesses [11-13] and Markov processes [14,15] are often used to model the stochastic prop-
erties of the DoS attack and packet loss. From the viewpoint of compensation strategies,
the hold-input strategy and zero-input strategy are often adopted to deal with the impacts
of DoS attacks and packet loss on the systems. The hold-input strategy is used to achieve
faster and smoother stability of the systems in [16,17]. The stochastic behaviors of the
packet loss are modeled by a Bernoulli process, and a zero-input strategy is adopted to
compensate for the impacts of packet loss in [12]. However, DoS attacks and packet loss
are rarely mentioned together, and few papers consider attack success rate and packet loss
rate, which will limit its applicability in practical applications. Therefore, it is necessary to
consider the impacts of attack success rate and packet loss rate on system performance at
the same time, which prompted this paper.

On the other hand, with the increasing pressure of network communication, especially
in the case of limited network resources, determining how to improve the resource utiliza-
tion rate has become the focus of many scholars. To this end, the traditional time-triggered
mechanisms, such as sampled-data control or impulsive control, have been widely used in
recent years [18]. However, they cannot determine the triggered time on demand, which
results in a waste of communication resources to a certain extent. For an event-triggered
mechanism, the signals are transmitted only when the system state meets the preset trig-
gered condition, which can effectively overcome the aforementioned obstacle. It is worth
noting that according to the type of triggered parameters, event-triggered mechanisms
are often divided into Static Event-Triggered Mechanisms (SETM) [19-22] and Dynamic
Event-Triggered Mechanisms (DETM) [23,24]. Based on the Adaptive Event-Triggered
Mechanism (AETM), ref. [19] considered the asynchronous stabilization problem of Markov
jump interval type-2 fuzzy systems with cyber attacks, ref. [20] studied the reliable sta-
bilization problem of Markovian jump complex dynamic networks with actuator faults.
By the Event-Triggered Impulsive Mechanism (ETIM), ref. [21] discussed the security sta-
bilization problem of stochastic networked control systems under cyber attacks, ref. [22]
addressed the stabilization problem for stochastic switched systems with input constraints.
Compared with the SETM, DETM contains a non-negative internal dynamic variable in the
event-triggered condition which relies on the system’s state and error state, which afford
DETM greater advantages in reducing communication costs. Thus, determining how to
use DETM to study the security control problem of delayed MJSs under a DoS attack and
packet loss shall be an interesting topic.

Based on the points discussed above, this paper will further study the dynamic event-
triggered security control problem for a class of DNMJSs under randomly occurring DoS
attacks and packet loss. The main contributions of this paper are summarized as follows:

1.  Two independent Bernoulli processes are introduced to describe the stochastic char-
acteristics of attack success rate and packet loss rate during the action-period and
sleeping-period, respectively.

2. Considering the physical properties of a randomly occurring DoS attack and packet
loss, the POW method and hybrid-input strategy are proposed, which are very useful
to depict the evolution law of DoS attack and packet loss.

3. By constructing a general common Lyapunov functional, combining with DETM and
other inequality analysis techniques, the less conservative security stability criteria
are obtained.

Notations: Throughout this paper, R, Z . represent the set of real numbers and the set
of positive integer numbers, respectively. R", R"*" and S',*" stand for a n-dimensional
Euclidean space, the set of m x n real matrices and the set of symmetric positive definite
matrices, respectively. The symbol * denotes the symmetric entry in the symmetric matrix.
sym{G} = G + G'. (x,y) represents the inner product of vectors x,y € R". (Q,F;, P)
denotes a complete probability space, where (2 is a sample space of events, F; is a sigma-
algebra of events, P is a probability measure on F;.
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2. Problem Formulation and Preliminary
2.1. System Description
Consider the following DNM]JSs:
£(t) = A(L) () + Ag(Re)x(t — 4(8)) + (6, x(5)) + B(A)u(t), 1)

where x(t) € R”" is the state vector, 4(t) denotes the time-varying delay that satisfies
0<q(t) <q,0<4(t) <u<1,x(s)=¢(s),Vs € [—q,0] is the initial condition, u(t) € R™
is the control input, A(A;) € R"™", A;(A;) € R™", B(A;) € R"™™ are known constant
matrices, f(t,x(t)) is the external disturbance that satisfies Assumption 1, {A;,t >0}
denotes the right continuous homogeneous Markov jump process on the probability space
(Q), Ft, P) and taken values in a finite set I' = {1,2,- - - , S} with the transition rate matrix
HA = {)\1]} given by

) o AiDA+o(D),  i#]
Pri{diia =jlAr =i} = { 1 +Z]/\ijA —i-(o()A), li; (2)

where A > 0, iin}) 0(A)/A = 0. Ajj > 0(i,j € T,i # j) represents the transition rate from
—

the mode i at time ¢ to the mode j at time t + A, and Aj;; = — Z].S:Lj £i Ajj. For convenience,
denote A(/_\t) = Ai/ Aq (/_\t) A B(/\t) = Bi/ when /_\t =1

gis
Assumption 1 ([25]). For %1, %, € R", f(t, x) satisfies one-sided Lipschitz:
(F(t,%1) = f(t, %2), %1 — %2) < pol|£1 — 2|,
where pg € R is one-sided Lipschitz constant.
Assumption 2 ([25]). For £1, %, € R", f(t, x) is quadratic inter-bounded, if
1f (£ %1) = F(8,22) |17 < Boll f(,£1) = f(E 22)|* + o (%1 — %2, f (£, %1) = F(t,£2))

holds, where By, xp € R are known constants.

Definition 1 ([9]). The system (1) is exponentially mean-square stable, if there are constants a > 0

and ¢ > 0, such that
EJlx()|* Y <ae~t sup E{|o(s)|*}.
{H | } 7%%0 {||§0 i }

Definition 2 ([9]). For the Lyapunov functional V (x(t), A¢), its infinitesimal operator is defined
as follows:

LV (x(t),As) = lim l[E{V( (t+A), Apsa)| x(8), A} = V(x(), Ar)]. €)

A—0t A

Lemma 1 ([10]). For any vectors {1(t),a(t), o1(t), 02(t) € R satisfying o1 (t) + o2(t) = 1,
and matrices Z € R"*", Ry, Ry € S1"", the following inequality holds

ooz [BOT [V LT[E0] w

subject to {

Z
[ I
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2.2. DoS Attack and Packet Loss

The openness and complexity of the communication network often leads to DoS
attacks and packet loss, which can reduce or even destroy the performance of the system.
Thus, this paper shall consider the DoS attack and packet loss in the communication
network between the zero-order holder (ZOH) and the actuator (as shown in Figure 1),
and the DoS attack and packet loss have the following characteristics: (1) the DoS attack
and packet loss will not occur in a same time interval; (2) the DoS attack and packet loss
will occur randomly.

____________

Network
(@)

DosS attacks
CKW
ZOH o . Network

Figure 1. The framework of system (1) under DoS attack and packet loss.

To depict such kind of DoS attack and packet loss more intuitively, a Periodic Obser-
vation Window (POW) method is proposed to model the first characteristic of DoS attack
and packet loss. Specifically, the nth POW is designed as [n¢, (n 4 1)), which can be di-

vided into {nﬁ, ntl + Eoff) and {né +Loff, (n+ 1)6) ,wheren € {0,Z,}, ¢ is an observation

period. {n@, nl+¢, ff> is the sleeping-period of DoS attack, [nﬂ + Logr, (n+ 1)€> is the
action-period of DoS attack, and DoS attack and packet loss will occur in the action-period
and sleeping-period, respectively. It is worth noting that during the sleeping-period, the con-
trol signal cannot be transmitted to the actuator if the packet loss occurs, and during the
action-period, the control signal cannot be transmitted to the actuator if the attack succeeds.

Furthermore, two random variables ¢, () and ¢, () are introduced to model the second
characteristic of DoS attack and packet loss, which are independent of each other and obey
the Bernoulli distribution, i.e.,

VEE [nlnl+ lysp),

() = 0, Packet losses
ostt) = 1, Packet does not loss

VEE [nl+ Logp, (n+1)2).

() = 0, Attack succeeds
balt) = 1, Attack does not succeed

From the property of Bernoulli distribution, it is easy to see that Pr{¢s(t) = 1} = ¢,
Pr{cs(t) =0} =1 —¢s, Pr{ca(t) =1} = g4, Pr{ca(t) =0} =1 — g4, where ¢s, 6, € (0,1)
represent the expectation of random variables.

Remark 1. From the view of defense, the POW method can provide an effective way for defenders
to monitor the cyber attack, and also provide a feasible strategy for defenders to compensate for the
adverse impacts of Dos attack and packet loss. Furthermore, compared with the existing literature,
the characteristics of DoS attack and packet loss considered in this paper is more in line with the
actual situation.
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2.3. Dynamic Event-Triggered Mechanism

In order to further reduce the burden of network transmission, a DETM shall be
introduced in this section. To this end, it is assumed that the system state is sampled
with a fixed sampling period /, the mth sampling instant is denoted as s};, and satisfies
Siui1 — Sm = h. Furthermore, the kth triggering instant is denoted as t; and satisfies the

following DETM:

fa =t + i {7 | Fee(t + ") 2 8¢ (8 + ")}, )
+

where Fo (] + j'h) = el (£ + j"h)We (] + j"h) — oxT (£1)Wx(t}), o € (0,1) is a trigger-
ing threshold, W is a weighting matrix to be determined, e(t}! + j"h) = x(t}) — x(t] +j"h)
stands for the error state between the current sampling state and the latest triggered state.
¢(t) is a dynamic variable that satisfies the following dynamic rule:

$(t) = —2019(t) — 69 (siy) + xT (s7,)Ex(s7,), ¢ € [s,511) 6)

where v; > 0 and § > 0 are the given constants, & > 0 is a weighting matrix to be
determined. The initial condition is ¢(0) = ¢y > 0.

Remark 2. Tt is easy to see that {t}'} C {s}, }, which implies the triggering interval t}} | — t} >
h > 0, thus the DETM can avoid the Zeno behavior naturally. Furthermore, as reported in [25],
for the given constants ¢pg > 0, vy > 0, h > 0 and a weighting matrix E > 0, there is always a

constant ¢ satisfying

2v1
0<6§—201+m, (7)
such that the dynamic variable ¢(t) satisfies ¢p(t) > 0 for t € [0,00). In addition, the DETM
designed in this paper relies on the current sampling states of system, and the dynamic variable can
be adjusted dynamically with the sampling instants, which results in the data transmission rate
being reduced to a large extent. The detailed algorithm of DETM is given in the Algorithm 1.

Algorithm 1 The algorithm of DETM
Step 1: Initialize the parameters /, Eoff, Y,49,0,0,01,02, 4,0, Bo, Po, Po;
Step 2: Compute matrices W, K; by solving LMIs (40)—(43) in Theorem 2;
Step 3: Input the initial time ¢y and the initial state x(t() of systems;
For t € [ty, tong) N { [Dﬁff, Dg") U {Dgn,Djﬂl)} ;
Step 4: Update the system state x(t} + j"h) and the dynamic variable ¢(t} + j"h);
Step 5: Compute the error state e(t} + j"h) and check the DETM;
If the triggering condition holds, go to Step 6:
Step 6: Update and save the triggering instant #]' ; < t! + j"h, the triggering state
X(tp) = x(H +]"h);
Else Update the sampling instant ¢} 4 (ji 4+ 1)k, and return to Step 4:
End
End

2.4. Control Input Strategy

In order to compensate for the adverse influence on the systems from the DoS attack
and packet loss, this paper shall adopt the hybrid-input strategy, i.e., the zero-input strategy
is adopted when the DoS attack and packet loss occur, otherwise the hold-input strategy is
adopted. Then, combining with the DETM and the physical characteristics of DoS attack
and packet loss, the control input can be designed as
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G (DK (81), te [t e,) 0 [nlnl+ o),
u(t) = (8)
Ga(DKx (), t€ [H, 8, ) O [nl+ Lgp, (n+1)0),

where K; € R™*" is the controller gain matrix to be determined, k € {1,--- kI k! +
-, kI'}, where k! £ max{k € Zy |t} < nl+Logrt, ki £ max{k € Z, |t} < (n+1)(}.

Remark 3. References [16,17] only adopt the hold-input strateqy when the system is subjected to
DoS attack and packet loss. Compared to this case, the hybrid-input strategy adopted in this paper
can greatly combat the influence on system from randomly occurring DoS attack and packet loss.

2.5. Model Transformation

In this section, the input delay method and interval decomposition approach shall be
used to describe the control input under the randomly occurring DoS attack and packet
loss. Firstly, the relationship between the triggering instants #;’ and the sleeping-period and
action-period of POW should be discussed as follows:

(A) During the sleep-period [nE, né+ 0, ff):
Hfb =[nl+ 1 hynl+ (I +1)h), 4, =0,1,2,---,(f; - 1),

ho= [ (e 1)) =012, (- 1), )

b=ty + AR By G+ D) =012, (- 1),

where I | £ max{i}, € {0 Zi} | nl4dh < 8,00 2 ma{i, € {0,Z4} |
B+ ih <t band i = £ max{/} € {O,Z+} | ter + b < nl + £,r¢}. Note that
if tf = nl then Htli',l = {t}}, otherwise t{ = nf + t’f,lh. Similarly, t,; = t{ + l'fkh,
nl+Losp =ty +1h,andk=1,2,- - (kP —1).

(B) During the action-period {nﬁ +Logp, (1 + 1)6) :

T = |nl+ Logp + 1l nl + bogp + (B, + D), 5, =0,1,2,-+, (B, — 1),
I =[t+ B i+ (B + 1)) 5 = 01,20+, (B~ 1), (10)

n = |:tkn + lgh tk” (lg —+ 1)]’1),13 = 0, 1,2, el (Zg _ 1),

where I, £ max{/}, € {0 Ly} | nl+iy.h <t} 1y = max{sj, € {0,Z+} |
th+ioh <t tandj = £ max{ € {0, Z+} | ten + 130 < (n+1)¢}. Note that if
tonpq = nl+ Zoff, then H = {tk”+1} otherwise ty, ; = ntl + Logs + I 1 h. Similarly,
thor =t (n—i—l)ﬂftzn +Bh,and k =k + 1,k +2,---, (k] —1).

Based on the interval decomposition in (9) and (10), for Vt € [nf, (n + 1)£), it follows
from the input delay method that

b=t =t e =07 4, Ty -,
t—tf = bt e 115,00, =0,1,--- 1 —1,

k=1,2,---,(kI - 1),
M) =t =t =Bkt € 15,8 =0,1,2,-- B, +1,-- , § +1, (11)
b—tp g —Dgh t €11, 05, =0,1,2,-- 1, 1,

k=kl +1,kl+2,---,(kj —1),
t—th, —Bht € 115,85 =0,1,2,--- 15— 1,
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L A L
where 117 = 7] U{U“ Hg,}ngzulk n;a,ng:{

11 i,=0 =0

\'” L

Aoty fUUG Zotmy } 1 =
Ujﬁ",o I I = Uiﬁ:é [T}, It is easy to find that ]/ (t) is a piece-wise continuous function,
which satlsfles 0<9/(t) <y=hand

(1) = x(tf) — x(t — 9} (1)), VeI = U5 T 12)

Combining with (8) and (12), the DNM]JSs (1) can be rewritten as the following
switched systems:

£(t) =Aix(t) + Agix(t = 4(t)) + F(£,%) + us(t),
us(t) =gs(HBiKi(x(t — 7} (1) + € (1), € [Py, DY), .
£(t) = A () + Agix(t = 4(1)) + F(£,%) + ua(t),

ta(t) =ca (D) BiK;(x(t = v{ (1) + ¢ (1)), ¢ € [ D, DI, ),

where {szf, DZ") =TI1"N {né, nf + Eoff) [DO” Dzjjfl) =11"nN [né + ﬁoff, (n+ 1)£).

3. Main Results

Before presenting the main results, the following vectors need to be given.
@(t) =col{x(t), x(t = q(t)), x(t — q), x(t =g (8)), x(t = 7), f(£, %), g (1)},
T =Ai81 + Agiéa + 6sBiKi (24 + &7) + &,
[y =Aie1 + Agiea + 6aBiKi(ey +&7) + &,
Ty =AYe1 + AgiYier +¢sBiY;(ey + 27) + @,
Do =AYy + AyYiea + GaB;Yi(2y + 87) + @6,
[ =AYie1 + BYi(ey +&7) + 8, T = AiYie1 + 2,
T T
I :[e‘lT —elel —eﬂ I = [e‘lT —elel —e‘g] ,
ey = [Onx(bfl)n Iy 0n><(77b)n}/ b=12---,7

In this section, the exponential stability and stabilization criteria for the system (13)
under the randomly occurring DoS attack and packet loss are established in terms of LMIs.

Theorem 1. For given positive scalars (, Eoff, q,0,h,0,v1,02,€1,€2, 4, scalars wg, Bo, po, V1 +
vy > 0 satisfying (7) and

—vpl + (v1 + v2)¥, > 0, (14)

if there exist matrices Wy, Wy, W3, J1, Jo, W, E, P; € S'"", K; € R™*", and matrices My, My €
R™ " such that the following LMIs hold:

i M
{ o ] >0, (15)
{ ]*2 A]/iz ] >0, (16)
®y; <0, (17)

Dy <0, (18)



Mathematics 2024, 12, 1064

8 of 19

where
ey —sym{ P, rl,} +el (2v2P1~ + Z? Aijp»)e-l 1@,
—sym{el Pl"zl} +e; ( 20, P; 4 )\1]P]>e1 + Dy,
ON :sym{ (e100 + 82/30) &1 + (29 — sl)elTe@ — £2€6T€6}
+ el (Wi 4+ Wy + Wa)éy — e 2076l Wies — e 2919 (1 — p)el Wae,
— e 2 Wags + T3 (1211 + 022 ) Tai + &) By + 084 + &) W (24 + 27)

— &l Wey; — e 211! Lo My I1; — e 2911} o Mj I,.
x ] ¥ ]

then the system (13) is exponentially mean-square stable.

Proof of Theorem 1. Construct the following Lyapunov functional:
U (x(t),Ar, t) = V(x(t), Ar) + (t), (19)
where

V(x(t), &) =xT )+ / 20105 T (E)Wyx(8)dE

[ T (W (@) e
t—q(t)
t

+ t e*ZUl(tﬂ:)xT(g)We"x(g)d@
—-1q

+’7/t /t e,2U1(tfé)xT(g)hx(é)dgds

* / / b e 20T () (&) deds.

According to Definition 2, it follows:
LV (x(t), At) < —2v1V( x(t),At) +2xT( )P (t) + 20T (£) Pix(t)
T(1) (X0 APy ) x() + T () (W + Wa + Wa)x (1)
2“1%?( — ) Wix(t— ) — e 29T (£ — ) Wax(t — g)
6‘2””(1 - u) T(t — (1)) Wax(t — q(t>)
+ 37 () () — / e 20T (¢)12(2)dg

+57(5)(¢? Iz)x<t)—q DT (@) (e, (20)

t—q

By using the Jensen integral inequality in [10] and Lemma 1, with the help of (15) and
(16), the last two integral quadratic terms of (20) can be rewritten as:

t
oy [ e @ p@E —g [ DT @)
t—y t—q

M,
N1

M

< _ o prl|
= e () 1 * ]2

]le(t) —e g wT(t)Hg[ ]*2 ]sz(t). (21)
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From Assumptions 1 and 2, we have
2exBoxT (£)x(t) 4+ 2e0moxT (£) f(t, x) — 262 f T (£, x) f(t, %), )
+ 2e100x T (£)x(t) —eyxT (£) f(t, x) —er fT(t, x)x(t) >0,

where the scalars e; > 0and e, > 0.
Case A: During the sleeping-period [n{,nl + {,¢f), one can obtain from (5) and (6)
that,

(1) < = 2019(t) + xT (£ — 9 (1) Zx(t — 9 (1)) — (e (1)) Wefi (1)
olx(t = (1) + (O] WIx(t = 1 () + e (1)]. (23)

Combining with (20)—(23), we have
LU(t) < —201U(t) + @ () { Py} (t). (24)
Thus, it follows from (17) and (24) that,

LU(t) < —201U(1). (25)

Then, for t € {Df,f f , Dﬂ”) , one can obtain from (25) and Dynkin formula [2] that

EU(t)

<o <t‘D3ﬁ)Eu(fo N

< (1=620) #2000+ 02) (= tagy) EU (Df,fjl)

<e—2U1(t—gzn_l)+2(U1+U2)(€—Koff)Eu(DZTil)

<o (£~ ) +2n(01+02) (£=Logs) EU (Dgff) , (26)

It follows from Dgf f =0 that
EU(t) < 672U1t+2n(vl+vz)(éféoff)u(())[ 27)
Fort > Dflff > nf, from (14), we have
EU(t) < e 2MU(0), (28)

where A = —v1{ + (v1 + v2){,fs. And because of t < Djj' = nl + lyfs, thenn > ”ff
Thus,
o loff
EU(t) < 2T e Ftu(0). (29)

Case B: During the action-period (1€ + £,¢f, (n + 1)£), one can obtain from (5), (6) and
v1 + vy > 0 that

$(t) = —2019(t) — 6@ (t — (D) + xT (¢ — 4} (1) Ex(t — 1 (1))

< 20¢(t) + x" (¢ = (1) Ex(t = (1)) — (e (1) WeR (1)
+ ol (t =4 (1) + e ()] Wx(t =97 (1) + ¢ (1)), (30)
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Combining with (20), (21) and (30),
LU(t) < 20U (t) + @ (t) Do (t). (31)
According to (18) and (31), it follows that
LU(t) < 20U(Y). (32)

Then, for t € {Dﬁ”, DZQfl) , one can obtain from (32) and Dynkin formula [2] that

EU(t) <e2(=Pi") Eu(Do)
Sezvz (t—szf) —2(U1+U2)éoffEu (D;)lff>

Sezvz(t—fzril)—2(01+Uz)€uffEu(Dzri1)

<202 (t—63") —2n(v1+02) Loy EU(D§")

S62v2<t—£8ff) _2(n+1)(vl+v2)foffEu(Dgff)’ (33)
From Dgf f— 0, we have
EU(t) < 22200 o) losr 70, (34)
Fort < szfl = (n+ 1), it can be obtained from (14)
EU(t) < e~ 2 Dy(0), (35)
And because of t < (n+1)¢,
EU(t) < e~ T1U(0). (36)

Denote 71 = min {Amin(P)}, 12 = min  {Amax(P)}, 713 = 72 + YAmax (W) +
ie{l,-,5} ie{l, 5}

GAmax(W2) + gAmax(W3) + Y Amax(J1) + §*Amax(J2) - From (29) and (36), there is a scalar
d > 1 satisfies

EU(t) zmE{ ()]}, (37)
(0) SdﬂsE{ sup 0|(p<s>|i} +[9(0)]- (39)
—y<s<

Furthermore, for given ¢ and ¢(0), there always exists a scalar #74 > 0 such that ||¢(0)|| <

naE{ sup | ¢(s) H%} Thus, combining with (29) and (36)—(38), we have
—r<s<0

9 21
E{||x<t>||2}s,7’7fe~E{ sup ||so<s>||i}, (39)

—y<s<0

[(7
where ¢ = max{emgf, 1} and 75 = dnz + 4. Therefore, system (13) is exponentially

mean-square stable. The proof is finished. [

Next, based on Theorem 1, we shall to solve the controller gain matrix K; and the
weighting matrices &; and W; in the DETM.
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Theorem 2. For given positive scalars ¢, Eoff, vY,4,0,0,01,V2,€1, €, H,K1, K, scalars g, Bo, Po,
and vy + vy > 0, satisfying (7) and (14), if there exist matrices Wy;, Wo;, Wa;, T1i, Joi, Bi, Wi, Y; €
S" and matrices My;, Mp; € R™*", such that the following LMIs hold:

i M
[ « T } >0, (40)
J2i My;
[ ®y; * * * *
v —(2Y; —«3) * *
gl 0 —(2rY; —13]) x| <0, (42)
@14,‘ 0 0 <I>44 *
L @15 0 0 0 Ps5 |
i CT>2i % * T
i —(2kY; — K%]_h-) * * *
qui 0 — (ZKzYi — K%Bi) * * <0, (43)
@141‘ 0 0 CD44 *
L P15 0 0 0 P55 |

where
Dy; :sym{élTrli} + el (201Y; + Ay Yi)er + D,
Dy; ZSW”{@Hszi} + ] (—2v2Y; + Ay Yi)er + Do,
d; :sym{ (exmp — sl)élTYl-e‘6 — Eze‘géé} — 372”176‘5TW11-E5

+ E_{(Wh' + Wz,‘ + ng)él — e—2vlq(1 — y)ézTWZi@

— e W3 + 6) By — ek Wiey + o (24 + &7) T Wi(2y + &)

_ ,2u1y 1T ]_li Mli :| _ ,—2v1q T|: ]_21' MZi :|

e 11 - II; —e IT - I,
! [ *  Ji ! 2l 0« Ty 2

T VALY, 00 00 0 017
Aii—yYi 0 0 0 0 0 0
AiganYi 0 0 0 0 0 0

AisY; 00 0 0 0 O]
Dy =diag{—Y1,---,~Yi_1,~Yiy1,- -, —Ys},

1
D5 =| (e1p0+€260) 0 0 0 0 0 0},<D55:—§(€1Po+€2l30)-

then, the system (13) is exponentially mean-square stable. Moreover, we obtain K; = Yinfl,
B =YEY;and W; =YIWY,.

Proof of Theorem 2. Denote Y; = Pi_l, Gi = YiGY;, G € {Wy, Wo, W3, 1, 2, B, W,

Nl/ NZ/ Ml/ MZ}/ Yi - KiYi/ Gu = {Yi/ Yi/ Yi/ Yi/ Yi/ I‘Vl/ Yi/ I?’l/ I?ZI Yi/ IVl} and Yi =

diag{I,,--- ,1,}. Pre- and post-multiplying (15) and (16) by G,, we have (40) and (41). Pre-
———

5-1
and post-multiplying (17) and (18) by Gy, respectively, then by using —J; R T T
—2K1Y; + K%hi, —]{1 = =YL VY < —210Y; + K%]zl' and Schur complement, we can

obtain (42) and (43), respectively. [



Mathematics 2024, 12, 1064 12 of 19

Next, when the time-varying delay, packet loss and DoS occurring rate are excluded,
the system (13) can be rewritten as follows:

£(8) =A () + F(t7) +us(h),
us(t) =Biki(x(t = v{ (1)) + ¢ (), € [ DY, D), (44)
2(t) =Aix(t) + ft,x),t € [szf ) Dgzl).

Then, by set the matrices Wp; = W3; = Jo; = Mp; = 0 in Theorem 1, one can obtain the
following Corollary.

Corollary 1. For given positive scalars €, {yfs,7,q,0,0,01,02, €1, €2, i, K1, K2, scalars ag, Bo, Po,
and vy + vy > 0, satisfying (7) and (14), if there exist matrices Wy;, J1;, 2;, W;, Y; € S' and
matrices My; € R"™", such that the following LMIs hold:

Jii My
[ Dy * * *
'Yfli — (2K1Yi - K%fli) * * *
gl 0 —(20Y; —13]0)  x = | <0, (46)
@141' 0 0 CI)44 *
[ Dy, * * * ]
')’f‘li — (2K1Yi — K%Tli) * * *
gl 0 —(2rY; —13]n)  x x | <0, (47)
Dyy; 0 0 Dy
L P15 0 0 0 P55 |

where
_— Te T _ - X
Dq; —sym{el Fli} +é&; (2u1Y; + AiYi)er + Do + D,
Dy =Sym{€'1szi} +ef (—2vY; + Ay Yi)er + o,
(i)Oi :sym{ (82060 — Sl)E{YZ‘(% — Szégéé}
— e el Wyies + 2] (Wy)er + 24 Zies,
Cbl' =— E;W,»e} + 0'(6_4 + 6_7)TW1'(€_4 + 6_7),
i AnY; 0 0 0 0 0 07

) JAgYi 00 00 0 0

Dy = ,
JAienYi 00 0 0 0 0

L AisY; 0O 0 0 0 0 0]

Dy =diag{—Y1, -+, —Yi_1,—Yiy1, -, —Ys},

1
D15 =| (e1p0+€260) 0 0 0 0 0 0},<D55=—§(51P0+52ﬁ0)-

then, the system (13) is exponentially mean-square stable. Moreover, we obtain K; = YinTl,
B =YJEY;and W; =YIWY,.
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4. Numerical Example

Example 1. Consider the system (13) with the following parameters:
-1 0 085 175 0.7
Al[o.s —1.4:]"4%l { 0 —1.6}’31 {0.4}’
1 038 —0.49 0 0.4
Az _[ 0 —12 ]’Aﬂ B [ ~145 —0.19 ]’BZ_ [ 0.7 }

and other parameters are given as { = 2, h = 0.05, v1 = 0.2, v, = 0.5, ¢ = 0.1, 6 = 0.5,
€1 =01, =06, 090 =—-02, fo=0.1, po = —04, u =0.68, x; = 0.17, xo = 0.15, g = 0.02,
the attack success rate and packet loss rate are set as ¢s = 0.7, ¢, = 0.3, respectively. The mode
transition rate is given as I = [ _53 _35 }

Based on the above parameters, by using the LMI toolbox of Matlab 2018a to solve the
LMIs in Theorem 2, we can obtain: £,¢s = 1.7s and

Ky =[—5.8501 —3.0855], K, = [—4.5665 — 2.7979],

W, — | 750127 162939 ] | _ [ 38.0562 14.8402
171 16.2939 372556 |”' 2 | 14.8402 41.0452 |’
— _[ 54950 -0.0791 1 . _ [ 34657 1.5007
=171 00791 74208 |72 7 | 15007 7.6517 |
Furthermore, let the nonlinear function f(t, x) = —0.2sin(—1.2x(¢)), the initial condi-

tion x(0) = c0l{0.5, —0.5}, ¢p = 2, combining with the above gain matrices, the simulation
results of systems (13) are given in the following figures. As shown in Figure 2, system (13)
cannot achieve stability without control. As shown in Figure 3, the system state gradually
reaches the stable state under DETM. Figure 4 is the control input of system (13) under
DETM. Figure 5 shows the relationship between triggered instants and intervals. In sum-
mary, this example demonstrates that DETM (5) can not only stabilize the system under the
influence of DoS attack and packet loss, but also alleviate network communication pressure
to a certain extent.

3

Markov JumpsI
25 - xl(t)
25+ = 2
H (0
215
2t 2 ] DoSj|
. " ')
0.5 I
= 151 0 5 10 15 20 N
= Time t 7
2 ni I
g il W
& NS
2 g5 AN
f = | 2
= \ - /
ﬁ 0r \\. = T
05+
Mt
15 : : :
0 5 10 15 20
Time (sec)

Figure 2. The state response of system (13) without control.



Mathematics 2024, 12, 1064

14 of 19
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o 0.1
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=
3
;U% 0
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L -01
E
A
-0.2
-0.3
-04
-0.5 - ‘ !
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Figure 3. The state response of system (13) under DETM.
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Figure 4. The control input of system (13) under DETM.
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Figure 5. The release instants and intervals of DETM.
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Example 2. Consider the system (44) with the following parameters [25]:

14 0 0.8 1 05 0.5
Al_{ 1 —1}’31_[0.5}’*‘2_{0 —1.5]’32_[0.8]’

and other parameters are given as { =2,h = 0.1,v; =0.1,v, =0.7,0 =0.1,0 = 05,1 = 0.1,
gy = 0.6,09 = —0.3,80 = 0.1,p9 = —0.3,u = 0.1,, respectively. The mode transition rate is
-3 3

5 -5
system, named robot arm system of single-link rigid robot. The simplified diagram is shown in
Figure 6 and the detailed model transformation can be found in [25].

given as I, = [ } . It is worth noting that the above parameters come from a practical

Based on the above parameters, by using the Matlab LMI toolbox to solve the LMIs in
Theorem 1, we can obtain: £,¢r = 1.5s and

Ky =[~1.2103 —0.5742],K; = [~2.3486 — 0.7193)],

Wy — 13.2459 2.3973 Wo — 10.8423  1.8592
V71 23973 99921 |72 | 1.8592 10.0822 |

12945 —-05230 | . _ | 11017 —0.3870
—0.5230 22985 |2 | —0.3870 2.8863

[1]

1=

x i 1":5-{; .

Figure 6. Robot arm system of single-link rigid robot.

Furthermore, let the nonlinear function f(t,x) = 0.6sin(x(t)), the initial condition
x(0) = c0l{0.3, 0.5}, ¢y = 2, combining with the above gain matrices, the simulation
results of systems (13) are given in the following figures. As shown in Figure 7, system (44)
cannot achieve stability without control. As shown in Figures 8 and 9, the system state both
gradually reaches the stable state under DETM and SETM, respectively. Figures 10 and 11
are the control input of system (44) under DETM and SETM, respectively. Figures 12 and 13
show the relationship between triggered instants and intervals of DETM and SETM, re-
spectively. In summary, this example demonstrates that DETM (5) can not only stabilize
the system under the influence of DoS attack, but also alleviate network communication
pressure to a larger extent.
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Figure 7. The state response of system (44) without control.
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Figure 8. The state response of system (44) under DETM.
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Figure 9. The state response of system (44) under SETM.
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Figure 10. The control input of system (44) under DETM.
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Figure 11. The control input of system (44) under SETM.
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Figure 12. The release instants and intervals of DETM.
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Figure 13. The release instants and intervals of SETM.

5. Conclusions

This paper has studied the exponential stability and stabilization problems of a class
of DNM]JSs under randomly occurring DoS attacks and packet loss. The attack success
rate and packet loss rate have been introduced to describe the stochastic characteristics of
DoS attacks and packet loss. The POW method has been proposed to depict the switching
property of DoS attacks and packet loss. Furthermore, the hybrid-input strategy have been
adopted to compensate for the impacts of DoS attacks and packet loss on the systems.
By constructing a general common Lyapunov functional, and combining with the DETM,
and other analysis approaches, the less conservative stability criteria are derived in the
form of linear matrix inequality. Finally, a numerical example and a practical example were
used to verify the validity of our results. In the future, the results obtained in this paper
shall be applied to investigate other analyses and syntheses problems of Markov jump
systems under cyber attacks and packet loss.

Author Contributions: Conceptualization, H.Z.; methodology, L.X.; software, Y.Z.; validation,
H.C.; investigation, writing—original draft preparation, H.C.; writing—review and editing, H.Z.;
visualization, Y.Z.; supervision, L.X. All authors have read and agreed to the published version of
the manuscript.

Funding: This research was funded by the National Nature Science Foundation of China under
Grants 12061088, 12261104, and 61833005, the Basic Research Youth Fund Project of Yunnan Science
and Technology Department under Grant 202201AU070046, the Scientific Research Fund Project of
Yunnan Provincial Department of Education under Grant 2022]J0447.

Data Availability Statement: Data are contained within the article.

Conflicts of Interest: The authors declare no conflicts of interest.

1. Zhang, H.; Qiu, Z.; Xiong, L.; Jiang, G. Stochastic stability analysis for neutral-type Markov jump neural networks with additive
time-varying delays via a new reciprocally convex combination inequality. Int. J. Syst. Sci. 2019, 50, 970-988. [CrossRef]

2. Liu, X;; Zhang, H.; Yang, J.; Chen, H. Stochastically exponential synchronization for Markov jump neural networks with
time-varying delays via event-triggered control scheme. Adv. Differ. Equ. 2021, 2021, 74. [CrossRef]

3.  Sun,K;Wang, Y.; Zhuang, G.; Wang, J. Asynchronous secure controller design for singularly perturbation stochastic semi-Markov
jump CPSs with the memory-based dynamic event-triggered scheme against complex cyber-attacks. Commun. Nonlinear Sci.
Numer. Simul. 2023, 125, 107408. [CrossRef]

4. Xie, W,; Zeng, Y.; Shi, K.; Wang, X.; Fu, Q. Hybrid event-triggered filtering for nonlinear Markov jump systems with stochastic
cyber-attacks. IEEE Access 2020, 9, 248-258. [CrossRef]

5. Liu, X,; Zhang, H.; Wu, T,; Shu, J. Stochastic exponential stabilization for Markov jump neural networks with time-varying delays
via adaptive event-triggered impulsive control Complexity 2020, 2020, 3956549. [CrossRef]


http://doi.org/10.1080/00207721.2019.1586005
http://dx.doi.org/10.1186/s13662-020-03109-7
http://dx.doi.org/10.1016/j.cnsns.2023.107408
http://dx.doi.org/10.1109/ACCESS.2020.3046522
http://dx.doi.org/10.1155/2020/3956549

Mathematics 2024, 12, 1064 19 of 19

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Yang, C.; Yao, W.; Wang, Y.; Ai, X. Resilient event-triggered load frequency control for multi-area power system with wind power
integrated considering packet losses. IEEE Access 2021, 9, 78784-78798. [CrossRef]

Zhao, S.; Zhang, H.; Xiong, L.; Wen, S.; Cao, ].; Zhang, Y. Resilient adaptive event-triggered synchronization control of piecewise-
homogeneous Markov jump delayed neural networks under aperiodic DoS attacks Int. J. Robust Nonlinear Control. 2022, 34,
1493-1521. [CrossRef]

Zhou, Y.; Ji, X. Static Output Feedback Control for Nonlinear Time-Delay Semi-Markov Jump Systems Based on Incremental
Quadratic Constraints. Math. Comput. Appl. 2023, 28, 30. [CrossRef]

Li, H.; Shi, P;; Yao, D. Adaptive sliding-mode control of Markov jump nonlinear systems with actuator faults. IEEE Trans. Autom.
Control 2016, 62, 1933-1939. [CrossRef]

Park, P; Lee, W.I; Lee, S.Y. Auxiliary function-based integral inequalities for quadratic functions and their applications to
time-delay systems. J. Frankl. Inst. 2015, 352, 1378-1396. [CrossRef]

Su, L.; Ye, D. Observer-based output feedback He control for cyber-physical systems under randomly occurring packet dropout
and periodic DoS attacks. ISA Trans. 2019, 95, 58-67. [CrossRef]

Lu, R;; Shi, P; Su, H.; Wu, Z.G; Lu, ]. Synchronization of general chaotic neural networks with nonuniform sampling and packet
missing: A switched system approach. IEEE Trans. Neural Netw. Learn. Syst. 2016, 29, 523-533. [CrossRef]

Li, L; Zhang, G.; Ou, M. A New Method to Non-Fragile Piecewise Ho, Control for Networked Nonlinear Systems with Packet
Dropouts. IEEE Access 2020, 8, 196102-196111. [CrossRef]

Qiu, L.; Yao, E; Zhong, X. Stability analysis of networked control systems with random time delays and packet dropouts modeled
by Markov chains. J. Appl. Math. 2013, 2013, 715072. [CrossRef]

Zhang, Y.; Xie, S.; Ren, L.; Zhang, L. A new predictive sliding mode control approach for networked control systems with time
delay and packet dropout. IEEE Access 2019, 7, 134280-134292. [CrossRef]

Huang, L.; Guo, J.; Li, B. Observer-based dynamic event-triggered robust He, control of networked control systems under DoS
attacks. IEEE Access 2021, 9, 145626—145637. [CrossRef]

Li, H.; Li, X.; Zhang, H. Optimal control for discrete-time NCSs with input delay and Markovian packet losses: Hold-input case.
Automatica 2021, 132, 109806. [CrossRef]

Qu, H.; Zhao, ]. Stabilisation of switched linear systems under denial of service. IET Control Theory Appl. 2020, 14, 1438-1444.
[CrossRef]

Ran, G; Li, C,; Sakthivel, R.; Han, C.; Wang, B.; Liu, ]. Adaptive event-triggered asynchronous control for interval type-2 fuzzy
Markov jump systems with cyber attacks. IEEE Trans. Control Netw. Syst. 2022, 9, 88-99. [CrossRef]

Hou, M.; Liu, D.; Ma, Y. Adaptive event-triggered control of Markovian jump complex dynamic networks with actuator faults.
Neurocomputing 2022, 491, 273-287. [CrossRef]

Hu, Z.; Mu, X. Event-triggered impulsive control for stochastic networked control systems under cyber attacks. IEEE Trans. Syst.
Man, Cybern. Syst. 2021, 52, 5636-5645. [CrossRef]

Liu, B.; Sun, Z; Li, M,; Liu, D.N. Stabilization via event-triggered impulsive control with constraints for switched stochastic
systems. IEEE Trans. Cybern. 2021, 52, 11834-11846. [CrossRef] [PubMed]

Zhang, H.; Chen, Z.; Ao, W.; Shi, P. Improved Dynamic Event-Triggered Robust Control for Flexible Robotic Arm Systems with
Semi-Markov Jump Process. Sensors 2023, 23, 5523. [CrossRef] [PubMed]

Lin, Y.; Shi, T. Static Output Feedback I»-lo, Asynchronous Control of Markov Jump Systems under Dynamic Event-Triggered
Scheme. IEEE Access 2022, 10, 97748-97757. [CrossRef]

Zhao, N.; Shi, P; Xing, W. Dynamic event-triggered approach for networked control systems under denial of service attacks. Int.
J. Robust Nonlinear Control 2021, 31, 1774-1795. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.1109/ACCESS.2021.3083609
http://dx.doi.org/10.1002/rnc.7041
http://dx.doi.org/10.3390/mca28020030
http://dx.doi.org/10.1109/TAC.2016.2588885
http://dx.doi.org/10.1016/j.jfranklin.2015.01.004
http://dx.doi.org/10.1016/j.isatra.2019.05.008
http://dx.doi.org/10.1109/TNNLS.2016.2636163
http://dx.doi.org/10.1109/ACCESS.2020.3034318
http://dx.doi.org/10.1155/2013/715072
http://dx.doi.org/10.1109/ACCESS.2019.2941651
http://dx.doi.org/10.1109/ACCESS.2021.3121689
http://dx.doi.org/10.1016/j.automatica.2021.109806
http://dx.doi.org/10.1049/iet-cta.2019.0914
http://dx.doi.org/10.1109/TCNS.2022.3141025
http://dx.doi.org/10.1016/j.neucom.2022.03.067
http://dx.doi.org/10.1109/TSMC.2021.3130614
http://dx.doi.org/10.1109/TCYB.2021.3073023
http://www.ncbi.nlm.nih.gov/pubmed/34033570
http://dx.doi.org/10.3390/s23125523
http://www.ncbi.nlm.nih.gov/pubmed/37420690
http://dx.doi.org/10.1109/ACCESS.2022.3206018
http://dx.doi.org/10.1002/rnc.5384

	Introduction
	Problem Formulation and Preliminary
	System Description
	DoS Attack and Packet Loss
	Dynamic Event-Triggered Mechanism
	Control Input Strategy
	Model Transformation

	Main Results
	Numerical Example
	Conclusions
	References

