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Abstract

:

Microgrids that are integrated with distributed energy resources (DERs) provide many benefits, including high power quality, energy efficiency and low carbon emissions, to the power grid. Microgrids are operated either in grid-connected or island modes running on different strategies. However, one of the major technical issues in a microgrid is unintentional islanding, where failure to trip the microgrid may lead to serious consequences in terms of protection, security, voltage and frequency stability, and safety. Therefore, fast and efficient islanding detection is necessary for reliable microgrid operations. This paper provides an overview of microgrid islanding detection methods, which are classified as local and remote. Various detection methods in each class are studied, and the advantages and disadvantages of each method are discussed based on performance evaluation indices such as non-detection zone (NDZ), detection time, error detection ratio, power quality and effectiveness in multiple inverter cases. Recent modifications on islanding methods using signal processing techniques and intelligent classifiers are also discussed. Modified passive methods with signal processing and intelligent classifiers are addressing the drawbacks of passive methods and are getting more attention in the recently published works. This comprehensive review of islanding methods will provide power utilities and researchers a reference and guideline to select the best islanding detection method based on their effectiveness and economic feasibility.
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1. Introduction


Distributed generation (DG) integrated with energy storage, and both renewable and non-renewable energy resources providing power to local loads, forms a microgrid [1,2]. Microgrids increase the reliability and resiliency of the grid by regulating the voltage in medium and low distribution networks. They also offer several advantages and benefits, including a reduction in CO2 emission, improving energy efficiency, the integration of renewable sources, energy access to remote and developing communities, and a reduction in power transmission losses [3,4,5,6,7].



A microgrid has two modes of operation, namely, grid-connected and island (stand-alone) modes [8,9]. In grid-connected mode, the microgrid operates in parallel with the main utility, and the main grid is responsible for smooth operation by controlling the voltage and frequency. In this mode, the DG units forming the microgrid are controlled and operated in the current control mode, called grid following. In the island mode, the microgrid is operated as an independent power island, controlling its own voltage and frequency. The DG units in this mode are controlled and operated in voltage control mode, commonly called grid forming [10,11].



Microgrid islanding occurs when the main grid power is interrupted but, at the same time, the microgrid keeps on injecting power to the network, which can be intentional or unintentional [12,13]. Intentional islanding is a controllable operation mode required for the maintenance of the main utility, whereas unintentional islanding is an uncontrollable operation caused by regular faults such as line tripping, equipment failure, or other uncertainties in the power system [14,15,16] and may degrade the power quality, overload the system, damage equipment and cause safety hazards [17,18,19,20]. Therefore, detecting the islanding condition and effectively disconnecting the microgrid within a specified time interval from the distribution network is a necessity. Moreover, in the islanding condition, the conventional protection devices might not operate, as the DG units cannot provide the sufficient fault current for its operation [21]. The authors in [22,23] investigated the design and control requirements to safely island a microgrid operating either in grid-connected or island modes.



The IEEE and IEC revise and modify the DG interconnection and islanding codes frequently to accommodate the fast growing renewable integration [24]. The consequences of unintentional islanding can be avoided by safely following the provided standards from the IEEE and IEC. The increase in DG integration makes the need to detect unintentional islanding a hot research topic. Researchers have developed different islanding detection methods (IDMs) to address the challenges associated with unintentional islanding. Many IDMs proposed in the literature claim a high reliability and better accuracy compared to each other.



This paper presents a detailed review of the different IDMs proposed in the literature. The IDMs are studied considering their effectiveness, performances, feasibility and operational capabilities. Their advantages and disadvantages are also critically analyzed. The rest of the paper is organized as follows. Section 2 and Section 3 describe the islanding detection standards and the performance evaluation criteria of IDMs, respectively. Section 4 presents the detailed classification of IDMs. Section 5 presents discussion and recommendation, whereas Section 6 concludes the paper.




2. Islanding Detection Standards


Figure 1 [8] shows a distribution network connected with distributed energy resources (DERs) and energy storages. The islanding phenomena shown by the dotted lines occurs when the power supply from the grid is interrupted. Unintentional islanding degrades the power quality, complicates orderly power restoration and endangers the lives of utility personnel.



From Figure 1:



PPV represents PV array generated power;



PBAT is the charging and discharging power of the battery storage system;



PGEN is the power generated from the diesel generator;



PLOAD is the power drawn by the load;



PGRID is the power exchanged between the main grid and the microgrid;



PCC is the point of common coupling;



CB is the circuit breaker.



The IEEE and IEC offer standards on how the DG units are operated and controlled with the main grid. IEEE Std. 1547 [25] defines islanding as a condition in which part of the power system becomes isolated from the rest of the network. Islanding detection is one of the major issues when deciding if a DG unit is being synchronized with a grid. Islanded operation requires fast, precise, and cost-effective IDMs, which does not affect the quality of supply. Thus, detecting the islanding condition accurately and timely are the two most important factors to save a distribution network from collapsing. Operating DERs in island mode are not allowed under existing standards such as IEC 62,116, IEEE 1547, IEEE 929-2000 and AS4777.3-2005 [26]. In fact, the islanding condition should be detected and the microgrid disconnected from the main grid within 2 s, as described in IEEE 1547 [27]. The standards describe in detail the operation of the DG, such as disconnecting the DG unit within 2 s, monitoring the magnitude and direction of power flow, appropriate control of voltage, frequency and power quality.



Table 1 shows some common standards for islanding detection, voltage and frequency ranges, along with the required detection time.




3. Performance Evaluation Criteria of IDMs


Power systems with a high penetration of inverter-based resources, such as wind, solar and energy storage, in the distribution network have a reduced inertia, making them prone to an increased risk of frequency instability [31,32,33]. For a small disturbance at the point of common coupling (PCC), conventional methods fail to detect the islanding condition.



IEEE 1547 will be used to assess the performance of IDMs in this paper. The performances of different IDMs are evaluated on whether they can detect islanding timely, effectively and accurately. Non-detection zone (NDZ), detection time (DT), error detection ratio (EDR) and power quality (PQ) are the most popular performance indices used to evaluate IDMs. These indices are described in detail.



3.1. Non-Detection Zone (NDZ)


The NDZ represents a region of power imbalance between the power generated by the DG units and that dissipated by local loads where the islanding detection method fails [34]. The non-detection zone is the main performance indicator for the implemented IDM and is the main reason IDMs fail to detect islanding. The term “power mismatch space” is used to describe IDMs that are based on monitoring voltage, frequency or phase deviation, whereas IDMs that inject a disturbance are expressed in the “load parameter space”. Figure 2 presents an NDZ based on a passive islanding detection method.



3.1.1. Power Mismatch Space


For a microgrid operating in island mode, the power imbalance between the power generated from the DG units and that dissipated by the local loads affects the voltage and frequency at the PCC. If the imbalance is nearly equal to zero (ΔP and ΔQ close to zero), the variation of voltage and frequency will not be enough to detect islanding when the microgrid disconnected from the grid [36]. The NDZ in the power mismatch space is defined as the power imbalance ΔP and ΔQ, which cannot cause voltage or frequency to exceed the normal limit to detect islanding and is given as [37]:


    (  V   V  max     )  2  − 1 ≤   Δ P  P  ≤   (  V   V  min     )  2  − 1  



(1)






  Q ( 1 −   (  f   f min    )  2  ) ≤   Δ Q  P  ≤ Q ( 1 −   (  f   f min    )  2  )  



(2)




where, V and P are the rated voltage and the rated active power, respectively;



Vmin and Vmax are the minimum and maximum microgrid voltages, respectively;



Q is the quality factor;



fmin and fmax are the minimum and maximum frequencies, respectively.




3.1.2. Load Parameter Space


Equation (3) defines the NDZ in parameter space as:


   F 1  ( c f ,   K ,   Q ) < Δ  C  n o r m   <  F 2  ( c f , K ,   Q )  



(3)




where cf is the chopping fraction, K is the accelerating gain, and ΔCnorm is the resonate capacitance in the range of NDZ.





3.2. Detection Time (DT)


The detection time is defined as the time taken from the beginning of microgrid disconnection till the end of the IDM detecting islanding.


  Δ T =    T  I D M   −  T  t r i p    



(4)




where ΔT is the run-on time, TIDM is the moment to detect islanding, and Ttrip is the moment microgrid disconnects from the grid.




3.3. Error Detection Ratio (EDR)


Due to load switching, or other disturbances that affect measurement parameters to exceed normal limits, IDMs might detect false islanding, called error detection [38]. This is defined as:


  E =    N  e r r o r      N  e r r o r   +  N  c o r r e c t      



(5)




where E is the error detection ratio, Nerror is the times of error detection, and Ncorrect is the times of correct detection.




3.4. Power Quality (PQ)


Maintaining the power quality of the microgrid is an important index while selecting IDMs. IDMs that inject a disturbance to the system distort the power output and deteriorate the power quality.





4. Classification of Islanding Detection Methods


Islanding detection techniques are mainly classified into local and remote [39,40,41]. Local islanding techniques are further classified as passive, active and hybrid techniques, based on non-detection zone (NDZ), detection speed, power quality, error detection rate and efficacy in multiple inverter cases. Passive islanding techniques are widely used by utilities because of their low cost and that they do not degrade the power quality. However, these methods have a large NDZ, and setting the threshold setting is a challenge. To overcome the limitations of the passive technique, different signal processing and intelligent classifiers have been used in the literature. Figure 3 [12,42] presents the detail classification of IDMs, and these techniques are discussed in detail in the following sections.



4.1. Local Islanding Detection Techniques


Local islanding detection techniques measure the system parameters at the DG site for islanding detection. The measured parameters include voltage, frequency, active power, reactive power phase angle, impedance and harmonic distortion. Local islanding detection techniques are classified as passive, active and hybrid techniques and are described as follows.



4.1.1. Passive Islanding Detection Techniques


This method measures the system parameters and compares them with a predetermined threshold value for islanding detection. The measured system parameters at the DG terminal or PCC include voltage, frequency, phase angle and harmonics. The passive islanding detection techniques working principle is depicted in Figure 4. Passive islanding detection techniques are mostly used by power utilities as they are simple, low cost, do not degrade the power quality and have a fast detection speed within 2 s, as recommended by IEEE 1547. However, these methods have a large NDZ, the error detection rate is high and setting the threshold requires special consideration. Some of the popular passive IDMs are described below.



Harmonic Detection (HD)


The HD method is based on comparing the total harmonic distortion (THD) measured at the PCC and a predefined THD to detect islanding. When the microgrid is operated in grid-connected mode, the PCC voltage is a normal sine wave, and the harmonics generated by the load and the inverter are negligible. However, during islanding mode of operation, the harmonics produced by the inverter will distort the PCC voltage and, hence, islanding will be detected [42,43,44,45].



This method is easy to implement and is also effective for multiple DGs connected to the same PCC with a detection time of 45 ms. However, selecting the threshold is difficult since grid disturbance can cause error detection, and it might fail to detect islanding for loads with a large quality factor Q and a large NDZ. Q is defined in Equation (6) as [45,46]:


  Q = R    C L     



(6)








Over/under Voltage and over/under Frequency (OUV/OUF)


This method works by comparing the PCC voltage and frequency with a predefined threshold voltage and frequency to detect islanding. The microgrid will be disconnected from the main grid if the measured voltage and frequency at the PCC exceed the thresholds. The microgrid disconnection from the grid deviates the frequency and voltage at the PCC due to an active and reactive power mismatch between the power generated in the DG units and dissipated in the loads.


  Δ P =  P  l o a d   −  P  D G    



(7)






  Δ Q =  Q  l o a d   −  Q  D G    



(8)







In grid-connected operation, the main grid injects ΔP and ΔQ, and the balance of active and reactive power will be kept. When islanding occurs, to keep the active and reactive power balance, the voltage and frequency will drift until ΔP = 0 and ΔQ = 0. By detecting the deviation in voltage and frequency, OUV/OUF can detect islanding [47,48,49]. The advantage of this method is that it does not affect the power quality and the cost is low. The disadvantages are that it is difficult to predict the detection time and it has a relatively large NDZ, with a detection time between 4 ms to 2 s [50]. This method is suitable for microgrids with some power imbalance between DG and loads.




Rate of Change of Frequency (ROCOF)


When the microgrid is disconnected from the main grid with a power mismatch, the frequency will change. The ROCOF method works by measuring df/dt for a few cycles and comparing it with a setting threshold. Islanding will be detected if the measured df/dt exceeds the predefined threshold [51,52,53,54]. Compared to OUV/OUF, this method has a fast detection time of 24 ms, is more sensitive and highly reliable. However, it has a high error detection rate for systems with high load switching and fluctuation. Hence, ROCOF is best suited for loads with less fluctuation as it cannot discriminate whether the frequency change comes from load changes or by islanding [55]. An extension of ROCOF that considers the dynamic behavior of the load is proposed in [56,57]. The authors incorporated the exponential static load model to incorporate the dynamic behavior of the load and determine the threshold to detect islanding.




Rate of Change of Frequency over Power (ROCOFOP)


This method works by measuring ∂f/∂PL, where PL is the load power, to detect whether or not islanding occurs. It has a lower error detection ratio, smaller NDZ and higher reliability than ROCOF. This method has a detection time of 100 ms and works efficiently for microgrids that have a small power imbalance between the DG units and the load [58,59].




Rate of Change of Power Output (ROCOP)


This method measures the changes in the DG power output (dP/dt) over a few cycles and compares it with a setting threshold to detect islanding. Generally, a loss of the main grid produces load changes, and dP/dt measured after the microgrid is islanded is greater than dP/dt measured before the microgrid is islanded. This method has a fast detection, with a detection time of between 24 and 26 ms, and the power imbalance between the DG units and the load does not affect the detection speed.




Phase Jump Detection (PJD)


The working principle of PJD is to monitor the phase jump between the inverter’s terminal voltage and the current for islanding detection. During grid-connected mode, the inverter’s current will be synchronized with the voltage at the PCC using a phase-locked loop (PLL) to detect the zero crossing of the voltage. In islanding operation, since PLL works only at the zero crossing of the voltage, the inverter output current remains unchanged. However, the voltage will have a sudden jump due to the load phase angle. Comparing the measured phase difference with a predefined threshold can detect islanding. The advantages of this method are that it has a fast detection speed with a detection time of between 10 to 20 ms, does not affect the power quality, works for multiple inverters and is easy to implement [60,61]. However, it is difficult to choose thresholds for microgrids with frequent load switching.




Voltage Unbalance (VU)


A microgrid disconnected from the main grid changes the topology of the network that, in turn, causes a voltage unbalance at the DG output. This voltage unbalance can be used for islanding detection if it exceeds the setting threshold. The voltage unbalance at the time t is defined as:


  V  U t  =   N  S t    V  S t     



(9)




where NSt and PSt are the negative and positive sequence voltage amplitudes, respectively.



The authors in [62] proposed a variational mode decomposition method to obtain the principal modes from the measured three phase voltage signal and employed the mode singular entropy to determine the index for islanding detection. This method is not sensitive to system disturbances caused by variation in normal loads and has a detection time of about 53 ms [63]. However, the system harmonics affects the extraction of the negative sequence voltage component, making the threshold calculation difficult. This method has better applications for systems with frequent load fluctuations, such as motor starting and capacitor bank switching.



Table 2 compares the different passive islanding detection techniques described, with respect to their performance evaluation, such as NDZ, DT, EDR and power quality.





4.1.2. Active Islanding Detection Techniques


The performance of active detection methods is based on the perturbation and observation concept. These methods perturb system parameters such as frequency, voltage, currents and harmonics. In the presence of a stiff grid, the amplitude of the variation at the PCC is negligible since the grid parameters are dominant. However, during the islanding phenomenon, injecting a disturbance at the PCC results in a significant variation in the DG parameters. Figure 5 shows the basic working principle of active islanding detection techniques.



Compared to passive islanding techniques, active techniques have a reduced NDZ and low error detection rate. However, active techniques deteriorate the power quality, and additional power electronic circuits are required to inject the perturbations. To observe the effect of perturbation, additional detection time is required, which can affect the stability of the system. Moreover, most of the active detection methods are developed for inverter-based DG units and are not applicable for synchronous generators. Some of the popular active IDMs are described below.



Active Frequency Drift (AFD)


An AFD works by slightly distorting the inverter current waveform injected into the PCC. In grid-connected mode, the voltage and frequency are controlled by the grid and are stable. When islanding occurs, the voltage zero crossing occurs earlier than expected because of the distortion of the injected current waveform. This results in a phase error between the inverter’s output current and the voltage, which makes the frequency of the inverter output current drift to eliminate the phase error. This drift in frequency again causes an earlier zero crossing than expected. The frequency of the inverter output current will continue to drift until the voltage frequency measured at the PCC exceeds the threshold of OUF to detect islanding.



An islanding detection method based on a low-frequency current injection disturbance, injected in the conventional dq controller of the distribution generator, is proposed in [64]. The frequency deviation is processed using the estimation of a signal parameter via the rotational invariance technique to extract the dominant mode of the oscillations present in the PCC frequency signal to detect islanding. The method has a detection time of 0.12 sec, eliminates NDZ and does not affect the power quality.



The chopping fraction given in Equation (10) describes the distortion of the inverter’s injected current [65,66].


  c f =   2  t z    T v u t i l    



(10)




where tz is the dead time and TVutil is the voltage period.



The advantages of AFD are that it has a small NDZ and is easy to implement, with a detection time within 2 s. The disadvantages are that it degrades the power quality if the injected current is heavily distorted, and the method might also fail to detect islanding for multiple inverter cases.




Frequency Jump (FJ)


Frequency jump is a modified version of AFD, as it also inserts dead zones into the current waveform. However, unlike AFD, where dead zones are inserted into every cycle, in FJ, it is inserted in every three cycles. In grid-connected mode, the waveform of the voltage at the PCC is not distorted, despite the inverter’s distorted current. During islanding, there will be a variation in voltage frequency that will be used to detect islanding [67]. Similar to AFD, this method might fail to detect islanding for multiple inverters working in parallel.




Active Frequency Drift with Positive Feedback (AFDPF)


This method is an extension of AFD and works by applying a positive feedback to increase the chopping fraction, which in turn accelerates the frequency deviation to detect islanding more effectively.


  c  f k  = c  f  k − 1   + F ( Δ  ω k  )  



(11)




where cfk and cfk−1 are the kth and k − 1th cycle chopping fractions, respectively, and can be positive or negative;



F is usually a linear function;



ωk is the frequency of the kth cycle;



Δωk = ωk−1 − ω0.



As compared to AFD, this method has a small NDZ however, it still affects the power quality [68].




Sandia Frequency Shift (SFS)


SFS is also an extension of AFD and works by applying a perturbation to the frequency of the inverter’s voltage with a positive feedback. The modified chopping fraction used in SFS is given in [69] as:


  c f = c  f 0  + K (  f  p c c   −  f  g r i d   )  



(12)




where cf0 is the no deviation in frequency chopping factor;



K is the accelerating gain;



fpcc is the frequency of the PCC voltage;



fgrid is the grid frequency.



In grid-connected mode, the voltage frequency of the PCC is maintained by the grid, even if the method attempts to change it. However, during islanding the chopping fraction increases with the increase of f at the PCC, which also increases the frequency of the inverter. The process continues until islanding is detected. This method has a detection time of 0.5 s and has the smallest NDZ compared to other active methods [70,71].




Sandia Voltage Shift (SVS)


The working principle of SVS and SFS is similar, in that it perturbs the voltage amplitude of the PCC with a positive feedback to change the inverter’s output current and power. In grid-connected mode, the power change does not affect the voltage amplitude of the PCC, whereas in island mode, the power change affects the voltage amplitude, which can be used to detect islanding [72]. SVS is easy to implement; however, its disadvantage are that it lightly degrades the power quality, and the inverter’s operation efficiency might be reduced because of the change in the output power.




Sliding Mode Frequency Shift (SMS)


SMS perturbs the voltage phase of the PCC with a positive feedback and monitors the frequency deviation to detect islanding. In SMS, the current–voltage phase angle of the inverter is set as [73]:


  θ =  θ m  sin (  π 2     f  k − 1   −  f n     f m  −  f n    )  



(13)




where θm is the maximum phase angle at the frequency fm, fn is the rated frequency, and fk−1 is the previous cycle frequency.



In grid-connected mode, the microgrid injects active power to the main grid, and its power factor is close to unity, with the phase angle between the inverter current and the PCC voltage close to zero. During islanding operation, the phase angle of the load and the frequency will vary, and if the frequency variation exceeds the threshold, islanding can be detected. The advantages of the SMS method are that it is easy to implement, is highly effective for multiple inverter systems and has a smaller NDZ with a detection time of about 0.4 s [74]. However, this method reduces the power quality and has an impact on the transient stability of the system.




Variation of Active and Reactive Power


This works by varying the injected inverter power and monitors the voltage amplitude and frequency variation for islanding detection. During islanding, the active power generated in the DG units will be dissipated in the loads, and the voltage variation must satisfy Equation (14) to balance the active power between DG and the loads.


   P  D G   =  P  l o a d   =    V 2   R   



(14)







When the voltage variation exceeds the threshold of OUV, islanding can be detected. Similarly, the frequency will be affected by the reactive power disturbance, and islanding can be detected when the frequency variation exceeds the threshold. This method is easy to implement and has a small NDZ with a detection time between 0.3 s and 0.75 s. However, the method greatly affects the power quality and transient stability since it varies the inverter output power continuously. The method also might not work effectively for multiple inverters working in parallel.




Negative-Sequence Current Injection


The basic working principle of this method is to perturb the three-phase voltage-sourced converter with a negative-sequence current and monitor the negative-sequence voltage at the PCC for islanding detection. During normal grid-connected operation, the injected negative-sequence current will not affect the PCC voltage and will flow into the grid since the grid has low impedance. However, during islanding operation, the injected negative-sequence current will flow into the load, creating an unbalance in the PCC voltage, and islanding can be detected if the voltage unbalance exceeds the threshold. The advantages of this method are that it has a very short detection time of 60 ms (3.5 cycles), it is insensitive to load change, has no NDZ and has a higher accuracy than positive-sequence voltage detection [75,76].




Impedance Measurement (IM)


This method works by changing the amplitude of the output inverter current. During islanding operation, the current perturbation varies the voltage, and this variation will be calculated as dv/di, an equivalent impedance seen from the inverter. Islanding can be detected if the impedance calculated exceeds the threshold [77]. This method has a detection time of between 0.77 s and 0.95 s and has a small NDZ for a single DG system. However, the detection efficiency will decrease in multiple-inverter cases, and the setting the impedance threshold is difficult since it requires the exact grid impedance.




Detection of Impedance at Specific Frequency


This method works by injecting specific frequency harmonics and is a special case of harmonic detection method. During grid-connected mode, the injected harmonic current will not affect the PCC voltage and will flow into the grid. During islanding operation, the injected harmonic current will flow into the local load and produce a harmonic voltage at the PCC. Islanding can be detected if the produced harmonic voltage is large enough. The disadvantage of this method is that it affects the operation of equipment such as transformers.



Table 3 describes the different active islanding techniques found in the literature.





4.1.3. Hybrid Islanding Detection Techniques


Hybrid islanding detection techniques are developed from the combination of passive and active detection techniques, and are implemented with two steps. The first step utilizes a passive technique, primarily to detect islanding. If islanding is suspected in the first step, an active technique is employed to accurately detect the islanding [78,79,80,81]. Figure 6 depicts the flow chart of the hybrid islanding detection technique.



The performance indices will improve from the combination of these methods; they generally have a small NDZ, and the power quality degradation is low. However, the cost of the system is high, and the method is time consuming, which makes their real implementation infeasible. Authors in [82,83] described the recent literature on hybrid islanding detection techniques. Some of the hybrid detection methods discussed in the literature are described below.



Voltage Unbalance and Frequency Set-Point


This works by combining the voltage unbalance and the positive feedback-based methods. Computing the average voltage unbalance caused by changes in the system and load is the first step of this method. To differentiate whether the voltage unbalance is caused by islanding or system variation, the second step employs a positive feedback-based method to lower the frequency set point gradually, from 60 to 59 Hz in one second, if the measured voltage unbalance is greater than 35% of the average voltage unbalance [84]. If the nominal frequency is maintained at the PCC, then islanding was not the cause of the voltage variation. However, islanding will be detected if the frequency falls below 59.2 Hz in the following 1.5 s. This method has a detection time of 0.15–0.21 s and works best for microgrids with a low penetration of non-synchronous generation units.




Voltage Change and Power Shift


This works by combining the rate of change of voltage and the variation of active power methods. Firstly, to suspect islanding, the average rate of change of voltage is calculated for five cycles. If this calculated voltage exceeds the predefined threshold value, islanding is suspected, and the second method injects extra active power into the system to confirm whether or not islanding has occurred. For normal grid-connected operation, the grid regulates the PCC voltage to be within a predefined interval and compensates the extra injected active power. However, if the microgrid is in islanding operation, the extra active power will increase the voltage amplitude at the PCC. Therefore, islanding can be detected by monitoring the PCC voltage with a detection time of less than 0.5 s. Using reactive power instead of active power for the second step was proposed in [85,86,87]. The injected reactive power causes an increase in the PCC frequency and islanding can be detected if the frequency variation is more than a predefined threshold.




Voltage Fluctuation Injection


This works by combining the rate of change of frequency and voltage methods to detect islanding [88]. The rate of change of voltage and the rate of change of frequency at the PCC are monitored as a first step to detect if one of them exceeds the predefined threshold to indicate islanding might have occurred. Then, the second step employs a voltage perturbation by applying a periodically switching high-impedance load for confirmation. During normal grid-connected operation, the grid stabilizes the PCC voltage perturbation caused by the switching of the high impedance load. However, during the islanding operation, the effect of the periodic perturbation is observed at the PCC voltage to detect islanding. This method does not depend on quality factor and has a detection time of less than 0.216 s, but it might be less efficient for large scale DG units [89,90].




Hybrid Sandia Frequency Shift and Qg−f Method


This technique modifies the Sandia frequency shift method to reduce the NDZ by adding a Qg−f droop curve to maintain the optimal gain Kf at a stable value [91]. The optimal gain Kf is directly proportional to the quality factor of the load; however, when the quality factor is more than five, Kf will be too large to create a false detection and can even cause system instability. The authors in [88] proposed a Qg−f droop curve method to keep Kf to a safe value and monitor the change of frequency for islanding detection. During normal operation, the reactive power is controlled by the grid; however, during islanding operation, since the DG units operate at unity power factor and produce no reactive power, this creates a frequency difference between the actual and the rated system frequency. This method monitors this change in frequency for islanding detection and has a detection time of 1.4 s.




Rate of Change of Reactive Power and Load-Connecting Strategy


This works by combining the change of reactive power and load connection to detect islanding. If the change in reactive power monitored in the first step is more than the predefined threshold, the second step varies the reactive power by connecting an appropriate load to the microgrid [92,93]. During normal grid-connected operation, the grid regulates the reactive power at the PCC, and the rate of change of reactive power is small. However, during islanding operation, any load change affects the generated reactive power from the DG units. The extra connected load affects the rate of change of reactive power and is used to detect islanding. This method can effectively detect islanding, even in the presence of a small load change, and has a detection time of 40 ms. The disadvantage of this method is that selecting the appropriate extra load is not straightforward.



Table 4 presents the different hybrid islanding detection methods.






4.2. Remote Methods


The remote methods utilize advanced signal processing and communication infrastructure for islanding detection. Remote methods do not have a non-detection zone (NDZ), error detection can be eliminated, and they do not affect the power quality; therefore, they are very sound approaches for islanding detection. Whereas remote methods tend to be expensive to implement for small microgrids, they are very beneficial for large microgrid applications. Some of the remote methods described in the literature are discussed below.



4.2.1. Power Line Carrier Communication (PLCC)


In the PLCC method, transmitters and receivers are set at the grid and DG side, respectively. Transmitters produce a communication signal along with the power line, and if this signal is interrupted, it indicates that islanding has occurred [94]. The PLCC method has a signal period of four consecutive cycles, and the method can detect islanding if the signal is lost in three consecutive periods. This method has a detection time of 200 ms, has no NDZ, has no impact on power quality and is proven to work on multiple inverter system [95]. However, the transmitter set at the grid side is costly, and this method is not economically feasible for low density DG systems.




4.2.2. Signal Produced by Disconnect (SPD)


Similar to the PLCC method, this method also uses signal transmission between the grid and the DG units to detect islanding. However, this method utilizes microwave, telephone and other forms of signal transmission, rather than the power line. This method has no NDZ; however, it needs more investment to set up the communication line. The SPS method can be extended to add additional control of the DG by the main grid, such as coordinating the power generated between the DG units and the main grid, which is beneficial to black start.




4.2.3. Supervisory Control and Data Acquisition (SCADA)


The SCADA system is based on monitoring main grid parameters such as voltages, currents and frequency, which can also be used for monitoring the status of the circuit breakers and sending them to the microgrid. With proper installation, the NDZ can be eliminated with better efficiency. However, the detection speed of this method is slow and requires a high investment to install a separate instrumentation link. Similar to SPD, this method allows additional control of DG by the main grid.



Table 5 describes the different remote islanding detection techniques.





4.3. Passive and Signal Processing


The local, remote and hybrid IDMs discussed above have their own advantages and disadvantages. However, accuracy, high detection speed and detecting islanding for multiple inverter system are the most unresolved issues that need more research. Compared to local IDMs, remote-based IDMs are highly reliable and have a negligible NDZ. However, they have a high cost, are complex for implementation and are not preferred [96]. Similarly, passive techniques do not perform well in inverter-based DGs with different system configurations. Passive IDMs are better in terms of them not degrading power quality, their fast detection time and being compatible for all DG types. However, they have a large NDZ, and selecting the threshold is not straightforward in most cases. Modifying passive IDMs using advanced signal processing in time-domain, frequency-domain, and time-frequency-domain can address these two limitations.



These modified passive islanding detection methods improve detection time, reduce NDZ and improve detection performance [97,98,99]. The signal processing tools help extract and analyze the measured signal in order to perform the required operation. However, these methods require a time consuming data training process. The following section describes the signal processing techniques used for islanding detection.



4.3.1. Fourier Transform (FT)-Based Method


This method extracts the features of a signal at specific frequencies using a frequency domain. Short time Fourier transform (STFT), discrete Fourier transform (DFT) and fast Fourier transform (FFT) have evolved from FT to develop efficient and fast IDMs [100,101,102,103,104]. This method has some limitations, such as low-frequency resolution and reduced spectral estimation [105].




4.3.2. Wavelet Transform (WT)-Based Method


To extract the features of a distorted voltage, current or frequency signal, a wavelet transform is the best signal processing method [106]. This method compares the measured signal wavelet coefficients with a predefined threshold value, and islanding will be detected if these values are larger than the predefined values. The disadvantages of this method are that it can only analyze low frequency band, selecting the threshold is not straightforward, and that the different sampling frequencies and the mother wavelet selection have an impact on the wavelet transform. To analyze the high frequency components, the wavelet packet transform (WPT) is applied using the d-q axis of three-phase apparent power [107].




4.3.3. S-Transform (ST)-Based Method


This method is an extension of the WT method and converts a time-domain function into a two-dimensional frequency-domain function. The ST method generates the S-matrix and the equivalent time-frequency contours from the measured PCC voltage or current signals. To detect islanding, the spectral energy content of the time-frequency contours is calculated containing the frequency and magnitude deviations [108]. However, the ST method requires more computational memory, and the processing time is large compared to other similar techniques.




4.3.4. Time-Time Transform (TTT)-Based Method


This method works by transforming a one-dimensional time-domain signal into a two-dimensional time-domain signal by giving a time–time distribution in a particular window. This method distributes the low and high frequency components in different positions. The TTT method performs well for noisy signals, as the method allows a time-local view of the signal through the scaled window [109].




4.3.5. Auto Correlation Function (ACF)-Based Method


This method measures the power or energy signals and extracts information using finite summation limits. The authors in [110] proposed a modified ACF of the modal current envelope to extract the transient features of sample variance that will be used to detect islanding.




4.3.6. Kalman Filter (KF)-Based Methods


This method uses measured voltage or current signals to extract harmonic features using a time–frequency domain. The authors in [111] proposed a voltage harmonics and selected harmonic distortion (SHD) technique, based on KF, for islanding detection. The residual signal and SHD are used as a condition for islanding detection, where the residual signal is used for the islanding detection and the SHD is used for timely detection.





4.4. Intelligent IDMs


Passive islanding techniques combined with artificial intelligence provide the most effective and economical method to detect islanding. They have a high accuracy, high reliability, are less complex and have a higher computational efficiency than other methods. Intelligent IDMs do not require threshold selection. Different intelligent IDMs associated with signal processing, such as artificial neural network (ANN), fuzzy logic (FL), support vector machine (SVM), decision tree (DT) and probabilistic neural network (PNN), are commonly used for islanding detection. The only disadvantage of intelligent IDMs is that they suffer from a large computational burden. Figure 7 [12] shows the basic operation of an intelligent IDM. The method starts offline using a training algorithm to train the system from the PCC measured voltage or current signal. Then, to make the final decision, the online process is activated using an intelligent classifier. Some of the intelligent IDMs are discussed below.



4.4.1. Artificial Neural Network (ANN)-Based Method


The ANN-based approaches extract important features from the measuring data, which are used for identifying variations in power system parameters [112,113]. ANN-based IDMs perform well for multi-inverters and have a high accuracy and efficiency, but the data processing time is large [114]. The authors in [115] reported an islanding detection technique based on an adaptive neuro-fuzzy inference system (ANFIS).




4.4.2. Decision Tree (DT)-Based Method


This method, with a combination of WPT or discrete wavelet transform (DWT), are used for islanding detection in different intelligent IDMs [116]. WPT or DWT are used to extract information from the measured voltage or current signals, and then the DT classifier further processes these features to detect islanding as tested on the CIGRE distribution system [117].




4.4.3. Probabilistic Neural Network (PNN)-Based Method


This method uses artificial neural hardware in traditional pattern recognition schemes. It can compute non-linear decision boundaries based on a Bayesian classification technique and has four layers as the input, pattern, summation and output [118]. These layers do not need learning and can perform their functions. PNN-based IDMs are reliable for islanding detection.




4.4.4. Support Vector Machine (SVM)-Based Method


The PCC-measured voltage or current signals are used to extract signature features to indicate islanding occurrence using the SVM classifier and autoregressive modelling [119,120]. IDMs based on SVM have a fast detection speed and high accuracy, but the data training and the algorithm make it too complex for practical application.




4.4.5. Fuzzy Logic (FL) Based Method


FL using DT transformation shows a promising and efficient result in islanding detection [121]. However, the disadvantages of FL is that, because of maximum and minimum combinations, the fuzzy classifiers are highly abstract and sensitive to noisy data [122].






5. Discussion and Recommendation


The IDMs based on different techniques discussed above have many critical technical issues. These issues have to be fixed to improve their performance and make the IDMs more reliable and efficient. IDMs based on a threshold setting have an NDZ that is hard to eliminate, whereas methods based on a disturbance injection degrade the power quality. On the other hand, signal processing-based techniques have a higher precision and are more robust, versatile, reliable and efficient than the existing IDMs. However, they have a high computational burden. There is always a trade off when selecting the performance indices of the IDMs, and it is important to fully consider the practical operation of the microgrid, with all key performance indices taken into account while selecting the appropriate IDM. Researchers should focus on improving the performance of signal processing and intelligent classifier techniques to come up with the best IDM with a high detection speed, smaller NDZ and lower error detection ratio that does not degrade the power quality.




6. Conclusions


A comprehensive review of various islanding detection methods (IDMs) is presented in this paper. IDMs are broadly classified into two types: remote and local. Remote-type IDMs use communication signals between the microgrid and the main grid and are fast, reliable and effective with zero non-detection zones. These techniques do not degrade the power quality and can be applied to multi-inverter microgrids; however, they are complex and expensive. On the other hand, local methods are classified as passive, active and hybrid. Passive-based IDMs measure microgrid parameters such as voltage, current, frequency and phase angle and monitor their changes to detect islanding. Passive methods are preferred as they are easy and cheap for practical implementation. However, passive techniques have a large non-detection zone. Active-based IDMs inject a perturbation into the system that affects the power quality, whereas hybrid techniques are a combination of passive and active techniques. Active and hybrid techniques need additional devices to introduce the perturbation, which increases the complexity and implementation cost. Compared to the passive, active, and hybrid techniques, IDMs based on signal processing have been gaining more attention recently for islanding detection to detect the islanding condition accurately and precisely within the shortest period without affecting power quality. Moreover, they have the potential of working for multiple inverters and can also overcome the non-detection zone and threshold setting requirements of conventional techniques. Several methods have been studied and a comparison has been provided based on important performance indices including NDZ, detection time, error detection ration and power quality.
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Figure 1. Grid and island operation modes in a DER based microgrid. 
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Figure 2. Non-detection zone for over/under voltage (UOV) and over/under frequency (UOF) passive islanding detection method [35]. 
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Figure 3. Classification of islanding detection methods. 
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Figure 4. Passive islanding detection technique. 
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Figure 5. Active islanding detection technique. 
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Figure 6. Hybrid islanding detection technique. 
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Figure 7. Intelligent IDMs. 
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Table 1. Standards for microgrid islanding.
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	Standards
	Detection Time
	Frequency

Range
	Voltage

Range
	Quality Factor





	IEEE-1547 [28]
	t < 2 s
	   49.3   H z   ≤   f   ≤   50.5   H z   
	   0.88   ≤   V   ≤   1.1   p u   
	1



	IEEE-929-2000 [29]
	t < 2 s
	   49.3   H z   ≤   f   ≤   50.5   H z   
	   0.88   ≤   V   ≤   1.1   p u   
	2.5



	IEC-62116 [30]
	t < 2 s
	   48.5   H z   ≤   f   ≤   51.5   H z   
	   0.85   ≤   V   ≤   1.15   p u   
	1
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Table 2. Summary of different passive techniques.
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	Method
	NDZ
	Detection

Time
	Impact on

Power Quality
	Error Detection

Rate





	Harmonic distortion
	Large for high Q
	45 ms
	No
	High



	OUV/OUF
	Large
	4 ms to 2 s
	No
	Low



	ROCOF
	Small
	24 ms
	No
	High



	ROCOFOP
	Smaller than ROCOF
	100 ms
	No
	Low



	ROCOP
	Small
	24–26 ms
	No
	High



	Phase jump
	Large
	10–20 ms
	No
	Low



	Voltage unbalance
	Large
	53 ms
	No
	Low
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Table 3. Summary of different active techniques.
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	Method
	NDZ
	Detection

Time
	Impact on

Power Quality
	Error Detection

Rate





	AFD
	Large if value of Q is high
	With 2 s
	Degrades
	High



	FJ
	Small
	75 ms
	Degrades
	Low



	AFDPF
	Smaller than AFD
	1 s
	Slightly degrades
	Lower than AFD



	SFS
	Smallest
	0.5 s
	Slightly degrades
	Low



	SVS
	Smallest
	0.5 s
	Slightly degrades
	Low



	SMS
	Small
	0.4 s
	Degrades
	Low



	Variation of active and reactive power
	Small
	0.3–0.75 s
	Degrades
	High



	Negative sequence current injection
	None
	60 ms
	Degrades
	Low



	Impedance measurement
	Small
	0.77–0.95 s
	Degrades
	Low



	High frequency signal injection
	Smallest
	Few ms
	Slightly degrades
	Low



	Virtual capacitor
	Smallest
	20–51 ms
	Slightly degrades
	Low



	Virtual inductor
	Smallest
	13–59 ms
	Slightly degrades
	Low



	Phase PLL perturbation
	Smallest
	120 ms
	Negligible
	Low
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Table 4. Summary of different hybrid techniques.
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	Method
	NDZ
	Detection

Time
	Impact on Power

Quality
	Error Detection

Rate





	ROCOV and power

variation
	-
	Low
	Small
	Small



	ROCOF and IM
	0.216 s
	Low
	-
	Small



	VU and SFS, SVS
	-
	None
	Reduce negative impact
	Very small
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Table 5. Summary of different remote techniques.
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	Method
	NDZ
	Detection

Time
	Impact on

Power Quality
	Error

Detection Rate





	PLCC
	Without NDZ in range of normal loads
	200 ms
	None
	None



	SPD
	None
	100–300 ms
	None
	None



	SCADA
	None
	Detection speed is slow for busy systems
	None
	None
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