

  risks-10-00213




risks-10-00213







Risks 2022, 10(11), 213; doi:10.3390/risks10110213




Article



Development of the PRISM Risk Assessment Method Based on a Multiple AHP-TOPSIS Approach



Ferenc Bognár 1,*[image: Orcid], Balázs Szentes 2 and Petra Benedek 1[image: Orcid]





1



Department of Management and Business Economics, Budapest University of Technology and Economics, Magyar Tudósok Körútja 2, H-1117 Budapest, Hungary






2



Department of Management, University of Pannonia, Egyetem utca 10, H-8200 Veszprém, Hungary









*



Correspondence: bognar.ferenc@gtk.bme.hu; Tel.: +36-306206544







Academic Editor: Elisa Luciano



Received: 29 September 2022 / Accepted: 7 November 2022 / Published: 9 November 2022



Abstract

:

The PRISM method is a risk assessment approach that focuses on hidden-risk identification and ranking. The combined AHP-PRISM method was created for strategic assessments based on pairwise comparisons. The PRISM and AHP-PRISM methods have remarkable visual decision support and control functions that make them useful in practical problem solving. However, the methods can be successfully applied with the same factor weights. To eliminate this significant disadvantage and enable an in-depth analysis of the alternatives based on the ideal best and ideal worst solutions, AHP-PRISM was integrated with TOPSIS in this study. As a result, the novel AHP-TOPSIS-based PRISM method can be configured more extensively for practical decision-making problems than the previous PRISM approaches. In addition, the novel method supports the ideal best and worst analysis of the alternatives without losing its ability to focus on identifying hidden risk. The method was tested on data related to strategic incident groups of incoming logistics business processes at a nuclear power plant.
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1. Introduction


The partial risk map (PRISM) risk management method was described by Bognár and Benedek (2021). This risk assessment approach is generally based on the fundamentals of failure mode and effects analysis (FMEA) and risk matrix (RM). An important novelty of the method is that PRISM assesses risks based on partial risks, which can be invisible or hidden, while applying FMEA and calculating the traditional risk priority number (RPN). The PRISM method is built on the three risk assessment dimensions of FMEA, but its risk interpretation is significantly different from the FMEA perspective. FMEA focuses on the overall risk level of an incident. Thus, the method systematically underrates incidents with high partial risk but lower overall risk, which can lead to significant failure or breakdown of business processes (Bognár and Hegedűs 2022). Applying the PRISM method may be advised in the case of an increased need for reliability in business processes, an increased need for environmental protection, or for safety-culture requirements.



Although the PRISM method can solve the problem of underrated partial risks, some limitations of the method have been addressed. Kovács et al. (2022) pointed out that the method applies only the three assessment dimensions of FMEA. Another issue is that the PRISM method requires the same factor weight of assessment dimensions, otherwise the results will be distorted. The assessment process is based on deterministic evaluation scales derived from a novel taxonomy of multi-criteria decision-making (MCDM) methods (Cinelli et al. 2022). Due to the inflexibility of deterministic evaluation scales, the data sensitivity of the PRISM method is critical. Some disadvantages of the PRISM method are counterbalanced by combining the method with the analytic hierarchy process (AHP), a pairwise-comparison-based MCDM method (Bognár and Benedek 2022a). However, the AHP-PRISM combination cannot solve the problem of the same factor weights of the assessment dimensions.



The research results in recent decades indicate that MCDM is a potent approach that can be a solid methodological basis for developing new risk assessment techniques. By combining MCDM and traditional risk assessment methods, we can better model the complexity of initial risk assessment approaches in the evaluation process.



Traditional assessment techniques, such as FMEA, RM, and fault-tree analysis (FTA), have had numerous MCDM-related developments in the last 25 years. The state of the art related to the development of these methods by MCDM techniques shows significant heterogeneity. Pairwise comparison techniques, especially AHP, have been applied to the development of the traditional FMEA (Braglia 2000; Kiss et al. 2011), RM (Sum 2015), and FTA (Hyun et al. 2015) to address some shortcomings of the traditional methods. These shortcomings are usually related to the applied deterministic evaluation scales and support the traditional methods when performing consistency checks. Since the TOPSIS and VIKOR methods have significant potential in comparing alternatives for an ideal best and ideal worst solution, these techniques are also intensively applied in the complex modeling of risk assessment (Liu 2016; De Magalhães and Lima Junior 2021). Fuzzy techniques are widely applied when machine learning is the focus of the assessment, especially when the decision-making problem is complex (Forgács et al. 2021; Braglia et al. 2003).



The aim of this study was to create a novel AHP-based PRISM method that enables different factor weights for the assessment dimensions and an in-depth analysis of the alternatives based on the ideal best and ideal worst solutions. Most of the time, AHP is combined with the technique for order preference by similarity to ideal solution (TOPSIS). Thus, there are numerous AHP-TOPSIS assessment approaches. Based on the observations by Kim et al. (1997) and Shih et al. (2007), four significant advantages of the TOPSIS method can be discussed. According to the interpretation of Shih et al. (2007), the method has sound logic; the solution of the method reflects both positive and negative ideal alternatives (Yang et al. 2010); the computational steps are simple; the TOPSIS process can be executed using simple spreadsheets; and the performance measures related to each alternative on different assessment dimensions can be visualized easily. According to Rađenović and Veselinović (2017), TOPSIS provides efficiency in ranking compared to other methods. Compared to other methods, TOPSIS can be considered as a powerful MCDM method based on the previously mentioned advantages (Shih et al. 2007). On the other hand, TOPSIS-based developments enable factor weights. Thus, TOPSIS was selected to improve the AHP-PRISM method.



Section 2 presents a brief overview of AHP-TOPSIS approaches. The steps of the proposed AHP-TOPSIS-based PRISM method are described in detail in Section 3. Section 4 presents the proposed method’s application based on the data of a case study in a European nuclear power plant (NPP) presented by Bognár and Benedek (2022a). Finally, the methodological outcomes are discussed in detail in Section 5.




2. Recent AHP-TOPSIS-Based Developments


Many AHP-TOPSIS applications have been published in international scientific articles in the last decade. The combination of AHP and TOPSIS results in a solid approach that builds on the strengths of both methods.



The studies of integrated AHP and TOPSIS generally focus on the following topics:




	
Development of the TOPSIS method by combining it with AHP for solid factor weight determination and decision making.



	
Development of other decision-making or evaluation methods by combining them with AHP-TOPSIS.








Agrawal et al. (2022) presented a combined AHP-TOPSIS methodology to develop standard decision-making trial and evaluation laboratory (DEMATEL) processes for evaluating success factors of e-service quality in the banking industry. Solaiman and Sharmin (2019) proposed the BigBank model for solving a bank branch location problem based on the combination of AHP and TOPSIS. Çalık et al. (2019) developed a three-stage AHP-TOPSIS decision-making model to support foreign investment selection. Barrios et al. (2016) applied an integrated AHP-TOPSIS model to select the most appropriate tomography equipment in a radiology department, and Aziz and Çalık (2022) tested three TOPSIS development approaches (AHP-TOPSIS, PFAHP-TOPSIS, and BWM-TOPSIS) for healthcare supplier selection.



AHP-TOPSIS approaches are highly represented solutions in supplier-selection problem solving. Menon and Ravi (2022) solved a sustainable supplier-selection problem of the supply chain in the electronics industry. Zaman (2020) applied AHP-TOPSIS and AHP-VIKOR to select the ideal supplier in the mill industry in Bangladesh. Supplier-selection problems have also been solved in the textile industry (Sasi and Digalwar 2015) and the manufacturing industry (Bhutia and Phipon 2012; Vimal et al. 2012). In addition, Yang et al. (2010) introduced a practical evaluation index for supplier selection in an NPP based on the AHP-TOPSIS approach.



Berdie et al. (2017) applied a combination of AHP and TOPSIS for integrated software assessment, Rađenović and Veselinović (2017) assessed the efficiency of health management information systems, Hanine et al. (2016) solved an exact, transform, and load (ETL) software-selection problem, and Abushark et al. (2021) presented a solution for software selection from the perspective of security-requirements engineering.



Hsueh and Lin (2017) introduced an integrated AHP-TOPSIS decision process for evaluating collection strategies in reverse logistics in the photovoltaic industry. Bafail and Abdulaal (2022) applied an AHP-TOPSIS and BWM-TOPSIS approach for assessing recycling methods in solid-waste management. Based on an integrated fuzzy AHP-TOPSIS method, Ligus and Peternek (2018) introduced a decision support process for selecting the most promising low-emission energy technologies in Poland. In addition, Sirisawat and Kiatcharoenpol (2018) developed a fuzzy AHP-TOPSIS approach for prioritizing solutions for reverse logistics barriers in Thailand.



AHP-TOPSIS-based approaches are widely applied in the nuclear industry for complex assessments. For example, Yoon et al. (2015) combined AHP and TOPSIS to evaluate nuclear fuel cycles based on five main assessment factors. Situmorang et al. (2018) developed a multi-criteria decision analysis method based on AHP-TOPSIS for the complex evaluation of safety culture. Anand Babu and Venkataramaiah (2015) applied an AHP-TOPSIS approach for optimizing the process parameters of electrical wire discharge machining based on a CNC machine assessment case study. Chakladar and Chakraborty (2008) combined AHP and TOPSIS to rank non-traditional machining processes in the metal industry. Salehi et al. (2018) applied an AHP-TOPSIS approach for solving foreign vehicle technology purchasing, while Bakioglu and Atahan (2021) developed an effective process for risk assessment of self-driving vehicles based on the integration of AHP with TOPSIS and VIKOR.



The AHP-TOPSIS approach was applied for selecting between leading industrial sectors (Rahmayanti et al. 2021), for selecting products in terms of inventory management (Kokoç and Ersöz 2019), for selecting excellence award winners (Supraja and Kousalya 2016), and for assessing and selecting among human resource manager candidates (Kusumawardani and Agintiara 2015).



The results of the literature review are summarized in Table 1. The article references are presented in descending order by year of publication.




3. Methods


This section describes the process of the proposed AHP-TOPSIS-based PRISM risk assessment approach and the statistical methods applied for analyzing the case study results. First, the primary steps of the proposed assessment process are presented in Figure 1. Then, a detailed introduction and the critical characteristics of the process steps are presented, focusing on the quantitative characteristics and a formal description of the initial methods and the proposed assessment process.



3.1. Assessment Preparation


Based on the aim of risk assessment, some critical features of the process can be determined, including the applied methodology, the number of participants, and the number of alternatives. In the case of preliminary or first-time assessment, the problem is briefly structured in general, and further assessments are used for more intensive characterization based on the experiences of the preliminary assessment. Thus, a discussion-based focus group assessment was applied for the preliminary evaluation. The number of participants was kept within an optimal range from 3 to 14, since the proposed methodology is based on a focus group (Bloor et al. 2001; Gill et al. 2008). The number of alternatives is generally low in a preliminary assessment.




3.2. Pairwise Comparison of Incidents


The incident (alternative) comparison is based on the PRISM and AHP techniques. The initial PRISM method was used to assess the incidents related to three dimensions, just like the traditional FMEA method (Bognár and Benedek 2022b). The dimensions were as follows:




	
The severity of consequences (severity) if an incident occurs (S).



	
The probability of occurrence (occurrence) of the incident (O).



	
The undetectability of incident occurrence (detection) (D).








Incidents related to the PRISM dimensions are estimated first, applying the initial PRISM method. Thus, we denote   m ≔  (  o , s , d  )    as an incident with the previously described risk characteristics. The O, S, and D values can be estimated based on a deterministic scale of 1–10. The higher the value of the dimension, the higher the risk. Based on the 3 characteristics, PRISM combines the PRISM pattern of an incident. We denote   P  ( m )  = P  (  o , s , d  )  ≔  (  o ⊗ s ,    o ⊗ d  ,    d ⊗ s   )    as the PRISM pattern of an incident, where ⊗ is a mathematical operation (in general, addition, multiplication, or sum of squares) (Bognár and Hegedűs 2022). Thus, the PRISM pattern has 3 elements:   o ⊗ s ,    o ⊗ d   , and   d ⊗ s  . A visualization of the PRISM pattern is presented in Figure A1. In the initial PRISM method, the PRISM number of an incident can be calculated by selecting the maximal value of the 3 PRISM pattern elements.



In the proposed method, incidents are ranked based on a combined AHP-TOPSIS approach. Then, in step 2, pairwise comparison of the incidents is performed 3 times by the O, S, and D dimensions. The AHP-based pairwise comparison process, based on the work of Saaty (1980, 2008) and Menon and Ravi (2022), is briefly introduced in the following paragraphs.



Applying the judgment scores listed in Table A1, a pairwise comparison of any 2 elements can be executed. The higher the preference for an incident related to another, the higher the incident’s score; preferred incidents get an    a  i j     judgment score and non-preferred incidents get    a  j i   = 1 /  a  i j    . The judgement matrix is represented by Table 2.



After the judgment matrix is constructed, it is normalized by applying Equation (1):


   k  i j   =    a  i j       ∑   j = 1  n   a  i j      



(1)







After normalization, the local weights are calculated using Equation (2), where i = 1, 2, …, n and j = 1, 2, …, n:


   w i  =   ∑   j = 1      k  i j    n   



(2)







To evaluate consistency, the consistency vector is calculated first. We denote   C V =    [  c  v i   ]    1 … n     the consistency vector, which describes the consistency values for different incidents. After the consistency vector is calculated, the maximum eigenvalue    λ  m a x     can be calculated by Equation (3):


   λ  m a x   =     ∑   i = 1  n  c  v i   n   



(3)







Then, the consistency index (CI) and consistency ratio (CR) are calculated by Equations (4) and (5) in the case of n incidents:


  C I =    λ  m a x   − n   n − 1    



(4)






  C R =   C I   R I    



(5)







If CI equals 0, the pairwise comparison is evaluated consistently. RI represents the corresponding average random value of CI. The RI values are presented in Table A2. The evaluation is consistent if the CR value is not higher than 0.1. Otherwise, the problem definition should be repeated, and the preferences should be reset to improve the consistency ratio.




3.3. Pairwise Comparison of PRISM Pattern Elements


The aim is to identify the weights of severity vs. occurrence, occurrence vs. detection, and detection vs. severity aspects in the PRISM method. This step is similar to step 2, but now the   o ⊗ s ,    o ⊗ d  ,   and   d ⊗ s   PRISM pattern elements should be compared. As a result of this step, the z weights of the PRISM pattern elements are calculated. These weights will be applied in the TOPSIS-based evaluation of alternatives in step 5.




3.4. Computing the PRISM Pattern Values of Incidents


The wi values based on Equation (2) are transformed into a 1 − x scale   ( x ∈  R +   and    x > 1 )   by applying linear transformation. This step results in o related to the occurrence dimension, s related to the severity dimension, and d related to the detection dimension. These are the PRISM weights of an incident. Based on the PRISM weights, each incident’s PRISM pattern element values can be calculated by Equations (6)–(8):


   P A   ( m )  =  {  o + s ,   o + d ,   d + s  }   



(6)






   P M   ( m )  =  {  o · s ,   o · d ,   d · s  }   



(7)






   P S   ( m )  =  {   o 2  +  s 2  ,  o 2  +  d 2  ,  d 2  +  s 2   }   



(8)







Based on Bognár and Hegedűs (2022), the calculations of PRISM pattern elements can result in different incident rankings, so the calculations are applied to test the robustness of the results in step 6.




3.5. Multiple TOPSIS Evaluation


The TOPSIS evaluation is executed in step 5. Since PRISM patterns can be calculated differently based on Equations (6)–(8), the TOPSIS evaluation is performed three times simultaneously. The steps of the TOPSIS method are introduced based on Hwang and Yoon (1981) and Menon and Ravi (2022). First, the decision matrix is constructed for the evaluation, as shown in Table 3, where mi represents the incidents, with   i =  {  1 ,   2 ,   … ,    m   }   ; Xj marks the criteria for the TOPSIS evaluation, with   j =  {  1 ,   2 ,   … ,    n   }   ; zj represents the weights of Xj criteria (see step 3), with   j =  {  1 ,   2   , … ,    n   }   ; and xi,j indicates the numerical outcome of the mi alternative with respect to the Xj criterion, with   i =  {  1 ,   2 ,   … ,    m   }    and   j =  {  1 ,   2 ,   … ,    n   }   .



The evaluation starts by constructing the normalized decision matrix based on Equation (9):


   r  i j   =    x  i j        ∑   x  i j  2       



(9)







Then, the weighted normalized matrix is computed using Equation (10):


   v  i j   =  z j  ·  r  i j    



(10)







The ideal solution    A *    and negative-ideal solution    A −    (i.e., best and worst solutions) are calculated based on Equations (11) and (12), where   J =  (  j = 1 ,   2 ,   … ,   n  )  / j   is associated with beneficial criteria, while    J ′  =  (  j = 1 ,   2 , … ,   n  )  / j   is associated with non-beneficial criteria. The maximum value of beneficial criteria and the minimum value of non-beneficial criteria are taken for    A *   , whereas the minimum value of beneficial criteria and maximum value of non-beneficial criteria are taken for    A −   .


   A *  =  {   (    ∑  i  m a x    v  i j   | j ∈ J  )  ,    (    ∑  i  m i n    v  i j   | j ∈  J ′   )  | = 1 , 2 ,   … m  }  =  {   v 1 +  ,  v 2 +  ,  v n +   }   



(11)






   A −  =  {   (    ∑  i  m i n    v  i j   | j ∈ J  )  ,    (    ∑  i  m a x    v  i j   | j ∈  J ′   )  | = 1 , 2 ,   … m  }  =  {   v 1 −  ,  v 2 −  ,  v n −   }   



(12)







The Euclidean distance of each alternative from the ideal solution can be calculated by Equation (13) (Menon and Ravi 2022), while the distance from the negative-ideal solution can be calculated using Equation (14):


   S i *  =     ∑   j = 1  n     (   v  i j   −  v j +   )   2     



(13)






   S i −  =     ∑   j = 1  n     (   v  i j   −  v j −   )   2     



(14)







The relative closeness to the ideal solution is calculated using Equation (15):


   C i *  =    S i −     S i *  +  S i −     



(15)







As a final step of the TOPSIS method, the alternatives are ranked in descending order according to    C i *   .



When the criteria of the TOPSIS method are based on the PRISM dimensions, j has only three values according to the following:   j =  {  o ⊗ s ,    o ⊗ d  ,    d ⊗ s   }   . All three criteria are non-beneficial ones. According to    P A   ( m )   ,    P M   ( m )   , and    P S   ( m )   , the PRISM pattern elements are calculated in three different ways. Thus, the TOPSIS evaluation is launched three times. As a result of step 5, three rankings of the incidents are provided.




3.6. Comparison of Rankings


The robustness of the risk assessment process can be identified based on a comparison of the rankings.



When measuring the association between rankings based on the data provided by    P A   ( m )   ,    P M   ( m )   , and    P S   ( m )   , Kendall’s W coefficient is calculated (Kendall 1970). As reported by Berényi et al. (2020), Kendall’s W coefficient is widely applied when the association between more than two rankings should be tested. The association between the rankings related to the data provided by    P A   ( m )    vs.    P M   ( m )   ,    P A   ( m )   , vs.    P S   ( m )   , and    P M   ( m )    vs.    P s   ( m )    is measured with Kendall’s tau b rank correlation coefficient.



Kendall’s tau b value is −1 when the rankings have a totally negative association, 1 when the rankings are the same, and 0 when the rankings are independent. Kendall’s W value is 0 when the rankings have a totally negative association and 1 when the rankings are the same.





4. Application of the Proposed Method


The proposed approach was applied to solve a problem faced by the risk assessment committee of a European NPP in the summer of 2022. The scope of the risk assessment was to conduct a preliminary evaluation of the incoming business logistics processes of the NPP. The assessment was planned on a strategic level to identify the riskiest incident clusters that could affect the business processes of the incoming logistics.



According to step 1, 10 experts formed the risk assessment committee. A minimum of 5 years of NPP experience was required to join the committee; however, the average amount of experience was almost 13 years, and the median was 12.5 years. The assessment process was based on discussions among committee members. The main characteristics of the strategic incident group (SIG) formation were qualitative; the riskiest operative failures of the last 2 years were categorized into SIGs. The main goal of the SIG formation was to create groups with minimal overlap. Ten strategic incident groups were formed as the risk assessment subject; short descriptions of these groups can be found in Table A3, based on Bognár and Benedek (2022a). Each SIG had a primary ID, a verbal formulation, and a short description.



According to step 2, judgment matrices were constructed related to the incident clusters by severity, occurrence, and detection, and these are presented in Table A3, Table A4, Table A5, Table A6, Table A7 and Table A8. The judgment matrix related to the p(m) PRISM pattern elements based on step 3 is presented in Table A7. The consistency test results related to methodological steps 2 and 3 can be seen in Table A8. Since all CR values are lower than 0.1, the committee’s judgment matrices are consistent, and no preference resetting by the experts was needed. Thus, the weights of the SIGs related to the PRISM pattern elements and the weights of the PRISM pattern elements themselves could be calculated according to step 4. The weights of the PRISM pattern elements can be seen in Table 4. The local weights of the SIGs related to each calculation mode of the PRISM pattern elements calculated by Equations (6)–(8) are presented in Table 5.



Related to step 5 and based on Table 4 and Table 5, the decision matrix for TOPSIS analysis can be formed. Table 6 presents the normalized and weighted matrices for the multiple TOPSIS analysis, highlighting the ideal    A *    and negative-ideal    A −    solutions. The normalization was performed by Equation (9), while the matrix weighting was performed by Equation (10). Finally, the ideal and negative-ideal solutions were calculated by Equations (11) and (12).



Table 7 shows the Euclidean distance of each SIG from the ideal and negative-ideal solutions and the relative closeness to the ideal solution. Based on Table 7, the final ranking of SIGs was performed, as shown in Table 8. Step 5 ends by creating the SIG rankings.



Since the values of the PRISM pattern elements can be calculated differently by Equations (6)–(8), step 5 ends up with three rankings. Then, based on step 6, the rankings can be analyzed.



Table 9 shows the results of the rank-concordance analysis (Kendall’s W) and rank-correlation analysis of the three paired rankings. All measures are close to 1, and the significance level is close to 0 in all cases. Therefore, there is hardly any difference between the rankings. Thus, deeper analysis and risk mitigation actions can be planned based on the results of the risk assessment process. The first and second most risky SIGs are E4 and E1, so the focus should be on risk mitigation actions related to them.




5. Discussion


The PRISM method was designed to identify and emphasize the hidden risks in processes of the compliance and safety-intensive sectors. The AHP-PRISM method was developed to assess complex systems by combining the initial PRISM method with a pairwise-comparison-based MCDM technique. The role of BWM and the benefit of integrating it instead of AHP were discussed by Bognár and Benedek (2022b), and the findings are relevant to the AHP-TOPSIS-based PRISM method. Thus, in the case of an increased number of incident groups, an integrated BWM-TOPSIS-based PRISM method is a better option. For a more detailed introduction to the BWM method, see Rezaei (2015).



PRISM- and AHP-PRISM-based assessments can be performed by applying the exact weights of the evaluation dimensions without unnecessary distortion in the results. However, the role of AHP in the AHP-PRISM process is limited to assessing the alternatives, since the criteria weights should be kept equal. This is an essential limitation of both PRISM and AHP-PRISM, although the visual expressiveness of the methods is strong. Based on the advantages summarized by Shih et al. (2007) and Yang et al. (2010), the TOPSIS method was proposed for integration with AHP-PRISM to solve the problem of the same dimension weights. Applying TOPSIS, the visualization of AHP-PRISM is significantly reduced since the ranking is based on the TOPSIS approach instead of the PRISM function, which is discussed in detail by Bognár and Hegedűs (2022).



Managerial implications for application selection related to the PRISM, AHP-PRISM, and AHP-TOPSIS-PRISM methods can be addressed. The most important criteria related to applying the methods are presented in Table 10.



The following managerial implications can be formulated in practical problem-solving cases: (1) Where the weights of the assessment dimensions are equal and the assessment is based on deterministic scales, the initial PRISM method can be used, which will provide advanced visual control. (2) Where the weights of the assessment dimensions are equal and the assessment is based on pairwise comparison, the AHP-PRISM method can be used, which will provide advanced visual control. (3) When the weights of the assessment dimensions are different and the assessment is based on pairwise comparison, the AHP-TOPSIS-PRISM method can be used, which will provide moderate visual control options. As pairwise comparison techniques such as AHP are integrated, the number of alternatives should be significantly limited. Thus, integrating AHP can support practical decision-making problems at a strategic level.



The study has limitations, which can be summarized as follows. A significant limitation is that results are based on a group assessment, without detailed individual expert assessments. Thus, the agreement level of experts cannot be tested. The robustness test of the SIG rankings was performed based on only three basic PRISM functions. Adding more functions would increase the reliability of the results. Apart from the rankings formed by the PRISM method, no comparative analysis was performed with rankings by traditional methods.



Future development of the methodology has four main directions. One direction is to combine the AHP-PRISM method with MCDM methods other than TOPSIS. According to Opricovic and Tzeng (2004), the TOPSIS method determines the ideal best and worst solutions as reference points to compare the alternatives. However, unlike VIKOR, TOPSIS does not consider the relative importance of the distance from these reference points. As previously discussed, if the number of alternatives is relatively high, the AHP-TOPSIS-PRISM method can be alternated with BWM. The second direction is to develop other PRISM approaches and apply them in parallel to solve the same problem, providing validation options in practical cases where validation aspects are significant. The third direction is considering the uncertainty that can affect the assessment results. Thus, fuzzification of PRISM approaches in the future will be essential in developing expert-based assessment. Finally, a possible future development direction is to extend data collection to the individual expert level. Thus, the agreement level of experts can also be tested, which can provide more reliability for the risk management process.




6. Conclusions


The aim of this study was to describe a novel AHP-TOPSIS-based risk assessment methodology. Based on the three risk assessment dimensions of the FMEA, the initial PRISM method can help identify and visualize underestimated partial risks. The evaluation process is based on deterministic evaluation scales; hence, the data sensitivity of the method is critical. Combining the analytic hierarchy process (AHP) with the PRISM method corrects some of the disadvantages of the initial method. However, AHP-PRISM cannot solve the problem of the same factor weight of evaluation dimensions. In this study, we aimed to develop a method that allows different factor weighting of evaluation dimensions and in-depth analysis of alternatives based on ideal best and ideal worst solutions. Since TOPSIS provides efficiency in ranking compared to other methods, it was suitable for the further development of the AHP-PRISM method. Section 2 gave a brief overview of recent AHP-TOPSIS approaches widely used in the nuclear industry for complex assessments. Section 3 provided a detailed introduction and the critical characteristics of each process step of the proposed method, focusing on the quantitative characteristics and formal description of the initial methods and the proposed assessment process. Section 4 presented the method’s application by assessing the risks of SIGs in an NPP’s logistics business processes. Deeper analysis and risk mitigation actions could be planned based on the results of the risk assessment process. In practice, selecting a problem-solving method depends on assessing the dimensions and scales. Integrated AHP methods can better support the solving of practical decision-making problems when the number of alternatives is limited, such as at the strategic level.
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Figure A1. Visualization of pattern in partial risk map (PRISM) (Bognár and Hegedűs 2022). 






Figure A1. Visualization of pattern in partial risk map (PRISM) (Bognár and Hegedűs 2022).



[image: Risks 10 00213 g0a1]







[image: Table] 





Table A1. Traditional judgment scores in AHP (Menon and Ravi 2022).






Table A1. Traditional judgment scores in AHP (Menon and Ravi 2022).





	Judgment
	Score





	Equal importance
	1



	Moderate importance
	3



	Strong importance
	5



	Demonstrated importance
	7



	Extreme importance
	9



	Intermediate values
	2, 4, 6, 8
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Table A2. Random indexes related to different numbers of alternatives (n) (Ok et al. 2022).
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	n
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10



	RI
	0
	0
	0.58
	0.9
	1.12
	1.24
	1.32
	1.41
	1.45
	1.49
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Table A3. List of incident clusters (Bognár and Benedek 2022a).
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	ID
	Strategic Incident Group Name
	Description





	E1
	Late fulfillment
	Supplier partner does not meet agreed deadline but fulfills agreed obligations. Late fulfillment can cause (further) slippage of processes built on it.



	E2
	Non-fulfillment
	Supplier partner cannot meet commitments intentionally or for reasons beyond control. This risk will result in repeated work of procurement units and hinder the feasibility of plans.



	E3
	Incorrect fulfillment
	Supplier partner does not fulfill agreed quantity/quality obligations. Incorrect fulfillment hinders feasibility of plans.



	E4
	Environmental risks
	External risks on which neither supplier partner nor nuclear power plant has a direct influence.



	E5
	Cooperation gaps
	Risks are inherent in cooperation between stakeholders of logistics system and can result from both intentional and unintentional acts.



	E6
	Issues of responsible designation
	Risk arises from the designation of people responsible for specific stages of the procurement process, which may be from their knowledge/skills/skill deficiencies or impropriety of the organization’s authorization system. It does not allow completion of assigned tasks.



	E7
	Stability issues in supply chain
	Risk arises from operational problems of the supplier partner, such as a legal risk that can be considered independent of the organization (e.g., embargo) or risk arising from the economic stability of the organization.



	E8
	Knowledge base issues
	Risk is related to the knowledge base required to operate the procurement system and can arise from the intellectual competencies of contributors or the state of serving information systems.



	E9
	Server system non-availability
	Risk arises from the functionality of the logistics system, or can originate from hardware or software.



	E10
	Performance control issues
	During logistics processes, there is a failure to check the actual implementation of material, information, and money flow according to plan, resulting in documentation gaps and certifiability risks.
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Table A4. Judgment matrix related to severity (S) dimension (Bognár and Benedek 2022a).
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	E1
	E2
	E3
	E4
	E5
	E6
	E7
	E8
	E9
	E10





	E1
	1
	1/7
	3
	1/7
	1
	3
	3
	1
	1
	1/5



	E2
	7
	1
	5
	1/3
	1
	5
	3
	5
	7
	1



	E3
	1/3
	1/5
	1
	1/7
	1/5
	1
	3
	1/3
	1
	1/5



	E4
	7
	3
	7
	1
	5
	5
	7
	5
	7
	1



	E5
	1
	1
	5
	1/5
	1
	3
	7
	3
	5
	1/3



	E6
	1/3
	1/5
	1
	1/5
	1/3
	1
	3
	1/3
	1/3
	1/3



	E7
	1/3
	1/3
	1/3
	1/7
	1/7
	1/3
	1
	1/3
	1/3
	1/7



	E8
	1
	1/5
	3
	1/5
	1/3
	3
	3
	1
	3
	1/3



	E9
	1
	1/7
	1
	1/7
	1/5
	3
	3
	1/3
	1
	1/5



	E10
	5
	1
	5
	1
	3
	3
	7
	3
	5
	1
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Table A5. Judgment matrix related to occurrence (O) dimension (Bognár and Benedek 2022a).
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	E1
	E2
	E3
	E4
	E5
	E6
	E7
	E8
	E9
	E10





	E1
	1
	9
	5
	1
	7
	5
	7
	5
	7
	7



	E2
	1/9
	1
	1
	1/9
	1
	1
	3
	1/3
	1
	1



	E3
	1/5
	1
	1
	1/5
	3
	3
	3
	5
	5
	3



	E4
	1
	9
	5
	1
	5
	5
	7
	5
	5
	7



	E5
	1/7
	1
	1/3
	1/5
	1
	1
	3
	1/3
	5
	3



	E6
	1/5
	1
	1/3
	1/5
	1
	1
	1
	1/3
	3
	1



	E7
	1/7
	1/3
	1/3
	1/7
	1/3
	1
	1
	1
	1
	1/3



	E8
	1/5
	3
	1/5
	1/5
	3
	3
	1
	1
	3
	3



	E9
	1/7
	1
	1/5
	1/5
	1/5
	1/3
	1
	1/3
	1
	1/3



	E10
	1/7
	1
	1/3
	1/7
	1/3
	1
	3
	1/3
	3
	1
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Table A6. Judgment matrix related to detection (D) dimension (Bognár and Benedek 2022a).
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	E1
	E2
	E3
	E4
	E5
	E6
	E7
	E8
	E9
	E10





	E1
	1
	1
	1/7
	1
	3
	3
	1/3
	1/7
	1/5
	1/3



	E2
	1
	1
	1/7
	1
	3
	5
	1/5
	1/9
	1/3
	1/3



	E3
	7
	7
	1
	5
	9
	5
	5
	1
	3
	7



	E4
	1
	1
	1/5
	1
	3
	3
	1/5
	1/7
	1/7
	1/3



	E5
	1/3
	1/3
	1/9
	1/3
	1
	3
	1/3
	1/7
	1/3
	1



	E6
	1/3
	1/5
	1/5
	1/3
	1/3
	1
	1/5
	1/9
	1/3
	1/3



	E7
	3
	5
	1/5
	5
	3
	5
	1
	1/7
	1
	3



	E8
	7
	9
	1
	7
	7
	9
	7
	1
	3
	7



	E9
	5
	3
	1/3
	7
	3
	3
	1
	1/3
	1
	3



	E10
	3
	3
	1/7
	3
	1
	3
	1/3
	1/7
	1/3
	1
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Table A7. Judgment matrix related to PRISM pattern elements.
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	     o ⊗ s     
	     o ⊗ d     
	     d ⊗ s     





	   o ⊗ s   
	1
	5
	3



	   o ⊗ d   
	1/5
	1
	1/3



	   d ⊗ s   
	1/3
	3
	1
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Table A8. Results of consistency tests.






Table A8. Results of consistency tests.












	
	O
	S
	D
	p(m)





	n
	10
	10
	10
	3



	λmax
	11.24
	11.08
	11.26
	3.04



	CI
	0.14
	0.12
	0.14
	0.02



	RI
	1.49
	1.49
	1.49
	0.58



	CR
	0.09
	0.08
	0.09
	0.03
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Figure 1. Primary steps of proposed pairwise-comparison-based TOPSIS-PRISM method. 
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Table 1. References of AHP-TOPSIS approach applications.






Table 1. References of AHP-TOPSIS approach applications.





	Reference
	Year
	Problem
	Field





	Agrawal et al. (2022)
	2022
	e-service quality evaluation
	banking industry



	Aziz and Çalık (2022)
	2022
	supplier selection
	healthcare



	Bafail and Abdulaal (2022)
	2022
	recycling method selection
	waste management



	Menon and Ravi (2022)
	2022
	sustainable supplier selection
	electronics industry



	Abushark et al. (2021)
	2021
	security-requirements engineering
	security engineering



	Bakioglu and Atahan (2021)
	2021
	risk assessment
	self-driving vehicles



	Rahmayanti et al. (2021)
	2021
	industry selection
	processing industry



	Zaman (2020)
	2020
	supplier selection
	mill industry



	Çalık et al. (2019)
	2019
	economic sector selection
	investment



	Kokoç and Ersöz (2019)
	2019
	product selection
	inventory management



	Solaiman and Sharmin (2019)
	2019
	branch location problem
	banking industry



	Ligus and Peternek (2018)
	2018
	energy technology selection
	energy industry



	Salehi et al. (2018)
	2018
	vehicle technology purchasing
	vehicle manufacturing



	Sirisawat and Kiatcharoenpol (2018)
	2018
	logistics solutions ranking
	electronics industry



	Situmorang et al. (2018)
	2018
	safety culture analysis
	nuclear industry



	Berdie et al. (2017)
	2017
	technology selection
	integrated software systems



	Hsueh and Lin (2017)
	2017
	collection strategy evaluation
	photovoltaic industry



	Rađenović and Veselinović (2017)
	2017
	information system selection
	electronic healthcare



	Barrios et al. (2016)
	2016
	tomography equipment selection
	healthcare



	Hanine et al. (2016)
	2016
	ETL software selection
	business intelligence



	Supraja and Kousalya (2016)
	2016
	student selection
	education



	Anand Babu and Venkataramaiah (2015)
	2015
	process parameter optimization
	production



	Kusumawardani and Agintiara (2015)
	2015
	HRM selection
	telecommunication



	Sasi and Digalwar (2015)
	2015
	supplier selection
	textile industry



	Yoon et al. (2015)
	2015
	nuclear fuel cycle analysis
	nuclear industry



	Bhutia and Phipon (2012)
	2012
	supplier selection
	manufacturing industry



	Vimal et al. (2012)
	2012
	supplier selection
	manufacturing industry



	Yang et al. (2010)
	2010
	supplier selection
	nuclear industry



	Chakladar and Chakraborty (2008)
	2008
	machining process selection
	production
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Table 2. Judgment matrix in the case of n alternatives.
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	O/S/D
	m1
	m2
	mn





	m1
	a11
	a12
	a1n



	m2
	a21
	a22
	a2n



	mn
	an1
	an2
	ann
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Table 3. TOPSIS decision matrix.
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	X1
	X2
	Xj
	Xn





	
	z1
	z2
	zj
	zn



	m1
	x11
	x12
	x1j
	x1,n



	m2
	x21
	x22
	x2j
	x2,n



	mi
	xi1
	xi2
	xij
	xi,n



	mm
	xm1
	xm2
	xmj
	xm,n
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Table 4. Weights of PRISM pattern elements.
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	     o ⊗ s     
	     o ⊗ d     
	     d ⊗ s     





	zj
	0.33
	0.106
	0.26
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Table 5. Local weights of SIGs.






Table 5. Local weights of SIGs.





	
p(m)

	
E1

	
E2

	
E3

	
E4

	
E5

	
E6

	
E7

	
E8

	
E9

	
E10






	
    P A   ( m )    

	
   o + s   

	
5.5

	
4.0

	
3.2

	
7.8

	
3.6

	
2.4

	
2.0

	
3.2

	
2.3

	
4.2




	
   o + d   

	
5.2

	
2.5

	
5.7

	
5.0

	
2.5

	
2.2

	
3.0

	
5.6

	
3.1

	
2.6




	
   d + s   

	
2.7

	
4.1

	
4.8

	
5.2

	
3.2

	
2.2

	
2.9

	
5.5

	
3.3

	
4.4




	
    P M   ( m )    

	
   o · s   

	
5.8

	
3.4

	
2.3

	
15.3

	
3.0

	
1.4

	
1.0

	
2.5

	
1.3

	
3.6




	
   o · d   

	
4.9

	
1.5

	
7.4

	
4.7

	
1.6

	
1.2

	
2.0

	
6.5

	
2.1

	
1.7




	
   d · s   

	
1.8

	
3.6

	
4.2

	
4.9

	
2.4

	
1.2

	
1.9

	
6.1

	
2.6

	
4.3




	
    P S   ( m )    

	
    o 2  +  s 2    

	
18.1

	
9.5

	
5.4

	
30.6

	
6.6

	
2.9

	
2.1

	
5.0

	
2.6

	
10.4




	
    o 2  +  d 2    

	
17.5

	
3.1

	
17.5

	
16.1

	
3.3

	
2.5

	
4.9

	
18.7

	
5.3

	
3.5




	
    d 2  +  s 2    

	
3.6

	
9.6

	
14.7

	
17.5

	
5.8

	
2.4

	
4.8

	
18.3

	
5.9

	
11.0
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Table 6. Normalized and weighted decision matrix.






Table 6. Normalized and weighted decision matrix.





	

	
     P A   ( m )     

	
     P M   ( m )     

	
     P S   ( m )     




	
p(m)

	
    o + s    

	
    o + d    

	
    d + s    

	
    o · s    

	
    o · d    

	
    d · s    

	
      o  2  +   s  2     

	
      o  2  +   d  2     

	
      d  2  +   s  2     






	
zj

	
0.633

	
0.106

	
0.26

	
0.633

	
0.106

	
0.26

	
0.633

	
0.106

	
0.26




	
E1

	
0.26

	
0.04

	
0.05

	
0.21

	
0.04

	
0.04

	
0.29

	
0.05

	
0.03




	
E2

	
0.19

	
0.02

	
0.08

	
0.12

	
0.01

	
0.08

	
0.15

	
0.01

	
0.07




	
E3

	
0.15

	
0.05

	
0.10

	
0.08

	
0.06

	
0.10

	
0.09

	
0.05

	
0.11




	
E4

	
0.38

	
0.04

	
0.11

	
0.54

	
0.04

	
0.11

	
0.49

	
0.05

	
0.13




	
E5

	
0.17

	
0.02

	
0.07

	
0.11

	
0.01

	
0.05

	
0.11

	
0.01

	
0.04




	
E6

	
0.12

	
0.02

	
0.04

	
0.05

	
0.01

	
0.03

	
0.05

	
0.01

	
0.02




	
E7

	
0.10

	
0.03

	
0.06

	
0.04

	
0.02

	
0.04

	
0.03

	
0.01

	
0.04




	
E8

	
0.15

	
0.05

	
0.11

	
0.09

	
0.05

	
0.14

	
0.08

	
0.05

	
0.14




	
E9

	
0.11

	
0.03

	
0.07

	
0.04

	
0.02

	
0.06

	
0.04

	
0.02

	
0.04




	
E10

	
0.20

	
0.02

	
0.09

	
0.13

	
0.01

	
0.10

	
0.17

	
0.01

	
0.08




	
    A *    

	
0.10

	
0.02

	
0.04

	
0.04

	
0.01

	
0.03

	
0.03

	
0.01

	
0.02




	
    A −    

	
0.38

	
0.05

	
0.11

	
0.54

	
0.06

	
0.14

	
0.49

	
0.05

	
0.14
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Table 7. Distances from ideal and negative-ideal solutions and relative closeness to ideal solution.






Table 7. Distances from ideal and negative-ideal solutions and relative closeness to ideal solution.





	

	
     P A   ( m )     

	
     P M   ( m )     

	
     P S   ( m )     




	

	
     S i *     

	
     S i −     

	
     C i *     

	
     S i *     

	
     S i −     

	
     C i *     

	
     S i *     

	
     S i −     

	
     C i *     






	
E1

	
0.166

	
0.129

	
0.436

	
0.172

	
0.351

	
0.671

	
0.259

	
0.228

	
0.469




	
E2

	
0.104

	
0.186

	
0.642

	
0.101

	
0.427

	
0.809

	
0.130

	
0.346

	
0.727




	
E3

	
0.081

	
0.225

	
0.735

	
0.096

	
0.463

	
0.828

	
0.115

	
0.403

	
0.777




	
E4

	
0.286

	
0.008

	
0.028

	
0.513

	
0.037

	
0.066

	
0.470

	
0.010

	
0.021




	
E5

	
0.076

	
0.212

	
0.736

	
0.076

	
0.445

	
0.854

	
0.076

	
0.397

	
0.839




	
E6

	
0.017

	
0.272

	
0.943

	
0.014

	
0.507

	
0.974

	
0.012

	
0.461

	
0.974




	
E7

	
0.017

	
0.284

	
0.944

	
0.019

	
0.516

	
0.965

	
0.019

	
0.467

	
0.960




	
E8

	
0.092

	
0.224

	
0.709

	
0.132

	
0.454

	
0.775

	
0.138

	
0.408

	
0.747




	
E9

	
0.027

	
0.273

	
0.911

	
0.034

	
0.507

	
0.937

	
0.029

	
0.458

	
0.941




	
E10

	
0.114

	
0.178

	
0.610

	
0.115

	
0.419

	
0.784

	
0.147

	
0.330

	
0.691
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Table 8. Final rankings of multiple TOPSIS analysis.
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	p(m)
	E1
	E2
	E3
	E4
	E5
	E6
	E7
	E8
	E9
	E10





	    P A   ( m )    
	2
	4
	6
	1
	7
	9
	10
	5
	8
	3



	    P M   ( m )    
	2
	5
	6
	1
	7
	10
	9
	3
	8
	4



	    P S   ( m )    
	2
	4
	6
	1
	7
	10
	9
	5
	8
	3
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Table 9. Result of rank-concordance and rank-correlation analyses.






Table 9. Result of rank-concordance and rank-correlation analyses.





	P(m)
	Kendall’s W
	     P A   ( m )     vs  .      P M   ( m )     
	     P A   ( m )     vs  .      P S   ( m )     
	     P M   ( m )     vs  .      P S   ( m )     





	value
	0.978
	0.867
	0.956
	9.111



	sig.
	0.002
	0.000
	0.000
	0.000
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Table 10. Criteria for method selection.






Table 10. Criteria for method selection.





	Method
	Weights of Assessment Dimensions
	Measurement Mode
	Visual Support
	Decision Level
	Number of Alternatives





	PRISM
	same
	deterministic scales
	relevant
	operative
	many



	AHP-PRISM
	same
	pairwise comparison
	relevant
	strategic
	reduced



	AHP-TOPSIS-PRISM
	different
	pairwise comparison
	non-relevant
	strategic
	reduced
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