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Abstract: The area of digital technologies is currently the subject of many cyber threats, the frequency
of which is increasing. One of the areas of cyber security is also the creation of models and estimates
of the process of cyber threats and their possible financial impacts. However, some studies show that
cyber-threat assessment to identify potential financial impacts for organizations is a very challenging
process. A relatively large problem here is the detection of scenarios of cyber threats and their
expression in time. This paper focuses on the design of an algorithm that can be applied to the
field of cyber-threat assessment in order to express the financial impacts. The study is based on an
in-depth analysis of the insurance industry. The results obtained in our research show the importance
of the time perspective for determining the potential financial impacts of cyber threats for the field
of insurance.
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1. Introduction

The protection of information systems and their components is of interest to many
managers and executives in organizations. As the sophistication and frequency of cyber-
attacks grows, the insurance sector has also begun to respond to this area. The first
cyber-security products began to appear in the early 21st century (Siegel et al. 2002). At this
time, the first insurance offers began to appear on the insurance market, which was focused
on solving and minimizing the financial impacts of cyber threats (Majuca et al. 2006). In
terms of development, the first insurance products of this type began to appear in the USA,
Germany and the United Kingdom. At present, the offer of this insurance is the widest in
these parts of the world (Bradford 2015; Biener et al. 2015).

The economic impact of cyber-attacks can be very extensive. Information systems are
not only made up of hardware and software, but also the human factor, which is also the
biggest vulnerability in an organization’s information environment. The financial impacts
of the realized cyber-threat can affect the entire structure of the organization and spread
further with the help of the so-called domino effect. For this reason, cyber security is taking
on a different dimension. It is therefore no longer just a technical problem, but also an
economic, legal and security problem. If we focus on the issue of cyber-threat insurance
from the point of view of legislation, then it is mainly the Regulation (EU) 2016/679 of
the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons in connection with the processing of personal data and on the free movement of
such data and on the repeal of Directive 95/46/EC (General Data Protection Regulation),
or the Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July
2016 on measures to ensure a high common level of security networks and information
systems in the Union (Bahsi et al. 2019). The economic impact of cyber threats is influenced
by three basic factors (Martinelli et al. 2017; Hofmann 2007).
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These are mainly:

(1) Time (duration of the cyber-attack);

(2)  Scope (extent of impact on the organization’s information environment);

(3) Degree of interaction (degree of severity of the cyber threat in combination with the
impact on the affected area in the organization).

Assessing the potential financial impact of cyber threats on an organization’s informa-
tion environment is of interest to some research organizations and insurance companies
around the world. Although there are many tools for risk analysis, the question of assess-
ing the financial impact of these risks merits further attention. In the scientific literature,
we can find the work of several authors who deal with this issue (Palsson et al. 2020;
Romanosky 2016). Nevertheless, the area of determining the financial impact of cyber
threats on an organization’s information environment is still a subject of research in the
insurance industry. Insurance companies often use a questionnaire survey to determine
the insurance premium in combination with the risk analysis of a given information
environment (Woods and Simpson 2017). However, this approach does not provide a com-
prehensive analysis of all potential cyber threats and their potential financial implications.
The areas that may be most affected by the impact of cyber threats are usually not taken
into account here, and therefore it is rather a qualified estimate. These areas represent the
parts of the organization and its information environment that can be affected by cyber
threats and in which the organization can incur financial losses. This fact is also caused by
several factors (European Insurance and Occupational Pensions Authority 2019).

Compared with other types of insurance, standard actuarial procedures cannot be
applied to insurance against cyber threats. The main reason is mainly the nature of cyber-
attacks and their possible course. Whereas with other types of insurance (such as natural
threats, etc.) it is possible to model various future situations of property damage, or health
effects of the threat, this model is very difficult for cyber-attacks. This is mainly due to the
rapid development of the types of these threats and the high variability of their possible
course. In most cases, the modeling of future claims for other types of insurance is based
on the analysis of historical data, on the basis of which the possible future development
and impact of adverse events is modeled (Franke 2017). This approach cannot be applied
to cyber threats. The individual types of cyber threats and their course are changing very
rapidly, and therefore it is not possible to predict, based on historical data over the past few
years, what the situation will be next year or how much impact cyber threats can cause.

The second important factor that complicates the estimation of future damage is that
cyber threats take place in a virtual environment that is not defined by any physical laws
on the basis of which their development could be predicted (Woods et al. 2017). In the
case of other types of adverse events that take place in our ordinary reality (for example,
natural threats), it is possible to estimate the possible course of a given phenomenon and its
effects, at least on the basis of certain physical indicators. For cyber threats, the application
of such a procedure is almost impossible. For current insurance institutions, the issue
of determining possible future damage caused by cyber threats is still a major challenge
(Bandyopadhyay et al. 2009). There is a relatively large number of risk-analysis tools.
However, their application still does not bring results that would be widely usable for this
type of insurance (HM Government & Marsh Ltd. 2015; Krautsevich et al. 2011).

This paper is divided into several parts. The chapter entitled Theory Background
describes the essence of cyber threats and their impacts on the organization’s information
environment. The proposed algorithm is defined in the Methods chapter, and its devel-
opment is also described. The results of the questionnaire survey, which were used as a
basis for the proposed algorithm, are also described here. The endangered elements of the
organization and their assessment are characterized here, and represent the areas that can
be most affected by the impact of cyber threats. In the case study, which is divided into two
subsections, the proposed algorithm is applied to a selected organization. There is also a
risk analysis, with an emphasis on expressing the potential financial impacts of the most
serious cyber threats on the organization’s information environment. In the Discussion and
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Conclusion of this paper, an evaluation of the achieved results and a proposal for possible
future development are performed.

2. Theory Background

Based on the nature and variability of cyber threats, determining financial impacts
is very difficult. The insurance coverage does not then fulfill the given purpose, i.e.,
compensation for financial damages, and the agreed insurance does not bring the required
benefit for the organization (Marsh Insights 2015). Compensation for the financial impact
of cyber threats on the organization’s information environment in the form of insurance is
of interest to many types of organizations. Nevertheless, it cannot be said that this type
of insurance is for every organization. The subjects of insurance are most often small and
medium-sized organizations that focus on production, trade or services. This is usually
a relatively well-designed and stabilized information environment that is not very risky
(Marotta et al. 2017; Kaspersky Lab ICS CERT 2018; Young et al. 2016). However, insurance
with a focus on compensation for corporate damage caused by cyber threats is not suitable
for larger organizations and operations such as airports. This type of organizational
structure is very complex, and there are a large number of processes and information-flows
in real time that could be analyzed under current methods and approaches to this problem
(Farnan and Nurse 2016).

In addition to the renewal of hardware and software, data are also the subject of
insurance, which is aimed at compensating for financial damage caused by cyber threats
(Schwartz 2019). In organizations, data are the most valuable asset, and modification or
loss can be a major burden on organizations (Palsson et al. 2020). Hardware or software
equipment is relatively simple to recover, but intangible assets that represent data and
information are very difficult to reconstruct (Meland and Seehusen 2018; Lin et al. 2022). In
this case, we can talk about another challenge in this area. Financial valuation of data and
information that the organization works with within its information environment is very
difficult, due to the application of current asset-valuation methods. In essence, there is no
comprehensive algorithm to value this asset as accurately as possible.

Other areas that can be significantly affected by the impacts of cyber threats include
the organization’s reputation. Every organization builds its reputation or brand for many
years, and it is a long-term process that depends on many factors. This can be a period of
time (i.e., the time for forming a good name or brand). Other factors include the financial
resources we invest in this process or the human factor involved in co-creating a reputation
(Eling and Wirfs 2016). All these elements are an integral part of the process of building an
organization’s reputation, and insurance should focus on cyber threats and their impacts
on this area. The organization’s reputation, along with data and information, is also one
of the most valuable assets (Millaire et al. 2018). It is possible that violation may result
in liquidation for the organization. However, it is important to emphasize here that not
every cyber incident can have a significant impact on the reputation of an organization
(Shetty et al. 2010).

Based on a study of the available literature and case studies, it can be stated that
a comprehensive methodological approach or algorithm for determining the potential
impacts of cyber threats is not known. For comparison, we can also mention the cyber
value-at-risk system, which is used to express the potential financial loss caused by the
impact of cyber threats (Erola et al. 2022). The application of this system can provide an
analysis of possible financial impacts; however, this statement applies on a fairly general
level. If we use this system, we can estimate possible future financial losses that are caused
by the impact of a cyber threat, but we will not receive a specific financial amount. In the
professional literature, we can also find other approaches to express the potential impacts
of cyber threats, which are based on factors such as gross losses and the frequency of
cyber threats (Aldasoro et al. 2020). Even if this approach does not include other indicators
in determining the financial impacts of cyber threats, we can obtain other interesting
information with this method. There is, for example, the relationship between the future
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development of cyber threats and stronger supervision. There are also purely mathematical
approaches to this problem, which are based on Shapley-Lorenz values (Giudici and
Raffinetti 2022). This approach involves the comparison of several variables, such as the
type of victim, the type of attacker, the attack technique, and the continent where the cyber
incident occurred. Applying this approach can provide us with a prediction of the severity
of cyber incidents. However, this approach does not include a financial expression of
potential damages that may be caused by cyber threats. The current approach of insurance
institutions to this problem is mostly based on a combination of several existing risk-
analysis methods. In many cases it can be a FAIR (Factor Analysis of Information Risk)
method (Bohme 2010). This method of risk analysis in the field of digital technologies is
based on a taxonomy of factors that interact and thus have a specific relationship to risk.
The main objective of this method is to determine the probabilities for a specific risk event
and potential losses. The FAIR method is based on IT-security-management standards,
such as a number of ISO/IEC 27000 standards. Although the FAIR methodology provides
a relatively comprehensive approach to assessing cyber-threat risks and their potential
impacts, there are areas that remain uncovered. There is, for example, a time view of the
development of cyber threats. Every cyber threat evolves over time.
The development of these threats over time can be divided into two aspects:

(1) The development of the cyber threat from the perspective of sophistication;
(2) The development of the cyber threat from the point of view of the implementation of
its course.

3. Methods

The algorithm, which is the result of the research work of the authors of this paper,
has been developed from 2015 to the present. In the years 2015 to 2019, it was developed
as part of a doctoral thesis. In this time period, the basic phases of the whole algorithm
were defined, including verification options. Since 2019, the algorithm has been further
developed and expanded, with new knowledge. These scientific findings are based on the
current state of the field of cyber-threat insurance.

3.1. Development of Algorithm

One of the main sources for the design of the algorithm for determining the impact
of cyber threats was a questionnaire survey. The resulting conclusions were formulated
primarily on the basis of consultations in selected organizations located in the Czech
Republic and Germany. These consultations took place in the form of a questionnaire
survey, too. Based on the results of the questionnaire survey, the basic requirements and
objectives for the proposed algorithm were formulated. It was mainly a matter of defining
endangered elements (areas) of the information environment of organizations that may be
most affected by the financial impact of cyber threats.

A part of the questionnaire survey was also to find information on the requirements
of organizations from insurance companies. The research focused on possible financial
compensations by insurance providers against cyber threats to insured organizations.
Selected sectors in which the organization operates are shown in the following chart
(Figure 1). The questionnaire survey was conducted in 20 organizations. Due to their size
and number of employees, these organizations can be classified as small or medium-sized
enterprises. These were exclusively organizations from the private sector, which differ
in their essence of business and information environment. Because the questionnaire is
focused on the field of cyber security, some organizations were not willing to cooperate,
mainly because of the sharing of sensitive data about their information systems.
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Figure 1. Subject of activity of interviewed organizations (own resource).

A questionnaire is a widely used method for addressing selected target groups, in this
case reference groups. A total of 26 questions are constructed in the questionnaire. These
questions are divided into six categories, according to their professional focus.

These are the categories:

(1) Information about the organization that is the subject of the questionnaire survey;
(2) The organization’s information system;

(3) Data security and restorability of the organization’s function;

(4) Types of cyber threats;

(5) Readiness of the organization in the field of cyber security;

(6) The expected extent of coverage against cyber threats.

The questionnaire was developed based on the study of the professional literature.
The areas covered mainly related to the issue of insuring organizations against cyber
threats. Each category is focused on a different part of this issue, with the aim of obtaining
a comprehensive overview of the perception of this type of insurance among small and
medium-sized enterprises in the Czech Republic. The questions are designed to determine
which areas of the information environment may be most affected by the impact of cyber
threats, and whether insurance against these threats is an appropriate solution for organi-
zations. During the implementation of the questionnaire survey, senior employees of the
approached reference-objects were informed that it was a research study and that the names
of the interviewed organizations and individual employees would not be published. The
questionnaire was presented to the senior employees with a verbal supplement. If any of
the employees expressed misunderstanding of any of the questions presented, this question
was explained to him verbally. The average duration of the interview and filling out of the
research questions was 50 min. A percentage expression was used in the evaluation of the
conducted research. The results of the questionnaire survey are divided into six separate
categories, according to the focus of the questions.

For a more precise characterization of the interviewed subjects, their basic attributes
are described here, and include:

Scope of business:

(1) Number of employees;

(2) Annual turnover;
(3) Number of units.
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The names of the interviewed organizations are not listed here, for reasons of anonymity
and reputation.

Other organizations that have also been consulted and which conducted discussions
focusing on cyber threat insurance include insurance companies and universities. However,
this type of organization was not included in the questionnaire survey, and information
was collected on the basis of individual meetings.

The proposed algorithm unifies the various views and areas that are necessary to
express the insurance value in the field of cyber-threat insurance. These are mainly eco-
nomic and IT-security aspects of risk and its potential impacts. In the case of applying the
proposed algorithm, the insurance value is defined as the highest financial loss that can
occur on tangible or intangible property as a result of a cyber incident (Czech Association
of Insurance Companies 2022). This financial indicator in the form of the insurance value
can be used by the insurance company primarily as a basis for determining the optimal
insurance-coverage for the given organization.

The proposed algorithm unifies the various views and areas that are necessary to ex-
press the insurance value in the field of cyber-threat insurance. These are mainly economic
and IT-security aspects of risk and its potential impacts. Based on the needs of the proposed
algorithm, it was necessary to include the interaction between the cyber threats and its
impacts on endangered elements of the information environment. The interaction of these
two factors is relatively important in determining the possible financial impacts of cyber
threats.

The designed mathematical formula has been extended by an element of time, which
to our knowledge is an important factor in determining the possible financial damages
that can be caused by cyber threats. The course of a specific cyber-threat and its duration
significantly determines its impact on the information environment of the organization. The
type of cyber threat is also essential in the process of determining the timeline. Some cyber
threats can only be aimed at, for example, damaging or destroying the physical equipment
of an organization’s information system. For this type of threat, which can be ransomware,
its duration is relatively short. In contrast, a cyber threat such as a hacker attack on an
organization’s production system can be much longer. The so-called domino effect can
occur with this type of threat. The effects of such a cyber threat may affect other parts of
the organization that appear to be unrelated to the information environment. These are, for
example, the name reputation of the organization, relations with suppliers, subscribers and
customers, or fines for non-compliance with obligations to third parties. In Figure 2 we can
see the scheme of the algorithm for dynamic risk-assessment.

3.2. Defining a Framework of Risk Assessment

To express the degree of risk in relation to cyber threats and their effects on the
information system, it is necessary to establish a mathematical formula. This mathematical
formula was designed based on the basic relationship between the level of risk, potential
impacts on endangered elements, and time frame. The following mathematical formula
was proposed, to determine the risk level of selected cyber threats:

R=P*E*V*T 1)

where:

R = degree of risk;

P = probability of threat;

E = value of endangered element (impact);

V = vulnerability of endangered element to cyber threats;
T = time frame of cyber threat (degree).

The probability of a threat is expressed on a scale of one to five. Each of these
five degrees of probability is assigned a decimal range that expresses the degree of risk.
Number one is the least likely threat and number five indicates the most likely threat to the
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organization’s information environment. Cyber threats are evaluated in the next step by
individual probability levels.

Requirement to insure the organization
against cyber threats

o T

Characteristics and evaluation of Identification of selected cyber threats
defined endangered elements (areas) of
the organization

A4

Evaluation of the significance of Assessment of the relevance of
individual endangered elements (areas) selected cyber threats (probability)

\ /

Determining the time frame for selected cyber
threats

L+ |

Modeling the interaction between cyber threats,
defined endangered elements and time frame

[+ |

Identification of the most serious cyber
threat

Determination of possible financial
damages (insurance value)

I

Insurance
company

Reds.qe)

JUIUIUO.IIATII UOT)RULIOJUT S)I Uk nonezuesiQ

Insurance
determination

Figure 2. Scheme of algorithm for dynamic risk assessment (own resource).

The individual levels of probability are assigned a decimal range, as we can see in
the following table (Table 1). The number of degrees of probability was determined on
the basis of the usual distribution for risk analysis, which is defined in the ISO standard
27005. The distribution of the decimal expression for individual degrees of probability was
determined on the basis of the results of research that was carried out for the dissertation of
one of the authors of this paper, and which was presented in a previous part of the research
(Pavlik 2019).

Table 1. Decimal scale of probability of threat (own resource).

Probability of Threat Decimal Expression
1 0-0.25
2 0.26-0.45
3 0.46-0.65
4 0.66-0.85
5 0.86-1
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The value of endangered elements (areas) is also divided into five degrees. Number
one is the least important element for an organization in terms of securing its information
system. The most important element for an organization is marked with number five. Each
of these vulnerable elements represents an area that may be most affected by the impact
of cyber threats and in which the organization may suffer significant financial damages.
These endangered elements represent areas of the information environment that can be
significantly affected by the impact of cyber threats. Disruption or destruction of these
elements can also be a major financial burden for organizations.

The vulnerability of endangered elements to cyber threats reflects the interaction of
these two levels, which have a significant impact on the expression of future financial
implications for the organization. Each endangered element has a different vulnerability
to cyber threats. For some endangered elements, the interaction with the selected cyber
threat does not take place. In these cases, there are no potential financial implications.
The possible interaction is expressed in the risk matrix, in which we can then see all the
relationships of the above-mentioned members of the proposed mathematical formula.
From the vulnerability matrix, it is possible to identify cyber threats that have the greatest
possible financial impact in correlation with the degree of threat of the selected endangered
elements. Within the determination of the most serious possible scenarios, four cyber
threats are always selected, for which the highest level of risk is expressed. These threats
are compared using Saaty’s method. Using the weights assigned to the individual criteria
and the geometric mean, we can determine the most considered cyber threat in terms of
potential financial impacts. The expression of the interaction between cyber threats and
vulnerabilities is given in the “Results” section. This risk chart is the first result of the
application of the proposed algorithm for dynamic risk-assessment, which expresses the
potential financial impacts on the selected organization.

Defining a Pricing of Endangered Elements

The following endangered elements are used to identify potential impacts on an
organization’s information environment. For each endangered element, a method of its
financial expression is proposed.

(1) Hardware

The area of hardware includes not only computer devices and their accessories, but
also other technical components that ensure the functions of the information system. We
can apply this valuation option if the hardware has a lower price than EUR 1622.

Valuation at acquisition costs is the method is applied in the case of assets that
are acquired for consideration (the price includes related costs such as installation and
transportation, patents and licenses or exploration, geological and other works). Costs
related to the purchase price may also include interest on the loan.

Repurchase valuation costs represents the price for which the asset was acquired at
the time of its entry into accounting, i.e., a deposit of tangible assets, tangible assets as a gift
or tangible assets acquired free of charge on the basis of financial leasing (in cases where
the actual costs of creating the asset cannot be ascertained).

Actual costs are tangible assets that have been created by the business itself. These
are direct or indirect costs that were incurred in the course of production or other activities
(Pavlik 2019).

Another way of valuing hardware is based on its current residual value, which arises
when depreciating long-term tangible assets that have a higher price than EUR 1622. As
part of the expression of this type of property, the accelerated depreciation method was
chosen according to the following formula:

In the first year:

On=— (2)
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In the following year:
(2% ZC)
On = 3
where:
On = depreciation;
Pc = purchase price;
ZC = net book value;
K = coefficient in the first year';
k = coefficient valid in the coming years2 ;
n = year of depreciation.
(2) Lost turnover
The following formula is designed to express lost turnover
Uz=Y " CVvpx Y H, )

where:

U, =last year’s turnover;
CVy, = the price of a normal number of products made in one hour;
Hy = the number of hours when the products are not produced.

(3) Fees

Fees related to the realization of a cyber threat can be applied in several cases. If this is
the type of organization in which the main business is the production process, then this
organization may be sanctioned for non-compliance with the production plan. This situa-
tion can occur in the event of a disruption in the function of the organization’s information
system, whose main task is to ensure the operation of production machines. If the required
number of products were not fulfilled within the time schedule, the organization would
also incur large financial losses.

These fines can be issued either by the central management of the organization (in the
event of a malfunction of the information system at the branch of the organization), or the
fine can be issued by the supplier of the material or service. If the material is not sold by the
supplier within a certain time interval, these third-party entities may experience a loss of
profit. A similar situation can also occur on the customer’s side. If the receiving entity does
not receive the relevant product or service from the organization within a certain period of
time, it loses the profit from the sale. This situation also occurs with an organization that
has become the subject of a cyber incident. Another entity that can impose sanctions on a
given organization is the competent supervisory authority. This policy is governed by the
General Data Protection Regulation (GDPR).

No predefined formula can be used to represent this category financially. The amount
of the fine is always an individual matter, and depends on supplier—customer relationships.
In the case of the general GDPR regulation, the amount of fines is set between EUR
10,000,000 and EUR 20,000,000, or 4% of the company’s total turnover (Pavlik 2019).

(4) Software

For the purposes of this research, the amount of cost that would have to be incurred to
reinstall the software in the event of a breach will be used. Since the organization owns
a license to operate the software tools, it is not necessary to repurchase the software at a
new price. There may also be a situation where the software is acquired and tied to the
hardware it was purchased with; however, this possibility is not very likely in the case of
small and medium-sized enterprises (Pavlik 2019).

(5) Data reconstruction and recovery costs

The cost of data reconstruction and recovery can be defined as the costs incurred
for the recovery of data resources, which can be represented by hardware and software
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resources. In the event of a breach of these data resources, stored or backed-up data may be
irretrievably lost or damaged. It is also possible to determine the average cost of lost or
stolen data from available statistical sources. This average cost is reported to be USD 141
per person (Ponemon Institute 2017).

The following formula can be used:

Nr=Cpx Y ., Pp ®)

where:

NRg = data reconstruction costs;
Cp = the cost of lost or stolen data for one person;
Pp = the number of data items that can be lost or stolen.

(6) Damage to reputation

For the financial expression of reputation of the organization, it is necessary to charac-
terize what is meant by this term. In the context of insurance against cyber threats, “damage
to reputation” means future financial damage that will be caused by the realization of a
cyber threat in certain areas of the organization. These areas are suppliers, customers and
sponsors. These are financial resources that the organization may lose within a certain time-
frame, due to an undesirable event. The reputation of the organization (also called goodwill
in the field of economics), can be expressed financially using a mathematical apparatus. In
this case, it is mainly about advertising and the image of the organization. In the area of
advertising and image, the organization is evaluated as a whole, not only based on certain
areas. To express the financial amount that reflects the area of advertising and image, it is
necessary to measure the profitability of investments in this category. Furthermore, it is
necessary to take into account the synergy that the company creates in order to reach the
market.

In every organization, employees and managers invest their time, money and energy
in creating the image of the organization. This process is primarily focused on approaching
new customers, and suppliers, and maintaining existing contacts. For this reason, the
calculations in this category are focused on this point (Pavlik 2019).

Staff qualifications
n X n N
KBZ :(Zl—l L — ZHN‘) %12 (6)
n n
where:
KBZ = qualifications of current employees;
X; = monthly earnings from performances created by all current employees;
N; = the monthly cost of training for all employees.
Advertising and Brand
n : n . n .
RI = (PPK* LioiNk _ ppy, Lii Zkl) _ Liz1 Ni )
n n n
where:
RI = advertising and image;
PPK = average income per client;
Ny = new clients per year;
Zy; = lost clients per year;
Ni; = advertising costs per year;
n = the value of the observed period.
Perspective
n
p_ b= Xi” Xip )
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where:

P = perspective;

X; = total income from the calculated year;
Xjp = total income from the previous year;
n = the value of the observed period.

(7) Costs of reporting data loss or leakage to supervisory authorities

In the case of insurance against cyber threats, the costs of reporting data loss or leakage
to supervisory authorities should also be taken into account. In the case of loss or leakage
of personal data, the time interval for reporting this event to the competent supervisory
authority is 72 h, according to the general GDPR regulation. In this category, we may also
include notifications to, and communications with, other parties affected by the data or
information leak. This issue is also closely related to maintaining the reputation of the
organization (Pavlik 2019).

For the purpose of expressing this parameter, the following formula may be used:

Ny= Y (MZ,* Hy* Ty) )

where:

Ny = the cost of loss or data-leakage notification;

MZ; = the number of customers or other entities that may be affected by loss or data
leakage;

Hyp = the hourly wage of employees who will be in contact with the entities concerned;
Ty = the number of hours spent on contacting the affected entities.

Another part of the proposed algorithm is the determination of the vulnerability of the
endangered element to the cyber threat. This situation occurs in the event that during the
realization of a cyber threat there is an impact on the endangered element (which may not
always be the case). In this mathematical part, the relationship between the cyber threat and
the endangered element is assessed. This relationship is also expressed on a five-point scale,
where number 1 means the least impact of the cyber threat on the endangered element, and
number 5 the highest impact of the cyber threat on the endangered element.

The last part of the process of determining the potential financial impacts of cyber
threats on the organization’s information environment is the time frame. The time di-
mension represents the expression of a cyber-threat scenario from the point of view of its
development. The time frame is divided into five levels. Each of these levels represents
the duration of the cyber threat in relation to its severity. To determine the degree of cyber
threat in terms of time evolution, two dimensions of this problem are compared. The first
dimension represents the time dimension, which is shown on the x-axis.

As we can see, the individual degrees of the time frame, which also determine the
relevance of the cyber threat, are divided into five categories. Each of these degrees is
characterized by a length of time that also affects the relevance of the cyber threat. The
time length that is assigned to the individual degrees can be seen in the following table
(Table 2). Each degree also contains a value that defines its importance in correlation with
the relevance of the cyber threat. The time frame of individual levels was determined on
the basis of an analysis of the principle of selected cyber threats. Expert studies that focus
on this issue were also examined.

Table 2. Degrees of time frame (own resource).

Degree Time Frame Value of Relevance
1 Duration of a cyber threat up to 30 min 1
2 Duration of a cyber threat up to 3 h 2
3 Duration of a cyber threat up to 10 h 3
4 Duration of a cyber threat up to 24 h 4
5 Duration of a cyber threat more than 24 h 5




Risks 2022, 10, 222

12 of 21

In the time dimension, it is hypothesized that the longer a cyber threat lasts, the more
severe its impacts on the organization’s information environment can be. The second
dimension of this problem involves the relevance of the cyber threat, which is indicated
on the y-axis. The severity of a cyber threat evolves over time. Therefore, if the duration
of a cyber threat is shorter, then the effects of the implementation of this threat tend to
be smaller. If the cyber threat lasts for a longer period of time, its potential impacts on
the organization’s information environment can be more serious. The time frame and
individual degrees for the course of the cyber threat can be seen in Figure 3.

The time frame for cyber threat scenarios

Degree 5

Degree 4
Degree 3

Degree 2

RELEVANCE

Degree 1

1 2 3 4 5 6
TIME DIMENSION - DEGREES

Figure 3. The time frame for cyber-threat scenarios (own resource).

It is necessary to mention that the time dimension is not relevant for every endangered
element in the organization’s information environment. If we take into account, for example,
the interruption of the production process or business and thus also the generation of profit,
the time dimension of the cyber threat represents a relatively big problem. In the event of
an organization being unable to produce a profit, due to the realization of a cyber incident,
this fact can have great a impact from a time point-of- view. The longer this state lasts, the
greater the probability of more serous impacts of the cyber threat, thus also endangering
the functioning of the given organization. In the event of a breach of data or information,
or the possibility of fines by supervisory authorities, the time dimension does not represent
a more serious problem. In this case, these are endangered elements that are more static
from the point of view of the duration of the cyber incident, and their variability does not
increase much with the duration of the cyber threat and its impacts.

4. Case Study Description

The verification of the algorithm on the reference object provides a statement about
its applicability, functionality and possible benefits for the areas of insurance and cyber
security. The algorithm was verified on a selected organization, which can be included
in the category of small and medium-sized enterprises, and which operates in the Czech
Republic.

The selected organization operates more than 400 retail stores throughout the Czech
Republic. It was founded in the early nineties of the twentieth century, and has been
operating up until the present. During this time, the company has secured a strong position
in the domestic market, as evidenced by the company’s annual turnover, which last year
amounted to over EUR 280,000,000. The registered capital, which is divided among three
partners, is more than EUR 3,000,000. The company specializes in food products (making
up approximately 70% of the range), but also non-food goods (making up approximately
30% of the range).
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The organization has approximately 2500 employees, who are located at various work-
places throughout the Czech Republic. All employees work with the Manas economic
system, which is used for ordering goods, entering new goods into the catalog, communi-
cating via e-mail with clients and with other company employees, performing cash closing,
and designing and printing price tags and banners for goods.

4.1. Economic Part

Due to the scope of application of the algorithm on this example part of the orga-
nization, only the final results of the whole process are presented in the economic and
IT-security part. This deals with the financial expression of endangered elements of the

organization, in relation to the information system:

Hardware: EUR 313,811;

Lost turnover: EUR 843,339;

Fines: EUR 205,212;

Software: EUR 5808;

Data reconstruction and renewal costs: EUR 264,560;
Damage to good name: EUR 1,502,000;

Costs of reporting loss or data leakage: EUR 579,191;

The endangered elements of the organization are valued at a total amount of EUR

3,713,921.

4.2. IT Security Part

The first step is to identify the endangered elements in the organization, which are

presented in Table 3.

Table 3. Values of endangered elements (own resource).

Endangered Elements Identified Element Value %{f;:l::lgered
Hardware Servers 4
Computer systems 4
Printers 2
Production devices 3
Lost turnover Lost turnover 5
Fees Fees by supervisory authorities 3
Fees from suppliers 4
Software Database systems 4
Special software (technological processes, production 4
processes)
Operating systems 4
Data reconstruction and recovery costs Data reconstruction costs 5
Data recovery costs 5
Damage to reputation Damage to relationships with current customers 5
Damage to relationships with potential future customers 5
Damage to relationships with current suppliers and 5
subscribers
Damage to relationships with potential future suppliers 5
and subscribers
O ervioory authortties Flelp-desk costs 2
Special investigative activity of a cyber incident 4
Corrective measures 4
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The second step is to identify cyber threats and the probability of their occurrence for
the organization. The probability scale is again used for this step (see table above). A list of
selected cyber threats is given in Table 4.

Table 4. Probability of cyber threats (own resource).

Cyber Threat Probability of Threat Example of Vulnerability
Insufficient antivirus protection of the information system,
Ransomware 4 . .
insufficiently educated employee
Intentional crime committed by a hacker 4 Insufficient antivirus protection of the information system,
insufficiently educated employee
Unauthorized access 4 Insufficient security of the information system (irregular updating of

passwords, easy access to the information system)

Insufficient antivirus protection of the information system, poor
Malware 3 quality security software, insufficient e-mail security, insufficiently
educated employee

Failure to comply with security policies regarding the handling of

Data leakage due to employee negligence 3 internal and sensitive data of the organization
DDoS attack 3 Insufficient capacity .arlld resilience of the computer network,
insufficient network protection
Physical loss of data carrier (loss of laptop) 2 Insufficient security of the object in which the data carrier is located,

risky behavior of the employee

Loss of data or disruption of the information Insufficient protection against lightning strikes (absence of lightning
system due to a lightning strike conductors, lightning arresters, etc.)

Failure of system 1 Insufficient technical maintenance of equipment, human-factor failure

The next step is to assign a degree from a time frame that expresses the possible
duration of the cyber threat. Expression of this degree we can see in Table 5.

Table 5. Time frame degrees of cyber threat (own resource).

Cyber Threat Degree Time Frame
Ransomware 5 Duration of a cyber threat more than 24 h
Intentional crime committed by a hacker 4 Duration of a cyber threat up to 3 h
Unauthorized access 2 Duration of a cyber threat up to 3 h
Malware 5 Duration of a cyber threat more than 10 h
Data leakage due to employee negligence 5 Duration of a cyber threat more than 10 h
DDoS attack 4 Duration of a cyber threat up to 24 h
Physical loss of data carrier (loss of laptop) 5 Duration of a cyber threat more than 10 h
Loss of data or disruptil(?n of 'the infprmation system due to a 1 Duration of a cyber threat more than 24 h
ightning strike
Failure of system 3 Duration of a cyber threat up to 10 h

As we can see, ransomware has the most serious degree in terms of the impact of
cyber threats over time. In the case of this cyber threat, the information system and its
components may be encrypted and taken out of normal operation. An example can be the
unavailability of logistics and production systems, which in the case of our organization
focuses on the sale of food and non-food goods. The organization has several of its own
production lines, and if they are shut down they will not be able to process material
and produce products. The transport and delivery of goods and their storage could also
be severely limited. Encrypting hard drives and other data sources is usually a matter
that takes more than 24 h, which is why this cyber threat is assigned the highest value.
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Decrypting data sources and gaining access to important information usually occurs only
when addressing this security issue with experts in the field of digital technology and law.

Another cyber threat that is ranked highest in terms of impact on the organization and
its information environment over time is malware. In the case of malicious-code acting
in the organization’s information environment, significant malfunctions or damage to
hardware and software components may occur. The presence of malware goes unnoticed
for a long time, and for this reason this cyber threat is dangerous from the perspective of the
time dimension. Some malicious programs or software sometimes work in the information
system for several months without anyone detecting their activity.

Data leakage due to employee negligence can be included among the other highest-
rated cyber threats from the perspective of the time dimension. Although a data leak is a
short matter from the point of view of the course of this threat scenario, the impacts of this
actions can be long-term and extensive from the point of view of the time dimension. We
have two possible scenarios for this cyber threat. The first of these is the possibility of data
being copied under the influence of a second (unwanted) person. This person therefore has
a copy of the data at his disposal, just like an employee. The second option is that data is
deleted due to an employee’s error. In this case, only a person who does not have access
to them in the usual way can have the data. In both cases, these data are in the hands of
another person. From the point of view of the data owner, this fact cannot be influenced in
any way, and therefore the impacts of this action can be long-term, in terms of time.

The physical loss of data represents the last cyber threat, which is rated at degree 5.
The impact of the realization of this threat is similar to that of a data leak due to employee
negligence. If a carrier of sensitive data and information is lost, these assets can become a
powerful tool for extortion or abuse of know-how in the hands of an unauthorized person.
Therefore, the longer someone else has this data or information, the greater the impact this
fact can have on the organization and its functioning.

The fourth step is to perform a risk analysis in order to express the interaction of
individual cyber threats with defined endangered elements. Expression of the interaction
of these three indicators was carried out on the basis of the design of the risk matrix. In
this risk matrix, selected cyber threats and their assigned values were compared with the
endangered elements of the organization’s information environment and their values. If
there was an interaction between these two indicators (which was not always the case ), a
value was determined that expressed the degree of vulnerability of the endangered element
to a cyber threat. A scale from 1 to 5 was again used to determine the interaction between a
cyber threat and a given endangered element, with number 5 indicating the most likely
interaction between a cyber threat and a given endangered element, and number 1 the least
likely interaction between a cyber threat and a given endangered element. In the following
table we can see the individual degrees of risk (Table 6). To better express the degree of
risk, each level is assigned a color resolution.

Table 6. Levels of risk (own resource).

Risk Value Range Color
Low risk 1-200
Moderate risk 201-400

High risk 101-625 [

The next step is to create a risk chart in which the probability of the threat, the value
of the endangered element, the vulnerability of the endangered element to cyber threats
and the time frame of cyber threat, are expressed. As we can see, Figure 4 shows the
level of risk for selected cyber threats. The level of risk is always colored according to the
proposed scale. The resulting values, which are presented in the graph, are the average
values of all interactions between cyber threat and endangered elements. The values of
these interactions are obtained on the basis of mathematical Formula (1), in which the
probability of a cyber threat, the value of an endangered element (impact), the vulnerability
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of an endangered element to cyber threats and the time frame of the cyber threat (degree)
are multiplied. Yellow colour signs of a medium level of cyber threat risk. Compared to
that a green colour signs a low risk level of cyber threat risk.

The level of cyber threat risk

0 50 100 150 200 250 300
RANSOMWARE 276
INTENTIONAL CRIME COMMITTED BY A HACKER 251
UNAUTHORIZED ACCESS 108
MALWARE 143
DATA LEAKAGE DUE TO EMPLOYEE NEGLIGENCE 245
DDOS ATTACK 70

PHYSICAL LOSS OF DATA CARRIER (LOSS OF LAPTOP) 135

LOSS OF DATA OR DISRUPTION OF THE INFORMATION SYSTEM

DUE TO A LIGHTNING STRIKE 20

FAILURESYSTEM | 29 ’

Figure 4. The level of cyber-threat risk (own resource).

The last step of the proposed algorithm is to identify the most serious scenario of a
cyber threat, and to financially express the possible impacts of this threat on the information
environment of the organization. To achieve this goal, the Saaty method is applied here.
The following table is provided to use this method and express the preferences of the
individual criteria (Table 7).

Table 7. Criteria and their preferences (own resource).

Number of Points Descriptor
1 The criteria are equally reciprocal
3 The first criterion is slightly more important than the second
5 The first criterion is more important than the second
7 The first criterion is demonstrably more important than the second
9 The first criterion is absolutely more important than the second

The result of this step is to obtain the upper-right triangular part of the matrix of
magnitudes of preferences (sometimes this matrix is also referred to as the Saaty matrix, or
the matrix of relative importance). If we denote this matrix by S, then its other elements (on
the diagonal and in the lower-left triangular part), are obtained according to the relations:

Sii =1 for all i, (10)

Sji =1/S; foralliandj, (11)

The following table compares selected cyber-threat scenarios with the highest level
of risk in terms of impact and financial losses in the vulnerability matrix (Table 8). The
purpose of this analysis is to identify one of the most serious cyber threats that can have
the greatest impact on an organization and its information system.
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Table 8. Cyber threats and determining their significance (own resource).

Intentional Crime Data Leakage due to .
Cyber Threat Ransom Ware Committed by a Hacker ~ Employee Negligence Geometric Mean
Ransomware 3 1 1.73
Intentional Crime 5 5

Committed by a hacker

Data leakage due to
employee negligence

We determine the values of the criteria weights using the geometric mean of the rows
of the Saaty matrix (these values are given in the last column). If we standardize these line
geometric means, we obtain the standardized weights of our set of criteria.

Vi=Gi/) "G (12)

where:

V; = standard weight of the i-th criterion;
G;j = geometric mean of the i-th criterion;
n = number of criteria.

From the results of the analysis carried out by the Saaty method, it can be identified that
the most serious threat that can have the greatest impact on the organization is intentional
crime committed by a hacker.

The next step is to express the financial impact on the organization and its information
environment, which is characterized by defined endangered elements. For the purpose
of expressing financial damage, an evaluation scale will be used, which is based on the
vulnerability matrix, which was presented in the previous steps. Financial damages are
calculated here, and are shown in Table 9.

Table 9. Threat-severity classification (own resource).

The Degree of Severity of the Threat Percentage of Total
201-220 10
221-240 20
241-260 30
261-280 40
281-300 50
301-320 60
321-340 70
341-360 80
361-380 90
381-400 100

The table shows the severity levels of the threat, which is based on the range of the
most serious risks, and is listed in the chart for the level of cyber threat. Based on the
achieved results, a scale for the level of medium risk is proposed. No cyber threat was
achieved at the highest risk in this case study. The minimum value that can be achieved
is 201 and the highest that can be assigned in this risk category is 400. The procedure for
determining the degree of severity is as follows:

(1) Inthe graph of level of cyber-threat risk, the threat that was identified using the Saaty
method analysis as the most serious, is selected;

(2) For this threat, the sum of all values that appear in the given matrix is performed (i.e.,
the interaction of the endangered element and the threat);

(3) The total is divided by the number of interactions;
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(4) The value obtained by this mathematical operation is assigned a range of values in
the table, with the appropriate percentage;

(5) This percentage is calculated from the amount that was determined at the beginning
of the whole process, i.e., the valuation of the organization;

(6) The resulting amount should cover the costs and financial damages that may be
caused by this cyber threat.

Calculation:

The sum of the values for cyber threats “intentional committed by a hacker”: 4784.
Number of interactions (endangered element X threat): 19.

The average threat value: 4784/19 = 251.

The above table shows that the damage that can be caused by this cyber threat should
be 30% of the total amount that can be awarded to the organization and its information.
In this case, this amount is EUR 3,713,921 * 0.30 = 1,114,176 Euro.

5. Discussion

The mathematical formula, which was applied in the process of determining the
financial impacts of selected cyber threats, was designed based on the relationship between
the level of risk and its potential impact. This mathematical formula was extended to
include the vulnerability of endangered elements to cyber threats and the time frame. Our
findings show that if we consider only its probability and impact when determining the
implementation of a cyber threat, this approach is not very suitable for the needs of the
insurance industry (Piromsopa et al. 2017). Other factors are important in the process of
determining the risk of cyber threats and the other possible related financial impacts. These
are, for example, the elements that may be most affected by the impact of cyber threats
(Maurya et al. 2018). The proposed elements were identified in our research on the basis
of an analysis of the available literature, which is focused on this issue (Romanosky et al.
2019; Sharbaf 2019; Srinidhi et al. 2015).

Interviews and discussions with experts in the fields of insurance, economics, cyber
security, digital technologies and law also had an important role in the process of identifying
vulnerable areas. Based on this research, we have identified endangered elements (areas)
in which organizations can suffer major financial damage. The endangered elements could
be extended to other areas in the future. Another area that can have a significant impact on
the process of cyber threats and their potential impacts is the time frame. The cyber threat
can have different durations, and thus dynamically change its possible financial impacts.

For our purposes, we have compiled five different levels, which are designed based on
the correlation between the cyber threat and its duration. It must be taken into account that
predicting the evolution of cyber threats over time is a very complex process. Due to the
fact that cyber threats take place in most cases in the digital environment, it is very difficult
to model their possible future process and development (Naghizadeh and Liu 2014). How-
ever, it is very important to include this fact in our algorithm. If we considered only the
probability, impact and endangered elements in this process, the results achieved would
only be static. In order to determine the possible financial impacts more precisely, it seems
appropriate to also include the dynamic development of cyber threats, which represents a
time frame in the proposed algorithm.

6. Conclusions

In the research and case study, we described and presented an algorithm for expressing
the potential financial impacts of selected cyber threats. This area was researched on
the basis of a search and analysis of the insurance sector, which provides insurance to
compensate for the impacts of cyber threats. The basic research was conducted as part of
the dissertation of one of the authors. During the research, it was found that cyber-threat
insurance is a new transdisciplinary area, and that interest in this type of insurance is
growing (PWC 2015). The COVID-19 pandemic also made a significant contribution to this
fact. During this pandemic, there was a multiple increase in cyber threats, especially on
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strategically important objects. Based on the achieved results, it can also be stated that the
correct assessment of cyber threats is a key activity of the entire insurance process.

Actuarial mathematical methods are currently used, which are very beneficial from the
point of view of insurance and mathematical calculations; however, the issue of information
systems or security does not enter into this process (Chaisiri et al. 2015). In order to more
accurately express potential damages to the organization’s information environment, it is
necessary to include these facts in the process of determining the insurance value. This
hypothesis is also supported by the current professional community which deals with this
issue. The procedures and mathematical methods currently used in insuring organizations
against cyber threats do not form a comprehensive algorithm or methodology. As the
development has progressed, insurance pricing models have also developed, although
advanced pricing based on verified historical data and actuarial models in the field of
cyber-threat insurance has not yet been sufficiently verified (Thomas and Finkle 2014;
The Lawyer 2010; Toregas and Zahn 2014).

The application of the algorithm that was proposed in this paper allows, unlike other
methods, the determination of a specific financial amount (compared with cyber value-
at-risk). This financial amount should reflect the possible financial impacts caused by
the realization of a cyber threat. The proposed algorithm also includes the assessment
of endangered elements, on the basis of which it is possible to determine the amount of
potential financial damages. The algorithm also includes risk analyses, taking into account
the interaction of cyber threats with endangered elements. It is therefore a combination of
approaches that are extended by our own methods of risk analysis and pricing methods.
These new methods enable the achievement of results that are based on a more comprehen-
sive analysis of the organization’s information environment. The algorithm has also been
extended to include the time frame, which can provide a new perspective on estimating
the course and impact of cyber threats (compared with the FAIR method).

In our opinion, insurance against cyber threats, together with insurers, should primar-
ily contribute to the protection of the information environment of organizations against
liquidation damages, comprehensively and in accordance with the given risk situation.
Based on the findings, it can be stated that in the field of insurance, existing procedures to
determine the amount of economic impact on the organization in terms of cyber threats
need to be improved. It was therefore necessary to create an algorithm that would allow the
determination of the insurance value resulting from the impacts of selected cyber threats
on the organization from the perspective of the insurance industry. The main benefit of
the proposed algorithm is an expression of the financial value of the endangered elements
of the organization, which are the areas of the information environment that may be most
affected by the impact of the cyber threat. Furthermore, it allows for the modeling of the
impacts of a selected cyber threat, which may cause the most serious financial damage to
the monitored endangered elements of the organization. The result of this process is also
the determination of the optimal insurance value.
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Notes

! The coefficient in the first year is determined on the basis of the applicable legislation for a specific state, which deals with income

tax.
The coefficient valid in the coming years is determined on the basis of the applicable legislation for a specific state that deals with
income tax.
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