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Abstract: Currently, organizations are faced with a variety of cyber-threats and are possibly chal-
lenged by a wide range of cyber-attacks of varying frequency, complexity, and impact. However,
they can do something to prevent, or at least mitigate, these cyber-attacks by first understanding and
addressing their common problems regarding cybersecurity culture, developing a cyber-risk manage-
ment plan, and devising a more proactive and collaborative approach that is suitable according to
their organization context. To this end, firstly various enterprise, Information Technology (IT), and
cybersecurity risk management frameworks are thoroughly reviewed along with their advantages
and limitations. Then, we propose a proactive cybersecurity risk management framework that is
simple and dynamic, and that adapts according to the current threat and technology landscapes and
organizational context. Finally, performance metrics to evaluate the framework are proposed.
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1. Introduction

Cybersecurity risk is the probability of imposing a negative impact on sensitive in-
formation and the business process of an organization. Cyber-risks that are most widely
occurring include ransomware, phishing, advanced persistent threats (APTs), and insiders
(Lee 2021).

Cybersecurity risk management (CRM) is the process of detecting an organization’s
security threats, discovering security gaps in order to determine the attack scenario, and
deciding on how to address the cybersecurity risk. The main goal of cybersecurity risk
analysis and assessment is to identify cyber-threats; classify business assets according to
their criticality; identify system vulnerabilities; and implement effective security controls
to mitigate the identified risk (Kure and Islam 2019; Lee 2020).

In addition, CRM is also a strategic method used to prioritize cyber-threats and
risks. As part of the risk management process, organizations should implement a security
risk management program to appropriately manage identified cyber-risks and attacks
(Lee 2021). This proactive approach supports identifying, analyzing, evaluating, and ad-
dressing security attacks and risks based on the possible adverse effect of the cyber-attacks
that may be launched on an organization. Under any circumstance, a risk management
strategy acknowledges that whatever security controls are implemented, it is impossible for
organizations to completely avoid information system (IS) and business process vulnerabil-
ities or prevent security threats. However, by using standard risk management programs,
organizations can protect their critical business assets from a wide range of security threats
(Uddin et al. 2020).

Most security standards and best practices state that the CRM framework comprises
three major and interrelated processes: assessment of the cyber-risk, alleviation of the
identified and analyzed risk, and periodic evaluation of the CRM itself (Uddin et al. 2020;
Vitunskaite et al. 2019).
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Security risk assessment comprises the identification of cyber-threats and system
vulnerabilities, valuation of assets, analysis of the threat impact and its likelihood, deter-
mination of the risk, and recommendation of the risk-reduction techniques. At the same
time, risk treatment involves choosing and implementing the best risk reduction methods.
Moreover, cybersecurity risk management programs should be periodically monitored and
evaluated (Frank et al. 2019).

According to the Australian Standard, a CRM framework encompasses developing,
applying, monitoring, and periodically evaluating security risk management processes
(Frank et al. 2019; Ganin et al. 2020). The CRM framework also comprises security risk
management programs, organizational security objectives and goals, security strategy and
policy, resources needed to implement security controls, budget, and top management’s
commitment to deal with security risks. Moreover, it requires an organizational structure,
including reporting, communication, accountability, processes, programs, and plans, that
is an integral part of the overall organization’s risk management strategies and objectives
(Frank et al. 2019; Ganin et al. 2020; Tupa et al. 2017). Developing and implementing a CRM
framework aims to ensure that risks are identified on time, risks are managed according
to the risk appetite defined, resources are effectively used to manage the identified risk,
and organizational security workforce and structure are developed. Ultimately, cyber-
risk should be appropriately managed in order to achieve strategic security objectives
(Tupa et al. 2017; Rostamzadeh et al. 2018).

These days, nations and organizations should protect and secure their critical infras-
tructures (CIs) using suitable cybersecurity standards and frameworks. Moreover, IS and
network infrastructures currently face various security threats from a wide range of sources.
Among the different types of cyber-threats, cybercrime and cyber-terrorism have escalated
considerably during the last few years, and are well-organized, well-financed, and techni-
cally advanced. The old intention of cyber-criminals was quick entry and exit in a given
cyberspace. However, the new view is a long-term presence in an IT system to perform
malicious activities. As an author (Melaku 2023) found recently in the East Africa region
in general, and in Ethiopia in particular, the critical cybersecurity challenges are a lack of
cybersecurity governance and risk management frameworks, a lack of incident manage-
ment plans, and a lack of national and regional legal frameworks related to cybersecurity; a
shortage of sufficient cybersecurity professionals, capability, and skills; a lack of security
awareness and education program; and a lack of national and international collaboration
and cooperation, etc.

Moreover, most organizations depend highly on technological security solutions to
protect their IT systems that support the business process. Since the width and depth
of the cyber-attack dimension are growing faster than before, technology will provide
some solutions for the fastest-growing cyber-attack scenarios. However, cybersecurity is
well addressed in addition to technology by designing and implementing a suitable set
of governance, risk management, and other frameworks to ensure security and business
objectives are met.

Given the above facts, enterprise, IT, and security risk management frameworks are
thoroughly reviewed according to their nature, principles, and components. A comparison
is made using different framework development metrics and parameters. Finally, a risk
management framework is proposed that dynamically changes its risk assessment and analysis
processes according to the current cyber-threats and technological landscapes. Moreover, the
proposed CRM framework is adaptive and considers the context of an organization.

2. Review of Enterprise, IT, and Cybersecurity Risk Management Frameworks

To explore and manage cybersecurity risks, identifying security attacks and vulner-
abilities is paramount to seeing the cyber-risk imposed on an organization. Therefore,
appropriate security investment will be made for the risk mitigation decisions. Many
cybersecurity risk management frameworks provide standards to identify and mitigate
cyber-related risks. The main reasons for having risk management frameworks are that they
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make it easier for an organization to define the appropriate security-related processes and
procedures that are needed to assess, monitor, and mitigate cyber-risks; these frameworks
are also used to assess, evaluate, and improve the security status of a company. On the
basis of the above useful comprehension, many frameworks, policies, and standards have
been developed that help organizations understand their cyber-risk. Some well-known
enterprise, IT, and cybersecurity risk management frameworks are presented below.

2.1. Enterprise Risk Management Frameworks
2.1.1. ISO 31000—Risk Management

ISO 31000:2009 delivers values, principles, and risk management guidelines and stan-
dards (Tranchard 2018). ISO 31000:2009, Risk Management—“Principles and Guidelines”
offers a framework, process, and principles for managing enterprise risk. Any type and
size of organization can use the framework. Organizations that use ISO 31000 can accom-
plish their objectives, increase the probability of identifying threats and opportunities, and
enhance the optimal allocation of budget and resources for risk management.

Moreover, it gives complete and actionable steps to deal with internal and external
audit programs. In addition, if an organization implements the ISO 31000 framework, it
can easily compare its security posture with other recognized standards and best practices.

As shown in Figure 1, ISO 31000:2009 has different risk assessment, evaluation, and
treatment phases. Using this framework, organizations can manage their business risk sys-
tematically, minimize or accept the risk, identify and remove the root cause of the risk, reduce
the likelihood and impact of the risk, contain the risk by following well-versed decisions, and
share or transfer the risk to other companies (Tranchard 2018; Rampini et al. 2019).
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Figure 1. ISO 31000 Enterprise Risk Management Frameworks (ISO31000:2018 Risk Management
Process).

2.1.2. Enterprise Risk Management (ERM)—Integrated Framework

This framework was developed by the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) (Rampini et al. 2019; Shad et al. 2019). COSO released this
framework in 2004. The framework discusses core principles, processes, and components.
It provides guidelines and procedures to manage enterprise risks. It also offers a compre-
hensive method to manage enterprise risks according to an organization’s risk appetite
and tolerance. As shown in Figure 2, the framework has five main components to handle
enterprise risks: risk assessment, control environment, control activities, monitoring, and
information and communication (Shad et al. 2019).
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Figure 2. COSO Enterprise Risk Management Framework.

The above two risk management frameworks are mainly used for addressing the
issue of general enterprise-level risks. They do not consider IT and security-related risk
management frameworks, processes, or programs.

2.2. IT Risk Management Framework
2.2.1. The Risk IT Framework from ISACA—ISACA (Information Systems Audit and
Control Association)

The Risk IT Framework is meant to identify and fill the gap between enterprise and IT
risk management processes. It also provides guidelines and standards to manage security
risks (Kaur and Lashkari 2021). It is an end-to-end approach that makes it suitable to
see IT risks holistically. It also includes risk mitigation options. The framework allows
organizations to comprehend and manage IT-related risks. Moreover, it builds upon
ISACA’s most widely used IT risk management frameworks (i.e., COBIT and Val IT).
Figure 3 shows a high-level risk management framework proposed from ISACA (Kaur and
Lashkari 2021).
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2.2.2. The IT Infrastructure Library (ITIL) Framework

As shown in Figure 4, the ITIL risk management framework comprises the following
core processes: threat identification, vulnerability assessment, probability and impact analysis,
determination of the risk, and continuous monitoring of the risk (Wang et al. 2022).
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2.2.3. Control Objectives for Information and Related Technology (COBIT 5)

As shown in Figure 5, the IT Governance Institute issued the COBIT 5 framework,
which incorporates COBIT 5.0, Risk IT, IT Assurance Framework (ITAF), Val IT 2.0, and
Business Model for Information Security (BMIS) (Al-Fatlawi et al. 2021). There are two
mechanisms used in COBIT 5. Risk function—defines well-structured risk governance and
management techniques to effectively manage IT risks. Risk management—provides different
phases to manage IT risks, such as identifying, analyzing, responding, and reporting risk
(Al-Fatlawi et al. 2021).
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2.3. Cybersecurity Risk Management Frameworks (CRMFs)

Different types of CRMFs have been developed to manage security risks. These CRMFs
provide standards and processes to identify, analyze, and mitigate security risks (Lee 2021).

The literature points out that the reason for using cybersecurity RMFs is that they make
it easier for organizations to devise suitable processes and procedures that are needed to
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assess, analyze, monitor, and mitigate risks; to define an appropriate set of security processes,
policies, and guidelines to address the identified risks; and to measure and enhance the
security posture of an organization. In light of the above facts, different cybersecurity risk
management frameworks can help an organization evaluate the strength of the security
controls they implement. The currently available cybersecurity risk management frameworks
tend to have a combination of security and compliance requirements (Goel et al. 2020).

Compliance-based requirements focus on protecting specific data or information. Some
of the common compliance-based frameworks are GDPR HIPAA, PCI-DSS, HITRUST,
SOC, and FISMA. At the same time, security-focused requirements are based on the
organization’s environment. NIST and ISO are examples among the many cybersecurity
risk management frameworks proposed so far (Sulistyowati et al. 2020).

2.3.1. NIST Cybersecurity Framework

The National Institute of Standards and Technology Cybersecurity Framework (NIST
CSF) is one of the most prevalent frameworks in the industry (Gordon et al. 2020). The NIST
CSF is a framework that can help companies to manage and mitigate cybersecurity risk in a
standard way. As shown in Figure 6, the framework provides five essential and comprehen-
sible functions—identify, protect, detect, respond, and recover—to manage cyber-related
risks. It has a technique for mapping between each activity and outcome. NIST is re-
sponsible for developing standards, guidelines, and related methods and procedures for
delivering adequate cybersecurity.
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As shown in Figure 7, risk within the first pillar (Identify), security risk assessment
procedures, and guidelines are presented. More specifically, the framework recommends
companies take the following steps to identify and analyze risks: identify and document
asset vulnerability; acquire up-to-date threat intelligence and identify and document both
internal and external threats; identify possible corporate impacts and probabilities of the
security risks; make use of threat, vulnerability, probability, and effect to determine the
risks; and finally identify and prioritize risk responses.

2.3.2. NIST Cybersecurity Risk Management Framework

NIST SP-800-37 is one of the most commonly used risk management frameworks by
organizations. As shown in Figure 7, the NIST Cybersecurity RMF comprises six phases.
Each phase comprises different processes to manage cybersecurity risks (McCarthy and
Harnett 2014; Almuhammadi and Alsaleh 2017). The NIST RMF provides an all-inclusive,
flexible, and repeatable seven-step process to manage security and privacy risks, and relates
to a set of NIST standards and guidelines to be applied for risk management programs.
In this way, it is possible to meet the requirements of FISMA. FISMA gives direction on
the importance of risk management compliance with appropriate laws and regulations,
executive orders, directives, etc. The NIST Special Publication 800-37 (Revision 2) is a
cybersecurity RMF with a standard process for implementing, monitoring, and evaluating
cyber-risks (McCarthy and Harnett 2014). Although the NIST RMF was created by the US
Department of Defense (DoD), it provides a worthy reference framework for security and
privacy programs that any type and size of organization can use. The NIST RMF comprises
seven steps, as shown in Figure 8 below.
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2.3.3. ISO/IEC 27005:2018 Risk Management Framework

This provides a well-defined set of standards and guidelines to systematically man-
age risks for an organization. It also supports the general concepts that are specified in
ISO 27001. ISO 27005 outlines five major pillars that are needed for the management of
cybersecurity risk and seven steps that must be followed to perform a risk assessment.
These five major pillars are threat identification, vulnerability assessment, risk analysis,
risk mitigation, and defining security outcomes (Diamantopoulou et al. 2020). To make it
more comprehensive, the ISO 2005 risk management framework comprises five processes:
context understanding, analysis of risk, treatment of risk, the suggestion of risk acceptance
methods, and monitoring and review of the risk.

2.3.4. OCTAVE

This is a security risk management framework that is composed of the identifica-
tion, management, and evaluation of security risks. As shown in Figure 9, the OCTAVE
framework helps an organization to identify assets, identify security threats and system
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vulnerabilities, determine the likelihood, analyze the impact, and determine the risk that
an organization is willing to accept the risk and pledge constant development activities to
mitigate risks (Hom et al. 2020).
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2.4. Comparison of the Risk Management Frameworks

To compare and analyze the various risk management frameworks presented in
Section 2, different parameters, such as risk assessment, risk analysis, risk mitigation,
cost and ease of implementation, compatibility, and other parameters, are considered
(Tables 1 and 2). According to the analysis made in Table 1, the NIST framework is highly
likely to be used by any organization that needs tactical-level risk management due to
compatibility and ease of availability and use. It was also developed to be consistent with
ISO/IEC standards, allowing for simple integration with pre-existing management systems.
It is also freely available and accessible from NIST’s website for organizations to implement.
It has clear, concise, and controlled instructions that enable it to be used alongside other
risk assessment toolkits for a multi-faceted approach. However, some of the limitations of
the NIST framework are that, since it is based in the USA, most of the documentation is
heavily focused on US regulations and legislation.

Moreover, the implementation support services through NIST are specific to US
organizations; hence, sourcing appropriate and localized advice may be difficult. The other
drawback of NIST is that it focuses on tactical-level risk assessment. However, it does not
consider the strategic- and operational-level risk assessment.

In contrast, ISO 27005 aligns directly with ISO/IEC 27001 for information security
management systems and provides a toolset that can be adopted around the specified
controls. An organization of any type and size can also implement it. It also provides a basis
for organizations to implement their risk management framework; however, it is costlier
than the other frameworks. Moreover, it is difficult to understand the implementation
details if the user is unfamiliar with ISO/IEC and its security controls.

COSO is complex and hence can be implemented by large and complex organizations.
However, it does not incorporate risk assessment and analysis processes.

Unlike NIST, which operates at the tactical level of risk management, OCTAVE is a
strategic-level risk management framework that can be applied with minimum cost and



Risks 2023, 11, 101 9 of 22

can be implemented for any type and size of the organization. It is also very well organized
and is freely available. Moreover, OCTAVE addresses all aspects of information security
risks from technical, physical, and people perspectives. However, the limitations are that it
is complex, and most organizations cannot model the risk. It also follows a qualitative risk
management approach.

Table 1. Comparison of different cybersecurity risk management frameworks.

Parameters NIST ISO 27005 OCTAVE COSO ITIL COBiT 5 ISO 31000
Risk

assessment
√ √ √ √ √ √ √

Risk analysis
√ √ √

×
√ √ √

Risk
mitigation

√ √ √
×

√ √ √

Approach Tactical
approach

High-level
approach

High-level
approach

High-level
control

capabilities

Holistic
approach:
customer-
focused

Holistic
approach

A comprehen-
sive and

practice-based
approach

Cost Low cost: free
access

High: paid
access Very low cost Low cost Higher cost Free and

medium cost High cost

Implementation Easy Easy Easy Complex Complex Complex Easy

Compatibility
Any type and

size of the
organization

Any type and
size of the

organization

Large
organization

Large
organization

Any size and
type of

organization

Simple to
complex

organizations

Any size and
type of

organization

Focus area Tactical-level
RM Holistic RM Strategic RM Enterprise RM End-to-end

RM
End-to-end

RM
End-to-end

RM

Organizational
perspective

Allows
third-party
execution

Assign risk to a
third party via
outsourcing or

insurance

Follows
self-directed

approach

Allows
third-party

service
provider

Allows third
parties such as

suppliers

Allows
third-party and

regulators
None

Technical
perspective

√ √ √ √ √ √
×

Assessment
team ×

√ √ √
× × ×

Information
gathering

Questionnaires,
interviews,
document

review

Questionnaires,
interviews,
document

review,
observation

Workshop
based

approach

Interviews,
workshops,

surveys, and
benchmarking

Questionnaires,
interviews,
document

review

Questionnaires,
interviews,
document

review

Interviews,
workshops,

surveys, and
benchmarking

Human
resources as an

asset
×

√ √ √ √ √ √

Software tools
used

√ √ √ √
×

√ √

Table 2. ISRM phases for different risk management frameworks (table is adopted from Faris et al. 2014).

ISRM Phases ISRM Output NIST ISO 27005 OCTAVE

Characterization of IS
and business process.

List of company’s
assets that require

security and defining
the risk appetite and

acceptance level

System characterization
Critical asset

identification and
categorization

Determination of the
currently implemented

security practice,
System characterization

and context
understanding

Identification of
cyber-threat and

vulnerability

Identification of
cyber-attacks and

security vulnerabilities
that may affect the

already classified assets

List of identified threat
intelligence, system
vulnerability, and
security control

analysis

Threat and system
vulnerability
identification

Threat identification,
system vulnerability

identification
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Table 2. Cont.

ISRM Phases ISRM Output NIST ISO 27005 OCTAVE

Analysis and
definition of risks

Likelihood
determination, impact

analysis, and risk
analysis and

determination

Determination and
rating of probability,
impact analysis, and
determination of risk

Potential impact
analysis, likelihood

determination, and risk
identification

Impact analysis,
probability, and risk

determination

Analysis of security
controls

Cost-benefit analysis
and recommendation

of various security
controls to reduce the
risk to an acceptable

level

Analysis and
recommendation of

security controls

Analysis of risks and
recommendation of risk

reduction techniques

Detail analysis of risk
and recommendation

of security controls

Evaluation and
implementation of
security controls

Evaluation,
recommendation, and

implementation of
security controls

Security control
recommendation,

cost-benefit analysis of
security controls,

implementation and
evaluation of security

controls

Recommendation of
risk

treatment/mitigation
methods (reduction,

avoidance, transfer, or
retention)

Cost-benefit analysis,
evaluation,

implementation, and
planning for the

recommended security
controls to protect the

most critical assets

3. Related Works

The authors of a previous study (Goel et al. 2020) proposed a risk assessment frame-
work that helps top management to make a strategic decision based on the outcome of
security risk. The framework is called PRISM and can be used by an organization’s top
management to manage risk and operationalize strategically at tactical and operational
levels. The authors claimed that the proposed framework could help companies to manage
cybersecurity risks using the most tailored risk management and assessment method. How-
ever, the proposed framework focuses on strategic-level risk management. The tactical-
and operational-level risk assessment was not considered.

The authors of another study (Pandey et al. 2020) proposed a conceptual risk man-
agement framework for supply chain management. The authors thoroughly examined the
cybersecurity risks likely to happen to the supply chain process. It is noted in the paper
that security risk has a large impact on the performance of the global supply chain process.
Moreover, the authors investigated the cyber-physical system threats and vulnerabilities
that influence the supply chain system. The proposed framework identifies various cyber-
risk and attacks in the global supply chain, which are then categorized as demand, supply,
and operational risks. Finally, they propose a framework to minimize the supply chain
attack surface, system vulnerabilities, and threats, and provide risk mitigation strategies.
However, the framework is tailored to work for supply chain attacks.

Lee (2020) reviewed Internet of Things (IoT) technologies and various cybersecurity
risk management frameworks. Then, the author proposed a risk management framework
composed of four layers tailored to be applied to IoT systems. The paper also proposed
a linear-programming-based financial resource allocation for different IoT projects. The
limitation of the paper is the developed framework only works for IoT networks. It does
not consider other network infrastructures such as the cloud, software-defined networks,
or traditional network types.

The authors Kure and Islam (2019) proposed a risk management framework focused
on critical infrastructure assets (CIs). Additionally, they proposed a method that can
systematically identify and analyze core assets in the CIs. The proposed framework can
identify threats and vulnerabilities that could be exercised by threat sources for critical
assets. Risk analysis techniques are also proposed as an integral part of the framework.
They used a running smart power grid system as a case study. Their research output
confirmed that the framework works well by identifying more critical assets along with
their security holes and the cascading effect on the other business process. However, as
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a limitation, the framework mainly focuses on critical assets and works only for critical
infrastructure. It does not consider IS and business process assets in a given CI.

Moreover, the focus of the paper is on the identification of threats and vulnerability
rating. The other processes of risk assessment, such as impact analysis, likelihood determi-
nation, and thorough risk analysis techniques, are not proposed. Moreover, security control
recommendations and risk mitigation options are not considered.

The authors of another study (Ganin et al. 2020) proposed a decision-based risk
management framework. The focus of the proposed framework is to fill the gap that was
reviewed and identified in other frameworks. The authors reviewed probabilistic and
risk-based decision approaches to cyberspace. They concluded that existing approaches
did not address the core components of risk assessment processes, such as threat and
vulnerability identification and consequence analysis. The proposed framework fills the
gap between risk management and assessment processes. However, evaluation methods
using key performance indicators (KPIs) and validation of the proposed framework are not
incorporated.

Research gap: Though different risk assessment and management frameworks have
been developed, the most relevant frameworks are reviewed and presented. Existing risk
management frameworks are too complex to be implemented by organizations. Some of the
frameworks are mainly designed to be implemented for some types of application scenarios
and network systems, while others are focused on some parts of the risk assessment
phases, such as asset identification and valuation. The other frameworks focused on
vulnerability assessment and threat identification techniques. Other frameworks focused on
risk assessment at the strategic level, ignoring the tactical and operational levels. Moreover,
almost all the proposed frameworks by different scholars lack the integration of well-known
frameworks such as NIST and ISO with their proposed framework.

4. Research Method

The design science research process (DSRP) model was used. In this research context,
the DSRP research model comprises problem identification and motivation, objective iden-
tification for the solution, design and development of the CRM framework, demonstration
of the framework, and finally, evaluation and validation of the developed framework. Each
phase is presented below.

Problem Identification and Motivation: To identify the problems or gaps and to find
the motivational factors to conduct this study, the researchers reviewed different literature,
existing documentation, standards, best practices, and systems that are currently used
by various nations and organizations to secure their network infrastructures. However,
most organizations (both public and private sectors) are primarily relying on technological
solutions to protect and secure their information and networking infrastructure. Moreover,
the technology solutions are not optimally and efficiently implemented and utilized, which
leads to more vulnerability to various types of cyber-attacks and threats.

The objective of a solution: This research study aims to design a security risk man-
agement framework for organizations to protect and secure their information and technol-
ogy systems.

Design and development: This activity involves designing and developing various
cybersecurity frameworks. The researcher designed and developed a security risk manage-
ment framework.

Demonstration: This activity presents the use of the artifact (in this research, the
framework) to solve the identified problem. The essential requirement that is required for
demonstration is to gain enough knowledge about how the framework works or how to
use the framework to solve the stated security-related problem. To this end, the research
output will be demonstrated in selected sectors.

Evaluation: This activity is all about measuring how well the developed framework
solves the existing problem. This is accomplished by associating the stated research
objectives with the observed result of the framework regarding the identified problem.
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To this end, the research output was evaluated and tested using different performance
indicators and evaluation scenarios.

The limitation of this research is that the proposed framework is not validated on
selected sectors.

5. Proposed Cybersecurity Risk Management Framework

Firstly, we developed a guideline for designing a cybersecurity risk management
framework. To develop a security risk management framework, one has to consider the
following issues:

• Recognize the security posture and landscape of an organization: One has to thor-
oughly investigate and understand the security culture, posture, and landscape of the
organization.

• Create a cybersecurity risk management team: It is essential to create a cybersecurity
risk management team to address the constantly evolving security threats and to
assess and analyze security risks periodically.

• Responsibility assignment: As a company, all employees should be aware of the impor-
tance of securing the IT system and business processes and the potential security risk
that may damage and disrupt the core business processes. Accordingly, a mechanism
should be designed to give every employee roles and responsibilities to mitigate the
cyber-risk.

• Train employees on cybersecurity risks: This is used to create a security-aware work-
force across the organization. Cybersecurity risk management training, education,
and awareness (SETA program) should be prepared to ensure that employees are
conversant about how to mitigate the identified security risks so that risk will be
mitigated across the organization in comprehensive and holistic approaches.

• Develop and Implement cybersecurity policy: Security policies should be developed
and implemented upon completion of risk assessment. This policy will provide every
employee with a clear understanding of the security.

• Implement a standard CRMF: Thoroughly investigate and analyze the currently avail-
able CRMFs, standards, and best practices and choose one or more to implement. The
most frequently used cybersecurity frameworks are ISO/IEC and NIST frameworks.
However, according to the nation’s and organizations’ context, values, and other fac-
tors, we have developed a context-based cybersecurity risk management framework
adaptable to the dynamic threat and technological landscape.

• Develop a risk assessment method: Through a well-versed security risk assessment
program, the company can see the security risk imposed on it that may affect the core
business process and IT systems, and develop viable risk reduction or mitigation tech-
niques.

• Create and maintain an incident management and business continuity plan: Any cyber-
incidents that may not be handled in a risk management program should be reactively
handled using a well-prepared incident handling plan. If the incident bypasses the
threshold value, it will be escalated and considered a disaster. Therefore, disaster
recovery procedures will be implemented. While the main business site recovers
from the disaster, normal business should be resumed from an alternate site using a
business continuity plan. To perform all of these steps, there is a need to develop these
three plans.

The proposed cybersecurity risk management framework presents a standardized and
well-documented methodology for the following: (1) conducting a cyber-risk assessment,
which evaluates business priorities and identifies gaps in cybersecurity controls; (2) per-
forming risk analysis on the existing security controls that are implemented; (3) prioritizing
future cybersecurity investment based on the output of risk analysis; (4) performing security
strategies by implementing security controls; and (5) measuring and scoring cybersecurity
programs, plans, and processes along the way.
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Implementing the proposed cybersecurity RMF helps business organizations to per-
form activities such as properly identifying cybersecurity risks, clearly comprehending
where the organization is more vulnerable, recognizing the potential damage of the identi-
fied cyber-risks, and defining a security strategy and policy for protecting the company
against cyber-threats. The aim of these activities is to know how to minimize the impact
of cyber-attack, to overcome the identified risks using various risk mitigation options, to
make sure that the investments in security controls are efficient and effective, and finally to
give priority to the security controls and budget based on security risks.

Figure 10 shows the proposed cybersecurity risk management framework. It comprises
four major components: cybersecurity risk assessment, mitigation, risk management program,
and process evaluation.
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Context Understanding: According to ISO 31000, top management should understand
the organization’s internal and external context and factors that may affect its IT system
and business processes (Spross et al. 2022). By understanding the organization’s context
benefits, the company properly aligns its security risk management strategy with the overall
risk appetite and risk tolerance to obtain a competitive advantage without compromising
business continuity. In general, understanding organizational context will offer a valuable
understanding of the critical IT systems and business processes that are likely to be attacked,
the potential cyber-criminals who are interested in that organization, and where the system
vulnerability and attack surfaces are that the threat actors will likely use.

Interested parties should also be considered to understand the context of the orga-
nization. An interested party is a stakeholder, i.e., an individual or group affected by
the organization’s information security activities. Understanding the requirements and
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reactions of stakeholders is a must before a security risk assessment is performed. Some
of the interested parties that are considered can be employees, owners and shareholders,
government agencies and regulators, clients, suppliers, and partners. The most important
thing is understanding what all interested parties want from the business and how to
satisfy their requirements through the security program.

Determine risk appetite or tolerance: Risk appetite or tolerance is the amount of
cyber-risk a given organization is prepared to accept to achieve its business goals and
objectives without problems (Chen et al. 2022). Defining risk tolerance or appetite allows
an organization’s top management to clearly define the level of risk an organization is
willing to accept.

Cybersecurity risk assessment: A security risk assessment describes the methods used
to identify, analyze, and prioritize security-related risks of an IT system that is meant
to support the business operation (Kandasamy et al. 2020). Without performing a risk
assessment, developing appropriate security policies to protect and secure the company’s
valuable assets is impossible. Cybersecurity risk assessment should be integral to an
organization’s risk management process. The first step of risk assessment is to identify the
security risk, which is composed of the following activities:

A. System characterization: This aims to define the scope and boundary of the IT
system that supports the business process (Al-Karaki et al. 2022). Moreover, it provides
IT system-related material such as hardware, software, information, system connectivity,
interfaces, network diagram, system security architecture, flow of information, technical
and management security controls, and operational and physical security controls. All
this system-related information can be collected using questionnaires, on-site interviews,
document reviews, and security scanning tools. Performing the above activities will give
the following outputs: characterization of the IT system, the definition of the scope and
boundary, and a good picture of the overall IT system and business environment.

B. Threat identification: A threat can be defined as the likelihood of a given threat actor
penetrating a given IT system using a threat vector (Akinrolabu et al. 2019). When defining
the probability of a threat or cyber-attack, one must determine the potential sources, security
vulnerabilities, and existing security controls. In this step, threat source identification and
producing threat statements are paramount for the subsequent phases of risk assessment.
The most common threat sources are natural, man-made, and environmental. This step
will produce a compiled threat statement containing a potential list of threat sources that
are likely to penetrate using the system attack surface and vulnerabilities.

C. Asset identification and valuation: An asset is defined as an item of value to the
achievement of the organizational mission/business objectives (CNSSI 4009-2015). Assets
may be tangible physical assets such as hardware, software, firmware, computing platform,
network device, or technological components. They can also be intangible assets such
as human assets, information, software, copyrights, and patents (NIST SP 800-160 Vol. 2
Rev. 1). In general, identifying organizational assets can be achieved through two steps,
namely, defining and understanding the organization’s primary operations and processes,
and identifying the company’s critical infrastructure such as critical assets, critical IT
systems and data, and security systems.

Once assets are identified, the value should be given to the most critical assets on
which the business has relied. One has to put a value on the organizational assets. The
most widely used asset valuation techniques are quantitative and qualitative assessments.

Quantitative assessment is described in terms of monetary value (Aven 2015; Ni et al.
2022; Woods and Böhme 2021). It assigns a cost value to the identified assets. To perform
a quantitative risk assessment, all phases of the risk assessment processes, such as threat
frequency identification, asset valuation, impact analysis, security control efficiency, and costs,
impact, and likelihood, should be quantified.
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The calculation to determine the cost is presented as:

1 Single Loss Expectancy (SLE)—This calculates the loss of single asset value (AV) and
its expectancies using exposure factor (EF). It is calculated as follows:

SLE = AV × EF (1)

2 Annual Rate of Occurrence (ARO)—This defines the probability of occurrence of a
threat per specified time. It is meant to describe how many times a specific threat
happens per year.

3 Annual Loss Expectancy (ALE)—This is meant to determine the level of the risk along
with the impact and loss of assets. It is calculated as:

ALE = SLE × ARO

As an example, a sample quantitative asset valuation is presented in Table 3.

Table 3. Quantitative asset valuation example.

Asset Security Risk Asset Value Exposure Factor SLE Annualized Frequency ALE

Database Hacked USD 250,000 0.17 USD 42,500 0.5 USD 21,250

Webserver DDoS USD 300,000 0.5 USD 150,000 0.25 USD 37,500

Qualitative assessment does not assign a dollar value to the assets; rather, it is mainly
focused on the scenario-based assumption of the values of each asset (Aven 2015). In con-
trast, quantitative asset valuation is challenging to accomplish since it is hard to estimate
the costs of some assets in terms of monetary value. Therefore, qualitative risk analysis
can be expressed in terms of systematically defined rates such as low, medium, and high.
These kinds of qualifying technique are given in NIST 800-26.

D. Vulnerability assessment: Vulnerability is the security hole or weakness in pro-
tection mechanisms (Uddin et al. 2020). As an organization, the IT system’s security
vulnerability and business processes should be identified, and a more elaborate vulnerabil-
ity assessment based on probability is presented in the literature (Gordon and Loeb 2002).
The main aim is to develop a list of system vulnerabilities that security threats can use.
There are a large number of mechanisms to get around the security vulnerability of the
system environment. Some of them are the use of a security requirement checklist, the
security testing report, standard vulnerability causes, the result of a system certification
test and evaluation, vendors’ web pages and the Internet, previous security risk assessment
reports, vulnerability lists such as the NIST I-CAT vulnerability database, audit reports,
penetration testing, and security testing and evaluation. In general, the result of the vulner-
ability identification step is to produce documented system vulnerabilities that attackers
might exploit.

E. Security control analysis: Currently implemented security controls should be an-
alyzed to ensure that security threat sources cannot exploit the system using security
vulnerabilities (Kandasamy et al. 2020). An organization can implement various types
of security controls. Some of these are cryptography, intrusion detection systems (IDSs),
access control, authentication mechanisms, security policy and procedures, and security
governance and management.

F. Likelihood determination means the probability that a cyber-attacker might launch
security attacks using system vulnerabilities (Sheehan et al. 2019; Aven 2015). When likeli-
hood is determined, the following factors must be considered: the attacker’s motivation
and capability, system vulnerability, and the implemented security controls. Likelihood
rating can be expressed as low, medium, or high.
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G. Impact analysis: This step determines the impact of a given threat source being
actualized or penetrating using a system vulnerability to damage the IT system and business
operation. Before analyzing the impact, it is essential to determine system and information
criticality and sensitivity. This information can be found by performing a business impact
analysis and asset criticality assessment. The potential impact can be expressed using the
security triad: availability, integrity, and confidentiality. The magnitude of the impact can
be determined using quantitative or qualitative techniques such as high, medium, or low
(Sheehan et al. 2019; Kandasamy et al. 2020).

H. Determination of the security risk: In this step, the security risk level can be well
determined using three parameters (Mazzoccoli and Naldi 2020):

• The likelihood of a given security threat that may use system vulnerability;
• The degree of the impact of the attacks that exploited a system vulnerability;
• The effectiveness of the currently implemented security controls.

Using the above three important parameters, it is possible to determine the security
risk level using the risk scale and risk-level matrix that is shown in Table 4.

Table 4. Risk analysis matrix.

Impact
Low Medium High

Low Low Low Low
Medium Low Medium Medium

Likelihood

High Low Medium High

I. Security control recommendation: This can be found from the output of risk assess-
ment results and will be a valuable input into the risk mitigation options. The recommended
security controls are evaluated, prioritized, and implemented in this phase. Cost–benefit
analysis of security controls shall be performed to determine which security controls are
best suitable. The output of this phase is to recommend security controls to mitigate the
security risk that was assessed in the previous risk assessment steps.

J. Documentation: Upon completion of assessing the cyber-risk, such as identifying
the security threat source and system vulnerability, cyber-risk is clearly and completely
determined, and various security controls are recommended according to the amount of
risk identified; the final result should be documented and provided for the top manage-
ment. A cyber-risk assessment report is a management report that will be provided to top
management and business owners to make policy decisions and allocate resources, budget,
and other related issues.

6. Cybersecurity Risk Mitigation Options

Risk treatment/mitigation is a method used by the top management of an organization
to reduce the already assessed cyber-risk (Mazzoccoli and Naldi 2020). Mitigation of the
identified risk can be addressed using the methods shown in Figure 11.

Risk assumption: This involves agreeing to take the cyber-risk and carry on the opera-
tion of the IT system that supports the business operation or to implement recommended
security controls that are meant to minimize the cyber-risk to an acceptable risk level known
as the risk appetite of the enterprise.

Risk avoidance: This is meant to avoid cyber-risk by removing the risk causes or
sources, such as by giving up some of the system functionality and shutting down the
system when the risk is identified.
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Risk limitation: By implementing security controls such as using preventive, support-
ive, or detective techniques, limit the potential impact of threat sources that may exploit
system vulnerability.

Risk planning is used to manage risks using risk mitigation plans such as IRP, BCP,
and DRP.

Risk transfer: To transfer the risk to another third party to gain compensation for
losing the company’s assets due to a cyber-attack. Some risk transfer techniques are shifting
the risk to other assets and processes, or other organizations, purchasing cyber-insurance,
and outsourcing to other organizations.

7. Measuring the Cybersecurity Risk Management Framework

Measuring the benefits that the risk management framework brings to an organization
is a complex and challenging task. To mitigate this challenge, the measurement of the
risk management framework performance should be seen from different perspectives and
needs to consider multiple factors. To this end, we propose a mechanism to measure the
risk management framework and programs. The measurement can be divided into three
different categories:

Capability Maturity Assessment Model: This measures the security program’s effec-
tiveness within an organization using industry standards and best practices. As noted in
Section 4, one of the first steps to establish a security risk management framework for any
type and size of organization is to evaluate the existing risk management program, process,
and systems. In light of the above fact, the most efficient mechanism of understanding
the current trend and status of the security program and process within a company is by
performing and conducting a security capability maturity assessment. The risk manage-
ment program and process should follow the capability maturity model with five levels, as
shown in Figure 12 below.
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Conformance measures whether the organization conforms to its security risk manage-
ment policy directives. In addition to the maturity assessment techniques, risk management
programs should go through conformance auditing. The primary function of conformance
auditing is to ensure that the basic security requirements presented in the organization risk
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management policy are followed. Moreover, the company can also compare itself with
other best practices and standards.

Value adds: This measures the extent to which the risk management program con-
tributes to better accomplishing the company’s security objectives and outcomes.

8. Discussion, Comparison, and Research Implication

The main aim of proposing a new cybersecurity risk management framework is to
review the existing CRMFs, make a comparison, and analyze their possible gaps, over-
laps, and limitations. This is followed by proposing an adaptive, holistic, and dynamic
conceptual risk management framework that fills the gaps and limitations and is observed
from the analysis process. Moreover, we have incorporated and used knowledge from the
literature in the domain, white papers, and other publicly available resources to enrich the
proposed framework.

The proposed framework can be used for strategic, tactical, and operational risk
management and assessment. However, regarding the other frameworks, some are used
at the strategic level, while others are either tactical or operational. Most of the existing
frameworks are too complex to be implemented by organizations. However, the proposed
framework is simple to implement by an organization that has a very low-security posture.
In almost all of the existing frameworks, there is an implementation cost. However, the
proposed framework can be used without payment as it is mainly focused on developing
countries. The other feature of the proposed framework is that it primarily focuses on
understanding the context of an organization, even at the national level, including internal
and external, and the various stakeholders before a security risk assessment is made. The
existing frameworks focus on the risk assessment part. Moreover, when the organization’s
maturity is enhanced, in the proposed framework, there is room for the integration of other
frameworks, such as NIST at the operational level and SGOC with PESTLE at the tactical
and strategic levels. Additionally, in the proposed framework, risk assessment is mainly
performed from three security pillar perspectives: technology, human, and process.

The research output will be of paramount importance to nations and organizations
in several ways. As discussed, cybersecurity that can be achieved through technical
means alone provides a minimal protection scheme. Therefore, it should be supported
by appropriate governance, management, and procedures. To this end, organizations,
including CIs, can use the framework to protect their information system and business
processes. Unless a security risk assessment is performed, a company cannot develop a
security policy, implement security controls, and design security programs and plans as
part of the proposed frameworks.

Since cybersecurity needs to be considered as a risk management issue like other IT
and enterprise risks, including huge complex financial and other critical risks, it should be
treated and dealt with in the organization’s context. Moreover, since cyber-risk should be
addressed from multiple perspectives and levels, it requires an adaptive protection strategy.
Finally, cyber-risk needs a collaborative and holistic approach. The proposed framework
is incorporated as part of its components and processes to achieve the aforementioned
requirements of cyber-risk, such as context understanding, addressed from multiple levels,
and the need for a holistic and collaborative approach. To this end, if organizations
implement the proposed framework by following the above principles, they will be more
resilient to cyber-attacks and effectively use their security budget and resources. Finally,
suppose an organization implements the proposed framework. In that case, they will obtain
the following benefits: top management will have a clear understanding of their cyber-risk
so that an appropriate security policy, strategic decisions, and effective resources will be
developed and allocated; they will know their significant cyber-threats to act accordingly;
they will be able to mitigate the identified risk using recommended mitigation options; they
will also be able to develop a risk treatment plan to implement the appropriate security
controls; and they will be better able to reduce cyber-incidents and their impacts.
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9. Conclusions

In this research study, well-known risk management frameworks from enterprise, IT,
and cybersecurity perspectives are reviewed and compared thoroughly using different
comparison metrics. Moreover, the most relevant recently published papers regarding
the problem area are presented along with the research gap. Then, a cybersecurity risk
management framework that is flexible, adaptive, and dynamic, and that changes according
to the current technological and threat landscape, is proposed. Performance metrics to
evaluate the framework are also proposed and discussed. The framework’s research
implication and adoption are presented along with the limitation of traditional security
strategy and solutions. The proposed framework can be used at strategic, tactical, and
operational risk management and assessment levels. Most of the existing frameworks are
too complex to be implemented by organizations. However, the proposed framework is
simple to implement by an organization having a very low-security posture. The other
feature of the proposed framework is that it mainly focuses on clearly understanding an
organization’s context, even at the national level, including internal and external levels,
and various stakeholders before a security risk assessment is made. Moreover, when
the organization’s maturity is enhanced, in the proposed framework, there is room for
the integration of other frameworks, such as NIST at the operational level and SGOC
with PESTLE at the tactical and strategic levels. Finally, in the proposed framework, risk
assessment is mainly performed from three security pillar perspectives: technology, human,
and process. The performance of the proposed framework can be measured using three
techniques: the capability maturity model, conformance, and value add techniques.
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