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Abstract: In the context of Industry 4.0, the lean–green manufacturing system has brought many
advantages and challenges to industrial participants. Security is one of the main challenges encoun-
tered in the new industrial environment, because smart factory applications can easily expose the
vulnerability of manufacturing and threaten the operational security of the whole system. It is difficult
to address the problem of the brittleness factor in manufacturing systems. Therefore, building on
vulnerability theory, this study proposes a vulnerability index system for lean–green manufacturing
systems in a manufacturing company in the context of Industry 4.0. The index has four dimensions:
human factors, equipment factors, environmental factors, and other factors. The Decision-Making
Trial and Evaluation Laboratory (DEMATEL) approach was used to calculate the degree of influence,
the degree of being influenced, and the centrality and causes of the factors. The causal relationships
and key influences between the factors were identified. Then, the dependence and hierarchy of each
of the key influencing factors were analyzed using the Matrix-Based Cross-Impact Multiplication
Applied to Classification (MICMAC) and Interpretative Structural Model (ISM) methods, and a
hierarchical structural model of the factors was constructed. Finally, an intelligent manufacturing
system that produces a micro-acoustic material and device was used as an example to verify the
accuracy of the proposed method. The results show that the method not only identifies the key
brittleness factors in a lean–green manufacturing system but can also provide a guarantee for the
safe operation of a manufacturing system. This study provides theoretical guidance for the effective
management of intelligent manufacturing systems; moreover, it lays a foundation and provides a
new methodology for assessing the vulnerability of manufacturing systems.

Keywords: brittleness factor; lean–green manufacturing; Industry 4.0; DEMATEL-ISM-MICMAC;
sustainable development

1. Introduction

Manufacturing has become a key industry for creating wealth and is the basis of the
material and social development of human society. With the rapid development of science
and technology, the manufacturing industry in China has grown rapidly. In 2007, the total
global manufacturing output was USD 9.324 trillion, and China’s was USD 1.15 trillion.
By 2021, China’s total manufacturing output will be USD 4.864 trillion, accounting for
29.75% of the world’s manufacturing added value. A strong manufacturing industry is
the surest way to enhance comprehensive national power and defend national security.
China’s manufacturing industry has achieved remarkable results in the past 10 years
through the in-depth implementation of the manufacturing power strategy; the accelerated
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transformation and upgrading of the manufacturing industry has led manufacturing in an
intelligent, green, service-based direction, amid other transformations and upgrades. In
May 2015, the State Council issued “Made in China 2025”, a comprehensive overview of
the implementation of the manufacturing power strategy, which aims to promote industrial
and technological change and optimization. The main aspect of the strategy concerns
upgrading to intelligent manufacturing, promoting a new model for the manufacturing
industry model and allowing enterprise to undergo a fundamental change. In the context of
Industry 4.0, smart manufacturing enterprises use modern information and communication
technologies and integrate them with virtual technologies in cyberspace; this new model
makes full use of the IOT information system to implement data-driven and intelligent
improvement methods for manufacturing, supply and sales in traditional industries [1].
Today, Industry 4.0 has made it possible to eliminate the intermediate links between
consumers and manufacturers. In addition, the high degree of digitalization, automation,
and informatization has made the customization of the periphery of goods shorter and
has significantly improved production efficiency, reducing labor and production costs and
resulting in a significant increase in the overall production efficiency of the manufacturing
industry. It is estimated that the connections and collaboration between machines and
people in the Industry 4.0 production model will increase the speed of operation of the
entire production system by 30% and the efficiency by 25% [2].

At the outset, Industry 4.0 was a high-tech strategic plan proposed by Germany [3].
In the era of Industry 4.0, industrial development is not the only goal; other aims include
creating a modern enterprise development model based on intelligence, digitalization and
personalization, continuously optimizing product quality, transforming production and
service models, moving away from traditional business solutions, and improving the over-
all level of development of enterprise [4]. Industry 4.0 changes the relationship between the
various elements of the production process; meanwhile, changes in management philoso-
phy and management technology work together to drive changes in the organization of
labor, such as in the integration of digital manufacturing technologies with advanced lean
management technology, i.e., the integration of lean management with Industry 4.0. The
result of the convergence of lean management and Industry 4.0 is an adaptive process of
advanced artificial intelligence working in collaboration with people [5]. Lean management
facilitates the exploitation of the potential of Industry 4.0, while avoiding “automation
waste” (unnecessary waste in the automation process, such as repeatedly moving machines
and adjusting layouts) [6]. On the other hand, new technologies are necessary to realize
the concept of lean management, to reduce the pressure on shop floor workers, and to
overcome the effects and impacts of lean management [7]. This integration is known
as “Lean Industry 4.0” or “Lean Automation”, and its benefits are mainly clustered in
the five areas of flexibility, high performance, efficiency, quality, and safety [8]. Surveys
have shown that companies that have adopted the Lean Industry 4.0 production model
reduce production costs by nearly 40% over a 5–10-year period [9]. However, on the other
hand, manufacturing consumes a great deal of the limited resources available to human
society and causes serious environmental damage through the process of transforming
manufacturing resources into products, as well as in the use and disposal of products.
Due to the large volume and scale of the manufacturing industry, its overall impact on the
environment is significant. The question of how the manufacturing industry can reduce re-
source consumption and produce as little environmental pollution as possible is a pressing
issue. Green manufacturing is key to solving the problem of environmental pollution in
the manufacturing industry, and it is crucial to controlling the sources of environmental
pollution. Green manufacturing is the essence of the sustainable development strategy of
modern manufacturing. Green manufacturing is committed to developing a harmonious
relationship between human technological innovation and productivity enhancement on
the one hand, and the natural environment on the other, in line with the current need for
sustainable development. Industry 4.0 was created to address this global challenge. Thus,
Industry 4.0 is, at its core, smart, green, and humanized [10]. Industry 4.0 manufacturing
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companies should first replace traditional energy sources with alternative, non-traditional
sources of clean energy in the production process, to alleviate the problems of energy
depletion and environmental pollution. Additionally, they should produce less pollution in
the production and consumption of products that can be recovered and recycled to achieve
sustainable development. Industry 4.0 has many benefits and creates many opportuni-
ties for industrial players. Many organizations are developing strategies to shift toward
digitalization and intelligence, and manufacturing companies are responding quickly to
diverse and uncertain market demands through lean–green manufacturing systems, with
the rapid manufacturing of multiple varieties and small batches of products to provide
environmentally friendly goods that meet customer demands.

In the context of Industry 4.0, the lean–green system for manufacturing companies
is a complex system: an organic whole that encompasses the production processes of the
manufacturing industry. Industry 4.0 systems aim to realize the transformation of the
manufacturing industry from informatization to wisdom through cyber-physical systems,
manufacturing driven by big data, cloud platforms, the Internet of Things, and other tech-
nologies. Through the deep integration of information and physical systems, and using
mobile terminal and wireless communication, a virtual network world can be realized,
facilitating barrier-free communication and intelligent human–computer interactions in
large complex systems [11]. The lean–green manufacturing system consists of the super-
position of different participant systems, with interaction effects between these systems,
and the existence of nonlinear characteristics. Brittleness is a fundamental characteristic of
complex systems. At the same time, a system is in an uncertain environment, where rapid
changes in the external environment can result in dramatic changes in the complexity and
scale of production management. The dynamic nature of the manufacturing environment
is enhanced during periods of environmental change, which are more likely to stimulate
the vulnerability of the manufacturing system, threatening the operational security of the
entire system. Such shifts can cause the collapse of one or several subsystems (units) in
the system, with the transmission and expansion of collapse behavior leading the entire
system to collapse. The brittleness of manufacturing systems can change from implicit to
explicit as the complexity and scale of the system increases and as the system evolves. Once
triggered, brittleness can threaten the safety of the entire system operation.

Industry 4.0 has brought many advantages and also many challenges to industrial
participants. Many organizations are developing strategies to move in a digital and intelli-
gent direction. Although intelligent manufacturing enterprises can quickly respond to the
di-versified and uncertain demands of the market through lean–green manufacturing sys-
tems, and provide environmentally friendly products to meet customer needs through fast
manufacturing, rapid changes in the external environment have led to significant changes
in the complexity and scale of production management. The dynamic characteristics of the
manufacturing environment are enhanced, which can more easily stimulate the vulnerabil-
ity of manufacturing systems and threaten the operational security of the whole system.
With the application and development of digitalization and intelligence, manufacturing
systems are becoming larger and more complex. Although highly complex systems are
robust, they are more likely to experience system fragility, which can threaten the safety
of the whole system. In order to ensure the safe operation of manufacturing systems, a
deeper study of system brittleness and its key causative factors is required. In complex
manufacturing processes, many factors affect system brittleness; these factors are often
interrelated, so it is difficult to conduct a quantitative analysis and evaluation. An objective,
comprehensive, and accurate method of analysis is needed to effectively identify the key
brittleness factors in the system and to ensure the essential safety of system operations.
This paper constructs an improved DEMATEL-ISM-MICMAC integration method and
validates it with reference to a case study of a company.

This article is structured as follows. Section 2 discusses relevant studies of manu-
facturing system brittleness and describes the research questions. Section 3 presents an
analysis of complex system brittleness factors for lean–green manufacturing in the context
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of Industry 4.0. Section 4 briefly describes the methods and materials. Section 5 presents an
intelligent manufacturing system for the production of a micro-acoustic material and device;
this is taken as an example to verify the accuracy of the proposed method of identifying
the key brittleness factors of a manufacturing system. The paper ends by summarizing the
research outcomes and indicating directions for future work.

2. Related Works and Research Questions

The realization of leanness and greenness, the core concepts of Industry 4.0, requires
a combination of advanced technologies. The lean–green manufacturing system, in the
context of Industry 4.0, is a smart manufacturing system with vertical integration, made pos-
sible by the Internet of Things. The system is complex and changeable, and the subsystem
(software) evolves quickly. In order to guarantee the safe operation of the manufactur-
ing system, we studied system brittleness and explored the key factors related to it. The
vulnerability of a manufacturing system comes from both its software and its hardware.
Coding errors, process defects, system software with poorly designed interactive features,
and design defects and failures in the system hardware are the root causes of a system’s
vulnerability. At present, research on the combination of manufacturing systems and
fragility theory is still in its initial stages, and the relevant literature focuses on the fol-
lowing areas. Some scholars have studied the fragility of just-in-time production systems
under lean manufacturing systems [12], while others have studied the opportunities and
challenges of manufacturing logistics systems under dynamic uncertainty [13]. Other
studies focus on the fragility of industrial networks and use software tools to build robust
systems. The brittleness of industrial networks has been studied using software tools to
establish robust network systems, [14] and the brittleness of the Internet of Things has
been studied to establish a brittleness model for different application scenarios of man-
ufacturing IOT [15]. Elsewhere, the brittleness of manufacturing system equipment has
been studied to evaluate the performance parameter index system for the state of manu-
facturing system equipment [16,17]. Of course, some scholars have also investigated the
effect of combination of spatial modeling and fragility theory on the fragility excitation
mechanisms of manufacturing systems to assess the reliability of these systems [18]. Gao
Guibing et al. proposed three different methods using a generic generating function based
on state entropy; by considering the variation in performance parameters, they undertook a
structural fragility assessment of mixed-flow manufacturing systems, providing a reference
for the safe operation and monitoring of manufacturing systems [19–21]. The main methods
used for the assessment of system fragility are empirical analysis [22], agent-based meth-
ods [23], network-based methods [24], and methods based on the dynamic properties of
the system [25]. The assessment methods vary according to the researcher’s field and inter-
disciplinarity. It can be seen that in previous studies of complex networks of manufacturing
systems, the problem of identifying the key vulnerability factors of manufacturing systems
and the coupling relationships between the vulnerability factors have rarely been studied.
Currently, as manufacturing systems are moving towards the era of Industry 4.0/smart
manufacturing, the safety of manufacturing systems is more susceptible to interference
from various factors, and research on the vulnerability aspects of lean and green manu-
facturing systems in the context of Industry 4.0 is paying more attention. Constructing a
vulnerability indicator system is a prerequisite for vulnerability evaluation, while analyzing
vulnerability indicator factors is an effective way to find ways to reduce vulnerability. In
this study, the vulnerability factors of the manufacturing system will be identified and the
evaluation system will be constructed, while not only analyzing the correlation between the
factors causing the vulnerability of the manufacturing system and the degree of influence,
but also identifying the logical structure and influence mechanism between the factors.

Smart manufacturing is becoming an increasingly important trend and a core element
of manufacturing development. Due to the deep integration of information technology and
industrialization in contemporary society, control networks, production networks, man-
agement networks, and networked interconnections have become the norm. Production
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networks are increasingly integrated, and common protocols, common hardware and com-
mon software are increasingly used. As such, information security in production control
systems is becoming increasingly prominent, and information security threats are becoming
correspondingly complex. The security of systems is one of the main challenges faced in
the new industrial environment. The security of Industry 4.0 or the Internet of Things has
already been studied and discussed in a number of works [25,26]. In smart manufacturing,
a new form of manufacturing, security is mainly concerned with the following four areas:
(1) Network security: the use of deep integration with the Internet, the network IP, wire-
less networks, and flexible networking for smart manufacturing brings greater security
risks. (2) Data security: open, mobile, and shared data, as well as privacy protection, are
facing unprecedented threats. The diversification of business applications, such as network
collaboration and personalization, has placed higher demands on application security.
(3) Control security: the openness of the control environment has allowed external internet
threats to penetrate the production control environment. (4) Device security: the intelli-
gence of devices leaves production equipment and products more vulnerable to attack,
which, in turn, affects normal production. The vulnerability of manufacturing systems
lies in these security gaps. To ensure the normal operation of the manufacturing system,
we must first ensure the security of the system; the fragility factors in a manufacturing
system must be identified and considered, with a focus on the security impact factors of
intelligent manufacturing systems. In summary, scholars have studied the vulnerability
of manufacturing systems and provided methods and tools for preventing fragility in
traditional manufacturing systems. In complex manufacturing processes, it is crucial to
effectively identify, quantitatively analyze, and evaluate the key fragility factors, and the
interactions and interconnections among these factors, to ensure the operational safety of
manufacturing systems. However, Industry 4.0 manufacturing systems have increased
in complexity and scale. The goal is to realize the transformation of the manufacturing
industry from informatization to wisdom through information–physical systems at the
work site; the main characteristics of these systems are interconnectivity, innovation, inte-
gration, and big data. It is difficult for traditional fragility assessment methods and tools to
cope with big data, the random diversification of production information, and dynamic
fluctuations in the manufacturing environment. The development of vulnerability theory
has, until now, encompassed environmental, resource, social, economic, and management
aspects of vulnerability, which means that the vulnerability indicator system of Industry 4.0
manufacturing system is necessarily complex. In order to build up a clearer understanding
of complex systems, it is first necessary to clarify the relationship and hierarchy between the
many intricate factors involved, to analyze the fragility of manufacturing systems, and to
ensure the normal and safe production of the system. Therefore, it is necessary to identify
the factors involved in the brittleness of lean–green manufacturing systems in a smart
manufacturing/Industry 4.0 scenario, as well as elucidating the relationships between the
factors. This framework addresses the following research questions:

Question 1: What are the brittleness factors of lean–green manufacturing systems in
Chinese manufacturing companies in the context of Industry 4.0?

Question 2: What is the causal relationship between these factors?
Question 3: What are the key brittleness factors in the lean–green manufacturing

system for Chinese manufacturing companies in the context of Industry 4.0?
Question 4: What measures need to be taken to improve the functioning of lean–green

manufacturing system in Chinese manufacturing companies in the context of Industry 4.0?
In this paper, combined with vulnerability theory, a vulnerability index of lean–green

manufacturing systems in manufacturing companies in the context of Industry 4.0 is estab-
lished. This index has four dimensions: human factors, equipment factors, environmental
factors, and other factors. The interpretative structural model (ISM) method is used to
analyze the correlation relationships and influence mechanisms between these factors. The
Decision-Making trial and Evaluation Laboratory (DEMATEL) is used to simplify the oper-
ation of ISM and to analyze the importance and mutual influence relationships of system
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factors. The Matrix-Based Cross-Impact Multiplication Applied to Classification (MIC-
MAC) approach is used to analyze the dependence-driving relationships of system factors.
Considering the subjectivity and fuzziness inherent in the process of system analysis, trian-
gular fuzzy numbers are introduced into the DEMATEL method to construct an improved
DEMATEL-ISM-MICMAC integration method, which can be effectively used to research
the above proposed problem. Finally, an intelligent manufacturing system used to produce
a micro-acoustic material and device is taken as a case study to verify the accuracy of the
proposed method. The key brittleness factors in the lean–green manufacturing system are
identified to provide a guarantee for its safe operation. This study identifies the key factors
that affect the vulnerability of lean–green intelligent manufacturing systems and provides
theoretical guidance for the effective management of intelligent manufacturing systems;
moreover, it lays a foundation for assessing the vulnerability of manufacturing systems.

3. Analysis of Complex System Brittleness Factors for Lean–Green Manufacturing
with Industry 4.0

As an inherent property of complex systems, brittleness does not disappear with the
evolution of the system or due to changes in the external environment. During system
operations, system brittleness, once triggered, can cause the collapse of a subsystem or unit
of the system, which can lead to the collapse of other subsystems or units associated with
it and, eventually, the collapse of the whole system. As a fully automated manufacturing
system, a lean–green manufacturing system in the context of Industry 4.0 is susceptible
to the interference of various internal and external random factors during its operation
and processing. This stimulates the brittleness of the manufacturing system and produces
a collapse, resulting in the stagnation of the production system and delays in fulfilling
customer orders or the generation of product quality defects. The process whereby man-
ufacturing system fragility is triggered by fragility factors, leading to system collapse, is
shown in Figure 1. Figure 1 shows that the process by which system fragility is triggered
and the system collapses can be divided into two parts: the implicit layer and the explicit
layer. The recessive layer consists of the interrelated fragility factors that affect each other,
and the system fragility events that result from each fragility factor. The upper layer is the
dominant layer, and it contains the structure of the system and the fragility risk resulting
from the fragility events acting on the manufacturing system. In order to ensure the nor-
mal operation of the system, without collapse, it is necessary to comprehensively analyze
the factors affecting the system fragility, as well as determining the internal relationship
between the influencing factors and the key factors for management and monitoring; at the
same time, relevant reasonable measures must be put in place for continuous improvement.
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The brittleness effect in manufacturing systems is not resolved by the improvement of
these systems or changes in the external environment, and may be stimulated at any time.
As such, a manufacturing system with high reliability can also be brittle; the reduction in
the reliability of the manufacturing system is a manifestation of the brittleness effect [27].
Brittleness is also an inherent property of manufacturing equipment, and even highly
reliable equipment is brittle [28]. When the brittleness effect accumulates to a certain degree,
it will be stimulated and become visible, and the working state of the equipment unit will
continuously decline, leading to the failure of the relevant performance parameters of the
product output of the system. Under the cumulative effects of brittleness, the equipment
may collapse, eventually performing at a lower level than the specified performance level,
and stop the operation of the manufacturing system.

Lean–green manufacturing systems under Industry 4.0 are typically large complex
systems. With increasing digitalization, networking, and the use of other intelligent devices,
the complexity of the manufacturing environment is becoming more and more difficult
to predict; meanwhile, with diverse manufacturing tasks and dynamic and uncertain
external environmental perturbations, the brittleness factors that affect manufacturing
systems are increasingly obscure, diverse, hazardous, and interlocking. A lean–green
manufacturing system in the context of Industry 4.0 has many internal elements that are
closely interconnected, and each subsystem or subunit coordinates and interconnects to
accomplish the system’s multitasking goals in its daily operations. Therefore, from the
perspective of systems theory, we identify and analyze the factors affecting the brittleness
of lean–green manufacturing systems in smart manufacturing environments. Our analysis
is based on four areas: “human–machine, environment, and management”. In today’s
manufacturing system, 5M1E (Man/Manpower, Machine, Material, Method, Measurement,
Environment) analysis of manufacturing systems’ operational processes, such as processing,
personnel, and environmental factors, proves instructive. Brittleness in equipment units
can occur due to the randomness of each manufacturing task event in the manufacturing
system service process; one factor can have an impact on other factors, prompting the
acceleration of brittleness in equipment units, which is reflected in the reduction of the
reliability of multi-state manufacturing systems. This is the result of a combination of brittle
excitation factors, which show a coupling relationship. For example, a manager’s poor
decision making can lead to the inefficient scheduling of processing tasks, which increases
the workload of the manufacturing system’s processing equipment and causes excessive
wear and tear on its key functional components, thus reducing its working performance
status until failure occurs [29]. To ensure the reliability and objectivity of the analyzed
factors, a total of 15 experts and scholars in the field were invited to determine the causal
factors of brittleness in lean–green manufacturing systems in the context of Industry 4.0.
Responses were collected using a questionnaire based on the relevant literature and on
the actual production context. After repeated discussions, four major categories of human
factors, equipment factors, environmental factors, and other factors were identified, and
16 specific causal factors were analyzed, as shown in Table 1.

Table 1. Causal factors of brittleness in lean–green manufacturing systems in the context of Industry 4.0.

Factor Classification No. Brittleness Factor Factor Classification No. Brittleness Factor

Human Factors

S1 Mismanagement

Equipment factors

S9 Software Device resilience
S2 Personnel intrusion S10 Line failure and repair
S3 Personnel operation and handling capabilities S11 Amount and status of equipment
S4 Personnel skills S12 Equipment processing capacity
S5 Personnel experience S13 Production equipment breakdown and repair
S6 Number of personnel

Environmental factors
S14 Foreign body intrusion

Other factors
S7 Sudden emergency orders S15 Temperature and humidity
S8 Inadequate emergency management system S16 Laws and regulations, etc.

(1) Human factors. The human factors that affect the brittleness of lean–green man-
ufacturing systems in smart factories arise from human actions inside and outside the
manufacturing system. The internal personnel factors of the system mainly concern the
front-line personnel involved in the product manufacturing and assembly process, etc.
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Compared with traditional production lines, the production line in the context of Indus-
try 4.0 is highly automated and requires different ratios and comprehensive qualities for
various types of personnel in the manufacturing system. During the operation of the auto-
mated production line, the improper management of internal personnel or the improper
operation of staff are factors involved in brittleness. External factors include personnel
intrusion and other related human factors. These internal and external objective conditions
are the basic requirement to ensure the smooth operation of a production line, and any
human factors that disturb the normal operation of the production line and production
conditions will lead to the excitation of brittleness in the manufacturing system, thus
producing a system collapse or a production stoppage.

(2) Equipment factors. The lean–green manufacturing system in the context of In-
dustry 4.0 is equipment intensive and sophisticated, with a high degree of information
technology, a complex production system structure, and demanding equipment operation
and maintenance conditions. Automated production systems require a large number of
tooling fixtures for automated rapid positioning and clamping and tooling gauges for
product processing quality inspection. As the production system becomes increasingly au-
tomated, the degree of complexity of its structure affects the accuracy of product assembly
and the efficiency of the production line. In the vast majority of cases, when equipment
failure occurs during the operation of a manufacturing system, it leads to a brittle collapse
or a forced shutdown of the production line.

(3) Environmental factors. Environmental factors are all external causes of manu-
facturing systems’ fragility. Temperature and humidity inside smart factories, industry
quality standards, and foreign object intrusion in automation systems can all lead to the
initiation of manufacturing system brittleness, triggering a collapse or stoppage of the
manufacturing system.

(4) Other factors. Other factors include unscheduled surge production orders, the lack
of effective emergency management in the face of unforeseen events, etc. These factors can
interfere with the normal operation of a manufacturing system and lead to the excitation of
system brittleness, and so on.

The factors outlined in Table 1 are the specific brittle influencing factors of lean–green
manufacturing systems in the context of Industry 4.0 that were ultimately identified through
an extensive data review, based on the principle that certain factors have been studied
more than twice by different scholars. The proposed set of influencing factors were sent
to relevant experts for assessment [30–40]. These influencing factors affect each other and
are coupled with each other. It is impossible to form a wholly scientific and objective
understanding of the causes of the brittleness of manufacturing systems through a simple
qualitative analysis; it is therefore necessary to use the corresponding mathematical models
for in-depth research.

4. Research Methodology

The DEMATEL method mainly comprises graph theory and uses the matrix algorithm
for constructing graphs. It is a methodology for analyzing the factors of uncertain rela-
tionships in a system on the basis of expert cognition; it is mainly used to evaluate the
relationships between factors and the magnitude of their influence. In other words, DEMA-
TEL is a method based on graph theory and matrix tools, which makes full use of experts’
knowledge and experience to construct a relationship matrix for analyzing the influence
relationships between system elements; it also represents these relationships with specific
values. The DEMATEL method reflects not only the relationships between factors, but also
the degree of action. The main purpose of the method is to study the logical relationships
between the factors of influence in a complex system, so as to construct a direct influence
matrix, and to accurately analyze the importance of these factors by calculating the degree
of influence, the degree of cause, and the degree of centrality of each factor of influence in
the whole complex system, and to determine the cause-and-effect factors.
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The ISM technique is a qualitative and interpretive approach to solving complex
problems by identifying the main study variables based on the complex interconnected
structural mapping of the system’s constituent elements. It can also help to systematically
identify the solutions to complex problems with causal feedback relationships between the
variables involved in the system [41]. ISM is a suitable tool for identifying the contextual
relationships between these identified barriers, relying on a relationship describing the
interconnection between elements, supporting the identification and ranking of complex
relationships between elements in a system, and thus analyzing the influence between
elements, using a systematic approach to transform unclear models into well-structured
and structured models [42,43].

The MICMAC method allows for the analysis of the position and role of factors in
a system, and it facilitates the assessment of the dependence and drive of factors [44,45].
The MICMAC method classifies indicators into correlated, adjusting, driving, dependent,
and autonomous factors according to their roles, which can be expressed visually through
the directed connecting lines of the skeleton diagram. The quadrant diagram is obtained
based on the ISM reachability matrix by dividing the system into a clear hierarchy [46]. The
reachable matrix with zeros and ones, ignoring the relationship between weak influencing
factors in the system, offers insight into the dependency-driver role in terms of the range
of influence expressed, according to strengths and weaknesses, up to a certain level of
influence, and according to the value of the cumulative absoluteness of the mode of action.
The ISM model was constructed to divide the factors into levels. The MICMAC method is
used to analyze the influencing factors, and the position and role of the influencing factors
are deeply divided. The corresponding dependencies and driving forces are determined,
and targeted countermeasures are proposed. The current domestic and international
literature mainly uses DEMATEL, ISM, and MICMAC alone or with two methods combined;
fewer studies have combined all three methods, especially in the study of manufacturing
systems [47–50]. In this paper, for the first time, three methods (DEMATEL, ISM, and
MICMAC) are organically combined to form the DEMATEL-ISM-MICMAC method to
study the structure of the vulnerability index system and the association between the index
factors of lean–green manufacturing systems in the context of Industry 4.0. Additionally,
the specific differences and mutual benefits of the organic combination of these three
methods are analyzed in depth. The specific technology roadmap is shown in Figure 2.
Considering that the lean–green manufacturing system in the context of Industry 4.0 has
many fragile influencing factors, with strong coupling among them, the combination of
DEMATEL and ISM not only helps to identify the key elements of the index system and
the degree of influence, but also constructs the hierarchical structure of the index system.
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Since the DEMATEL method is based on expert experience for scoring, its results are
influenced by individual differences and expert subjectivity, so combining fuzzy theory and
the DEMATEL method can eliminate problems such as the semanticization and fuzzification
of expert evaluative information. The direct influence matrix is obtained by converting the
expert scores into the corresponding Triangular Fuzzy Numbers (TFNs); when fuzzified,
the Triangular Fuzzy Number is converted into an accurate value using the conversion
method (converting fuzzy numbers into crisp scores, CFCS) and then integrated using the
ISM and MICMAC methods. The specific steps for the construction of the corresponding
method-specific model are as follows.

4.1. Improved Integrated DEMATEL-ISM Method

(1) Step 1: Determine the correspondence between the linguistic variables and TFN.
The results of experts’ ratings of the relationships between the evaluation indicators con-
stitute the evaluation set. The mapping relationship between the linguistic variables and
fuzziness is established, as shown in Table 2.

Table 2. Semantic transformation table.

Language Variables Triangular Fuzzy Number

No effect (NO) (0, 0, 1)
Very low impact (VL) (0, 1, 2)

Low impact (L) (1, 2, 3)
High impact (H) (2, 3, 4)

Very high impact (VH) (3, 4, 4)

(2) Step 2: Construct the TFN direct influence matrix Z(k) =
[
χ̃
(k)
ij

]
n×n

between the fac-

tors related to the vulnerability indicators of manufacturing systems, where
χ̃
(k)
ij =

(
ak

ij
, bk

ij
, ck

ij

)
is the TFN of the k-th (k = 1, 2...., q) TFN of the degree of influence

of fragility factor a with factor b, according to the expert.
(3) Step 3: the TFN of the degree of influence between the fragility factors is first

standardized and its calculation formula is expressed in Equations (1)–(3).

lk
ij
=

ak
ij − min

1≤k≤q
ak

ij

max
1≤k≤q

ck
ij − min

1≤k≤q
ak

ij
(1)

mk
ij
=

bk
ij − min

1≤k≤q
bk

ij

max
1≤k≤q

ck
ij − min

1≤k≤q
ak

ij
(2)

rk
ij
=

ck
ij − min

1≤k≤q
ck

ij

max
1≤k≤q

ck
ij − min

1≤k≤q
ak

ij
(3)

(4) Step 4: Calculate the standardized clear value of the upper and lower boundaries
of the triangular fuzzy set. Its calculation formula is expressed in (4) and (5).

uk
ij =

mk
ij

1 + mk
ij − lk

ij
(4)

vk
ij =

rk
ij

1 + mk
ij − lk

ij
(5)
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(5) Step 5: Calculate the clear value of TNF z(k); its calculation formula is (6):

z(k) = min
1≤k≤q

ak
ij +

(
min

1≤k≤q
ck

ij − min
1≤k≤q

bk
ij

)(
uk

ij

(
1− uk

ij

)
+ vk

ijv
k
ij

)
1− uk

ij − vk
ij

(6)

(6) Step 6: Calculate the average value of z(k) to obtain the direct impact matrix
M =

[
zij
]

m×n; its calculation formula is (7):

zij =
(

z1
ij + z2

ij + · · ·+ zk
ij

)
/k (7)

(7) Step 7: The direct impact matrix is normalized to obtain the matrix M′ =
[
χij
]

m×n;
its calculation formula is (8):

M′ =
zij

max(∑n
j=1 zij)

(8)

(8) Step 8: In order to analyze the indirect influence relationship between the factors, it
is necessary to solve the integrated influence matrix M′′ , where I is the unit matrix. This
can be found using Equation (9):

M′′ = M′ + M′2 + · · ·+ M′n =
M′
(

I −M′n
)

(I −M′)
= M′(I −M′)−1 (9)

(9) Step 9: Calculate the cause degree (Ri − Ci) and the center degree (Ri + Ci) of
the driving strength between the factors that influence the fragility of the manufacturing
system. From the comprehensive influence matrix M′′ =

[
tij
]

n×n, the influence degree and
the influenced degree of each factor index can be calculated as Ri and Ci, respectively (see
Equation (10)); then, w deduce the centrality degree mn = R + C, which is used to indicate
the role size (importance) of each factor in all evaluation indexes, and the cause degree
rn = R − C, which is used to indicate the internal structure.

Ri = ∑n
j=1 tij Cj = ∑n

i=1 tij (10)

Here, the influence degree is the sum of the elements in each row, which is the
combined influence value of the corresponding element in that row on all other elements; it
is referred to as the influence degree. (2) The influence degree is the sum of each element in
each column, which is the combined influence value of the corresponding element in that
column by all other elements; this is called the influence degree. 3© Centrality is the sum
of the influence degree of each element and the influence degree is called the centrality of
the element, which indicates the position of the element in the system, and the role of the
size. 4© The difference between the degree of influence and the degree of being influenced
of each element is the cause degree of the element. 5© The cause element is the cause
degree > 0, which indicates that the element has a great influence on other elements; this is
called the cause element. 6© The result element is the cause degree < 0, which indicates that
the element is influenced by other elements; this is called the result element. Through the
above calculations, we can judge the degree of influence of each factor on the magnitude of
the manufacturing system’s brittle force, according to the factors’ degree of influence and
the degree of being influenced. Then, according to the central degree, we can determine
the importance of each indicator in the manufacturing system’s brittleness.

(10) Step 10: For the 16 influencing factors in Table 1, the inter-influence relationships
among the factors were evaluated by means of questionnaires and expert scoring to initially
determine the correlations between the factors. The mapped inter-influence relationships
among the brittle factors can be expressed using a box plot, such as that shown in Figure 3.
A binary relationship box plot is a graphical representation of the intrinsic connections
between the elements within a complex system, with the corresponding letters indicate the
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interrelationships between the elements. It is abbreviated as box plot diagram, which can
also be referred to as a block diagram. In the box plot, A indicates that the column factors
have an influence on the row factors, V indicates that the row factors have an influence on
the column factors, and X indicates that the row and column factors have an influence on
each other.
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(11) Step 11: Construct the adjacency matrix based on the interrelationship equation
between the fragility factors, and, on the basis of the adjacency matrix, find the reachable
matrix H =

[
hij
]

n×n through matrix operations.
(12) Step 12: Based on the reachable matrix, region division, level division, and

skeleton matrix extraction are carried out to establish the interpretative structural model of
manufacturing systems’ brittle factors.

4.2. MICMAC Validation Analysis of Key Brittleness-Influencing Factors

Using the MICMAC method, quadrant diagrams are drawn according to the calculated
dependency and driving force results. This enables further analysis of the status and the
role played by the brittleness-influencing factors of the manufacturing system; additionally,
it allows for the elucidation of different characteristics of each brittleness-influencing factor,
and provides a basis for making suggestions or taking measures. The method applies the
principle of matrix multiplication to analyze the degree of influence and correlation between
factors by calculating their drivers and dependencies; it is often used in combination with
ISM to identify factors with high dynamics and high dependencies in the system.

Stratification among indicators is performed by calculating the driving force (Q) and
dependency power (Y) of each indicator, where the driving force is the sum of the elements
of each row of the reachability matrix and the dependency is the sum of the elements of
each column of the reachability matrix. Accordingly, the Q–Y classification diagram of
influencing factors was drawn, and the mean values of drive and dependence were used as
the dividing line; the diagram was finally divided into four quadrants, and quadrants I, II,
III, and IV were the autonomy, dependence, association, and drive quadrants, respectively,
as shown in Figure 4 [51]. Greater dependence indicates greater reliance on other factors
when addressing a given factor, and greater drive indicates the extent to which this factor
can help to address other factors [52]. Thus, factors in the independent quadrant are more
driven and less dependent; their factors are weakly influenced by the remaining elements,
but they have a greater impact on other elements. Therefore, the identification of such
factors is important for assessing the brittleness of a manufacturing system and is the basis
for determining whether an accidental manufacturing system collapse occurs [53].
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The results of MICMAC analysis can be visualized using a two-dimensional coordinate
diagram, with the vertical axis representing the driving forces and the horizontal axis
representing the dependencies. For each factor in the whole complex system, the numerical
magnitudes of the driving force DF(Xi) and the dependency DP(Xi) can be calculated based
on the reachability matrix H. This can be found using Equations (11) and (12):

DF(Xi) =
n

∑
j=1

hij(i = 1, 2, · · · , n) (11)

DP(Xi) =
n

∑
i=1

hij(i = 1, 2, · · · , n) (12)

Based on the MICMAC analysis of the causes of brittleness in lean–green manufactur-
ing systems in the context of Industry 4.0, a dependency matrix of indicator drivers can
be derived. A dependency and driver diagram of brittleness in manufacturing systems
can also be calculated, allowing for the analysis of the position and role of the influencing
factors in order to suggest targeted improvements.

5. Case Study

With the goal of building a world-leading lean–green factory for the intelligent manu-
facturing of a micro-acoustic material and device, a smart factory proposes the following
manufacturing system modules: (1) technological innovation; (2) information systems;
(3) core equipment; (4) a resource strategy; and (5) basic security [54]. The technology
innovation module is used to break through the key short-board equipment and to apply
artificial intelligence technology, such as data mining and machine vision, to enhance
the processing level, improve operation efficiency, and reduce energy consumption. The
information system module integrates PDM/ERP/MES/APSWMS/SCADA and other
information systems to achieve core equipment networking and monitoring, as well as the
collaborative management and control of the entire production process. The core equipment
module introduces and integrates dozens of core pieces of intelligent equipment, upgrades
chip lines, expands packaging lines, and builds new test lines to significantly increase pro-
duction capacity and automation levels. The resource strategy module upgrades the ERP
system and introduces the OA system to realize the unified and collaborative management
of human resources, social resources, information resources, and financial resources. The
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basic guarantee module, which strengthens organizational, technical, personal, mechanical,
and financial factors, provides a strong guarantee for project implementation. Under the
synergistic operation of each module, through carefully sorting out the process layout and
material flow process, an efficient operation flow and material pulling mechanism can be
established; this completely eliminates the phenomenon of material stagnation and stop-
page, improves the logistic speed and production beat, and realizes lean management and
the green transformation of production operations and material logistics. Through manage-
ment innovations and technological innovations, and by facilitating the deep integration
of information technology and industrialization technology, we will gradually generate
intelligent work stations, processes, and workshops, and build a modern, intelligent factory
that integrates information and industry from point to point [55].

This intelligent manufacturing system is a large and highly complex system. In order
to analyze the causal factors of brittleness in this lean–green manufacturing system in the
context of Industry 4.0, the pool of survey interviewers was further expanded beyond
the previous 15 experts in order to assess the results more accurately and scientifically.
Each of the interviewees has more than ten years of work experience; in total, 200 people
were surveyed. Including enterprise staff, teachers in research institutes, and industry
consultants. The job titles, work units, and education levels of the respondents are shown
in Table 3.

Table 3. Distribution of respondents’ basic information.

Basic Information Category Number of People (pcs) Percentage

Work Unit
Research Institutes 40 20.0%
Professional consulting company 22 11.0%
Manufacturing Company 138 69.0%

Position Information
University professors 35 17.5%
Business leaders, department managers, supervisors 30 15.0%
General front-line employees 135 67.5%

Education level
College and below 78 39.0%
Bachelor’s degree 67 33.5%
Masters and above 55 27.5%

The surveyed interviewers increased their basic knowledge of the company and their
own expertise on the 16 brittle influencing factors of the manufacturing system described
in the case study; this was achieved by applying the linguistic variables in Table 2 to the
field TNF assessment. Then, according to steps 1 to 6, after defuzzification by CFCS, the
direct influence matrix of the brittle influence factors of lean–green manufacturing systems
in the context of Industry 4.0 was obtained, as shown in Table 4.

Table 4. Direct impact matrix of the causal factors of brittleness in lean–green manufacturing systems
in the context of Industry 4.0.

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15 S16

S1 0 0.36 0.24 0 0 0.1 0.17 0.55 0.11 0.15 0.14 0.11 0.13 0.35 0 0
S2 0.22 0 0 0 0 0 0.41 0.01 0 0.35 0.38 0.1 0.09 0 0 0
S3 0 0 0 0.33 0.34 0.28 0.41 0.02 0.52 0.5 0.43 0.48 0.55 0 0 0
S4 0 0 0 0 0.1 0 0 0 0 0 0 0.42 0 0 0 0
S5 0 0 0 0.02 0 0 0 0 0 0 0 0 0 0 0 0
S6 0 0 0 0 0 0 0.23 0 0.28 0.11 0.02 0.21 0 0.45 0 0
S7 0.01 0.03 0 0 0 0 0 0 0 0 0 0 0 0 0 0
S8 0.33 0.35 0.18 0.2 0.01 0.29 0.29 0 0.15 0.22 0.28 0.27 0.09 0.31 0 0
S9 0.02 0.24 0 0.03 0.01 0 0.12 0 0 0.21 0.22 0.47 0.03 0 0 0
S10 0 0.09 0 0.02 0.01 0 0.1 0 0.1 0 0.31 0.13 0 0 0 0
S11 0.05 0.32 0 0.31 0.13 0 0.25 0 0 0 0 0 0 0 0 0
S12 0.52 0.36 0 0 0 0 0.32 0 0 0 0 0 0 0 0 0
S13 0 0.19 0.23 0 0 0 0.27 0 0 0 0 0 0 0 0 0
S14 0.2 0.15 0 0 0 0 0.21 0 0.21 0.57 0.18 0.32 0.01 0 0 0
S15 0.07 0.11 0 0 0.17 0 0.42 0 0.45 0.52 0.38 0.59 0.29 0.31 0 0
S16 0.25 0.18 0 0.06 0 0 0.41 0 0.29 0.31 0.33 0.28 0.16 0.01 0.08 0
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Next, the influence, affectedness, centrality, and causality of the causal factors of
brittleness in the lean–green manufacturing system are calculated according to steps 7 to 9;
the results of the influence degree, influenced degree, and centrality–cause degree of each
causal factor are shown in Table 5.

Table 5. Influence degree, influenced degree, centrality degree, and cause degree of each causative factor.

No. Influence
Degree

Influenced
Degree

Centrality
Degree

Cause
Degree No. Influence

Degree
Influenced

Degree
Centrality

Degree
Cause

Degree

S1 0.903 0.716 1.619 0.186 S9 0.485 0.678 1.164 −0.193
S2 0.538 1.020 1.558 −0.482 S10 0.268 1.036 1.304 −0.769
S3 1.299 0.243 1.542 1.057 S11 0.347 1.008 1.356 −0.661
S4 0.188 0.378 0.566 −0.191 S12 0.485 1.180 1.665 −0.695
S5 0.006 0.271 0.277 −0.264 S13 0.284 0.446 0.730 −0.162
S6 0.487 0.229 0.716 0.258 S14 0.671 0.421 1.092 0.250
S7 0.017 1.401 1.418 −1.384 S15 1.007 0.000 1.188 1.147
S8 1.152 0.256 1.409 0.896 S16 0.873 0.257 1.007 1.007

According to the centrality and cause degrees, the relationships between the causal
factors of the manufacturing system were plotted, as shown in Figure 5. It can be seen that
the cause degrees of S2, S4, S5, S7, S9, S10, S11, S12, and S13 are negative, which means that
these factors will be influenced by other factors, thus causing the manufacturing system to
crash or stop. The high centrality of S1, S2, S3, S7, S8, and S12 indicates that these factors are
key factors in the occurrence of brittleness in manufacturing systems and need to be taken
seriously by managers.
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According to step 10, the 16 influencing factors detailed in Table 1 were evaluated by
means of questionnaires and expert scoring, in order to initially determine the correlations
between the factors and draw a variogram of the interactions among the brittle factors,
as shown in Figure 6. According to step 11, the adjacency matrix was constructed based
on the interrelationship equation between the brittle factors; on the basis of the adjacency
matrix, the reachability matrix is obtained by matrix operations and is shown in Table 6.
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Figure 6. Box plot of the interactions between the brittleness factors of lean–green manufacturing
systems in the context of Industry 4.0.

Table 6. The reachable matrix of factors influencing the brittleness of lean–green manufacturing
systems in the context of Industry 4.0.

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15 S16

S1 1 1 1 0 0 1 0 1 1 1 1 1 1 1 0 0
S2 0 1 1 0 0 0 0 1 0 1 1 1 1 0 0 0
S3 0 0 1 0 0 0 0 0 0 1 1 1 1 0 0 0
S4 0 0 1 1 0 0 0 1 0 1 1 1 1 0 0 0
S5 0 0 1 0 1 0 0 1 0 1 1 1 1 0 0 0
S6 0 0 1 0 0 1 0 1 0 1 1 1 1 0 0 0
S7 0 0 1 0 0 0 1 1 1 1 1 1 1 0 0 0
S8 0 0 1 0 0 0 0 1 0 1 1 1 1 0 0 0
S9 0 0 1 0 0 0 0 1 1 1 1 1 1 0 0 0
S10 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0
S11 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0
S12 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0
S13 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
S14 0 0 1 0 0 0 0 1 0 1 1 1 1 1 0 0
S15 0 0 1 0 0 0 0 1 0 1 1 1 1 0 1 0
S16 0 0 1 0 0 0 0 1 0 1 1 1 1 0 0 1

Based on the reachable matrix in Table 6 and Step 12, a model diagram of the ISM
explanatory structure of the causal factors of brittleness is obtained, as shown in Figure 7.
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facturing systems in the context of Industry 4.0.
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Based on the MICMAC principle and the reachability matrix H, the driving forces and
dependencies of each factor that influences the vulnerability of the lean–green manufactur-
ing system in the context of Industry 4.0 can be calculated, as shown in Table 7. Based on
this, a driving-force-dependency power diagram of the factors influencing the fragility of
the example manufacturing system is drawn, as shown in Figure 8.

Table 7. Driving-force-dependency power of factors influencing the brittleness of lean–green manu-
facturing systems in the context of Industry 4.0.

Factor Dependency
Power

Driving
Force Factor Dependency

Power
Driving

Force

S1 1 11 S9 3 7
S2 2 7 S10 13 1
S3 12 5 S11 13 1
S4 1 7 S12 13 1
S5 1 7 S13 13 1
S6 2 7 S14 2 7
S7 1 8 S15 1 7
S8 11 6 S16 1 7
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6. Discussion
6.1. Analysis of the Correlation and Importance of the Influencing Factors

The direct influence matrix M can be obtained according to Equations (1)–(7). Ac-
cording to the direct influence matrix M of factors that influence manufacturing systems’
fragility and Equations (8)–(10), Table 5 can be obtained. Table 5 shows the influence degree,
influenced degree, centrality degree, and cause degree of each causative factor of brittleness
in lean–green manufacturing systems, and can be used to analyze the correlation and
importance between factors. The role and importance of each factor are shown in Figure 5.
The magnitude of centrality indicates the degree of association of a given factor with other
factors and its importance in the system; the higher the magnitude of the value in Table 5,
the more closely the factor is associated with the vulnerability indicators and the stronger
the relevance; the same is true for the values situated towards the right of Figure 5. The
ranking of the numerical sizes of the centrality degrees is as follows: equipment handling
capacity (S12), improper management (S1), personnel intrusion (S2), personnel operation
and handling capacity (S3), sudden emergency orders (S7), and inadequate emergency
management system (S8). Meanwhile, there is a significant difference between the degree
of influence and the degree of being influenced for temperature and humidity (S15), the
improper operation of personnel (S3), laws and regulations (S16), sudden emergency orders
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(S7), equipment failure and maintenance (S9), line failure and maintenance (S10), equipment
quantity and status (S11), equipment handling capacity (S12), and production equipment
failure and maintenance (S13). The first three are less strongly influenced and mainly
influence the other factors, while the latter five factors are more likely to be influenced;
for the rest of the factors, the degree of influence and the degree of being influenced are
comparable. Among them, personnel operation and handling ability (S3) has the greatest
influence degree of 1.299, and it is the main causal factor of the excitation of manufacturing
systems’ brittleness leading to system collapse or stoppage, followed by temperature and
humidity (S15) and laws and regulations (S16). Attention must also be paid to these last
two factors. In terms of the roles played by different factors, the centrality degree values
of mismanagement (S1), laws and regulations (S16), and temperature and humidity (S15)
are relatively large and are all greater than 0. Moreover, the values for the degree of affect-
edness are also relatively small, indicating that these factors influence to a greater degree
than they are influenced, and play a largely causative role in the system. The other factors
are essentially outcome factors. From Figure 5, it can be seen that personnel operation and
disposal ability (S3), mismanagement (S1), laws and regulations (S16), and other factors are
situated in the upper right part of Figure 5, meaning that their comprehensive influence on
other factors is relatively large. Meanwhile, the five factors in the lower right corner are
dependent factors, or passive factors; these factors are more deeply influenced by other
factors and are also the direct cause of brittleness excitation.

6.2. System Hierarchy Analysis

The interpretative structure model is capable of grading factors and revealing the
internal structure of a system [56]. As can be seen from the interpretative structure model,
the ISM divides all factor indicators into five levels, from top to bottom, representing
proximate causation (L1), transitional causation (L2, L3), deep causation (L4), and essential
causation (L5). The connection between the causal factors of brittleness in lean–green
manufacturing systems in the context of Industry 4.0 is highly complex, and this complexity
is reflected in the following four aspects.

(1) Line failure and maintenance, equipment quantity and status, equipment handling
capacity and production equipment failure, and maintenance are direct causes of system
breakdown or stoppage. At the same time, the improper operation of personnel or inade-
quate emergency management systems are also important causes of system breakdowns.
Personnel skills and experience are the factors that most directly determine the quality
of a manufacturing system; they can also directly affect the productivity of production
equipment and non-production equipment (software system) and the chance of equipment
failure and maintenance taking place, thus affecting the scheduling of production plans
and the timely completion of orders, and even lead to the collapse of the system and stop
production. Most automated equipment is highly dependent on fixtures and jigs, which
affects the efficiency of the production line and increases the risk of brittleness. Therefore,
reducing equipment failures (including those of software systems and information systems)
is one of the most important means of preventing system crashes or stoppages.

(2) Flaws in relevant personnel operations and the disposal abilities of emergency
management systems are also critical. For the causal factors of the L2 and L3 layers
in the ISM model, these two factors are of great importance. In particular, when an
unexpected event occurs, efficient emergency response capabilities and various emergency
management systems are crucial to preventing the occurrence or further spread of adverse
events. Therefore, it is important to improve the business handling abilities of relevant
personnel and to develop relevant contingency plans for the occurrence of an exceptional
event. By utilizing the skills of relevant personnel and implementing functional emergency
management systems, the probability of a system crashing or stopping can be reduced; if
a crash or stop does occur, it can be controlled such that the local minimum scope of the
system is maintained, or else can be resolved after a short period of time. Therefore, these
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factors not only affect the efficiency of the system, but can even rectify situations where the
production line goes offline.

(3) Temperature and environmental factors, such as humidity, and laws and regu-
lations have a serious impact on the excitation of brittleness in manufacturing systems.
These factors essentially belong to the L4 layer of causative factors. When these two types
of factors do not meet production conditions, a manufacturing system is at high risk of
brittleness. For example, if temperature and humidity conditions are not up to standard,
and equipment or software information systems cannot function properly, a chain collapse
phenomenon could occur in each system. The manufacturing system is certain to cease
operations if one part of the product or service in the manufacturing process violates the
relevant laws and regulations related to the quality standard. For instance, as a microelec-
tronics company, the company used as a case study in this research has higher requirements
for temperature and humidity; moreover, most of the connections are made in a clean and
quiet workshop, which has higher requirements for humidity and temperature. Therefore,
it is important to monitor such causative factors in real time and to prepare for emergencies
in advance, to minimize the probability that they will violate the relevant parameters.

(4) Mismanagement is the fundamental cause of the excitation of systemic brittleness.
The above-mentioned “human–machine-environment”, along with the other three types
of factors, can directly lead to the excitation of a system’s brittleness and cause the manu-
facturing system to collapse or stop; however, management factors are the root cause of
accidents caused by the above three types of factors. It is therefore necessary to improve
the quality of managers and management systems, and to use advanced management
models to establish a scientific management system, clear responsibilities, and smooth
communication and feedback channels. Additionally, to achieve continuous improvement
it is necessary to undertake continuous management innovation, improve the management
level, and update the relevant management systems and processes.

6.3. Driving Force and Dependency Power Relationship Analysis

The dependency DF(Xi) and driver DP(Xi) obtained from MICMAC can be used as
the x-axis and y-axis, respectively, to obtain Figure 8. On this basis, the driving force
and dependency power relationship between the factors can be analyzed and classified
accordingly; the relevant results can be seen from Figure 8.

Quadrant area I contains autonomous factors, which are either relatively independent
and have little correlation with other factors, or are not influential enough to trigger a chain
reaction; there were no factors in this category in our case study. Quadrant area II contains
the dependent factors, which are generally more strongly linked to and easily controlled
by other factors; however, the driving force is not strong. In this category are personnel
operation and disposal ability, line failure and maintenance, equipment quantity and status,
equipment handling ability, and production equipment failure and maintenance; these
issues can generally be solved by first resolving other factors. Quadrant III contains the
associated factors, including imperfect emergency management systems, which have high
dependence and a strong driving force. Finally, quadrant IV contains the driving factors;
all of the remaining 10 influencing factors fall into this category, meaning that they have a
greater impact on the other factors in the system and are generally at the lower level of the
ISM progression structure.

6.4. Conclusions

Based on the selection and establishment of the vulnerability indicators of lean–green
manufacturing systems in the context of Industry 4.0 and the development of the implemen-
tation system, the vulnerability indicator system can be constructed from sixteen specific
indicators in four major areas, namely, “human–machine, environment and management”.
The most important factors are generally those factors with high relevance to the other
factors, and factors that play a driving role in the system; controlling these two major
categories of indicators are the key to reducing a system’s vulnerability. One of the most
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important indicators of effective manufacturing operations is the ability of manufacturing
systems to meet customer needs on time, efficiently, and with high quality. However,
manufacturing systems are susceptible to brittle factors that can cause them to crash or stop
functioning. In order to deepen the scientific understanding of factors that cause brittleness
in manufacturing systems, an improved DEMATEL-ISM-MICMAC analysis method was
constructed to explore the internal connections between factors that generate fragility in
lean–green manufacturing systems in the context of Industry 4.0. This study aimed to
clearly determine the hierarchy of key factors and influence pathways, and to distinguish
the dependency power and driving force of each fragility-influencing factor.

From the perspective of actual system in operation, the factors corresponding to the top
five critical nodes in the network in terms of node importance can all be classified as related
to production equipment, information transmission, and information systems, etc. As the
core of system operations, the failure frequency, maintenance guarantee strategy, operation
status, and recovery and processing capabilities of the equipment are the key factors
affecting a system’s fragility. The data indicate that these factors are also key to ensuring
the safe and normal operation of the system, as is consistent with the actual operations
of the system. The nodes ranked sixth and seventh in node importance correspond to the
fragility factors related to work skills and work experience, respectively, indicating that the
business ability of employees is also a key fragility factor that affects the normal operation
of the system. As such, the comprehensive abilities of employees should be strengthened
to enhance their effectiveness, and an effective job-posting assessment system should be
developed to focus on the cultivation of high-quality talents and to highlight the importance
of talents in the system. Additional objective and specific quantitative factors involved in
the brittleness and collapse of manufacturing systems include mismanagement, industry
quality standards, laws and regulations, the working system of the plant, temperature and
humidity, and the operation methods and quantity of existing equipment and information
systems. Although these factors have a relatively small impact on system brittleness,
they are still essential to ensuring the normal operation of manufacturing systems and
are important safeguards to achieving the overall function of a system. Therefore, even
as managers pay increased attention to key brittleness factors, the other relevant factors
should not be ignored, so that safe operation measures can be formulated more efficiently
and accurately to ensure the safe and stable operation of the system.

6.5. Managerial Implications

The focus of this paper was to construct a vulnerability indicator system for lean–green
manufacturing systems in the context of Industry 4.0 in Chinese manufacturing enterprises.
We also aimed to analyze the relationship between various vulnerability indicator factors,
establish a hierarchy of factors and classify them according to driving forces and dependen-
cies, and finally use the proposed method to identify the key vulnerability factors that affect
system fragility. For this last step, rather than considering all factors, we used a manufactur-
ing system from an example company to identify key indicator factors and specific factors
that play a role in the monitoring and management of lean–green manufacturing systems in
the manufacturing industry and its enterprises. According to the relationships between the
factors and the reachable pathways, an index system was built into a five-level hierarchy:
from bottom to top, L5 referred to the essential causes, L4 to the deep causes, L2–3 to the
transitional causes, and L1 to proximate causes. The different levels of indicators have
their own status and characteristics in the system, according to which different stages of
management planning can be implemented. Additionally, according to the roles of the
different factors, the indicators can be divided into five categories: correlation factors,
adjustment factors, driving factors, dependency factors, and autonomous factors. The
roles of the factors in these categories can be visually expressed as connecting paths in the
hierarchy. Based on how many paths and pointers can be managed for indicators on a
primary or secondary level, managers can focus their attentions on correlation factors, ad-
justment factors, and driving factors, followed by dependency factors; autonomous factors
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do not require much attention. Based on the research presented in this paper, managers
can implement different adaptive management strategies based on indicator relationships,
roles, and hierarchies.

However, this study has certain limitations: the data are derived from experts’ experi-
ence and scoring, and although they are authoritative and representative, they inevitably
contains some degree of subjectivity and uncertainty, and may deviate from the real situa-
tion. Further refinement of the validation models can be attempted for verification. The 0
and 1 values of the ISM reachable matrix indicate that the obscure relationship is ignored,
which can be corrected in the future by combining this model with fuzzy theory. At the
same time, further in-depth research can be conducted based on the key fragility factors
combined with the actual production situation, to enable a deeper analysis of the operation
status of the equipment in the system and to develop a more reasonable maintenance
guarantee strategy to guide real-world production. Additionally, to better understand
the importance of each brittleness factor at a later stage of the research process, it can be
measured by calculating the relevant weight classes of the factors, either by using the ANP
method or the AHP method.

In addition, in order to classify the brittleness factor index system, the classification
can be managed using the cluster analysis method. Manufacturing systems’ brittle factor
indicators can be classified as input class indicators and output class indicators, which can
be analyzed using the Data Envelopment Analysis (DEA) method to determine the relevant
validity of a unit. In addition, system fragility factor indicators can be ranked using the
TOPSIS or VIKOR methods [57]. These multi-criteria decision-making tools can be used
individually or in combination. The combined use of these methods can produce more
scientific, verifiable, and robust findings.
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