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Abstract

:

Wireless multimedia sensor networks will play a central role in the Internet of Things world, providing content-rich information for an uncountable number of monitoring and control scenarios. As more applications rely on multimedia data, security concerns gain attention, and new approaches arise to provide security for such networks. However, the usual resource constraints of processing, memory and the energy of multimedia-based sensors have brought different challenges for data encryption, which have driven the development of different security approaches. In this context, this article presents the state-of-the-art of cryptography in wireless multimedia sensor networks, surveying innovative works in this area and discussing promising research directions.
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1. Introduction


The development of affordable microelectronics devices, less expensive storage systems and efficient Internet communication technologies has changed the way information may be generated, processed and distributed. This scenario has allowed the design of massive heterogeneous multi-sensors applications, which produce and transmit much valuable information for different control and monitoring procedures [1]. The resulting Internet of Things (IoT) world is comprised of different elements, but Wireless Sensor Networks (WSN) will be central to interact with the environment and to retrieve relevant data [2,3]. In this complex context, multimedia sensing will have an even more crucial role, defining the basis for applications in smart cities, vehicular networks, health assistance, industrial automation, among many other emerging scenarios [4].



The operation characteristics and expected applicability of Wireless Multimedia Sensor Networks (WMSNs) have also opened new possibilities for security threats [5,6]. Sensed data may be stolen or altered during transmission or even unauthorized malicious sensors may inject false information into the network. Moreover, a group of Denial of Service (DoS) attacks is particularly devastating for resource-constrained wireless sensor systems, also demanding security measures. In general, wireless multimedia sensor networks may face many security threats, and much research effort has been devoted to address security issues in these networks [7].



Among the available security protection mechanisms for WMSN, cryptography is an effective technique that can provide confidentiality, integrity and authenticity to sensed data and sensor nodes [8,9,10]. In short, cryptography is the set of techniques for transforming original unprotected information into a set of unreadable secure data, which can only be properly read by the correct recipient. Cryptography usually relies on security keys for data encryption, providing flexibility for the encryption and decryption process, but also adding concerns related to the management of such keys. Based on different mathematical algorithms and applying different techniques, cryptography algorithms will typically have different performances in terms of processing and memory costs, as well as resistance for attacks, making the choosing of the most appropriate algorithms as a relevant design choice.



In general, it is expected that sensor nodes in WMSN will have some level of resource constraints, which may typically be in processing, memory, sensing capabilities and energy supply [11]. Although new technologies at affordable prices have brought more powerful sensor motes to the IoT world [1], it is expected that a great part of modern wireless multimedia sensor networks will have to deal with some constraints that can limit the applicability of cryptography algorithms. In such a way, most works in this area have been concerned with optimized cryptography approaches for multimedia sensing, at different conceptual layers.



Different media have particular compression and encryption demands, and many works have proposed solutions exploiting the characteristics of media coding algorithms [12]. Generally, efficiency will be a core idea when applying cryptography in wireless multimedia sensor networks, and thus, many different approaches have been proposed for multimedia data encryption. This particular scenario leads us to survey the state-of-the-art of this subject, comparing different promising solutions. Actually, recent papers have proposed cryptography-based solutions for wireless multimedia sensor networks [4,13,14], but to the best of our knowledge, no survey has been written focusing specifically on cryptography issues in wireless multimedia sensor networks.



The remainder of this article is organized as follows. In Section 2, we present general security issues in the wireless multimedia sensor network context. Multimedia cryptography is surveyed and discussed in Section 3. A comparison of cryptography approaches is performed in Section 4. Section 5 discusses promising research directions, followed by conclusions and references.




2. Security Issues in Multimedia Sensor Networks


Wireless multimedia sensor networks are subject to many threats that can compromise applications in different ways. In recent years, the increasing use of sensing technologies in emerging networks has brought attention to sensors’ weak security. However, the resource-constrained nature of sensor nodes may discourage the adoption of security mechanisms, which may leave open vulnerabilities to be exploited. The proper understanding of threats and countermeasures is then of paramount importance.



Actually, one of the fundamentals of wireless sensor networks is resource constraints. These networks are typically comprised of a great number of tiny low-cost electronic devices with limited sensing and computing capabilities, allowing sensor nodes to be inexpensive and (theoretically) disposable. Constrained sensors are useful for massive deployment and for energy efficiency, which are central concepts of WSN. As a result, security measures have an additional challenge when employed in such networks, when compared to Internet-based systems. The literature on this subject has been devoted to create or adapt security solutions for this constrained environment.



Monitoring and control applications may be concerned with different threats, which will demand some specialized defense measures. In general, some security requirements can be defined, and it is expected that most applications will be concerned with at least one of them. Such requirements are defined as follows.

	
Authenticity: Sensor nodes and transmitted packets should be authenticated. Malicious sensor nodes could enter the network to steal information or inject packets. The verification of the packets’ origins is desired in many cases.



	
Availability: Some applications may require that a minimum level of availability is assured during the network operation, but attacks may reduce the attainable availability in different ways (compromising communication, processing or sensing coverage).



	
Confidentiality: Sensed data and control information may be confidential, since their content must not be accessible by intruders or external elements.



	
Freshness: Attackers should not be able to exploit old messages, which require the adoption of efficient mechanisms to control time scopes.



	
Integrity: While confidentiality avoids that attackers can steal data, integrity will be concerned with data changing and manipulation.



	
Localization: Secure localization is required to assure only accurate information is considered.








The authors in [7] define different scopes for the security requirements, which may be node-centric, data-centric, network-centric or user-centric, according to the perspective for the requirement guarantees. Node-centric security is related to all aspects directly related to the device, including both its software and its hardware, while data-centric security focuses on confidentiality for recorded data. Moreover, network-centric security guarantees are only valid during transmission. At last, user-centric security relates to the user perspectives, who have to be able to check if and how their personal data are protected.



The understanding of the security requirements is important when designing wireless multimedia sensor networks, since they will guide the adoption of security mechanisms for the set of expected security threats. For this, the next subsections discuss security threats and countermeasures in wireless sensor networks.



2.1. Security Threats


Wireless sensor networks are vulnerable to several types of attacks, which may compromise one or more of the security requirements of the applications. Actually, the maintenance of security requirements depends on how threats are understood and how they can be avoided or minimized.



For typical WMSN applications, the wireless channel may be “easily” accessed by unauthorized people, mostly due to the nature of such applications. Actually, hundreds or thousands of sensor nodes may be deployed on large areas, turning control of whom is accessing the covered area into a very hard task. In such a way, insertion of malicious nodes or even DoS attacks may not be easily avoided. Besides physical access to sensor nodes, the transmission flow may also be subject to attacks, especially due to the inherent characteristics of wireless ad hoc communications. The resulting scenario is prone to many security attacks that may compromise the effectiveness of sensors-based monitoring applications.



In short, any vulnerability is a weakness that can be exploited by attackers, and so, they should be properly known and prevented. When there is a vulnerability, attackers may exploit it, creating a threat. In general, attacks may be centered on exploiting vulnerabilities in some communication layer, eavesdropping on transmitted data, altering confidential data or prejudicing the network operation with artificial malicious information.



The work in [15] classifies security threats for wireless sensor networks as internal or external, depending on the origin of possible attacks. An external attack comes from outside the network, while internal attacks will be executed by legitimate nodes that will behave in unintended ways. That work also defines that an attack may be passive, with no modification of the network, or active, where data streams are modified or created.



Security attacks in wireless sensor networks may also be of four different types: interruption, interception, modification and fabrication [15,16]. Although there may be differences according to the application characteristics, interruption attacks compromise availability; interception compromises confidentiality; modification prejudices integrity; and fabrication impairs authentication. Therefore, their impacts will depend on how prejudicial the impairment of some security requirement may be for the applications.



Interruption attacks may be designed to congest communication channels or to disconnect sensor nodes (e.g., due to inflicted energy wasting). Among the possibilities, “denial of service” attacks inject malicious or useless packets into the network in order to reduce applications’ quality [5]. As more packets will need to be handled, DoS attacks may rapidly deplete the processing, memory and energy resources of nodes [17]. Moreover, DoS attacks in the physical layer (also referred to as jamming) may also be extremely prejudicial to wireless multimedia sensor networks, since they may interfere in the operation of MAC layer protocols.



Interception and modification attacks can generally happen when sensor nodes are “captured”. Besides data stealing, faked information may be artificially fabricated, compromising the monitoring quality of applications. Nodes deployed on outdoor environments are especially vulnerable to tampering attacks, which is the physical access to nodes for the modification of their configurations.



Security threats may be presented in different conceptual communication layers in WSN. Routing and transport-layer protocols may be attacked to create loops, to redirect packets to malicious nodes or to compromise reliability [7]. Attacks that produce excessive packet retransmissions are also extremely prejudicial, since they may increase congestion, transmission latency and energy consumption.



The monitoring functions of applications may have inherent threats that may be hard to avoid. In general, excessive sensing requests transmitted from intruders may rapidly drain the energy of nodes, besides prejudicing the service of valid requests. If sensor nodes are associated with sensing priorities according to their potential to retrieve relevant data [11,18], attackers may create malicious information to change the way sensors are prioritized, for example creating fake events of interest. Such a kind of attack is not easily detected, and its impact on monitoring quality may be too severe.



Overall, the many threats that can be presented in traditional wireless sensor networks may also occur in wireless multimedia sensor networks. However, the more stringent requirements of multimedia capturing, processing and transmission make them potentially more critical for WMSN. In such a way, security defenses are often required, and there are many ways to protect wireless multimedia sensor networks.




2.2. Security Defenses


The numerous security threats in wireless sensor networks have demanded the use of defense mechanisms. Actually, there are different approaches that may be employed to try to preserve security requirements in sensing applications, each one with advantages and drawbacks. In general, the particularities and limitations of wireless sensor networks will dictate what are the most appropriate approaches for security protection.



Security defenses may be focused on the network or on the data. When protecting the network, secure protocols may be used to avoid attacks, as denial of service, man-in-the-middle and general packet redirection [19]. Authentication mechanisms may also be used to control the access of new nodes to the network. On the other hand, when protecting data, cryptography is the most effective approach [8,9].



A wireless sensor network should continue its function under DoS attacks [5,7]. As may also happen in Internet-based networks, implementing a DoS-resilient sensor network is very challenging, mainly due to the resource constrained nature of such networks, which place DoS attacks as one of the biggest threats to WSN. Additionally, this is due to the fact that DoS attacks can be performed in many different ways and against any of the different communication layers. In general, a reasonable security defense against these attacks is the monitoring of the network operation. Some sensors may be used to monitor the network, identifying the abnormal operation of nodes [19,20]. Physical-layer signals may also be monitored to identify jamming attacks [21]. Such monitoring approaches can then be used to disconnect the sources of the attacks or to trigger alarms [19]. Frequency hopping [15] and admission control mechanisms may also be effective defense mechanisms in these cases [22].



Other security defenses may also apply for threats to the network operation. The work in [23] discusses security issues of routing protocols in wireless sensor networks. A secure transport protocol for WSN is proposed in [24], which employs an authentication mechanism to avoid the processing of fake control messages. A security defense mechanism in the MAC-layer is proposed in [25]. Overall, there are many works that have been proposed addressing security defenses in wireless sensor networks [26] and many of them may influence security protection in wireless multimedia sensor networks.



The basic defense mechanism in wireless sensor networks is cryptography, which directly protects the data. In short, cryptography is the set of techniques for transforming original information into a set of unreadable data, allowing it to be read only by the correct recipient [27,28]. Due to all constraints that are inherent to wireless sensor networks, especially when processing and transmitting multimedia data, traditional cryptography with high computing and communication overhead may not be feasible for WSN, depending on the chosen hardware. Nevertheless, although the initial age of sensor networks was based on highly constrained sensor nodes, more recent technology has allowed the use of affordable sensor nodes with reasonable processing power and memory, benefiting multimedia processing and powerful cryptography alike.



In short, cryptography may be employed to provide authenticity, confidentiality and integrity for wireless multimedia sensor networks. The use of cryptography keys allows the authentication of source nodes, since they must have the proper keys. Additionally, as such keys would be required to recover the original data, confidentiality is also assured. At last, if the original information cannot be accessed, it cannot be adulterated, also providing integrity. Securing data with cryptography can then be valuable when preserving security requirements, which has fostered much research in this area. Cryptography algorithms and keys management [29,30] are some of the bases of security protection in wireless multimedia sensor networks.




2.3. Cryptography Algorithms


There are many cryptography algorithms available for different purposes, and some of them are in fact being used on the Internet to provide safe communications. For wireless sensor networks, some of those algorithms are being directly used or adapted, as sensor nodes get more powerful and security threats become more common in WSN scenarios.



Some of the most used cryptography algorithms for wireless sensor networks are presented in Table 1. Unless some restriction applies, those algorithms can also be employed to protect WMSNs.



Some works have compared the performance of those and others cryptography algorithms, regarding the constraints of wireless sensor networks [39,40]. The performed analysis may be useful when designing secure wireless multimedia sensor networks.





3. Multimedia Data Encryption


Cryptography in wireless multimedia sensor networks may be required in many monitoring scenarios, since it can assure acceptable levels of security at relatively low cost. However, differently from scalar sensors that retrieve small numerical data, multimedia sensors can sense and transmit much more data in the form of image, video and audio. Therefore, as more data have to be encrypted and decrypted (at the destination), cryptography naturally becomes more complex and resource-demanding in WMSN. Moreover, as image, video and audio have different particularities among them, cryptography is usually different depending on the transmitted data, requiring proper strategies.



In general, secure data transmissions can be achieved through symmetric or asymmetric cryptography, which may be performed through different algorithms. Actually, both of them present advantages and drawbacks that should be properly evaluated for each type of application. In short, while the symmetric cryptography paradigm defines a single shared key for both encryption and decryption functions, asymmetric encryption employs a pair of keys to perform data encryption [8]. This particularity guides the implementation of the cryptography algorithms, and it has direct impact on performance and computational costs.



When performing symmetric cryptography, which is simpler to implement due to the fact that a single key is used for both encryption and decryption, the biggest challenge is how to securely distribute that key. However, once it is accomplished, it is often argued that symmetric cryptography is more suitable for wireless sensor networks due to lower computational costs [5]. On the other hand, asymmetric cryptography utilizes a public key (that is known by all nodes) to perform data encryption, while a private one is used for decryption, resulting in higher memory occupation and processing time. Nevertheless, the adoption of multimedia sensing has also brought sensor nodes with more computational resources to this scene, which encourages the use of more robust cryptography for wireless multimedia sensor networks [5].



As cryptography keys are central when protecting data, so are management key approaches [29,30]. Such approaches should support the addition and revocation of nodes in the network, with special concern to nodes’ mobility and sensor networks based on constant redeployment. As cryptography becomes more complex in WMSN scenarios, key management acquires an important role in data protection.



Overall, cryptography in wireless multimedia sensor networks may be classified according to the type of the considered media. As there are significant differences between the type of sensed and transmitted data, cryptography may be optimized to achieve higher performance according to the media type. In fact, WMSNs may sense and transmit images, video, audio and scalar data, following a query-based, a time-based or an event-based paradigm [41]. Moreover, real-time transmissions may be required, also adding complexity to multimedia cryptography. Table 2 summarizes the main characteristics of cryptography in WMSNs according to the media type.



As scalar data are the main content of traditional wireless sensor networks, cryptography of this kind of data can be done as already performed in WSNs [27,28]. For the other media types, the next subsections discuss their main characteristics and challenges.



3.1. Image Cryptography


In general, we can say that images are snapshots retrieved by camera-enabled sensors, according to the Field of View (FoV) of the camera and the coding characteristics of the employed hardware and software. The resolution, color pattern and compression quality depend on such characteristics and also the application requirements: grayscale low-resolution images may be suitable for some types of monitoring, while colored high-resolution images are expected for high-definition applications.



The encryption of all retrieved images at source nodes may be very costly in time and computing power, which may render its adoption unfeasible for some sensor networks. Therefore, optimization approaches may be adopted to lower the burden of image cryptography in wireless multimedia sensor networks. Among those approaches, many works have exploited the principle of selective encryption to achieve that goal [8]. Partial or selective encryption is an optimized method that exploits the characteristics of media coding algorithms to provide secrecy while reducing computational complexity [47,48]. In practical means, only part of the original data is protected, but authenticity, confidentiality and integrity are still assured.



Some coding algorithms are naturally suitable for selective encryption. Among them, most works have concentrated efforts in quadtree and wavelet-based coding algorithms. Quadtree coding is based on a computational rooted tree, which decomposes the original image into different sub-quadrants, and the relevance of the quadrants for the reconstruction process is related to their position in the tree [49,50]. On the other hand, DWT-based (Discrete Wavelet Transform) algorithms apply a wavelet transform on the original data, generating a hierarchy of frequency bands [51,52]. Therefore, in wavelet-based coding, the band of highest compression level contains the most important visual information for the reconstruction process. In both cases, as there may be resulting parts with higher importance for the reconstruction of the original image (at the destination), cryptography might be applied only over those parts. As a result, the overall cryptography burden could be reduced, once image coding is already required in most cases for compression purposes.



Figure 1 presents a general schema of selective encryption of an image compressed using DWT. Only the most relevant sub-band (roughly 25% of the original image) is encrypted in this example, but the entire image is protected, since it cannot be reconstructed without the most relevant DWT sub-band.



Cryptography may also be applied for watermarking of sensed images, which is focused on authentication. A digital watermark is a special marker that is embedded into scalar, audio, image or video data, aiming at providing a mechanism to identify ownership and copyright [53,54]. The watermarking process will hide authentication information into original data, which may be visible or not. Actually, as it is relatively simple to implement, watermarking is a technique that has been used for a long time, being popular in Internet-based networks. In wireless sensor networks, this lightweight technique can be valuable when providing authentication [55]. In general, any image transmission over wireless sensor networks may be protected using watermarks.




3.2. Video Cryptography


Some sensing applications directly benefit from the use of cameras to retrieve video streams, potentially providing an enhanced understanding of the monitored target or scene. However, the nature of the video media imposes more stringent requirements for processing, memory, energy consumption, transmission delay and jitter, also demanding more bandwidth than image transmissions. Besides, we may expect that there is an inherent trade-off between using minimum power and achieving high video quality, which may guide the design of secure video-based wireless sensor networks.



In general, video quality will depend on the resolution, the frame rate, the color pattern and the similarity between the reconstructed and original (source) video. Additionally, these variables add complexity to cryptography, since the costs for video compression and transmission are already high. Thus, an encryption algorithm for video streaming should possess at least two characteristics [56]. First, the encryption time should be low to avoid transmission delays, and second, the compression rate of the video should not decrease. However, in many cases, low energy consumption will be also a major concern [5,8].



In order to optimize the cryptography of video streams in wireless sensor networks, selective encryption approaches may also be employed. For predictive video codecs, compression is achieved exploiting information in the video frames: the redundancy within one frame is typically reduced exploiting spatial correlation, while inter-frame coding reduces the redundancy in subsequent frames exploiting both spatial and temporal correlation [56]. As a result, frames with different relevancies for reconstruction are created, and the most relevant ones may be encrypted for security reasons.



An example of selective video encryption is presented in Figure 2. In that example, for a segment encoded using H.264/AVC codec, I-frames receive strong cryptography (e.g., with more robust algorithms or larger keys); P-frames are weakly encrypted (e.g., employing small keys); and B-frames are not encrypted at all.



Other video coding approaches may also be exploited for optimized cryptography. The Distributed Video Coding (DVC) employs less complex encoders, leaving most of the complexity to the decoders [57]. In other words, most of the computational and energy costs are shifted to the destination side (sink), which is usually expected to be resource-full. As fewer resources are allocated to video compression, stronger cryptography may be applied at source nodes.



Still concerning video coding, the compressive sensing paradigm exploits the information rate within a particular signal, removing redundancy in the signal during the sampling process [58,59]. As compression is performed “during” sensing functions, encryption before transmission may also be relieved, which may benefit security mechanisms.



Multipath routing is another relevant issue when addressing video cryptography. Different transmission paths may be used to transmit different video streams or different frames of the same source stream [60,61]. Additionally, cryptography can be optimized to adapt to such a scenario.




3.3. Audio Cryptography


Many sensor nodes may be equipped with audio units to retrieve relevant information for different scenarios. For many applications, audio may be used to detect events of interest, to track mobile targets, to perceive environment variables, to perform intrusion detection, among many other functions [62]. On the other hand, these media may also be used only to complement visual information in heterogeneous wireless multimedia sensor networks.



In general terms, audio typically represents human voice or a relevant noise for the application, with the transmission rate usually lower than 64 kbps. Different codecs are available, with diverse compression ratio, resistance to packet errors and reproduction quality. Audio compression requirements are different than visual data compression, as well as the amount of produced data (usually lower than images and videos streams), with direct impact on how cryptography is performed. Moreover, cameras retrieve information in a different way from audio sensors, demanding proper solutions for coverage optimization and special concerns about privacy.



Although audio streaming is less stringent than visual data sensing, cryptography may also be optimized. A reasonable approach is to perform selective encryption, only protecting the most relevant information [63]. For that, some transform should be applied to produce data with different importance for the reconstruction process, as the Modified Discrete Cosine Transform (MDCT) [64].



A generic example of selective audio encryption is presented in Figure 3. In that example, compressed audio data are packetized, and only packets containing the most relevant data for the reconstruction process are encrypted. Doing so, even if unencrypted packets are captured, the original audio stream cannot be recovered.



Audio streaming in wireless sensor networks can also be protected in different ways. Among the possibilities, watermarking can also be applied for authentication purposes [65], similarly as happens with images and videos. As an example, the work [66] optimizes audio watermarking in wireless multimedia sensor networks. An early study conducted in [67] proposed audio watermarking based on DWT for ad hoc networks.



Whatever is the adopted protection mechanism for audio streams, the particularities of this media type should always be considered, as well as the potential source constraints of the employed sensor nodes.





4. Cryptography Approaches for WMSNs


Many works in recent years have proposed security mechanisms based on cryptography for wireless multimedia sensor networks. Such works have addressed different particularities of those networks, optimizing encryption for one or more media types. In this context, we have surveyed and summarized some of the most relevant works in this area, classifying and comparing them as expressed in Table 3.



The 15 papers presented in Table 3 are a good representation of how cryptography issues in wireless multimedia sensor networks have been addressed in the last few years. Considering papers from 2009 to 2016, those works have proposed promising solutions for the demand of cryptography in WMSNs, giving good hints about how such solutions may evolve in coming years.



As can be seen in Table 3, cryptography in wireless multimedia sensor networks may be focused on one or more media types and employing different compression algorithms. Moreover, different cryptography algorithms may be employed, which leads us to consider that there is not a single solution that will always be effective for WMSNs.



Actually, due to the resource constraint nature of typical wireless sensor networks, most summarized works employ symmetric cryptography when protecting multimedia data. Additionally, although more robust sensor nodes may be deployed in modern applications, using, for example, Raspberry Pi hardware [68], symmetric encryption should still be considered in many cases, but it puts some pressure on how cryptography keys will be hidden and distributed over the network. Future works should be concerned with such issues.



The great number of feasible solutions push us to consider the scope and particularities of the target applications, which may indicate the most appropriate solutions for the desired multimedia cryptography. Therefore, we conclude that there is not a single solution that is effective for all scenarios, but there will be different solutions that present promising results depending on the nature of the sensing applications. As is already expected for general wireless sensor networks, cryptography should be application-centric, with multimedia cryptography solutions adjusted to the particularities of the target monitoring application.



In short, the presented works are good indications of how cryptography will be performed in wireless multimedia sensor networks and what can be expected in the coming years.




5. Research Directions


Although security is highly required for many applications, wireless multimedia sensor networks may have severe constraints in processing, memory, transmission and energy supply, which bring some important challenges to be considered. Actually, multimedia processing will demand more resources than scalar data handling, putting security in a critical position. In this context, the surveyed works present promising solutions for this complex scenario, but much more research effort is still required, guiding future research directions.



Selective encryption will be central in wireless multimedia sensor networks. Although heterogeneous sensor networks should become the most common option for monitoring functions, with the employment of resource-rich multimedia nodes, processing, memory and transmission restrictions should still guide the way cryptography will be employed in some cases. When applying selective encryption, which is centered on combining encryption and encoding/compression algorithms, processing burden can be softened. In such a way, a promising research trend could be focused on the application of selective encryption, but compression particularities of image, video and audio streams have to be properly considered. For example, selective encryption of still images may exploit the characteristics of different algorithms/transforms, such as DCT, DWT, quadtree, EZW, SPIHT, EBCOT, SPECK, among others [81,82]. For video streams, it seems to be reasonable that most works will exploit the characteristics of predictive encoding, with H.264/AVC being the most used codec. At last, for selective encryption for audio streams, the use of transform-based algorithms also seems to be a highly reasonable approach when producing compressed data with different significance for the reconstruction process.



Following this trend, the combination of selective encryption with QoS (Quality of Service) parameters can bring significant results. Roughly speaking, the QoS is an indication of the expected quality of communications, which may be associated with some characteristics, such as throughput, latency, jitter and packet error rates [11]. In such a way, when employing cryptography mechanisms, QoS-based solutions could adapt error recovery, routing, congestion control, security and the energy consumption pattern (just to cite some of the most relevant aspects) when encryption multimedia data, achieving optimized solutions.



Actually, possible approaches may be based on QoS with different scopes, which may have a local or global significance [11]. For QoS at the local level, encrypted packets containing most relevant data may have, for example, higher traffic priority over other packets or even stronger protection against packet errors during transmissions. On the other hand, QoS can be applied so that some source nodes may have a global significance for all deployed nodes, where source nodes with different priorities may apply different encryption strategies for higher performance [18]. Besides these two relevance scopes, QoS parameters may be associated with a broader perception of relevance, which comprises all concurrent systems in an environment. Some of these approaches are discussed in [11], as priorities may be computed according to many different kinds of information with different scopes. Actually, such prioritization mechanisms could be wealthy when defining the most suitable cryptography approach for multimedia data, in an adaptive way.



Cryptanalysis of different encryption algorithms, both symmetric and asymmetric, are extremely relevant for the use of cryptography in wireless sensor networks [8]. Different algorithms exist, and new ones should be created in future; and some of them may be suitable for the particularities of wireless multimedia sensor networks, for example when exploiting chaos theory [83,84,85]. Therefore, the study of the complexity of encryption algorithms is highly required, aiming at the evaluation of computational cost, code complexity, memory usage, key size, packets size, communication cost and power consumption. Other cryptography paradigms, such as hashing for authentication purposes [86], may also be applied in WMSN scenarios.



As sensors’ hardware gets more powerful at affordable prices, wireless multimedia sensor networks can execute more efficient compression and encryption algorithms. For heterogeneous networks, the choosing of the proper algorithms is of paramount importance. In general, we can expect that encryption algorithms to be designed so that they can automatically detect the hardware resources of sensor nodes, allowing dynamical adaptation.



Another promising research direction is the definition of security frameworks [73,87], which may combine the cryptography of multimedia data with watermarking, authentication procedures and different security defense measures. Secure protocols for data transmission and key management are desired for many scenarios, and security mechanisms for routing have also been proposed [23,88]. Moreover, some works have proposed secure protocols in the Transport [24] and MAC [25] layers. At last, integrated mechanisms for protection from different attacks, such as DoS [20], are also desired. The security issues in wireless multimedia sensor networks are indeed very challenging, and security frameworks can be valuable when implementing real-world monitoring applications.



Efficient data compression will be related to the performance of cryptography, specially in resource-constrained scenarios. However, the way multimedia data will be processed and potentially combined is also relevant. Actually, data aggregation allows the combination of data from multiple sensors to generate high quality information, reducing redundancy and data correlation [89,90]. The main idea is to reduce the amount of data to be transmitted and possibly compressed. For multimedia sensing, data aggregation can be leveraged to achieve efficient compression and encryption, respecting the particularities of the different media types.



Compression techniques and aggregation algorithms for multimedia content are very important in WSN design in order to reduce the communication overhead, save processing resources and reduce energy consumption when decreasing the amount of transmitted data [8]. Therefore, as encryption costs may be too stringent for wireless multimedia sensor networks, the way multimedia data will be sensed and processed may be exploited to optimize cryptography.



Although these are promising research areas in the field of secure wireless multimedia sensor networks, new challenges may still emerge [14], fostering investigation efforts in this area.




6. Conclusions


Wireless multimedia sensor networks will play an important role in the Internet of Things world, since modern monitoring applications will rely on multimedia data for more robust decisions. In this context, cryptography will be central in WMSN design.



Recent works have proposed many promising solutions to provide different levels of security in those network, which will influence the way security will be provided in modern WMSNs. We have surveyed the most significant contributions to cryptography in wireless multimedia sensor networks, potentially supporting valuable research in the coming years.
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Figure 1. Example of selective encryption for one-level DWT. Only the most relevant sub-band is encrypted in this example. 
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Figure 2. Example of selective encryption for predictive video coding. 
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Figure 3. Example of selective encryption for audio stream. 
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Table 1. Some popular cryptography algorithms for WSNs.
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Algorithm

	
Type

	
Description






	
AES (Advanced Encryption Standard) [31,32]

	
Symmetric

	
It is a block cipher, taking blocks of a fixed size.




	
RC4 (Rivest Cipher 4) [33]

	
Symmetric

	
It is a popular stream cipher algorithm.




	
RC5 (Rivest Cipher 5) [34]

	
Symmetric

	
It is also a block cipher algorithm, but with blocks with variable sizes.




	
RSA (Ron Shamir and Adleman) [35,36]

	
Asymmetric

	
It exploits factoring of large prime numbers. RSA may be computationally intensive.




	
ECC (Elliptic Curve Cryptography) [37,38]

	
Asymmetric

	
It is based on the elliptic curve discrete logarithm problem. ECC employs small keys compared to other algorithms.
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Table 2. Multimedia data encryption. DVC, Distributed Video Coding; MDCT, Modified Discrete Cosine Transform.
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Media

	
Size

	
Coding

	
Some Relevant Issues






	
image

	
medium

	
DCT(JPEG); DWT(JPG2000); SPIHT; EZW [42]

	
Selective encryption; watermarking




	
video

	
high

	
H.264/AVC; DVC; compressive Sensing [43,44]

	
Multipath routing; real-time delivery




	
audio

	
low/medium

	
PCM/ADPCM; CVSD; MDCT [45,46]

	
Aggregation




	
scalar

	
low

	
Raw data or compressed data

	
Redundancy
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Table 3. Cryptography in Wireless Multimedia Sensor Networks (WMSNs).
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Approach

	
Scalar

	
Image

	
Video

	
Audio

	
Cryptography

	
Encryption

	
Selective

	
Compression

	
Year






	
Wang et al. [69]

	
-

	
X

	
-

	
-

	
-

	
Image correlation from multiple sensors

	
-

	
Based on correlated images

	
2009




	
Wang et al. [70]

	
-

	
-

	
X

	
-

	
Symmetric

	
AES

	
X

	
H.264

	
2010




	
Wang et al. [62]

	
-

	
-

	
-

	
X

	
Symmetric

	
AES

	
X

	
MDCT

	
2010




	
Tsitsipis et al. [71]

	
-

	
X

	
-

	
-

	
Symmetric

	
skipjack

	
-

	
Quadtree

	
2011




	
Kong et al. [72]

	
-

	
X

	
-

	
-

	
Symmetric

	
Transposition

	
-

	
Burrows-Wheeler Transform (BWT)

	
2012




	
Rachedi et al. [73]

	
-

	
-

	
X

	
-

	
Symmetric

	
AES; Message Authentication Code

	
X

	
H.264 ; H.263

	
2012




	
Mahmoud et al. [74]

	
-

	
-

	
X

	
-

	
Symmetric

	
AES; Message Authentication Code

	
-

	
H.264

	
2013




	
Xiang et al. [48]

	
-

	
X

	
-

	
-

	
Symmetric

	
RC4

	
X

	
JPEG2000 (DWT)

	
2013




	
Varalakshmi et al. [56]

	
-

	
-

	
X

	
-

	
Symmetric

	
RC5

	
X

	
H.264

	
2014




	
Mostefaoui et al. [75]

	
-

	
X

	
-

	
-

	
Symmetric

	
RC4

	
-

	
Voronoi tessellation

	
2014




	
Qi et al. [76]

	
X

	
X

	
X

	
X

	
Symmetric

	
Feistel; Message Authentication Code

	
-

	
Compressive sensing

	
2015




	
Fawaz et al. [77]

	
-

	
X

	
-

	
-

	
Symmetric

	
RC4

	
-

	
-

	
2015




	
Kim et al. [78]

	
X

	
-

	
-

	
-

	
Symmetric/Asymmetric

	
AES; Elliptic Curve Integrated Encryption Scheme (ECIES)

	
-

	
-

	
2016




	
E.-Ambrosio et al. [79]

	
-

	
X

	
-

	
-

	
Symmetric

	
CS-based

	
-

	
Compressive sensing

	
2016




	
Gonçalves and Costa [80]

	
-

	
X

	
-

	
-

	
Symmetric

	
AES

	
X

	
DWT

	
2016
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