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Abstract: This study focuses on the analysis, implementation and integration of techniques and
methods, also based on mathematical algorithms and artificial intelligence (AI), to acquire knowledge
of some phenomena that produce pollution with an impact on environmental health, and which
start from illicit practices that occur in urban areas. In many urban areas (or agroecosystems), the
practice of illegal waste disposing by commercial activities, by abandoning it in the countryside
rather than spending economic resources to ensure correct disposal, is widespread. This causes an
accumulation of waste in these areas (which can also be protected natural areas), which are then also
set on fire to reduce their volume. Obviously, the repercussions of such actions are many. The burning
of waste releases contaminants into the environment such as dioxins, polychlorinated biphenyls
and furans, and deposits other elements on the soil, such as heavy metals, which, by leaching and
percolating, contaminate water resources such as rivers and aquifers. The main objective is the design
and implementation of monitoring programs against specific illicit activities that take into account
territorial peculiarities. This advanced approach leverages AI and GIS environments to interpret
environmental states, providing an understanding of ongoing phenomena. The methodology used is
based on the implementation of mathematical and AI algorithms, integrated into a GIS environment
to address even large-scale environmental issues, improving the spatial and temporal precision
of the analyses and allowing the customization of monitoring programs in urban and peri-urban
environments based on territorial characteristics. The results of the application of the methodology
show the percentages of the different types of waste found in the agroecosystems of the study area
and the degree of concentration, allowing the identification of similar areas with greater criticality.
Subsequently, through network and nearest neighbour analysis, it is possible to start targeted checks.

Keywords: database; GIS; peri-urban ecosystems; environmental pollution; OSINT; OSM; Puglia region

1. Introduction

Managing waste from commercial activities within a city represents a crucial challenge
to ensure a healthy and sustainable environment. Often, commercial activities generate
a significant amount of waste which, if not managed properly, can lead to public health
and environmental problems [1,2]. Lack of awareness and sustainable practices can also
contribute to the increase in the volume of non-recyclable waste that has to be sent to
landfills with high costs. To address these aspects, local administrations should more
aggressively promote clear policies and regulations to incentivize companies to adopt
responsible and sustainable waste management practices. Awareness and training projects
can play a fundamental role in educating companies on the correct disposal of waste and the
adoption of reduction and recycling practices [3–5]. Collaboration between local authorities,
businesses and the community is essential to effectively address the problem; tax incentives
for those who adopt sustainable policies and sanctions for those who do not comply
with regulations can constitute a further stimulus for responsible waste management.
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Addressing the waste problem, therefore, requires an integrated approach and the active
participation of all interested parties to ensure a cleaner and more resilient city.

In the context of environmental crimes relating to waste disposal, some sectors have
stood out for known cases of incorrect behaviour. The problem of the improper disposal of
used tyres has emerged, often abandoned in inappropriate places, causing environmental
and health risks [6–8]. Others have also been involved in the illegal dumping of construction
waste, contributing to soil and water pollution [9,10]. In the textile industry, incidents of
uncontrolled disposal of harmful chemicals have occurred, raising concerns about water
quality and public health [11]. Even those who use toxic colours and solvents have often
violated environmental regulations, compromising the quality of air and soil [12,13].

These cases highlight the need to strengthen controls and sanctions to discourage
illegal practices. The uncontrolled abandonment of hazardous waste in the city and in
peri-urban areas that belong to agroecosystems can have serious consequences for the
environment, with significant impacts not only on public health, but also on water, soil and
ecosystem services. These wastes, containing harmful chemicals, can cause a variety of
problems, including:

• Pollution of groundwater: leachate from hazardous waste can infiltrate the ground,
contaminating groundwater reserves [14]. This can make the water undrinkable and
have harmful effects on human health and aquatic life, as well as being unusable for
irrigation purposes [15];

• Pollution of surface waters: if waste is abandoned near waterways or wetlands, it
can be transported by rain due to run-off phenomena causing pollution of surface
waters. This damages aquatic ecosystems and could have negative impacts on fauna
and flora [16,17];

• Soil degradation due to the presence of chemicals in hazardous waste, which can
infiltrate the soil, compromising its quality. This can affect plant growth, compromise
soil fertility and lead to long-lasting problems for agriculture [18];

• Risk for the food chain if toxic substances penetrate the soil and are absorbed by
plants. This creates a risk for the food chain, since animals that feed on these plants can
accumulate these substances, transmitting them in turn to higher predators, including
humans [19,20];

• Impact on biodiversity, as the abandonment of hazardous waste can lead to the loss of
biodiversity, causing the death of many plant and animal species that would not be
able to survive or thrive in a contaminated environment [21,22].

It is imperative to monitor the phenomena occurring in such peri-urban areas to gain
insights into their causes and optimize available resources, both in terms of manpower and
tools. Understanding the origins of these phenomena is essential for effective management
and mitigation strategies. By allocating resources efficiently, it is possible to enhance the
ability to address environmental challenges and promote sustainable development in these
areas. Through systematic monitoring and analysis, it is possible to identify key drivers of
change and implement targeted interventions to minimize negative impacts on human and
ecosystem health.

To monitor the spatial distribution of these phenomena that compromise the quality of
environmental matrices, it is certainly useful to use a Geographic Information System (GIS).
It is a software-based platform that integrates geographic data and textual attributes to
analyse, interpret and visualize information about specific locations. This tool allows you
to map, manage and analyse geospatial data, resulting in a more in-depth knowledge of
the territory useful from various points of view. Creating a database that stores information
on environmental crimes over time through a GIS is of fundamental importance for several
reasons. First, a GIS database allows you to record the precise location of each environmen-
tal offence, facilitating the identification of spatial patterns and trends over time [23]. This
information is crucial for understanding the geographic spread of environmental problems
and for developing targeted intervention strategies. Furthermore, a GIS allows you to
integrate data from various sources, providing a complete and interconnected view of the
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situation. Mapping environmental crimes through GIS software also helps assess the extent
of impact on human health, water, soil and biodiversity in different residential and peri-
urban areas. This supports resource planning for environmental restoration operations over
time. Sharing and facilitating access to data through a GIS system promotes collaboration
between local authorities, environmental organizations and the community, contributing
to a more effective and transparent management of environmental issues. A GIS geo-
database for monitoring environmental crimes represents a crucial tool for sustainable
environmental management.

OpenStreetMap (OSM) is a collaborative, open-source geographic database that con-
tains information about streets, buildings, points of interest, and more around the world [24].
OSM’s goal is to create a free and clear map of the world, accessible to anyone [25]. The
OSM database consists of a vast collection of geographic data collected by a global com-
munity of users. This data can be used to create custom maps, navigation applications
and more. OSM users can add new elements to the map, such as roads, buildings and
points of interest, using an intuitive web interface. Additionally, data can be downloaded
in various formats to be used in external applications. OSM’s database is completely
open and free, meaning anyone can access the data and use it for any purpose. OSM
has become a valuable resource for many projects, including urban planning, emergency
management and GPS navigation. Additionally, many companies use OSM data to improve
their maps and applications. OSM is a collaborative and open-source geographic database
that offers a vast range of geographic data that is free and accessible to all, and whose data
can be used for various purposes, including those related to understanding illicit waste
abandonment phenomena.

Crime mapping is a practice that mainly uses GIS and geodatabase tools to visualize
and analyse data relating to crime in a specific geographical area. This technique allows the
spatial distribution of mapped crimes, allowing law enforcement and analysts to identify
patterns and trends. By identifying clusters of criminal activity, crime mapping can be useful
for identifying risk areas and optimizing the distribution of resources, as well as predicting
the location of certain crimes using artificial intelligence algorithms (AI) [26,27]. When it
comes to identifying perpetrators, crime mapping can integrate additional data such as
surveillance cameras or eyewitness testimony to identify potential suspects. Furthermore,
through the analysis of temporal and spatial patterns of past criminal activities, crime
mapping can help predict possible illicit actions, helping authorities focus their attention
on certain critical areas and periods. Crime mapping proves to be a valuable tool for
improving crime prevention, identifying those responsible and predicting illegal activities.

The crime mapping activity is also supported by the practice of Open Source Intelli-
gence (OSINT), which consists of an information collection approach that exploits public
data sources accessible to anyone [28]. It is an analysis process that relies on information
from open sources, such as websites, social media, news reports, public documents such
as public government reports, and grey literature such as technical reports and business
documents, to gain an in-depth understanding. OSINT is particularly used in security,
intelligence and investigations, offering a transparent and open methodology to acquire
relevant data without depending exclusively on secret sources. The practice of OSINT is
critical in a digitalized era, where access to public information can play a key role in risk
assessment, threat analysis and informed decision-making.

Open Source Intelligence (OSINT) has proven to be a valuable tool in identifying pol-
luters in numerous cases. For example, through monitoring social media and online reports,
it was possible to identify companies or individuals responsible for illegal discharges of
harmful substances into waterways. In some cases, satellite images have provided crucial
evidence to locate illegal landfill sites and identify those responsible [29]. Furthermore, OS-
INT analysis has helped gather information on uncontrolled toxic waste disposal practices
by industries, allowing authorities to intervene promptly. Reviewing public documents,
such as environmental permits and regulatory agency reports, through open sources has
helped identify violations of environmental regulations. In some contexts, the community
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itself, through online reporting and photographic documentation, has played an active role
in revealing illicit activities responsible for pollution [30].

A significant example of such activities is Bellingcat [31]. It is an independent inves-
tigative organization that uses open sources and digital analysis techniques to investigate
international events, conflicts and human rights violations. Founded in 2014, Bellingcat
became known for its investigations into the poisoning cases of Sergei Skripal and Alexei
Navalny, as well as human rights abuses in Syria and Yemen. The organization uses a
wide range of open sources, including satellite imagery, online video and social media
information, to create detailed and accurate reporting.

This scientific article reports an innovative approach that highlights the possible com-
bination of open data and open source software. This approach stands out for its novelty in
leveraging these technologies together. The main objective is to provide comprehensive
support for the crucial task of identifying individuals or entities responsible for environ-
mental pollution. By utilizing open data and open source software tools, a transparent
and accessible framework for tracking and analysing environmental data is offered. This
methodology enables not only the identification of pollution sources, but also facilitates
the implementation of effective measures to control and mitigate the effects of pollution
in agroecosystem areas. Thus, our work represents a significant advancement in address-
ing environmental challenges by harnessing the power of open technologies for greater
transparency, accountability and environmental management.

2. Materials and Methods

In this section, various aspects, including the study area’s geographical and environ-
mental characteristics, the field activities undertaken, and the systematic data processing
workflow applied for comprehensive analysis and interpretation of the results, are reported.

2.1. Study Area

The Puglia region is located in the south-east of Italy, and covers an area of approxi-
mately 19,000 km2. It is a very populous region, with a density of around 200 inhabitants
per km2. The Apulian territory is characterized by a varied landscape, ranging from
the splendid coasts of the Adriatic Sea and the Ionian Sea to the hills and mountains of
the hinterland.

The territory is characterized by a strong presence of businesses of various types; in
particular, it stands out for the presence of numerous companies active in the agri-food,
manufacturing, textile, mechanical and advanced technology sectors.

The main industrial areas are concentrated in the provincial capitals, where numerous
companies active in the manufacturing, mechanical, energy and advanced technology
sectors are located. Among these, Taranto is of notable importance for its industrial centre,
with a strong presence of companies active in the steel, chemical and petrochemical sectors.

2.2. On-Field Mapping Activities

The mapping activities of a potentially polluted site start both following reports and
following routine monitoring activities. Once on the site, its main characteristics are noted,
such as the nature of the soil, variations in the terrain (such as differences in height or water
courses), the position of any relevant elements (such as wells or cisterns) and, naturally, a
first description of the different types of waste encountered. It is necessary to use tools such
as GPS to obtain precise and georeferenced measurements. Once all the necessary data
has been collected, it is possible to proceed with the creation of the map using cartography
software. At this stage, it is important to verify the precision of the data collected and
correct any errors before finalizing the map (Figure 1).
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Figure 1. Examples of waste found during the site characterization phase. (a) Various plastic materials,
if burned, produce dioxins and polychlorinated biphenyls; (b) tyres, if burned, release dioxins and
furans; (c) partially burned waste abandoned in natural areas; (d) various waste of electronic devices
that can release harmful gases.

2.3. Creation of the Interoperability ICT Platform for the Acquired Data

All of the different formats of acquired data are registered into in the ICT platform
for data management, which allows them to be processed. The created ICT-platform
allows you to manage and integrate data from different sources and formats, ensuring
compatibility and interoperability between them. This type of system is particularly
useful when having to work with data coming from different systems or with different
formats to simplify data management, reducing processing times and costs and improving
work efficiency.

The ICT platform created for this specific purpose is an application based on GNU/Linux
server with a MySQL database, and uses computer technologies, programming languages
and libraries such as VFront, PHP, JavaScript and Python. It offers a robust and flexible
approach to developing dynamic and interactive web systems. Choosing a GNU/Linux
operating system provides a stable and secure platform, optimized for running web servers.
MySQL is a reliable open-source database that allows you to effectively and scalably man-
age application data. Using VFront as a graphical interface for the database simplifies
data management and visualization, making it easier to create forms and queries, while
PHP is a server-side scripting language providing effective interaction between the front
end and the application backend. JavaScript integration helps create a more dynamic
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and interactive user experience, improving application responsiveness without requiring
full-page refreshes. Finally, the use of Python can be exploited to implement advanced
features related to data management with a spatial component by interfacing with the
GDAL libraries and for the automation of processes on the server.

The architecture based on open-source technologies promotes community collabora-
tion, code transparency and reduced licensing costs. Furthermore, the combination of these
technologies offers a versatile and scalable development environment, providing a solid
foundation for creating a powerful and efficient web application.

2.4. Data Processing Workflow

The workflow followed is shown below (Figure 2).
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The workflow reports the developed analysis methodology: first of all, the acquisition
of data can take place both following field inspections and the application of OSINT
techniques in the field of environmental crimes [32], and also using the open data of
the OpenStreetMap project [33]. These algorithms are designed to extract meaningful
information from a wide range of sources, including social media, websites, online forums
and more. A common example of an OSINT algorithm is the web data extraction algorithm,
which uses web scraping techniques to collect information from public web pages [34,35].

Subsequently, with the application of suitable data processing techniques, the different
sources of information can produce thematic maps, for example, heat or choropleth maps,
but also maps of points with georeferenced attributes.

The next phase involves the integration of the obtained maps and the application
of data analysis techniques, for example, network and distance analysis in order to start
targeted investigative activities. In this phase, AI algorithms can also be used for the
classification of homogeneous areas and, therefore, to concentrate the investigations on
multiple areas characterized by comparable situations [36]. If historical data is available,
forecasting algorithms can also be applied [27] based on machine learning [26].

Some examples of processing that may be useful for these purposes are shown below.
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2.4.1. How to Build a Very Simple Query for OSM

The basic structure of a query in Overpass, the programming language based on the
C programming language useful for creating queries on OSM data, is composed of three
main parts: the prefix, the body and the suffix. The prefix defines the type of data you want
to retrieve from the map. For example, if you want to obtain all nodes, you use the prefix
“node”. Other common prefixes include “way” for streets and “relation” for relationships.
The body of the query specifies the search criteria to filter the desired data. This may
include filters based on geographic location, tag type, or other properties of items on the
map. The suffix defines how the data should be returned by the query. For example, you
can specify whether you want to obtain only the IDs of the corresponding items, or also
other information such as geographical coordinates or associated tags.

Here is an example of a simple Overpass query that retrieves all nodes with the tag
“shop” that correspond to tire dealers in the specified area:

[out:json];
(
node[“shop”=“tyres”];
way[“shop”=“tyres”];
relation[“shop”=“tyres”];
);
out center;

In this example, ‘[out:json]’ indicates that you want the results in the format JSON.
‘node[“shop”=“tyres”]’ filters only nodes with the tag “shop”=“tyres”. In the end, “out;”
indicates that you want to return all attributes of the matching nodes. You can combine
multiple filters and options to create more complex and detailed queries in Overpass [37].

Subsequently, it is possible to carry out, depending on your needs, various further
processing, as described below. Some examples of further elaborations are provided in the
next paragraphs.

2.4.2. Heat Map

Heat maps are graphical representations that show the distribution of certain data
or values on a map or grid. Areas with higher values are usually represented with warm
colours (such as red or orange), while areas with lower values are represented with cool
colours (such as blue or green). Heat maps are often used to analyse and visualize geo-
graphic data, such as population density or the distribution of a particular phenomenon
over a specific geographic area.

2.4.3. Choropleth Map

The choropleth map represents geographical data through the colouring of geograph-
ical areas based on the values of a specific variable. This technique offers an immediate
visualization of the spatial variations of a feature, making it easy to understand patterns
and differences in the geographic distributions of the data.

2.4.4. Nearest Neighbours Clusters Map

The nearest neighbours cluster map identifies groups of geographic points close to
each other. This technique uses spatial distance to identify similar data aggregations,
helping to identify patterns and structures in a geographic context.

2.4.5. Spatial Autocorrelation Map

The spatial autocorrelation map examines the spatial relationship between obser-
vations of a variable. It shows whether similar objects tend to concentrate or disperse
in a specific geographic space, highlighting patterns that can be relevant for analysis
and decisions.
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2.4.6. K-Nearest Neighbours Analysis

K-nearest neighbours analysis evaluates the relationship between a point and its k
closest points in space. This technique is often used to classify or predict values based on
the characteristics of surrounding points.

2.4.7. Local Indicators of Spatial Autocorrelation (LISA) Analysis

LISA analyses local spatial autocorrelation, identifying specific areas where clusters of
similar values are observed. It helps identify areas with significant patterns of similarity or
dissimilarity to surrounding areas.

3. Results of a Case Study

As a case study, some elaborations carried out on a very current topic in the territory
of the Puglia Region are reported. The focus is on the abandonment of waste produced
by commercial activities in peri-urban areas affected by the presence of agroecosystems
whose quality constantly risks being compromised. In the Puglia Region, there is an active
database that contains monitoring data of the sites in the area affected by the presence
of abandoned waste. Information relating to the type and quantity of waste is recorded
on these sites. In total, to date, there are 1778 sites, each characterized by its extension
and various types of waste. The breakdown by province is shown in Figure 3. From the
processing of the dataset, it is possible to deduce that this phenomenon occurs in peri-urban
areas, especially up to approximately 1 km from the town (over 90% of cases). The waste
mainly recovered is municipal waste subject to separate collection (95%), construction
waste (80%), WEEE (70%), tyres (60%), textile and packaging waste (50%), asbestos (40%),
batteries and accumulators (30%), cars (10%), and other (10%).
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This result allows us to process the information by extracting its centroid from each
geometry to associate the information relating to the perimeter from the area. It is thus
possible to create heat maps considering a radius of 10 km; the result is shown in Figure 4.
Subsequently, by generating contour lines, it is possible to obtain a perimeter of the areas
in the regional territory most affected by this sad phenomenon (Figure 5).
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Subsequently, by processing this data in the form of a choropleth map, it is possible to
identify a scale of emergencies and, therefore, be able to tackle the problem by concentrating
on each municipal limit. The advantage of this approach is that tackling a problem at a
municipal level, guided by the determination of a single mayor, represents a decidedly
more effective strategy than fragmented management by several mayors in overlapping
territories. The coherence of actions taken by a single mayor eliminates potential conflicts
arising from territorial overlaps, creating an environment in which resources and efforts
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can be directed more effectively. Figure 6 shows the classification with the Choropleth map
and the overlap with the previously identified areas. This allows the identified areas to be
extended by including more administrative limits to better manage the problem.
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In addition, the results obtained through the application of the LISA Analysis are re-
ported (Figure 7). The main interpretation to give to this result is related to the identification
of homogeneous areas in which these problems must be addressed coherently.

Subsequently, always using these information levels and extracting useful information,
i.e., the sites containing waste such as tyres, textiles and construction waste, it is possible to
create a layer of points where these types of waste are mainly found. Now, by extrapolating
the information of interest from OSM, i.e., the commercial activities that produce these
materials, a distance analysis based on the network analysis [38] method can be carried out.
In Figure 8, the results of this analysis in cartographic form are reported.
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From the simplified graphic display alone, it is possible to identify the proximity
relationships between types of activities and waste found. Of course, this result does not
constitute proof, but at least it is a useful indication to guide the investigations of the police.
It is, therefore, possible to optimize resources (time and men) for specific investigations.

4. Discussion

The applications of GIS techniques and methodologies to identify those responsible
for pollution and improve waste management play a crucial role in promoting sustainable
environmental practices [39]. The use of geographic information systems (GIS) allows a
visual and analytical representation of the sources of pollution, facilitating the identification
of those responsible through the detailed mapping of industrial activities, discharge points
and areas of high environmental risk [40,41].

The ability to analyse the spatial distribution of waste using GIS contributes signifi-
cantly to the efficient management of landfills and the monitoring of waste production [42].
Mapping areas of illegal disposal allows the authorities to intervene promptly, limiting the
environmental impact and identifying any regulatory violations.

The integration of temporal data in the GIS context allows you to follow the evolu-
tion of activities and environmental impacts over time. This dynamic approach offers a
comprehensive view of trends, allowing you to anticipate potential problems and adopt
preventive strategies to improve waste management and reduce pollution.

Furthermore, geographical analysis through GIS allows for the evaluation of the
environmental impact of human activities, contributing to a better understanding of the
cause–effect relationships between industrial activities and the effects on the surrounding
ecosystem. This supports informed decisions and more effective environmental policies [43].

Environmental Impact Assessment (EIA) of human activities on water and soil re-
sources is a key process for understanding and mitigating the negative effects of human
activities on the environment. Factors such as pollution due to landfills, including ille-
gal ones, industrial, agricultural or urban waste, variation in water flow and excessive
withdrawal of water resources are considered. Similarly, in soil EIA, impacts such as
contamination by chemicals, loss of fertility and destruction of natural habitat are assessed.
The EIA process supports informed decisions through the collection and analysis of de-
tailed data, based on which potential environmental impacts are identified. This data feeds
predictive models that evaluate the occurrence of impacts under different conditions. This
approach allows decision-making bodies to implement preventive or corrective measures,
improving the sustainability of human activities [44–46].

Prediction of the quality of environmental matrices, such as air, water or soil, consti-
tutes an innovative and crucial approach to monitoring the effectiveness of environmental
measures and controls. Through the application of artificial intelligence (AI) algorithms, it
is possible to develop predictive models that anticipate changes in environmental quality,
allowing continuous and real-time evaluation of the effectiveness of the strategies adopted.
Machine learning algorithms, including those based on neural networks and regression
models, can analyse historical and real-time data to identify complex patterns and correla-
tions. This allows us to anticipate changes in environmental quality, evaluate the impact of
implemented measures, and identify specific areas where these measures may need further
adaptation. The use of AI in environmental forecasting allows for more dynamic and
reactive management, improving the timeliness of responses to changes in environmental
matrices [47]. For example, in the case of a sudden increase in pollutants, algorithms
can identify the source and suggest immediate corrective actions. This approach in the
city context can be easily achieved through the creation of Digital Twin [48]. AI-powered
predictive models not only verify the effectiveness of environmental measures and controls,
but also support future planning, allowing authorities and organizations to adapt their
strategies to constantly improve the quality of the environment [49].

In addition, the use of data mining techniques to detect the presence of contaminant
associations represents an innovative and advanced approach to the management of envi-
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ronmental resources and risk analysis [50]. Through data mining algorithms, it is possible
to explore large sets of environmental data, identifying complex patterns and correlations
between different contaminants. These predictive models allow us to recognize associations
that are not evident through traditional approaches, providing a more complete view of the
complexity of pollution. The ability to identify associations of contaminants is fundamental
for the timely and targeted management of environmental resources. Data mining allows
for the identification of synergistic or antagonistic interactions between pollutants, allowing
authorities to focus monitoring and mitigation efforts where they are most needed. Further-
more, environmental risk analysis benefits greatly from data mining, which provides a solid
basis for evaluating the cumulative consequences of different contaminant associations.
This approach improves the precision of risk estimates, allowing for more effective and
targeted management of critical environmental situations.

Remaining in the field of AI, the further implementation of computer vision algo-
rithms for monitoring urban ecosystems represents a fundamental resource to support
the conservation and sustainable management of natural resources [51] compatible with
the growth needs of an urban environment. Through the analysis of images and data
relating to aquatic and terrestrial habitats, computer vision offers an advanced approach
to assessing the state of urban ecosystems. Thanks to these algorithms, it is possible to
rapidly detect changes in environmental characteristics, identify plant or animal species,
and evaluate urban biodiversity. Computer vision allows you to automate the monitoring
process, reducing the manual workload and allowing broader and more timely coverage
of the areas of interest. Monitoring urban ecosystems through computer vision not only
provides real-time data on environmental health, but also supports the design of targeted
conservation strategies [52]. For example, the identification of critical habitats or the assess-
ment of the impacts of human activities becomes more efficient, allowing for more careful
and sustainable management of natural resources [53,54].

Crime mapping activities with the production of choropleth maps, which visually
represent the spatial distribution of crimes in a specific area, are fundamental for the strate-
gic installation of cameras and the prediction of crimes, thus contributing to sustainable
urban. Through the analysis of crime mapping data, authorities can identify high-risk areas
and focus the installation of cameras in strategic locations, improving surveillance and
deterring potential criminal activity.

The production of choropleth maps, which represent the density of crime in specific
geographical areas, offers a clear view of criminal trends over time, allowing for more
accurate prediction of future events [55]. These maps can inform urban planning, allowing
authorities to take targeted preventive measures and optimize resources for more effi-
cient and sustainable management of the urban environment. Furthermore, community
engagement through visual information facilitates safety awareness, promoting active
participation in building safer and more resilient communities.

Through this practice, it is possible to model and predict chronic hot spots using
Kernel Density Smoothing. Kernel Density Smoothing (KDS) is a widely utilized technique
for spatial data smoothing. In the realm of crime prediction, this approach accommodates
the stochastic nature of future crime locations by assuming that forthcoming crimes will
likely transpire in proximity to existing ones, following a spatial distribution or probability
that diminishes with increasing distance from current crime locations. In addition, it is
possible to develop early warning methods based on GIS crime maps. This represents
an innovative and effective approach to preventing crime. Using GIS, crime data can be
analysed and mapped to identify spatial and temporal patterns. By integrating spatial
analysis techniques with predictive models, it is possible to identify areas at risk and
predict potential criminal hotspots. Early warning methods based on GIS maps allow law
enforcement to make informed decisions and efficient allocation of resources, improving
the timeliness of emergency responses and facilitating active crime prevention. These
advanced approaches provide detailed insight into criminal dynamics, enabling proactive
management to create safer and more resilient communities [56–59].
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5. Conclusions

In this work, a data processing workflow has been developed based on open data
and open source software to provide valuable insights supporting investigations by law
enforcement agencies in identifying the culprits that illegally dispose of waste from various
commercial activities, thus causing significant harm to human and ecosystem health. Using
open data and open source software, this approach ensures transparency, accessibility, and
cost-effectiveness in analysing and interpreting data. This innovative workflow empowers
law enforcement efforts by facilitating the detection of patterns and trends indicative of
illicit waste disposal practices. This approach enhances our ability to safeguard public
health and preserve the integrity of ecosystems.

The application of GIS techniques in identifying polluters and improving waste man-
agement not only provides a detailed picture of environmental issues, but is also a proactive
tool to promote more sustainable and conscious practices, contributing to environmental
protection long-term. These tools are also very useful in the environmental impact as-
sessment on water and soil resources, which is essential to sustainably manage anthropic
activities, promoting informed decisions that take environmental impacts into account and
favour harmonious coexistence between the development of humankind and the conser-
vation of natural resources. Addressing multidimensional problems with tools capable of
considering the “big picture” is essential in the complex and interconnected era in which
we live in close connection with the environment. Contemporary problems, such as climate
change, sustainability and public health, are inherently multidimensional, involving multi-
ple variables and interactions. Approaches that take into account the big picture, such as
AI associated with data viewable in a GIS environment, offer a complete vision, allowing
you to understand the complexity of the challenges and adopt more effective solutions.

From the reported case study, it is possible to infer that integrating technologies
such as spatial machine learning allows you to analyse large data sets and predict future
patterns based on complex spatial relationships. The use of advanced algorithms for spatial
analysis can reveal hidden trends, supporting informed decisions and planning strategies.
Multidimensional tools, such as integrated models and geographic information systems,
allow you to analyse complex data, highlight relationships and understand dynamics that
might otherwise be missed. Addressing the big picture facilitates long-term planning
and the prevention of unintended consequences. Multidimensional problems often have
transversal impacts on different areas, and only by addressing them in their entirety can
we hope to implement sustainable and resilient solutions over time.

On the other hand, the use of artificial intelligence techniques presents several draw-
backs and challenges: there are worries regarding the potential for AI systems to perpetuate
biases or discrimination, especially in decision-making processes. Furthermore, there are
ethical dilemmas surrounding the accountability and transparency of AI algorithms, which
can impact trust and acceptance among users and stakeholders.
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