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Abstract

:

Information exchange has become increasingly faster and efficient through the use of recent technological advances, such as instant messaging and social media platforms. Consequently, access to information has become easier. However, new types of cybersecurity threats that typically result in data loss and information misuse have emerged simultaneously. Therefore, maintaining data privacy in complex systems is important and necessary, particularly in organizations where the vast majority of individuals interacting with these systems is students. In most cases, students engage in data breaches and digital misconduct due to the lack of knowledge and awareness of cybersecurity and the consequences of cybercrime. The aim of this study was to investigate and evaluate the level of cybersecurity awareness and user compliance among undergraduate students at Majmaah University using a scientific questionnaire based on several safety factors for the use of the Internet. We quantitatively evaluated the knowledge of cybercrime and protection among students to show the need for user education, training, and awareness. In this study, we used a quantitative research methodology and conducted different statistical tests, such as ANOVA, Kaiser–Meyer–Olkin (KMO), and Bartlett’s tests, to evaluate and analyze the hypotheses. Safety concerns for electronic emails, computer viruses, phishing, forged ads, popup windows, and supplementary outbreaks on the Internet were well-examined in this study. Finally, we present recommendations based on the collected data to deal with this common problem.
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1. Introduction


The exponential growth in modern technologies has revolutionized our lives, particularly the communication channels used to widely disseminate information and to interact with others in real time. Various communication techniques have been developed worldwide. Consequently, public and private sectors have begun to offer more services and adopt new technologies to provide access to information anytime and anywhere upon request from customers. The key reason behind automating services and adopting new technologies is to support and satisfy a wide range of customers, whose number has been increasing rapidly owing to the increase in the usage of the Internet [1].



In response, the number of hackers and organized cybercrime groups has grown exponentially. These cybercriminals have been adopting new methods to carry out cybercrime. The primary motivation for hacking is the financial gain obtained by stealing sensitive information and holding it for ransom. Hackers can also earn money by selling secret data to competitors on the dark web, which makes cyberspace unsafe and poses considerable risks to organizations and their customers. Thus, cybersecurity breaches have become a serious threat to global security and the economy, targeting critical infrastructure and having a considerable financial impact on business performance and results in a significant loss of intellectual property [2].



Cybersecurity should be prioritized across an organization, not just in the IT department [3]. The worldwide increase in cybersecurity incidents is mainly because most people do not strictly follow the exact security rules and instructions provided at the workplace. A top security threat that renders organizational assets vulnerable to external and internal actors is the people of an organization; that is, they are the weakest link [4]. In most cases, hackers gain unauthorized access to critical systems hosted in a secure environment through human mistakes [5,6]. Therefore, employing active cybersecurity measures is essential, particularly in developed countries, such as the Kingdom of Saudi Arabia, where the Internet is an integral part of people’s lives. The percentage of computer users increased substantially from 43% to 51% during 2007–2009. By 2018, the percentage of Internet users was approximately 19% [7,8,9,10,11].



According to the Telecommunications Act of June 2001, the Kingdom of Saudi Arabia has increasingly invested in strengthening its security posture and thinks that developing and regulating the telecommunications sector is vital [12]. Therefore, the Communications and Information Technology Commission (CITC) was established to regulate the Internet and monitor incoming and outgoing network traffic. This helps protect cyberspace and reduce cybersecurity threats across countries. In 2006, the Computer Emergency Response Team (CERT) was formed with the aim of imparting institutions with the skills and competencies to be able to detect and prevent cyberattacks through educational and training functions [13]. The rank of the Kingdom in the domain of technology innovation has dramatically accelerated among developed countries owing to the inclusion of cybersecurity in Saudi Vision 2030 [14].



Given the rapid growth in cyberthreats and cybercrime, cybersecurity awareness in the Kingdom has neither received sufficient attention nor has the importance of security been investigated among college students [15]. Due to the higher recurrence of hacking assaults on the data frameworks in schools and colleges, it is vital that students be aware of the consequences and challenges of cybersecurity and cybercrime. There is an urgent need to establish a comprehensive training program to increase awareness regarding the dangers of loss of sensitive information, as it may result in reducing the confidence of students and in undermining the reliability of schools [16,17,18,19]. Accordingly, we performed an empirical assessment of cybersecurity awareness and practices among students, focusing on the most common security issues threatening the entire environment. Our key contributions are as follows:




	
We assessed and explored the cybersecurity awareness level among college students at Majmaah University by concentrating on several safety factors for the use of the Internet.



	
We investigated and analyzed the security knowledge and skills of students regarding information security and cybercrime using multiple statistical tests.



	
We theoretically constructed approaches to enhance cybersecurity awareness among students and enlighten students about the hazards and challenges prevailing in computer networks.



	
We suggest the best security measures and procedures based on the gap observed in the current state-of-the-art methods to handle incidents correctly and efficiently and embed security culture into the college environment.








The remainder of this paper is organized as follows: Section 2 discusses the related works, and Section 3 presents the methodology used to assess the cybersecurity awareness level. Section 4 describes the analysis results based on the dataset collected in this study. Section 5 presents the findings of the statistical tests performed in this study, and Section 6 concludes the paper.




2. Related Work


This section summarizes the related prior studies conducted in the area of measurement of the individual awareness level of cybersecurity. However, only a few studies focused on the cybersecurity awareness level among college students and the relevant key problems.



Cybersecurity awareness and training programs can be part of national security and should be well-structured to provide people with the basic knowledge of cybersecurity. Al-Janabi and Al-Shourbaji [20] presented a survey on security awareness in the Middle East, focusing on educational settings and analyzing security awareness among academic staff, researchers, and students. The authors observed that the contributors in the Middle East do not have the essential awareness of the significance of cybersecurity. Therefore, the overall security management plan should include security awareness and training for all administrators and users. Ahmed et al. [21] studied the awareness of cybersecurity among a population in Bangladesh and analyzed the collected data based on Pearson’s chi-squared test [22]. These studies indicated that the proper guidelines and awareness programs that should to be provided by governments are missing. Consequently, most people are unaware of cybercrime and cybersecurity issues.



Most academic institutions do not include active cybersecurity awareness and training programs in their strategic plans. Slusky and Partow-Navid [23] briefly analyzed the outcomes of security assessment for a group of students at the College of Business and Economics at California State University, Los Angeles, USA. They observed that the key problem related to cybersecurity awareness is not the absence of required information, as might be expected; instead, it is the approach used by students while dealing with this information in practical circumstances. The findings were intended to help the college design its syllabus, which included additional information security training.



Alotaibi et al. [24] discussed the cybersecurity awareness level among college students. Their analysis showed that the cybersecurity knowledge among the students in Saudi universities is insufficient, as most students were not conscious of the safety of their information. Similarly, Senthilkumar and Easwaramoorthy [25] conducted a survey of college students in the main towns of Tamil Nadu, India, to assess their responsiveness toward cybersecurity. They specifically focused on different cybersecurity threats, such as websites infected with malware, phishing, and stealing personal information. Their analysis showed that the awareness level of the students in terms of cybersecurity and related threat issues was above average, that is, 70% of the respondents had a basic knowledge of cybersecurity threats. Therefore, the authors suggested that security awareness and training programs should be initiated at a higher level to ensure that students are able to ensure the safety of their information from cyberattacks.



Moallem [26] examined students’ attitudes toward cybersecurity in the Silicon Valley in California, USA. The author focused on evaluating the cybersecurity level among students in the most advanced technological environment in the world because their behavior is tremendously diverse. College students were not conscious of the safety of their information, even though they were aware that their activities were observed and monitored, and their data were not securely transmitted across the university networks. Therefore, universities should regularly conduct training to change the behavior of students and improve their understanding of the fundamentals of cybersecurity and cyberthreats [27].



Moallem [28] discussed the understanding of the state of privacy awareness and theft mindfulness. The author observed that criminals do not always use the same attack vectors. Instead, they shift between email phishing, network traffic, etc., aiming at deception. Thus, it is necessary to formalize a plan of action to increase cybersecurity awareness and learn to protect sensitive information. Zwilling et al. [29] focused on the correlation among cybersecurity mindfulness, understanding, and activities using protection tools, based on users in Turkey, Israel, Poland, and Slovenia. The results demonstrated that common users had satisfactory cybersecurity knowledge, but it was rarely employed in practice. The initial outcomes of studies at Nigerian universities showed that students possessed elementary cybersecurity knowledge, but were unaware of how to protect their information [30]. Aljeaid et al. [31] attempted to assess the end-user knowledge related to phishing attacks, focusing on the assessment of the understanding of and responsiveness toward cybersecurity threats. Several authors have experimentally shown that users with insufficient knowledge can be easily deceived [32,33,34].




3. Methodology


3.1. Research Tools


The survey technique was used to achieve the objectives of the study and collect qualitative information about the level of cybersecurity knowledge among the students of Majmaah University. The survey was conducted online to obtain a large sample of male and female students in an efficient and ethical manner. The questionnaire consisted of 50 questions to cover different aspects of cybersecurity, including demographics (5 questions); Internet usage (10 questions); the use of security tools, such as anti-virus and firewall (7 questions); phishing awareness (5 questions); cryptology (8 questions); browser security (5 questions); social networking (4 questions); and cybersecurity knowledge (6 questions). The survey questions were selected based on instruments developed by other researchers on cybersecurity [35].



The questions included in the Internet usage section aimed to explore the behavior of students when they are connected to the Internet. The questions regarding the use of security tools aimed to analyze the current security practices among the students of Majmaah University. The questions regarding phishing awareness were aimed to evaluate their knowledge of phishing and viruses. The browser security section was aimed to evaluate the students’ understanding of security of the browser usually used by them. The social networking and cybersecurity knowledge sections assessed the awareness levels of the students on the risk of using different social network platforms and on how to respond to an incident of cybercrime. Thus, we investigated the cybersecurity knowledge, skills, behavior and attitudes, and self-perception of the students.




3.2. Study Setting and Participants


The survey was originally designed in English and then translated into Arabic to make it clear to the participants and to obtain accurate answers. The preliminary version was reviewed by seven native Arabic speakers who were fluent in English and experts in translation to ensure the accuracy of the translation and the linguistic equivalence. We conducted two pilot tests to evaluate the feasibility of the techniques and to ensure the validity of the questions. Then, we analyzed the feedback received from the participants and restructured the survey to obtain the final version of the survey. The first pilot study aimed to ensure that the questions included in the survey were suitable for students from different educational backgrounds and that they could be answered in a timely manner. Therefore, we distributed hard copies of the survey to 10 students from different colleges. The first five students were selected randomly from the College of Computer and Information Sciences, which consisted of two departments, namely, computer science and information technology. The remaining five students were selected from five colleges belonging to different fields. The participants of the first pilot test strongly recommended shortening the survey and clarifying some technical terms. Accordingly, the final version of the survey was reduced to 50 precise questions, providing extensive descriptions and definitions of some cybersecurity technical terms for the benefit of those who did not hail from an IT background. Next, we uploaded the updated questionnaire to Google Forms and made it accessible only to the target respondents. The purpose of the study was clearly stated on the first page. The survey link was sent to the Deans of all colleges via their official Majmaah email, seeking their help to distribute and share the questionnaire with the departments of their concerned colleges. The snowball sampling technique was adopted to increase the sample size; consequently, 576 students of Majmaah University completed the online survey questionnaire.




3.3. Inclusion and Exclusion Criteria


The participants had to be 18 years old and above. Participants under the age of 18 were excluded because the focus of this study was on the cybersecurity awareness level among adult students.




3.4. Research Strategy


In this study, a multilevel survey process was undertaken to enhance the quality of the questionnaire and ensure that the questions included in the survey were clear and accurate. After editing the entire survey based on the feedback, the final version was posted online to collect data about the level of cybersecurity awareness among the students of Majmaah University. Based on the survey results, measures were developed to strengthen the cybersecurity knowledge and promote security awareness among the students of Majmaah University.




3.5. Respondents’ Impression


In the questionnaire, we asked the respondents about their impressions on how excited they were to fill out the survey questionnaire. The respondents were given five options: strongly agree, agree, neutral, disagree, and strongly disagree (that filling out the survey was exciting).



As shown in Figure 1, the majority of the respondents felt that the survey was exciting, whereas only a few felt that it was not exciting to participate in the survey. As 75% of the respondents felt excited about participating in the survey, this indicated that the survey was well-designed.





4. Results


We intended to analyze the entire group of students defined as the population, and the respondents were the sample selected as a subset of the population. We aimed to conduct a survey for the majority of students of Majmaah University as a population, focusing on the awareness and attitudes of students toward multiple cybersecurity concerns, such as viruses, phishing, forged flyers, pop-ups, and patching. To achieve these research objectives, we used the research distribution and students’ knowledge of the main cybersecurity concepts, countermeasures, password management, browser security, and social network platforms.



4.1. Research Distribution


One of the research objectives was to measure the influence of the life cycle demographics of the students on the adoption of cybersecurity measures. Therefore, demographic variables, such as sex, age, the college currently attended by the participants, the year of study, and the devices used on a daily basis, were selected. Table 1 summarizes the demographic information of the participants of the study in more detail.



As presented in Table 1, most of the respondents were between 18 and 25 years of age (93.1%), as the target of the study was college students. There were more male participants (61.3%) than female participants (38.7%). The key indicator of the respondents’ background was the college they attended. With regard to the devices used regularly, most of the participants (75.5%) used smartphones, followed by those who used tablets (16%).




4.2. Knowledge of Main Cybersecurity Concepts


The fundamental concepts of cybersecurity are confidentiality, integrity, and availability, that is, the CIA triad. These aspects can be achieved by applying particular processes and techniques to systems and services connected directly to the Internet. Academic institutions should take measures to protect their sensitive data and networks from ever-increasing cyberattacks because hackers are using increasingly sophisticated approaches [36]. Students are the most vulnerable assets in universities; therefore, we investigated students’ knowledge of the fundamental concepts of cybersecurity.



Table 2 indicates that 40.1% of the students applied updates automatically, leaving the responsibility for updating outdated software to the device, whereas 42.4% of the students applied updates manually. However, 17.6% of them either neglected updates or did not update at all, making their devices vulnerable and easy to attack and compromise.



Adults nowadays spend a considerable amount of time on their cellphones and computers, as we observed through this survey. On average, the students spent four to eight hours per day on cellphones and computers, even when they were busy. However, we think that this time may drastically increase when they have free time. Figure 2 shows the most commonly used social networks among the college students.




4.3. Knowledge of Cybersecurity Countermeasures


The architecture of a computer includes built-in protection mechanisms to enforce security policies and combat cyberattacks. Antivirus software, more broadly referred to as antimalware software, is mainly designed to protect users when they are tricked into downloading malicious attachments or clicking malicious links. The software tracks the patterns of usage and distinguishes between normal and abnormal patterns based on the definitions and signatures obtained from its database [37].



Therefore, students should understand the basic principles of antivirus software and the application of its functions to protect their systems and services. We expected that the majority of the students would have antivirus software installed on their personal computers. However, we observed that more than 30% of them had not installed any antivirus software on their systems. They believed that there was no need for protection, and no one could access their computers if their username and password were strong and kept private. These participants were unaware of firewalls and did not know that they help keep their devices safe. Specifically, they did not know whether the firewall was enabled on their devices or not.



We also observed that approximately 21% of the respondents were unaware of the dangers of installing free software from unreliable and unknown sources. This number is quite high and unexpected because the Deanship of IT at Majmaah University frequently sends text messages and emails advising against this practice. Most surprisingly, 41% of the students could not recognize situations where their computers were infected with malware or controlled by hackers.



Only 22% of the students were unaware of two-factor authentication and did not know how it added an extra layer of security. Apparently, they had not enabled this mechanism on their accounts when it became available, which is consistent with the findings discussed in a recently published paper [38]. Some people do not adopt the two-factor authentication mechanism because they believe it is annoying to use and difficult to deal with [39].



The students were also unaware of how to use their emails safely and securely. We observed that 75% of them often checked their emails regularly from public Wi-Fi without using a virtual private network (VPN) or attempting to make the connection secure. The same participants answered “Yes” to the question of whether they would open an email received from an unknown or strange sender. This indicated that the security awareness program and security training seminar usually conducted by the university are not well-designed and do not cover this aspect.




4.4. Knowledge of Password Management


The password is considered a basic and important security aspect that protects data and information and provides access to authenticated systems. The recommended characteristics of a strong password include the following: the password should be at least 12 characters long, including alpha and numeric characters, and a mix of both uppercase and lowercase letters with at least one symbol, that is, a special character [40]. Therefore, we explored the students’ knowledge of the core principles of password security and examined how they manage their passwords.



Table 3 indicates that 42.7% of the students used strong passwords all the time and believed that the password must be changed periodically. However, 60.7% of them felt that having a strong and long password was annoying; hence, they used the same password for all websites and accounts, assuming that this is sufficient to secure their accounts and is the best security practice. Unfortunately, in this case, if an attacker compromises one account and discovers the password, the attacker will attempt to use the same password for other accounts.




4.5. Knowledge of Browser Security


Users must know how to protect networked data from breaches, which usually occur because of the vulnerabilities of the browser. Thus, it is important to train users on the security features that will significantly enhance the overall browser security for safe online browsing to combat most security exploits [41]. Accordingly, we evaluated the students’ knowledge of important web browser security mechanisms because malware can be implemented as a browser extension.



Table 4 indicates that more than 80% of the students regularly updated their web browser, which is a great practice for patching zero-day vulnerability and preventing malware attacks. They also appeared to be aware of the risks involved in installing extensions from third-party websites and unknown resources. Approximately 60% of them checked the security settings and configurations of the web browser regularly and knew how to find suspicious activities from the browser history. This indicates that they could protect their systems against common attacks that bypass built-in security mechanisms and web browser protection, such as website tracking, zombie cookies, and adware.




4.6. Knowledge of Social Network Platforms


Hackers obtain users’ personal data through social engineering techniques that can easily lure users to reveal confidential information with minimal hacking skills. It is known that most students are active on social media and sometimes post sensitive information [42]. Therefore, we thought that it was critical to perform an exploratory study on how college students behave on social media.



Table 5 indicates that most of the students shared personal pictures on public social media accounts with no hesitation. This can inadvertently leak sensitive and confidential information, such as personal identifiable information (PII) [43]. Notably, 56% of the students kept their location private and never shared it publicly on social media. It is complicated to report harmful and abusive violations on social media; however, in this survey, more than 70% of the respondents knew how to report any threat they faced.





5. Discussion and Findings of Tests


To the best of our knowledge, this study is the first to examine students’ knowledge of cybersecurity. The findings presented reveal the cybersecurity awareness level among college students and motivate new research directions in this area to develop efficient tools and techniques to measure the improvement in students’ knowledge and understanding of cybersecurity. Most of the participants in the survey were unaware of the fundamental concept of cybersecurity and did not know how to manage their data, even though 92% of them had attended a formal security awareness program. Phishing attacks are increasing daily, targeting users who have little or no knowledge of cybersecurity. In this section, we measure the validity and reliability of the method used in this study to ensure the consistency of the inter-variables with the study constructs.



5.1. Study Limitations


Although the findings presented in this paper provide important points for developing cybersecurity awareness program, several limitations need to be highlighted, which we plan to improve in the future. The questions covered in the survey should be checked by cybersecurity experts. The preliminary data produced valuable results; however, further research needs be carried out on different student populations and different universities. The sample size must be increased, which may improve the findings.




5.2. Reliability Test


Table 6 indicates the value of Cronbach’s alpha for the reliability of the scale used in this study. The standard value for this test to be acceptable in the social sciences is a minimum of 0.70 [44]. In our study, the alpha value was calculated as 0.811, which is significant and acceptable for further research. Thus, any inference drawn based on these findings is reliable.




5.3. Factor Analysis


Factor analysis is a statistical technique generally used to observe a set of variables and determine the interrelationships among correlated variables, aiming to convert a large number of correlated variables to a lower number of factors for either confirmatory or exploratory purposes [45]. In this study, we used factor analysis for confirmatory purposes and data summary. Therefore, we adopted Kaiser–Meyer–Olkin (KMO) and Bartlett’s tests to evaluate the collected data and determine whether they were suitable for the factor analysis.



Table 7 highlights the sampling adequacy used to evaluate the relationship among the data within the constructs we analyzed [46]. Overall, the questionnaire assessed the constructs, such as the use of security tools, phishing, cryptology, browser security, social networking, and cybersecurity knowledge, with the dependent variable of cybersecurity awareness. The result of this test was 0.795, which is relatively close to 0.8, which denotes a meritorious level of data adequacy [47]. The internal correlations of the possible constructs also showed a significance value (P = 0.000); thus, we concluded that the data collected were sufficient to continue the evaluation of possible factor outcomes and draw inferences from the study. This test also provided the constructs we analyzed.



Table 8 illustrates the component correlation matrix, which shows the internal correlations of each component examined in this study. The r values of the constructs between themselves are mostly positive, which indicates that each component is positively associated with cybersecurity awareness, except encryption whose r value is −0.081. This inverse correlation value explains the inverse relationship between our password habit component and the level of cybersecurity awareness. In reality, this finding is contrary to the normal tendency of the existence of relationships; consequently, we re-evaluated our data composition. As presented in Table 1, only 89 respondents hailed from an IT background, which constitutes approximately 15.4% of the total respondents, whereas the remaining 84.6% of the respondents belonged to a non-IT field. Therefore, it is possible that 84.6% of the respondents did not have sufficient knowledge about this aspect.



Table 9 presents the results of the analysis of variance (ANOVA) used to determine the standard deviation and variability for each question used in this study and for each extracted component collectively. The overall value of significance was acceptable (0.05% level of significance). However, the sum of squares and mean squares were significantly high, indicating that the variability in the constructs led to an acceptance of the result. Thus, we concluded that the constructs analyzed in this study were reliable for evaluating the cybersecurity awareness level of the respondents.



Table 10 presents a model summary of the extent of influence of all the components on cybersecurity awareness. The R   2   value determined the overall rate of change in this study. We inferred that all the components (use of security tools, phishing, cryptology, browser security, social networking, and cybersecurity knowledge) resulted in a 55% change in the level of awareness of the respondents. These findings indicated that the respondents’ level of cybersecurity awareness fell within the average level. A higher R   2   value would indicate that the respondents were at a good level of awareness in keeping their systems and services secure and safe. The p-value (0.000) indicated that these findings are significant and reliable to be projected further and can be used for any future decisions.



Table 11 highlights the coefficient values to estimate the impact of each component used in this study. This table provides an analysis of each component individually to observe its relationship with the level of awareness and is different from Table 10, which indicates the overall level of awareness. The beta values and significance levels are now considered. The beta value of security tools was 0.286, with a significant p-value = 0.000. This relationship indicates that the use of security tools enhanced cybersecurity awareness by 28.6%. This is evident as the majority of the respondents appeared to be aware of firewalls and antivirus software, that is, the basic concepts of cybersecurity, as discussed earlier. The second component is phishing, which has a beta value of 0.581 and a significant p-value = 0.000. This indicates that phishing positively influenced the awareness level of the respondents about cyberthreats. Notably, the respondents were aware of phishing attacks. The third component is cryptology, which has a beta value of 0.196 with a significance p-value = 0.000. This indicates that cryptology raised the awareness level among the respondents by 19.6%. This level of response was apparent, as these types of arrangements are usually made at the backend; hence, the respondents appeared to not be fully aware of these security arrangements made by the service providers. The next component is social networking, which has a beta value of 0.142 with a significant p-value = 0.000. This indicates that social networking enriched the cybersecurity awareness level by 14.2%. It was also observed that only 14.2% of the respondents were aware of the cybersecurity issues encountered through social networking. The remaining two components, browser security and cybersecurity knowledge, appear to be insignificant, with the p-values of 0.007 and 0.643, respectively. This indicates that the respondents were not fully aware of the security issues related to web browsers. It also appears that the students lacked the essential knowledge of cybersecurity [48].



Our results were compared with similar research conducted in multiple countries. For example, the p-value for different components of cybersecurity awareness was p = 0.002 in Bangladesh [21]. A similar survey was administered in India and the p-value was 0.003934 based on the responses to cybersecurity awareness among college students [25]. Further, the study [29] conducted in Turkey found a significant and positive connection to cybersecurity awareness with  β  = 2.654 and p < 0.01, but Israel ( β  = −0.139; p < 0.01) and Poland ( β  = −0.315; p < 0.01) were negatively associated with cybersecurity awareness. This demonstrates that the level of cybersecurity awareness in Israel and Poland was lower compared with that in other countries. Our study revealed a significant p-value (p < 0.001) for different associated components. This indicates that students at Majmaah University were aware of security tools, phishing, encryption, browser safety, social networking and other related knowledge. However, several reasons may have affected the results. For example, our sample was only students mostly aged 18–25 years. The younger generation is becoming more aware of security and related concerns. More than 60% of the respondents in our research were men, and as found in [24], the male population in the Kingdom of Saudi Arabia is more aware of security and related issues than women. In [27], t-values showed the same type of measures with t = 2.234; 10.87; 3.194; p < 0.05. According to the high level of comparison with published papers [24,25,26,27,28,29,30,31,32,33,34], it was found that the data collected even in tech-savvy surroundings [26] had approximately the same statistical measures as in California, USA. Hence, in view of this comparison, we assessed that the behavior of people even in the presence of a good level of awareness is the main obstacle to overcome in managing cybersecurity threats and challenges. They are aware but they do not take the necessary precautions.





6. Conclusions and Recommendations


Information security is essential for academic institutions, where most users have no knowledge of the basic concepts of cybersecurity or of the best practices on how to protect their devices from malware, viruses, and scams. In this study, we evaluated cybersecurity knowledge among college students at Majmaah University, located in Saudi Arabia, via a quantitative research approach. Overall, we mathematically demonstrated that a cybersecurity awareness and training program for students should be included in the security management plan and strongly promoted by top executives and managers. Academic institutions need to hold comprehensive security awareness and training sessions regularly to ensure that all users know how to recognize the most common cybersecurity threats and vulnerabilities. Based on the analysis results, we recommend the following:




	
Majmaah University should promote knowledge on common cybersecurity factors, including vulnerabilities, attacks, and incidents, to their students to strengthen their security position.



	
Passive awareness methods, such as email, oral presentation, newsletters, and SMS messages, are insufficient for educating users. There is a need to integrate more proactive methods, such as training and interviews. A combination of both methods is more effective and highly recommended.



	
The delivery methods for cybersecurity awareness and training programs can be video-based, text-based, or game-based, as the target here is adult students. Security awareness must be taught at an early age to develop a sustainable cybersecurity behavior among users.



	
Different datasets should be obtained from different universities and the findings should be systematically compared with those presented in this paper. Further questions should be added to cover all the important aspects of cybersecurity behavior.
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Figure 1. Respondents’ impression about answering the survey. 
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Figure 2. Most-used social networks. 






Figure 2. Most-used social networks.



[image: Bdcc 05 00023 g002]







[image: Table] 





Table 1. Demographic information of research respondents.






Table 1. Demographic information of research respondents.





	
Variables

	
Number #

	
Percentage %






	
Sex

	
Male

	
353

	
61.3




	
Female

	
223

	
38.7




	
Age (years)

	
18–25

	
536

	
93.1




	
26–34

	
28

	
4.9




	
Above 34

	
12

	
2.1




	
Type of College

	
College of Computer and Information Sciences (Number of IT/Cybersecurity = 7)

	
89

	
15.4




	
College of Science (Number of IT/Cybersecurity = 3)

	
39

	
6.8




	
College of Science and Humanities (Number of IT/Cybersecurity = 1)

	
94

	
16.3




	
College of Business Administration (Number of IT/Cybersecurity = 1)

	
46

	
8




	
College of Applied Medical Sciences (Number of IT/Cybersecurity = 1)

	
58

	
10.1




	
College of Medicine (Number of IT/Cybersecurity = 1)

	
37

	
6.4




	
College of Dentistry (Number of IT/Cybersecurity = 1)

	
47

	
8.1




	
College of Engineering (Number of IT/Cybersecurity = 1)

	
39

	
6.8




	
College of Education (Number of IT/Cybersecurity = 0)

	
73

	
12.7




	
Community College (Number of IT/Cybersecurity = 0)

	
54

	
9.4




	
Year of Study

	
1st year

	
70

	
12.2




	
2nd year

	
124

	
21.5




	
3rd year

	
143

	
24.8




	
4th year

	
112

	
19.5




	
5th year

	
77

	
13.4




	
Internship year

	
49

	
8.5




	
Daily Used Device

	
Smart phone

	
435

	
75.5




	
Tablet

	
92

	
16




	
Desktop

	
12

	
2.1




	
Laptop

	
37

	
4.2
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Table 2. Result of “How do you update your device?”
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	Variable
	Frequency
	Percentage (%)





	Automatic update (No intervention from the user)
	231
	40.1



	Manual update (User disables automatic update and updates outdated software when it is needed)
	244
	42.4



	No update (User does not apply required updates)
	32
	5.6



	Neglect update (User does not care about updates at all)
	69
	12
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Table 3. Password security questions.
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	Variable
	Strongly Agree
	Agree
	Neutral
	Disagree
	Strongly Disagree





	All my passwords include: 12 upper and lower characters, numbers, and symbols
	42.7%
	30.4%
	14.1%
	9.7%
	3.1%



	I must change my password periodically
	19.4%
	24.3%
	27.3%
	18.4%
	10.6%



	I can use previously used passwords
	13.5%
	26.4%
	22.4%
	23.8%
	13.9%



	I use one strong password for across different websites and accounts
	17.4%
	30.7%
	19.4%
	18.6%
	13.9%



	It is annoying to have a long and strong password for each website and account
	34.5%
	26.2%
	19.4%
	10.1%
	9.7%



	I often share my passwords with others
	4.5%
	5%
	6.3%
	19.8%
	64.4%
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Table 4. Browser security questions.
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	Variable
	Strongly Agree
	Agree
	Neutral
	Disagree
	Strongly Disagree





	The web browser should be updated regularly
	41%
	38.2%
	17.5%
	2.3%
	1%



	I should avoid installing extensions from third-party websites
	31.6%
	37.7%
	25.5%
	2.8%
	2.4%



	I must check the security settings and configurations of the web browser periodically
	29.9%
	29.5%
	27.1%
	10.2%
	3.3%



	I must check the browser history and find suspicious activities
	35.2%
	37.7%
	18.4%
	6.4%
	2.3%
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Table 5. Social network platform questions.
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	Variable
	Strongly Agree
	Agree
	Neutral
	Disagree
	Strongly Disagree





	It is acceptable to post personal pictures on social media
	15.6%
	21.9%
	26.7%
	18.8%
	17%



	It is ok to accept friend requests from strangers
	14.4%
	21.2%
	30.2%
	22.7%
	14.4%



	There is no problem with sharing my current location publicly on social media
	8.5%
	12%
	23.3%
	26.9%
	29.3%



	There is no problem with adding all personal information like data of birth, current job, etc.
	9.7%
	14.4%
	23.4%
	24.3%
	28.1%



	I know how to report any threat or suspicious activity on social media
	33.5%
	38.5%
	15.5%
	9%
	3.5%
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Table 6. Reliability statistics.
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	Cronbach’s Alpha
	Cronbach’s Alpha Based on Standardized Items
	No. Items





	0.795
	0.811
	50
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Table 7. KMO and Bartlett’s test of sampling adequacy.
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KMO and Bartlett’s Test (This Test Is Based on Correlations)






	
Kaiser–Meyer–Olkin measure of sampling adequacy

	
0.795




	
Bartlett’s test of sphericity

	
Approx. chi-square

	
7.565 × 10   3  




	
df

	
946




	
Sig.

	
0.000
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Table 8. Component correlation matrix (extraction method: principal component analysis. Dependent variable: cybersecurity awareness. Rotation method: oblimin with Kaiser normalization).
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	Component
	Use of Security Tools
	Phishing
	Cryptology
	Browser Security
	Social Networking
	Cybersecurity Knowledge
	Cybersecurity Awareness





	Use of security tools
	1
	
	
	
	
	
	



	Phishing
	0.041
	1
	
	
	
	
	



	Cryptology
	0.135
	−0.097
	1
	
	
	
	



	Browser security
	0.203
	0.032
	0.115
	1
	
	
	



	Social networking
	0.296
	−0.147
	0.049
	0.211
	1
	
	



	Cybersecurity knowledge
	0.093
	0.106
	0.091
	0.112
	0.028
	1
	



	Cybersecurity awareness
	0.094
	0.034
	−0.081
	0.095
	0.076
	0.09
	1
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Table 9. ANOVA (dependent variable: level of awareness and predictors (constant): use of security tools, phishing, cryptology, browser security, social networking, and cybersecurity knowledge).
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Model

	
Sum of Squares

	
df

	
Mean Square

	
F

	
Sig.






	
1

	
Regression

	
93.152

	
6

	
15.525

	
117.158

	
0.000




	
Residual

	
74.341

	
561

	
0.133

	

	




	
Total

	
167.493

	

	
567
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Table 10. Model summary (predictors: (constant), use of security tools, phishing, encryption, browser safety, social networking, and enhancing related knowledge).
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Model

	
R

	
R Square

	
Adjusted R-Square

	
Standard Error of the Estimate

	
Change Statistics




	
R-Square Change

	
F Change

	
df1

	
df2

	
Sig. F Change






	
1

	
0.746

	
0.556

	
0.551

	
0.36403

	
0.556

	
117.158

	
6

	
561

	
0.000
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Table 11. Coefficients (dependent variable: level of awareness).
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Model

	
Unstandardized Coefficients

	
Standardized Coefficients

	
t

	
Sig.

	
95% Confidence Interval for B




	
B

	
Standard Error

	
Beta

	
Lower Bound

	
Upper Bound






	
1

	
(Constant)

	
1.754

	
0.015

	

	
114.803

	
0.000

	
1.724

	
1.784




	
Use of security tools

	
0.155

	
0.016

	
0.286

	
9.493

	
0.000

	
0.123

	
0.187




	
Phishing

	
0.316

	
0.016

	
0.581

	
19.507

	
0.000

	
0.284

	
0.347




	
Cryptology

	
0.107

	
0.016

	
0.196

	
6.700

	
0.000

	
0.075

	
0.138




	
Browser security

	
0.044

	
0.016

	
0.081

	
2.729

	
0.007

	
0.012

	
0.076




	
Social networking

	
0.077

	
0.016

	
0.142

	
4.674

	
0.000

	
0.045

	
0.109




	
Cybersecurity knowledge

	
0.007

	
0.016

	
0.013

	
0.464

	
0.643

	
−0.023

	
0.038
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