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Abstract: Recently, unmanned aerial vehicles (UAVs) have gained significant popularity and have
been extensively utilized in wireless communications. Due to the susceptibility of wireless chan-
nels to eavesdropping, interference and other security attacks, UAV communication security faces
serious challenges. Therefore, novel solutions need to be investigated for handling corresponding
issues. Note that the UAV with full-duplex (FD) mode can actively improve spectral efficiency, and
reconfigurable intelligent surface (RIS) can enable the intelligent control of signal reflection for im-
proving transmission quality. Accordingly, the security of UAV communications may be considerably
improved by combining the two techniques mentioned above. In this paper, we investigate the
performance of secure communication in urban areas, assisted by a FD UAV and an RIS, where
the UAV receives sensitive information from the ground users and sends jamming signals to the
ground eavesdroppers. Particularly, we propose an approach to jointly optimize the user scheduling,
user transmit power, UAV jamming power, RIS phase shift, and UAV trajectory for maximizing the
worst-case secrecy rate. However, the non-convexity of the problem makes it difficult to solve. Com-
bining alternating optimization (AO), slack variable techniques, successive convex approximation
(SCA), and semi-definite relaxation (SDR), we propose an effective algorithm to obtain a suboptimal
solution. According to the simulation results, in contrast to other benchmark schemes, we show that
our proposed algorithm can significantly improve the overall secrecy rate.

Keywords: reconfigurable intelligent surface; full duplex; UAV secure communication; power control;
UAV trajectory design

1. Introduction

In recent years, owing to their characteristics of an adaptive altitude, flexibility, and
mobility, unmanned aerial vehicles (UAVs) have been extensively applied in diverse
areas [1-3]. UAVs already show many advantages in terms of improving the performance
of wireless communications in many application scenarios [4,5]. Generally, UAVs can be
used as airborne base stations (BSs) to improve the energy efficiency, dependability, capac-
ity, and coverage of wireless networks. However, as the wireless channel is usually shared
by many users, UAV-assisted wireless communications face very high eavesdropping
risk [6,7].

Over the past decades, communication security mainly depended on the cryptographic
encryption techniques deployed at higher protocol stack layers. However, these techniques
cause high management costs and heavy computation [8]. The advent of physical layer secu-
rity (PLS) techniques has significantly enhanced this landscape. It effectively supplements
the cryptographic techniques, as its ability does not rely on the computing capabilities of
communication devices [9]. As a result, a lot of research has been performed recently to
guarantee the secure transmission of UAVs through combining the PLS techniques [10-14].
In order to avoid eavesdropping, UAVs play multiple roles, such as airborne BSs, legitimate
receivers, and relays. These roles are strategically supported by the implementation of the
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PLS techniques, including beamforming, power allocation, trajectory planning, and so on.
Furthermore, UAVs can also serve as friendly jammers to collaboratively transmit jamming
signals for interfering with the wiretap channels. This collaborative jamming approach
can significantly enhance the security of UAV communication systems. Specifically, in [10],
UAVs were used to send artificial interference to the eavesdropper to confuse its reception,
which can significantly improve security performance in some cases. In [11], the UAV was
used as a mobile BS to jointly optimize the UAV trajectory and power allocation to maxi-
mize the average secrecy rate. When the UAV eavesdroppers were dispersed at random
in [13], a UAV jammer aided in increasing the secrecy rate. Two UAVs were taken into
account in [12], where one UAV transmitted sensitive data to a ground node (GN), and
the other one jammed communication by broadcasting noise. Although the security of the
UAV communication can be improved with the help of PLS technology, these technologies
are not sufficient to address all security issues. Due to the complexity and dynamic nature
of UAV communication systems, it is imperative to investigate innovative and efficient
technologies to guarantee the security of the UAV communication.

Noticeably, due to its energy-saving, low-cost, simple-to-deploy, and programmable
features, RIS is recognized as a disruptive technology in the future 6G communications [15-18].
RIS possesses the capability to passively reflect the incident signals and reconfigure the
wireless propagation environment to reduce interference or improve the quality of desired
signals [19]. Additionally, RIS has the advantage of low cost and energy consumption, as
it operates within a short distance and does not require radio frequency (RF) chains [20].
Consequently, there have been numerous works using RIS in UAV networks to improve
their security [14,21-23]. In particular, researchers in [21] jointly optimized the UAV
trajectory, power control, and the RIS phase shifter to maximize the secrecy rate. Ref. [22]
confirmed that the benefits of RIS in improving UAV communication security can be
extended to multi-user scenarios. Furthermore, in [23], the authors considered a multi-
antenna UAV and further used RIS to ameliorate the propagation environment, where
the secrecy rate was significantly increased. Moreover, due to the line-of-sight (LoS)
characteristic of UAVs, aerial malicious UAV eavesdroppers are more likely to establish
LoS links with ground BS as compared to ground eavesdroppers, who pose a greater
threat in terms of communication security [24]. To better address the threat issue of aerial
eavesdropping, the authors in [14] introduced RIS into the system and demonstrated
a significant enhancement for communication security. In the aforementioned work, it
was shown that by optimizing the distribution and gain of the reflected signals, RIS
can enhance the PLS of the UAV communication. In addition, RIS can also significantly
reduce the transmit power consumption [25]. Indeed, except for improving the energy
efficiency and security, achieving high spectral efficiency is also a key challenge in UAV
communications. Enabling UAVs to operate in FD mode may be a promising solution to
address such a problem.

Generally, FD technology has been extensively adopted in wireless communication
due to its capability of effectively improving spectral efficiency [26-28]. Thus, the extension
of FD capabilities to the UAVs emerges as a promising approach to enhance UAV com-
munication security. Specifically, the optimization algorithm proposed in [26], which is
used to handle the FD operation, resulted in significant improvement in energy efficiency
and secrecy rate. The authors in [27] demonstrated that the FD technology can improve
the security performance of wireless communications due to its capability to double the
spectrum efficiency. In terms of secrecy performance, the authors in [28] showed that
FD systems can outperform half-duplex systems. Note that, in FD mode, the residual
self-interference (RSI) is a non-negligible factor that is referred to the interference that
occurs when the transmitted signal leaks or reflects back into the receiver’s own receiver
chain. RSI has detrimental effects on the received signal quality and overall communication
performance [29].

Despite lots of studies on secure UAV communications, there are still some limitations
that have not been well considered:
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(i) Although studies [14,21-23] affirmed a notable enhancement in the security of UAV
communication with the aid of RIS, the persistent threat of eavesdropping remains.
To address this, additional measures can be implemented to actively diminish the
eavesdroppers’ capabilities of eavesdropping and further mitigate the risk of informa-
tion leakage.

(ii) Although studies [27,28] showed that the FD UAVs can enhance communication secu-
rity, they did not consider the important impact of RSI. Investigating the integration
of RIS in an FD UAV system is crucial to determine whether it can address or improve
the issues caused by RSI.

(iii) Although the authors in [26] discussed the impact of RS], it is based on a simplified
LoS channel model, which cannot accurately characterize actual environments. In
practical urban areas, there may be deviations and losses in security performance that
need to be considered.

Motivated by the aforementioned issues, we intend to focus on investigating an RIS-
assisted FD UAV secure communication system in urban areas. To facilitate communication
between each user and the UAYV, the RIS is set up on the building’s outside. The UAV oper-
ates in FD mode to simultaneously collect private information from the ground users and
deliver jamming signals to prevent eavesdropping. Considering the fairness, the worst-case
minimal average secrecy rate is maximized by jointly optimizing the user scheduling, user
transmit power, UAV jamming power, RIS phase shift, and UAV trajectory. However, the
expected secrecy rate function is quite complex, which makes the formulated problem non-
convex. Consequently, directly applying existing optimization techniques makes attaining
a globally optimal solution difficult. To overcome these difficulties, we begin by deriving a
lower bound for the secrecy rate function. Then, the alternating optimization (AO) method
provides an efficient iterative algorithm. In particular, we segment the primary problem
into five distinct blocks. However, it is important to note that these subproblems remain
non-convex. To address this challenge, we introduce slack variables and leverage the
successive convex approximation (SCA) and semiOdefinite relaxation (SDR) techniques
to resolve them aptly. Note that our proposed system adopts distinct channel models for
different communication links, ensuring a more realistic alignment between the commu-
nication effectiveness and actual communication scenarios. According to the simulation
results, in contrast to other benchmark schemes, it is shown that our proposed algorithm
can significantly improve the overall secrecy rate. Furthermore, compared to the no RIS
scheme, the proposed scheme under the adverse influence of RSI has the higher capability
to weaken the eavesdropper’s ability to eavesdrop.

The paper is organized as follows: In Section 2, we present the problem formulation
and system model. Section 3 outlines the methodology used to address the formulated
problem. In Section 4, we present the numerical results and provide a comprehensive
discussion. Finally, Section 5 concludes the paper. The key notations are outlined in Table 1.

Table 1. List of major notations.

Notation Description

M The number of ground users

N The number of RIS reflecting elements

sG Horizontal location of ground users

SE Horizontal location of the Eve

SR Horizontal location of the RIS

ZR RIS placement height

to, tr UAV initial and final horizontal locations

zy UAV flight altitude

Vimax Maximum speed of UAV

b4 Highest UAV horizontal flight distance within each time slot
T,Q The length of flight period, the number of time slots

Ot Each time slot’s duration
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Table 1. Cont.

Notation  Description

iy, b, B3 The random scattering component

A The carrier wavelength

d The distance of antenna separation

Pg, PR Ground user average and peak transmit power
Py, P7®™ UAV’s average and peak jamming power

kp, kR, k1,  Corresponding path loss exponent

0GR, 0rE The Rician factor of the G-R, R-E link

0 The path loss at the reference distance

F Exponential distribution with unit mean accounting

o? The additive white Gaussian noise power

UIZ{SI The average loop interference level

(S) RIS diagonal phase shift matrix

On The n-th reflecting element’s phase shift

Bi The binary variable of indicating whether user i is served by the UAV
O, 0 Maximum value, Minimum value

2. System Model and Problem Formulation

In this paper, we focus on a UAV-enabled wireless communication system as depicted
in Figure 1. The system consists of a group of ground users transmitting confidential
information to a UAV. The UAV flies from the starting point to the terminal point at a
fixed altitude for a specified duration of time T. At the same time, a ground eavesdrop-
per (denoted by Eve) attempts to intercept the communication. To safeguard the data
transmission, an RIS is deployed on the building’s outside to reflect incident signals from
each user and the UAV effectively. The RIS consists of N = N, X Nj reflecting elements,
with a uniform rectangular array (URA) of size Ny X N;. The horizontal coordinate and
height of the RIS elements are represented by sg = [xg,yr]” and zg, respectively. The
set of the ground users is represented as M, where | M| = M, and the i-th ground user’s
horizontal coordinate is represented as sg = [x;,y;]T € R>*!,i € M. The ground Eve is
positioned with a horizontal coordinate sg = [xg, y£]T. We assume that the UAV operates
in FD mode to simultaneously broadcast jamming signals to interfere with the Eve and
receive sensitive information. The Eve and each ground user are equipped with receive
and transmit antennas, respectively. As a result, in this system, all communication links are
composed of direct and reflective links.

Leaked signal

Trajectory

— __ »Jamming signal

)
S VAV T
A SEEaN

> Legitimate signal

|~ Bur .
- »Loop inteference

Figure 1. RIS-aided full-duplex UAV secure communication.

2.1. UAV Trajectory Model

As we know, UAV trajectory designing is one of the means to enhance the performance
of UAV communication at the PLS. UAV trajectories can be designed through sensible
path planning, enabling optimal communication and interference strategies within specific
areas. In this system, the ground users are assumed to be served by the UAV, and the total
duration T is partitioned into () equal time slots. Consequently, we have T = 6;(), where ;



Drones 2023, 7, 591

50f 20

represents each time slot’s duration and needs to be set as the optimal value. During the
flight duration, the UAV flies from the starting point to the terminal at a constant altitude
specified as zy;. The horizontal trajectory can be roughly described by a series of points
denoted by t = {tjw] £ [x[w],y[w]]T},w € {0,...,Q}. The UAV trajectory has to be
subject to the following restrictions:

t[0] = to, t{QQ] = tp, 1)
where tg = [x0, 0] is the UAV starting horizontal coordinate and tg = [xf, yr|” is the UAV
final horizontal coordinate. Given a maximum UAV speed of Vinax in meter/second (m/s),
within each time slot, the farthest horizontal distance that the UAV can fly is ¥ = Vinaxdt,
which satisfies

[t[w +1] — t{w]|[? < ¥%w =0,...,0—1. )

2.2. Direct Channel Model

The direct links are the link from the ground users to the UAV (G-U link), the link from
the UAV to the Eve (U-E link), and the link from the ground users to the Eve (G-E link),
respectively. Following [26], we assume that all channels follow the Rayleigh fading channel
model, as the communication is easily blocked by the obstructions in an urban environment.

For the G-U link, the U-E link, and the G-E link, the channel gain can be denoted as
gculw] € C, guelw] € Cand gg k € C, respectively, given by

gculw] = \/P x distc,ulw] P I, ©)

SuUE [w] = \/p X distu,E [a)]_KD flz, (4)

8G,E = \/p X distg P I3, )

where p is the reference distance Dy’s path loss for Dy = 1 m; xp is the corresponding
path loss exponent; hy,hy and hy ~ CN(0,1) represent the random scattering com-

ponent; and disteulw] = /2 + [ls¢ — tlw]|[, distyelw] = /2 + ||tlw] - sel[%, and
distgg = \/||sc — sE] |? denote the distances of the G-U link, the U-E link, and the G-E link.

2.3. Reflecting Channel Model

The reflecting links are the U-R link (from the UAV to the RIS), the R-U link (from the
UAV to the ground users), the G-R link (from the ground users to the RIS), and the R-E link
(from the RIS to the Eve). The LoS channel [30] is assumed to be used by the U-R and the
R-U links. Therefore, gg (;[w] € CN*! may be used to represent the channel model of the
R-U link, which is given by

grulw] = \/p x distg[w] g3 [w], 6)

where « is the corresponding path loss exponent, distg ;[w] = \/ |[sg — t{w]||? + 2% repre-

sents the distance of the R-U link during the w-th time slot, and gk%s [w] can be denoted as

grr W] = @y [w] @ @ H[w], @)

where

. . . . T
@fUw] = [1/6—]27”01@5 prulwlsingrulw] ,e—JZ,T”(Mx—l)dCOS(PR,u [w] sin ‘PR,U[W]} ,

. . . . . . T
wﬁ/u [w] = [1, ol Fdsingp ylw]sin prulwl = o1 5 (Mz=1)d singg y[w] sin fPR,u[wq ,
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cos ¢R,u[w] sin (PR,U[UJ] = {;;sl{i,‘;iﬁ[aﬂ]’ Sin(f)R,u[CU] sin QOR,U[ ] W (PR u[ ] and goR,u[w]

represent the LoS component’s azimuth and elevation angles within the w-th time slot, A is
the carrier wavelength, and d is the distance of antenna separation. A similar process may
be employed for constructing the channel model from the UAV to the RIS (U-R) link and
can be denoted as gy g[w] € CN*1.

Following [31], we assume that the link between the ground user and the RIS (G-R
link) and the link between the RIS and the Eve (R-E link) are Rician fading channel models.
Therefore, the channel model of the G-R link can be denoted as g r € CNx1, given by

/ QGR
8GR = \/p X dzst < P 1 IeTIjaOS P 1glé%5> (8)

where xp is the corresponding path loss exponent, distg r = \/ z% +

|sg — sgr||? denotes

the distance of the G-R link within the time slot w, g¢ r is the G-R link’s Rician factor, gLOS

represents the deterministic LoS component, and gNLOS is the non-LoS (NLoS) component

following a circularly symmetric complex Gaussian (CSCG) distribution with zero mean

and unit variance. Specifically, gLOS is dependent on the trajectory of the UAV, and is
denoted by

gor = @y @@y, ©
where

. . . . T
wS,R _ [1,6—]27”dcos¢G,R SNPGR ,e—]ZT”(Mx—l)dcoquG,R smqo(;,R] ,

. . . T
w;}R [1 e ])‘ T dsin ¢g g sin ¢ r ...,e—]ZT”(MZ—l)dsm(pG,Rsmch,R}

. Xp—X; . .
oS ¢G,R SIN PG,R = 7di[§fc ©/SINPG,RSIN PG R = 7011-:;; — ¢c,r and ¢ r denote the LoS compo-
nent’s azimuth and elevation angles, respectively.

A similar analysis process can be applied to the R-E link. The corresponding channel
power gain can be represented as gg g € CV*! and given by

9RE
grr = /o x distg it ( o T8 T et 1&“85) (10)

where distg g = \/ z% + ||sg — sg||? denotes the distance of the R-E link within the time

slot w, and og f is the R-E link’s Rician factor. The CSCG distribution with a zero mean

and a unit variance is applicable for both NLoS components gllglléos. Specifically, gIL&S is

dependent on the trajectory of the UAV, and is denoted by

grr = @, @@} (11)
where

. . . . T
wﬁ,E _ [1,67]27”dcos<pR,E SiNgRE e*]%(fol)dcos ¢R E sin (pR,E} ,

. . . . . . T
(OI;,E — [1,6*]27”‘1 SINPRESINQRE ,67]277[(M271)d51n¢1{,15 sin (PR/E:|

. 4
Here, cos ¢r g sin gr g = dlstR L and sin¢g gSin g g = diS;jQ,E'
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2.4. Secrecy Rate

In the w-th time slot, the channel gain of the direct links and the reflecting links from
the ground user and the Eve to the UAV through RIS can be denoted by

yulw] = goulw] + gk yw]®[wlge &, (12)
ye1lw] = g6,k + 8k £Olw]gc r, (13)
ye2[w] = gu E[w] + g} pO[w]gu g [w], (14)

where ®[w] = diag(e/11¢], . . ., e/N[«]) is the RIS diagonal phase shift matrix, 6,,[w] € [0,277),
n € N = {1,...,N} is the n-th reflecting element’s phase shift and diag(x) is the
diagonal matrix.

The residual self-interference (RSI) at the UAV, which is challenging to be completely
eliminated in practical FD mode, has a great impact on the secure performance of commu-
nication. In this case, we define & as the channel gain caused by the RSI. It represents
the incomplete loop interference cancellation from the UAV broadcasting antenna to its
receiving antenna. Rayleigh fading is a typical model for the RSI channel /;; derived inde-

pendently from CA(0, 0%5;), where the average loop interference with E[|h; 2] = 0%y is
defined as 0%

Let P;|w| represent the transmit power for ground users, and Pj;[w] denote the UAV
jamming power within the w-th time slot, respectively. The average and peak power
restrictions are shown below:

— 1
P ==

5 L Plwl,0<Blw] <PP™jeG,U (15)

i

where ﬁ] < PMa Then, within the time slot w, the constraints for the achievable rates of
the UAV and the Eve in bits/second /Hertz (bps/Hz) are given by

Pg|w]|yulw]? ﬂ

0% + Py[w]|hyy|?

@) 2 y

o1+ R, ) £ 2
Pglw]|ye[w] F)}

02 + Pylw]|yez[w]|?

(b) Pelwllyp[w]* \ & 5
= log, (1 T 2 Pylwllyele] |2) - Releel "

Rylw] =Eq [log2 <1 +

Re[w] = E, [log2 (1 +

where F follows an exponential distribution with unit mean accounting, ¢ represents
the power of additive white Gaussian noise at the respective receiver, and E;{-} and
E,{-} denote the expectation operators with respect to |hj;|* and F . With regard to the

2 2
;ﬂ;’})ﬁ [‘7‘;}]”2) and log, (1 + —Uzicgj[]l]yﬁ;g;gLHZ 2 ) are convex (concave).
With Jensen’s inequality, we can show that (a) in (16) and (b) in (17) hold.

At each time slot, there is only one scheduled user communicating with the UAV under
time division multiple access (TDMA). The binary variable B;[w] is introduced to indicate
whether user i is served by the UAV within the w-th time slot. If B;[w] = 1, it implies that

user i is served; otherwise, if B;[w] = 0. These constraints can be formulated as given below:

variables, log, (1 +

M
Bilw] <1,Vw, (18)
i1
Bilw] € {0,1},Vi, w. (19)



Drones 2023, 7, 591 8 of 20

As a result, within each time slot, the achievable average secrecy rate is denoted by

+

Rsec = Z ﬁ RE [ ] ) ’ (20)

where [x]T = max(x,0). By setting Pg[w] = 0, Vw, it should be noted that the operator [-]*
may be omitted since the actual value of (20) is always non-negative.

2.5. Problem Formulation

Q
wl’

transmit power Pg = {Pg [w]}gzl, the UAV jamming power Py; £ {Py[w]}" w1, the RIS
phase shift ® £ {@[w] }2:1 and the horizontal UAV trajectory 7~ = {t[w]}gzl over the
flight time duration of T, we aim to maximize the worst-case achievable average secrecy
rate of the UAV for each user. Consequently, the problem can be described as

In this study, by jointly optimizing the user scheduling A = {B;[w], Vi the user

m 21
A,PG,PL?,)(E),T g ¢ @1

s.t. Reeclw] > C, (22)
(1) = (2),(15), (18), (19).

Although the constraints in (1), (2) and (15) are convex, solving problem (21) opti-
mally is still challenging. The reasons are shown as follows. First of all, with respect to
A,Pg, Py, © and T, constraint (22) is not jointly convex. Second, due to the binary variable
constraints (18) and (19), solving the mixed-integer optimization problem is difficult. As a
result, to achieve a suboptimal solution for such an optimization problem, we present an
efficient algorithm in Section 3.

3. Proposed Algorithm

In this section, we focus on solving the joint optimization problem mentioned above.
However, due to the coupled optimization variables A, Pg, Py, ® and T in the objective
function, solving problem (21) is quite challenging. We propose an efficient algorithm to
deal with this issue. To be more precise, we decompose problem (21) into five subproblems.

3.1. Optimization of User Scheduling

The user scheduling problem can be optimized with the given ground user transmit
power P, the UAV jamming power Py, the RIS phase shift matrix ®, and the UAV
trajectory 7. We relax (19) into continuous variables to make the problem tractable. The
problem can be specified by

max 4 (23)
s.t. Reeclw] >, (24)
0<Bilw] <1 (25)

(18).

As a result, problem (23) can be effectively addressed using CVX because it is a
standard linear programming problem. We can find the optimal solution to problem (23)
and subsequently obtain the integer solution using the rounding method.

3.2. Optimization of the User Transmit Power

The optimization subproblem of the ground user transmit power P with given A,
Py, ©, and T, reduces to
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oy ¢ e
Q

st = Y Bile]llogy(1+ ulwlPolw]) — loga(1 + plwlPelw)] 22, @D)
w=1
(15),

g6 ulw]+8R ylw]®w]ge & pilw] = |6,e+8R £®lwlgc r|*
o2+ Pylwlogg, =k o2 +Py(wllgu clw]+8R pO[wlgu rlw]?”
previous work [32], the optimal solution can be obtained as follows:

Based on

where x;[w] =

o [ min(Bllt P2 el > il
Fellel = {o ] < pilwl )
where
- 1 1 1 1 1 1 1
o _wzwi W 2wl a2 gle]  nlel)  2pk] 2o &)

Note that one-dimensional bisection search may be used to obtain 77 > 0 in (29), which
guarantees that the constraints in (15) are satisfied as long as P{" [w] is attained.

3.3. Optimization of the UAV Jamming Power

The UAV jamming power Py; Optimization Problem with given A, Pg, ® and 7 may
be described as follows:

rlgba%( g (30)

st = 25 Jllog, (Pulwlag + 1+ Fu) — log,(Pulwla + 1)

*10gz(WwPu[ w]+1+dy) +logy(WoPulw] +1)] =, (31)
(15),

2 Pglw +gl 0w 2 Pclw w]+ w|Ow 2
where g = UR%’, d, = clwllge g];}; [wlge k| CE, = G lwllge,ulw] gl;u[ 10[w]gc k| and
[ [ (o

(C]
Wy, = Igulw HgR E = [wlgu gl . To avoid the non-convexity of the optimization issue, the

SCA technique is used to approximately transform it to a convex optimization problem by
following [33]. Since log, (Py[w]ag + 1) and log, (W, Pir[w] 41 4 d.,) are concave functions
with respect to Py[w], the first-order Taylor expansion’s local upper bound is around a
specific point PO [w] as shown below:

ao(Pylw] — P{f°[w])

kkO
log, (Py[w]ag + 1) <log, (P [w]ag +1) + 1n2(Pl’fIk0[w]a0 ) (32)
__ pkkO
log, (Py[w] Wy + 1+ dy) < log, (PHO[w]Wey +1 4 dw) + W (Pulw] = By [w]) 33)

In2(PRO[w] W +1+dy)

By replacing the local upper bounds in (32) and (33) using the terms log, (P [w]ag + 1)
and log, (W, Py[w] + 1+ d,,) in the objective function, problem (30) can be transformed to
the following convex optimization problem (34):

max 4 (34)

D \

Q
Z w[log, (Py[w]ag + 1+ F,) + log, (W, Pylw] +1)
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—log, (Py[w]ag + 1) —log, (W Pylw] + 1+ dy)
_wolPule) = BfPl]) | WolPalel ~PRRD o
In2(Pwlag+1)  2(PRO[w)W, +1+dy)” ~ 7
(15).
Therefore, problem (34) can be effectively addressed using CVX.
3.4. Optimization of the Phase Shift Matrix ©
Given A, Pg, Py and T, with the aid of the slack variable T = t[w]‘!_,, the phase shift
matrix © optimization problem is shown as below. Let q[w] = [71[w], 2[w], ..., gn[w ”Tr
- Pg[w]|gculw]+8R y[w]®[wlge
(qn [w] = ef®l@] e N, \m), wlw] = [q"[w] 1]", Coulw] = =g o=

Ce,e[w] = Pelw]|gc e + 8 p®lwlge,r|* and Cy elw] = Pulw]|gu,e[w] + gF Owlgu,r[w][*. Thus,
the following equalities can hold, shown as follows:

Coulw] = ywlw] + wh[w] @y [w]wlw], (36)
Co elw] = yilw] +w [w] @ [w]wlw], (37)
Cuelw] = yulw] + wh [w]@ylw]w(w], (38)
where
H
ywle] E,z]icpfff:,]ﬁ,i;[w],yl[w1=Pc[ w3l k86, vulw] = Pulwlgt plwlgu s,
_ Pglw] gwilw]  gwa[w] _ gulw] gwalwl|
Pwlew] = 02 + Pylw]ozs, [gwa[w] 0 },(I)u[w] = Pule] gus(w] 0 } d
®ifa] = Rl S0} 87,
Here,

gwilw] = d1ag(g11§ [w]” )8G, RgG Rdlag(gR ulwl), gwalw] = diag(gfi{u[w]*)gé,RgSu[w],
gwslw] = g& ulwlgt rdiag (i), guilw] = diag(gh £ )8l r[wlgl, w]diag(gK k),
guz[w] = dlag(gR,E )g*u,R [w]gﬂ,g [w], gus[w] = 83,5 [W]gE,R [w]diag(gg,E),
gnlw] = diag(gk £ )8G r8t rdiag (g ), gr2lw] = diag(gk £ )8 k8 e/
gnalw] = 85,£86, rdiag (8 e):

Here, the superscript * denotes the conjugate operator. The optimization of the phase

shift matrix © is further reduced to

max (39)

w,T,(

st — 2 Bilw][log, (1 + wh [w] @y [w]ww] + yw(w])

—log,(1+ T[w])] 2 ¢, (40)
w W] @ [w]wlw] +yi[w]

wH[w] @y [w]wlw] + yulw] + o2 < 1lw], (41)

[gnlw]| = (42)

Since —log, (1 + T[w]) is not concave with respect to T|w], finding the optimal so-
lution for problem (39) is challenging. It is known that a convex function’s first-order
Taylor expansion is its global underestimator and a concave function’s global overesti-
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mator, respectively. Accordingly, in order to resolve problem (39), we intend to use the
SCA approach. The first-order Taylor expansions of log, (1 + 7[w]) at the specified point

T =T [w]gzl is denoted as follows:

(tw] - 5[w])

loga(1+ tlu]) < logs(1-+ olu]) + {1301 -0, 3)
Hence, we modify problem (39) to
¢ “
st — Z Bilw][log,( (14 w [w] @ [w]w[w] + yww])
7[w]
- m] >, (45)
wHw] @ [w]wlw] +yi[w]
WoToululwlel +yale] +72 = T 4
whw]E,wlw] =1, (47)

where the (e, f)-th element of E,,, denoted by [E],,f is denoted by

[Eules = {1 e=f=n (48)

0 otherwise

Due to the fractional and non-concave constraint (46) in terms of w, as well as the
non-convex quadratic equality constraint (47) for each w, finding the optimal solution for
problem (44) is challenging. In order to address such issues, we employ the SDR approach
in this case. Let rank(Z) and tr(Z) denote the rank and the trace of a matrix Z, respectively.
With W[w] £ w(w]w [w], the constraint of rank(W|w]) = 1 needs to be dropped in order
to re-express problem (44) in its relaxed form. In order to obtain an approximate solution
to problem (44), an updated optimization problem is shown below:

wz%liéog ¢ )
o)
5 Z w][log, (1 + tr(@w[w]W[w]) + yw[w])
7[w]
T n2at wE]) = (50)
(@ wWiw]) +yilw]
, 51
(@l Wle]) +yulo -2 = o
tr(E,Ww]) = 1. (52)
Using Charnes—Cooper transformation, setting e[w]| = o d)u[w}w[wl]) el and
Y[w| = ¢[w]W]w], and problem (49) can be further transformed to
Wwoex, ¢ 53)
Y>0,7>0,(
- tr(Pw[w]Y[w])
LCCI. S 649

C In2(1+ To[w})]
tr(®;[w]Y([w]) + elwlyiw] < Tlw], (55)
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tr(®y[w]Y[w]) + e[w] (yulw] + %) =1 (56)
tr(E,Y[w]) = ew], (57)
(52).

With the assistance of the slack variable & = ¢[w]¢? w—1- problem (53) is transformed into
an equivalent form that is non-fractional, shown as follows:

WX, & "
Y-0,7>0,

i o - T[w] > 59

st L Ailelllog(1+8lw]) = o o) 2 € ~

elo) < RN o) .

(52), (55)=(57)-
Therefore, optimization problem (58) can be effectively addressed using CVX.

3.5. Optimization of the UAV Trajectory T

Given A, Pg, Py and O, the optimization problem of the UAV trajectory 7 can be
expressed as

H71,3§X ¢ (61)
(@)
& X Alelliogy 1+ 2 i Hgule )
Po ] Alu]
~logy(1+ T g el 2 ¢ (62
1, ),

where

Ho :diag([ 8ox D,Hu[w} :diag([ gufli[w] D

hgi[w] = [gﬁu[w],gc,u[w]]H, hep[w] = [gIR{,ErgG,E}H/ hy[w] = [gIR{,ErgU,E [w]]®,
Alw] = [hE, [wHgu[w] %, and u[w] = [u1]w], uz[w], ..., un[w], 1] (u]w] = eff’n[wJ,Vw,n).

In particular, since gg g and g¢ g are independent of the UAV trajectory, we set a
constant A[w] to replace it in (61). It is worth noting that g i/[w], gu elw], and gr 11[w]
are impacted by the UAV trajectory from (3), (4), and (6). However, due to the complex
and nonlinear nature of gg 17[w] in (6), the optimization of the UAV trajectory becomes
intractable. To address this issue, we approximate gg i7[w] and gy g[w] in the j-th iteration
using the UAV trajectory from the (j — 1)-th iteration. With this approximation, we can
reformulate problem (61) as follows:

max ¢ (63)

0
Z, w][log, (1 + Yo[w]hy , [w]H; g[w]hy ,[w])

72[w]
—log,(1+ 1+ 71 [w]hT [w]HE g [w]he 0[]

(1), (2),

)] =8, (64)
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where

hy [w] = [\/(distcru[w])—m, \/(distu/R[w])—KL} T’

T
heofw] = W (distu elw]) 0,/ (distu,R[wD—KL] ,
Higlw] = [y, g8 k0" [wlghr T [w]]” [ Vo, g k0" [wlghoy V],
Heol] = [vla, (gip Y [w]) 0" (wlgne]  [voh, (8o~ [w]) 0" [wlgr, |-

i—1
Here, lw] = i, mlw] = M52, pfw] = P2, and g} w] and

gg;{l) [w] are the designed gy r[w] and gg 17[w] utilizing the (j — 1)-th iteration’s UAV

trajectory. Note that due to the objective function’s non-concavity with regard to the UAV
trajectory 7T, problem (63) is not convex. We further update problem (63) by introducing the
slack variables b = b[w ]w V= v[w]gzl, ¢ =clw ]w 1, fo = folw ]w ;and f; = fi|w ]Q
into the optimization problem, shown as follows:

max (65)
fo.£1.¢
0
Z w][logy (1 + pyo[w] folw])
1 Y2[w]
Bl 1T pmlwlfilw] Nz& (66)
(distg,ulw]) "> = blw], (67)
(disty rw]) 7L > v[w], (68)
(distygw])~*p = clw], (69)
b, [w]Hi g[w]hyo[w] > folw], (70)
hl,[w]HE lw]heolw] > filw], (71)
(1), )
where b, [w] = [c[w], v[w]]" and hy 5 [w] = [b]w], v[w]]". We unroll (67)~(69) in order to
make the subsequent derivations easier, shown below:
2] + 2 + L] + 9 — 2x{wlx — 2ylwly; + 2 — (olw]) 5 <0, 72)

] + 2%+ yPLw] + v — 2xlwlrr — ylwlyr + (zu — 2r)% ~ (o)) L <0, (73)

2lw] +xf + v w] + yE — 2x[w]xe — 2ywlye + 24 — (clw]) P <0, (74)

We utilize the SCA technique to handle the non-convexity of the constraints (72)-(74)

1+ %) respect to fi[w]. And the first-order Taylor

_4 4 _4 -
expansions of (bjw]) "0, (v[w]) *, (c[w]) D, hz?,y[ wH; glwlhy ,[w] and hCT,v [w]HE g[w]
h.»[w] at the given feasible points by = {bo[w]}2_;, vo = {vo[w]}_, co = {cow]}
~ 0O ~ Q .
Hyo0 = {hppolw]},,_; and Heo = {heoolw]}, _, are given by

and the non-concavity of log, (

hy ,[w]H; o [w]hy,[w] > —hy, o[w]H; g[w]hy,[w] + 2R [ﬁgvo[w]Hi,Q[w]flbo,o[w]}/

R [w]HE g[w]hoolw] = =R, pw]HE g[w]hcolw] +2R R0 [w]HE olw]herolc] |,



Drones 2023, 7, 591

14 of 20

Ole) ™™ 2 (olee) ™ = o (olel)™ "5 ] = ol
(elel) 7 2 (oole]) = (wole)) T (ele] ~ wofec],
(cl)) ™ 2 (colw]) ™ =~ (eole]) 5 (cle] — cole)

Accordingly, problem (65) can be approximately transformed to

max ¢ @
f0.b1.0
2 Y2|w]
.t 5 Z:l w|logy (1 + prolwlfole]) —logy (14— Frzrol 2 ¢ (76)
2lw] + xF + P [w] +yF — 2x[w]x; — 2y[wly; + 2
— (1 ) l]) B+ (b)) B ] <0, @)
Ple] + 2%+ 12lw] + vk — 2xlewlxg — 2ylewlyr + (2 — 2)°
— (14 ) (@lw)  + = (wfw]) E Nelw] <0, 08)
Plew] + 3 + P lew] + v — 2xl]xe — ylwlye + 2
= (1 )eolw]) P+ (ol el <0, (79)
folew] + B0 [w]H, gl o] — 2R B, o [w]H; glwlhiolw] | <0, (80)
filw) + Rl [w]He glw]herole] — 2R [B, plw]HE g[w]hesolw] | <0, (81)

(1), (2)-
Thus, the convex optimization problem (75) can be effectively addressed using CVX.

3.6. Algorithm Summary

Algorithm 1 provides a summary of the proposed algorithm, which decomposes the
overall optimization problem into the five sub-problems. The maximum quantity of itera-
tions is denoted by Imax, and the convergence accuracy is controlled by parameter €. As
described in Section 2, by tackling the five subproblems iteratively, the solution to problem
(21) can be obtained. The five subproblems’ complexities determine the overall compu-
tational complexity. To solve these subproblems, the standard interior-point method is
employed using CVX [34]. Subproblem 4 and subproblem 5 have the highest computational
complexities, denoted as Ogups (VN + 1 log(1)(MQ(N +1)% + M2Q?(N +1)% + M2Q?))
and Ogups((7N)33log (L)), respectively. Therefore, the complexities of Algorithm 1 are
mainly from subproblem 4 and subproblem 5. The objective function (21) in Algorithm 1 is
confirmed by the subsequent numerical results.

4. Simulation Results

The proposed algorithm of jointly optimizing user scheduling, user transmit power,
UAV jamming power, RIS phase shift and UAV trajectory, known as JO/SPPRT, can be
verified in this section through some numerical simulation results. Unless otherwise
specified, all parameters for simulations are shown in Table 2. The UAYV initial feasible
trajectory, called the baseline trajectory, follows a best-effort approach. It passes through the
users along the direct path and proceeds directly to the destination point at its maximum
speed within the UAV flying duration T. For the performance comparison, the following
benchmarks are also considered in the simulation.
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Algorithm 1 Overall algorithm for problem (21).

1:

2:

9:
10:

Initialize PGO, PUO, oY, '7'0, iteration number | = 0, tolerance € and the maximum
number of iterations Iy ax.

repeat
Setl =1+1.
Obtain A! by solving problem (23) with given {Pg'~!,Py'~1, @1, T,
Obtain P¢! by solving problem (26) with given Py, @1, 771, Al).
Obtain Py by solving problem (34) with given {@/~1, 7'71, Al, Pg!}.
Obtain @' by solving problem (58) with given {7771, Al, Pg!, Py'}.
Obtain T by solving problem (75) with given {A/, PG, Py, ©1).
With given {A/, Psl, Py!, ® and T}, obtain ¢!

until |§l - Cl_1| <eorl!l > Inax.

Table 2. Simulation parameters.

Notation Physical Meaning Simulation Parameters
sG Horizontal location of ground users [-55,15]T, [0,55]T, [40,20]T m
SE Horizontal location of the Eve [150,70]T m

SR Horizontal location of the RIS [0,0]T m

ZR RIS’s placement height 80 m

to, tr UAV initial and final horizontal locations [—200,40] Tm, [200, 4O]Tm
zy UAV flight altitude 100 m

Vimax Maximum speed of UAV 30m/s

Ot Each time slot’s duration 1s

N = Ny x N;  Quantity of RIS’s reflecting elements Ny =20,N, =10

Pg, Plax Ground user average and peak transmit power 0.1 W, 04 W

Py, P UAV average and peak jamming power 0.1W,04W

KD, KR, KL Corresponding path loss exponent 1.1,2.2,3.3

0G,R/ORE The Rician factor of the G-R, R-E link 3dB

0 The path loss —20dB

o? The additive white Gaussian noise power —40 dBm

UIz{SI The average loop interference level —50 dBm

JO/NJ: Joint optimization without jamming, which jointly optimizes the user schedul-
ing, the user transmit power, the phase shift of RIS, and the trajectory of UAV by
setting Py[w] =0, Vw.

JO/NR: Joint optimization without RIS, which jointly optimizes the user scheduling,
the user transmit power, the UAV jamming power, and the UAV trajectory by setting
the quantity of reflecting elements to be N =0, Vw.

JO/NP: Joint optimization without power control, which jointly optimizes the user
scheduling, the phase shift of RIS, and the trajectory of the UAV by setting the powers
of the UAV and the users as Pj[w] = P and Pg[w] = Pg, Vw, respectively.

In Figure 2, the UAV trajectory is shown in terms of the four schemes when T = 100 s

and N = 200. The specific descriptions for the optimal trajectories under four scenarios are
shown as follows:

)

2

®)

In the proposed JO/SPPRT scheme, the UAV flies midway among the users and the
RIS, maximizing the performance gain. Then, it approaches Eve, sending jamming
signals to enhance communication security by suppressing eavesdropping.

In the JO/NJ scheme, the UAV initially flies intermediately among the RIS and the
users, maximizing the hovering time. Unlike the JO/SPPRT scheme, without jamming,
the UAV focuses on flying away from the Eve to minimize eavesdropping.

In the JO/NR scheme, the UAV communicates sequentially with user 2, user 1, and
user 3. Different from the JO/SPPRT scheme, without the assistance of the RIS,
the JO/NR scheme has limited ability to suppress eavesdropping. Hence, the UAV
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approaches each user individually and moves away from the Eve to enhance the
secrecy rate.

(4) In the JO/NP scheme, without power control, the users cannot transmit information
at high power, and the UAV cannot send jamming signals at high power when close
to Eve. Hence, the UAV flies midway among the RIS and the users to improve the
communication performance, and moves away from the Eve to reduce eavesdropping.

80 T T T T
—%—JO/SPPRT Eve
701 |—5—I10/NJ ¢ 7
—&—JO/NR
60r JO/N]‘) Userl o |
Baseline ’,

20 1 User3 i
User2
10 b
IS
0 1 1 i( 1 1
-200 -120 -40 40 120 200
X (m)

Figure 2. UAV trajectories with various benchmarks.

Figure 3 shows the max-min rate achieved under various schemes for varying T from
40 s to 160 s with N = 200. The JO/SPPRT scheme clearly outperforms other benchmarks.
The JO/N]J scheme shows poor performance, as T increases because it cannot interfere with
Eve. This shows the significant advantage of the UAV FD communication system. The
JO/NP scheme outperforms the JO/NR scheme on the max-min rate, which shows that RIS
can effectively suppress the eavesdropping. Obviously, the JO/SPPRT scheme outperforms
the JO/NP scheme with respect to the secrecy rate, which demonstrates the effectiveness of
the power optimization in boosting the overall secrecy rate.

4 T T T T

35

Max-min expected rate (bps/Hz)

L5 —#5— JO/SPPRT
—5—JO/NJ
1t —#— JO/NR 1
JO/NP
051
0 1 1 1 1
40 60 80 100 120 140

T (s)

Figure 3. Max-min rate versus T with various benchmarks.
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Figure 4 shows the achieved max-min rate with respect to T for N = 200, N = 400,
and N = 600. For the same time slot, we can show that the higher the amount of the RIS
reflecting elements N, the greater the secrecy rate improvement; for the same N value, the
secrecy rate increases as T increases. Hence, increasing the number of elements can result
in higher passive beamforming gain as observed in this figure.

4.2 T T T T |

W
o¢]

(08
(@)

»
[\

(98]
Ve

Max-min expected rate (bps/Hz)
(U8)
NN

2.8 N=0600| -
2.6 T
40 60 80 100 120 140

T (s)

Figure 4. Max-min rate versus LIL (dBm) with various benchmarks.

Figure 5 shows the achieved max-min rate under different LIL for various benchmark
schemes when T = 100 s and N = 400. The JO/SPPRT scheme demonstrates the supe-
riority over other schemes. As LIL increases, the secrecy rate of JO/SPPRT approaches
JO/NJ, while JO/NR converges to a stable value. In the JO/SPPRT scheme, the UAV
dynamically adjusts the power allocation to align with the jamming power of the JO/N]J
scheme, leading to the convergence of their secrecy rates, particularly in the scenarios
with high LIL values. In the JO/NR scheme, the absence of RIS significantly reduces the
communication performance and eavesdropping offset, and as LIL increases, it leads to a
substantial decrease in the UAV jamming power and the convergence to a stable secrecy
rate. Therefore, in the JO/SPPRT scheme, the higher LIL of the UAV will seriously affect its
ability to send jamming signals. In the JO/NP scheme, with a fixed UAV jamming power,
increasing the LIL of the UAV leads to intensified interference to the UAV airframe and a
significant drop in the secrecy rate.

Figure 6 shows the jamming power with respect to T for various LIL when N = 400.
In the JO/NR scheme, the jamming power shows three phases as follows. Firstly, during
communication between the UAV and user 2, the jamming power requirement is minimal,
as user 2 is farthest from Eve. Secondly, as the UAV communicates with user 3, since user 3
is closer to Eve, the jamming power needs to be set to a higher value. Lastly, the higher
jamming power is required to counteract eavesdropping when the UAV communicates
with user 1, which is closest to the Eve. We can see that the higher LIL results in the lower
jamming power at each stage, and excessive LIL significantly hampers the effectiveness of
UAV in jamming the Eve. Also, we can observe that the JO/SPPRT scheme maintains a low
and steady jamming power throughout the stage, which is less affected by LIL. As such, we
can show that compared to the JO/NR scheme, the JO/SPPRT scheme with the aid of RIS
provides the best security performance with less jamming power. This also shows the fact
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that the JO/SPPRT scheme with RIS reduces the communication energy usage and reduces
the effect of RSI on the secure communication of FD UAV.

4 T T T T T
—%— JO/SPPRT
35F —5—JO/NJ 1
T —f—JO/NR
= JO/NP
o
£ 3r
3
g
3
E 2.5<; X
% I A4
o
£ |
5
=
15
1 1 1 1 1 1 I
-50 45 40 35 30 25 20

LIL (dBm)

Figure 5. Max-min rate versus LIL (dBm) with various benchmarks.

04 |
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JO/SPPRT LIL =-30dm
- —O—JO/SPPRT LIL = -20dm
[ -7 —#— JO/NR LIL = -60dm
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Figure 6. Jamming power of UAV versus LIL (dBm).

5. Conclusions

In this paper, we investigated an RIS-assisted FD UAV secure communication sys-
tem. We maximized the worst-case average secrecy rate by jointly optimizing several
parameters, such as user scheduling, user transmit power, UAV jamming power, RIS phase
shift, and UAV trajectory. Due to the non-convexity of the optimization problem and the
presence of non-convex quadratic equality constraints in the subproblems, we proposed a
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novel algorithm, namely the JO/SPPRT scheme, to handle such an optimization problem
and obtain a suboptimal solution. The numerical results confirmed the effectiveness of
our proposed algorithm. Furthermore, we obtained the following conclusions: (1) The
RIS-assisted FD UAV under RSI has the higher capability to interfere with eavesdropping,
and results in further security enhancement as well as reducing the effect of RSI on FD
UAV communication. (2) Unlike work that solely considered LoS channels, our research
considered Rayleigh channels for direct links and Rician and LoS channels for reflected
links, which can better match the actual environment condition in urban areas. Accord-
ingly, this approach further enhances security performance and reduces biases and losses.
(3) As compared to the scheme without RIS, our proposed scheme showed better security
performance with lower jamming power. As such, our scheme is more energy saving.

Although this study addresses a scenario involving single eavesdropper, the proposed
algorithm can be extended to the general case of multiple eavesdroppers. Additionally, this
work could be further advanced using state-of-the-art reinforcement learning techniques
for optimization. The algorithm proposed in this paper can serve as a benchmark to assess
the performance and efficacy of such reinforcement learning algorithms.
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