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Abstract

:

Visible Light Communication (VLC) uses light-emitting diodes to provide wireless connectivity in public environments. Transmission security in this emerging channel is not trivial. Chaotic modulation techniques can provide encryption directly in the physical layer based on the random-alike evolution and strong synchronization prospect given by deterministic chaos. In secure chaotic inclusion or embedding methods, continuous-time chaos oscillator models need to be synchronized via a coupling carrier. Here we present a first numerical simulation study for the impact of the variable delays induced by line-of-sight and non-line-of-sight multipath fading in complete chaotic synchronization. More precisely, we analyze a chaotic Colpitts oscillator that is simultaneously transmitting the carrier to several mobile receivers via nine spotlights. Such induced delays depend on both the receiver position and the carrier frequency, influencing the complete synchronization required in modulation via chaotic inclusion. Correlation values for several receiver positions and carrier frequencies are presented, examining the progressive emergence of the multipath effect and its impact on chaotic synchronization. We show that, for the chaotic oscillator and coupling applied in the defined room settings, complete chaotic synchronization can be achieved and that it is robust up to the tens of MHz region.
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1. Introduction


Chaos communications exploit the properties displayed by chaotic oscillators to provide security in data transmission at the physical layer [1]. Low-order chaotic systems are bounded in values but aperiodic in nature. These are theoretically composed by an infinite amount of frequencies and, although being deterministic, they present an extreme sensitivity with respect to the initial conditions that makes long term prediction impossible.



Despite the sensitivity towards the starting point, chaotic oscillators can be set to synchronize in several modes, provided that adequate coupling mechanisms are implemented [2,3]. This pseudorandom-evolution and synchrony prospects associate very well with both the standard cryptographic and data transmission requirements [4], thus paving the way for secure, chaos-based, communications. There are broadly two main categories of chaos synchronization schemes: one is based in continuous time models (e.g., dynamical systems), such as ordinary differential equations. The other group corresponds to discrete models such as chaotic maps. To synchronize the first group, one needs to transmit a chaotic signal carrier continuously over time, which is affected by channel effects such as multipath. The discrete group can be set to synchronize with the transmission of a secret key only, but with less cryptographic potential [1].



Visible light communication (VLC) is an emerging free space optical communication method built upon intensity modulation of light-emitting diodes (LEDs). LEDs, fabricated with p-n junction technology, produce light based on the principle of electroluminescence, where photonic emission takes place in response to an electric field. Their fundamental operation allows LEDs to be switched on and off beyond millions of times per second, far too fast for the human eye to realize flickering, enabling binary transmission of information in combination with adequate photodetectors. Accordingly, VLC allows high data rates in the Gb/s region [5,6]. In fact, most related research has focused on increasing the data rates or implementation of full duplex links (VLC-infrared, VLC-WiFi, and fully VLC). There are many VLC applications including data communications, indoor localization positioning and multi-user access environments [7,8,9,10,11,12,13]. In effect, VLC is a complementary technology to Wi-Fi for fourth and fifth generation (4G/5G) wireless systems. This is particularly useful as Wi-Fi presents difficulties in providing multi-user connectivity. Additionally, LEDs are becoming the first choice as lighting fixtures for indoor environments due to their high energy efficiency, longer life expectancy, fast switching capability, and comparatively low costs. Moreover, advancements in thin film technology allow the fabrication of organic LEDs in large panels, widening its application fields [14]. Their implementation is going beyond indoor lighting as they are being deployed in car lights, streetlights, stand-by pilots, and so on. Consequently, LEDs are potential data transmitters (Txs) in a range of different environments, including car-to-car communications [15], wireless sensor networks, or the Internet of Things (IoT) [16]. In VLC based wireless systems, to avoid blocking and shadowing, hence ensuring 100% link availability, Tx and receiver (Rx) arrays have been adopted to provide diversity, but at the cost of increased multipath induced delay spread that leads to reduced data rates (e.g., [17,18]).



In certain applications, such as indoor or outdoor public spaces, banking, manufacturing, medical, etc., the issue of data security is becoming extremely important. Typical cryptographic techniques used today utilize number theory principles, a branch of mathematics that studies the topology of numbers. While these methods have served well in the last decades, they seem to have their security compromised with the emergence of high-speed computing; capable to process large computation of data sets. Whereas in quantum key distribution (QKD) based protocols, which are popular in optical fiber networks [19], there is the need for a coherent light source (e.g., from laser sources) [20]. These schemes cannot be adopted in indoor VLC systems. Alternatively, the more recent approach of chaos, emerging from an interdisciplinary branch of mathematics, is a promising candidate. Thus, high security-based VLC links could be implemented based on chaos communications [21].



It should be noted, however, that not all chaotic cryptosystems proposed in the literature can be considered cryptographically robust by default [22,23]. Nonetheless, the chaotic inclusion (or embedding) method, which uses continuous-time chaotic models, is considered secure and implementable in practice [24]. For its practical implementation, chaotic inclusion requires total synchronization between the chaotic oscillators involved. In chaos theory terminology, this kind of synchronization is referred to as complete, total, or identical; defined as overall convergence between Tx and Rx over time under different initial conditions. That is, for a chaotic Tx    x ˙   ( t )  = f  (  x  ( t )   )    and a Rx     x ^  ˙   ( t )  = f  (   x ^   ( t )   )   , complete synchronization is achieved when     lim   t → ∞   || x  ( t )  −  x ^   ( t )  || = 0   for   x  ( 0 )  ≠  x ^   ( 0 )    [3]. Considering the high sensitivity of chaotic systems to the initial conditions, the prospect of achieving total synchrony is non-trivial, especially under the effect of wireless channel conditions [25,26].



The end purpose is to study the suitability of chaotic inclusion schemes in VLC. In the context of chaos synchronization, it is not clear that the coupling methodology, via a chaotic signal acting as a carrier, can handle the variable delay induced by the multipath effect. Furthermore, these delays vary depending on both the Rx position and the frequency of the carrier signal. As result, complete or total chaotic synchronization is a function of both factors.



In this way, this work finely analyzes the upraise and impact of multipath delays in chaotic synchronization while suggesting a region limit in the carrier frequency, progressively lifted with time normalization procedures. We study the degree of complete synchronization based on cross correlation coefficients for continuous-time Colpitts chaotic synchronization. In more detail, we investigate chaos synchronization in a multiple input single output (MISO) VLC for both line of sight (LOS) and non-LOS propagation schemes. The results presented are based on numerical simulation models.



The paper is structured as follows. Section 1 has introduced the problem statement. Section 2 provides a description of the working models for the Colpitts model employed with its related chaotic coupling mechanism in an ideal channel and the VLC multipath model implemented. Section 3 presents the numerical simulation results obtained. Finally, conclusions are drawn in Section 4.




2. Working Models


2.1. Colpitts Chaotic Synchronization


The Colpitts circuit is a classic harmonic oscillator, being one of the most widely used electronic designs for the development of harmonic data transmission for almost a century. Interestingly, in 1994 it was reported that a parametric set of circuit values creates chaotic dynamics [27]. The Colpitts circuit consists of a single bipolar junction transistor (BJT), which is biased in its active region [27,28]. A combination of inductor L, capacitance divider, and resistance R was used as a feedback network. Figure 1 shows a circuit schematic.



Based on the respective Kirchhoff analysis, the dynamics of the Colpitts oscillators with symmetrical feedback operated in the forward active and cut-off regions can be described by a system of three autonomous state equations given by:


     {       C 1    d  V  C E      ( t )    d t   =  I L   ( t )  −  I C   ( t )         C 2    d  V  B E    ( t )    d t   = −    V  E E   +  V  B E    ( t )     R  E E     −  I L   ( t )  −  I B   ( t )        L   d  I L   ( t )    d t   =  V  C C   −  V  C E    ( t )  +  V  B E    ( t )  −  I L   ( t )   R L           



(1)




where VCC and VEE are the positive and negative power supply voltages, respectively. VCE(t) and VBE(t) are the collector-emitter voltage and the base-emitter voltage correspondingly and IL(t) is the current flowing through L. The Kirchhoff analysis also shows that both the base and collector currents IB(t) and IC(t), both depend on VBE(t). Let VTH denote the transistor’s voltage threshold and RON its corresponding internal resistance in the conducting mode, the BJT’s switching between the cut-off and active modes result in the jump of the Colpitts dynamics. Finally, the term β is the forward current gain of the transistor. The switching law that represents the transistor behavior can be modelled as a two-segment piecewise linear function:


    I B   ( t )  =  {      0                                       i f    V  B E    ( t )  ≤  V  T H            V  B E    ( t )  −  V  T H      R  O N       i f    V  B E    ( t )  >  V  T H         ,     I C   ( t )  = β  I B   ( t )  ,   



(2)







In this study, we have adopted the circuit parameters described in [28], obtained from experimental setups. The parameters are given in Table 1. The single bipolar junction transistor employed is the model 2SC1740 with a cutoff frequency of 180 MHz, from which the operating values are extracted. The interested reader can refer to [28] for further detail.



Figure 2 shows the voltage and current waveforms for all the states given in (1) when operating in chaotic mode, that is, when using the parameters given in Table 1. VBE(t) is highlighted since it represents the transmitted carrier signal, which is also used at the Rx to ensure coupling between both chaotic trajectories. Further detail is given in the upcoming paragraphs. As follows we show Colpitts chaotic attractor projection, obtained by plotting the states against each other, shown in Figure 3.



As an illustrative example, we show the chaotic synchronization method employed for an ideal channel. We assume that, both Tx and Rx have identical parameters except for the initial conditions, which are set at different values.



For this we use the identical (or complete) chaotic synchronization methodology proposed in [29], where VBE_TX(t) (i.e., the chaotic carrier signal) replaces VBE_RX(t) and directly dependent terms of IB_RX(t) and IC_RX(t) in the 1st and 3rd equations of (3). Note that, VBE_RX(t) is left unchanged in the 2nd equation. More precisely, the Rx model is given by:


   {       C 1    d  V  C E _ R X    ( t )    d t   =  I  L _ R X    ( t )  −  I  C _ T X    ( t )  )        C 2    d  V  B E _ R X    ( t )    d t   = −    V  E E   +  V  B E _ R X    ( t )     R  E E     −  I  L _ R X    ( t )  −  I  B _ R X    ( t )        L   d  I  L _ R X    ( t )    d t   =  V  C C   −  V  C E _ R X    ( t )  +  V  B E _ T X    ( t )  −  I  L _ R X    ( t )   R L        ,  



(3)







Note that the Rx’s piecewise linear function is identical to (2), and therefore omitted for clarity purposes. Using (1) and (3) we plot the simulated results for the Colpitts time series, synchronized as depicted in Figure 4. We observe that after an initial transient due to the initial condition mismatch both oscillators are synchronized. The Tx and Rx are shown in blue and orange, respectively. Next, we plot the error against time as illustrated in Figure 5, which shows that the coupling mechanism leads to perfect chaotic synchronization for an ideal channel. This is represented by a time series that stabilizes to zero after a transient period.



Finally, we plot both attractors together as shown in Figure 6 and observe that both overlap after the initial transient.



The suggested coupling leads to a robust form of identical chaotic synchronization. We show in the following section that this is suitable for future implementations of chaotic inclusion techniques with Colpitts models in VLC links.



We finish this subsection with a brief discussion regarding the frequency of oscillation in chaotic models, in relation to time normalization mechanisms. Recalling that chaotic oscillators are composed of an infinite number of frequencies, it is tacitly admitted that a chaotic signal has a practical finite frequency bandwidth in which the most dominant frequency components are contained. Also, it is important to highlight that the frequency concept is borrowed from harmonic oscillation theory and that it does not neatly fit in the chaotic concept. The Colpitts chaotic bandwidth, for the model described in (1) and (2), is in the order of 100 kHz. One can see this by analyzing the spectral composition of VBE(t). In order to increase this frequency, we apply a time normalization procedure. This consists in replacing d/dt with d/dτ where τ = t/T, with T being the normalized time factor in the equation model. Then, with time normalization, the normalized frequency ωnorm can be gradually shifted from 100 kHz to the tens of MHz and above, allowing us to progressively observe the multipath effect on chaos synchronization. In the analog domain, the chaotic Colpitts time constant can be manipulated using the different discrete components to achieve higher frequencies (e.g., [30] for chaotic radar applications). Finally, since the model described in (1) and (2) is in continuous time; for numerical simulation purposes we employed a fixed step solver (Runge-Kutta, ode4) with a step size of Δt = 10−7 s, which is scaled with T. This is effectively a discretization procedure from the analog to the digital domain.




2.2. VLC Multipath Channel Model


The model implemented consists of nine LED spot lights uniformly mounted on the ceiling of a 5 × 5 × 3 m3 (width, breadth, height) room as pictured in Figure 7. The LEDs are intensity modulated with the same chaotic carrier signal VBE_TX(t). The Rxs are located 1 m above the floor level (simulating typical desk height) as it can be seen in Figure 8. Also shown in Figure 8 are both the LOS and non-LOS paths between LED and the Rx. Here only the first reflection (i.e., the most significant) is considered, which is ~7 dB (electrical) lower than the LOS component, and all subsequent reflections with little or no effect on the channel impulse response are ignored [31,32]. Note that the bandwidth of the white phosphorous LEDs, the most commonly deployed, is in the low MHz region (e.g., <5 MHz), and has a first order low-pass filter response [33], whereas the channel bandwidth in an indoor non-LOS transmission link is also limited by multipath propagation, resulting in inter-symbol interference (ISI). Indeed, the multipath induced fading, ISI, and resulting delay spread are one of the main challenges in chaos synchronization in VLC systems, and VLC systems in general. Here, we have assumed that the LED impulse response hLED(t) is ideal and there is no noise, to allow the study to focus on the multipath effect alone. This model replicates a common VLC experimental testbed employed for research purposes. This can be built using standard electronic components and driver boards at a relatively low cost. The chaotic signals used can be generated using digital signal processing means, facilitating its incorporation to already available VLC technology.



We investigate a MISO communication scheme where the Tx output is employed to drive a chaotic Rxs placed in three different floor positions, namely (0, 0), (2, 2), and (2.5, 2.5) considering the geometrical center to be the origin. The various positions of the Rxs determine the multipath delay induced, as we outline in the following.



The channel impulse response in this model is given by:


  h  ( t )  =  h  L O S    ( t )  +  h  N L O S    ( t )  ,  



(4)




where hLOS(t) and hNLOS(t) are the LOS and non-LOS impulse responses, respectively as defined in references [31,34]. Figure 9 shows the predicted impulse responses for three different Rx’s positions of (0, 0), (2, 2), and (2.5, 2.5).



Based on the root mean square (RMS) delay spread analysis reported in [18], the average channel bandwidth is 100 MHz throughout the room. At the center of the room (i.e., position (0, 0)) there are 3 peaks for three different LOS paths (shortest to the longest), whereas at the position (2, 2), we observe responses from both LOS and non-LOS paths. Finally, with the Rx positioned at the corner of the room, lights arrive mostly from LOS paths with very little contributions from non-LOS paths.





3. Results


In this work, we study the influence of both hLOS(t) and hNLOS(t) on the chaotic carrier frequency by considering the Rx’s positions, for which LOS is the dominant path. We show how this influence is due to the excess delay between the beams, which increases gradually with the carrier frequency of the chaotic signal; where this mean excess delay between each of the LOS paths being collected at the Rx becomes comparable to the period of the Tx signal. This is because all LED spotlights transmit the same signal, which when placing the Rx on the floor, we obtain LOS paths with the speed of the signal matching the delay spread more closely.



The proposed MISO system described in the previous section is numerically simulated. For this, the carrier’s frequency is gradually increased in steps of 1 MHz until the cross-correlation coefficient is lower than 0.8—where it is considered that complete chaotic synchronization is lost. Accordingly, we steadily increased the frequency of the Colpitts carrier, establishing 12 scenarios, detailed in Table 1 with their corresponding correlation coefficient. For each scenario we have analyzed the correlation factor for each of the three Rx positions. Since the dimensions of the floor are squared (5 by 5 m), if we consider the geometrical center to be the coordinate (0, 0) testing the positions of the first quadrant (2, 2) and (2.5, 2.5) are equivalent for the remaining three quadrants due to the symmetry constraint.



Table 2 presents the correlation values for the chaotic carrier VBE_TX(t) and its respective synchronized state VBE_RX(t) for every corresponding position and frequency. This has been calculated using the standard cross-correlation equation between the transmitted signal and the corresponding generated signal for every position and the multipath model outlined in Section 2 given in [31,34].



Note that the scaling factor T is an arbitrary, proportional parameter with no units. Figure 10 shows the correlation values graphically against the normalized carrier frequency for the range of Rx’s positions.



The correlation coefficient drops progressively as the carrier frequency is increased due to the multipath effect. In this case, synchronization is lost when the carrier frequency is higher than 12 MHz, where the correlation coefficient is in the order of 0.8.



This study showed that the strongest impact on the synchronization quality is when the Rx is at the center of the room in contrast to the corners of the room where the correlation is higher. An explanation to this trend is because at the corners of the room the transmission mode is mostly LOS with very little non-LOS components. The last scenario is quite indicative of this tendency, where the correlation value in the corner of the room is above 0.8, which is considered the borderline. In contrast, correlation is in the order of 0.75 in the center. For T = 1, the correlation is almost 1 for all cases, showing that in the kHz region multipath effect has practically no impact.




4. Conclusions Discussion


In this work, we have presented a first chaos synchronization multipath effect study for VLC indoor applications. This approach can be used to provide data security at the physical layer in the context of VLC in compatibility with existing technology. For this we have employed discretized time-continuous chaotic models with time normalization procedures to progressively lift the chaotic carrier frequency. In addition, we have considered several receiver positions in the room floor. The multipath effect model considers the delays induced by LOS and non-LOS multipath fading in a MISO coupling scheme. The obtained results suggest that chaotic cryptosystems based on continuous-time chaotic models are feasible in VLC with an acceptable region operating beyond 10 MHz. This would be, at least for the Colpitts chaotic model and coupling, implemented as a testbed. We show that, as well as the chaotic carrier frequency, the Rx’s position also influences chaotic synchronization. Results presented suggest that chaotic inclusion methods are feasible in VLC and reasonably robust against multipath effect delays.



Further research is to experimentally assess the performance of chaotic data transmission in a VLC setting employing the coupling method proposed in combination with a chaotic inclusion modulation method. Additionally, mutual synchronization methods could be developed from the research findings.
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Figure 1. Colpitts circuit. 
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Figure 2. Colpitts chaotic time series. 






Figure 2. Colpitts chaotic time series.
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Figure 3. Colpitts attractor projections. 
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Figure 4. Colpitts time series synchronized. 
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Figure 5. Error plots. 
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Figure 6. Colpitts attractors for Tx and Rx synchronized. 
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Figure 7. Typical room projections with Tx LED spotlights ceiling (a) and Rx positions (b). 
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Figure 8. VLC with both LOS and non-LOS paths. 
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Figure 9. VLC with both LOS and non-LOS paths. 
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Figure 10. Cross correlation coefficients against normalized carrier frequency. 
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Table 1. Colpitts circuit parameters.
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	Parameters
	Values





	C1 (nF)
	58



	C2 (nF)
	58



	L (µH)
	100



	RL (Ω)
	36



	REE (Ω)
	430



	VCC (V)
	5



	VEE (V)
	−5



	RON (Ω)
	375



	β
	230



	VTH
	0.7
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Table 2. Correlation coefficients between VBE_TX(t) and VBE_RX(t).






Table 2. Correlation coefficients between VBE_TX(t) and VBE_RX(t).





	
Carrier Frequency

	
Position 1

	
Position 2

	
Position 3




	
(0, 0)

	
(2, 2)

	
(2.5, 2.5)






	
T = 1, ω = 100 kHz

	
0.9987

	
0.9992

	
0.9992




	
T = 30, ωnorm = 3 MHz

	
0.9814

	
0.9829

	
0.9848




	
T = 40, ωnorm = 4 MHz

	
0.9721

	
0.9749

	
0.9749




	
T = 50, ωnorm = 5 MHz

	
0.9577

	
0.9618

	
0.9669




	
T = 60, ωnorm = 6 MHz

	
0.9373

	
0.9417

	
0.9480




	
T = 70, ωnorm = 7 MHz

	
0.9183

	
0.9277

	
0.9371




	
T = 80, ωnorm = 8 MHz

	
0.8985

	
0.9088

	
0.9192




	
T = 90, ωnorm = 9 MHz

	
0.8770

	
0.8862

	
0.9106




	
T = 100, ωnorm = 10 MHz

	
0.8703

	
0.8780

	
0.9000




	
T = 110, ωnorm = 11 MHz

	
0.8275

	
0.8479

	
0.8701




	
T = 120, ωnorm = 12 MHz

	
0.7986

	
0.8168

	
0.8440




	
T = 130, ωnorm = 13 MHz

	
0.7510

	
0.7789

	
0.8050
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