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Abstract: “Open Data” efforts are growing, especially in Europe, where open data are seen as a
possible ethical driver of innovation. As smart cities continue to develop, it is important to explore
how open data will affect the stakeholders of smart public spaces. Making data open and accessible
not only has a managerial and technical component but also creates opportunities to shift power
dynamics by granting individuals (and entities) access to data they might not otherwise be able to
obtain. The scope of those who could access these data is wide, including data-illiterate citizens,
burgeoning startups, and foreign militaries. This paper details the process of making data “open”
from the MX3D smart bridge in Amsterdam through a “datathon”. The development and outcomes
of opening the data and the event itself bring us closer to understanding the complexity of open data
access and the extent to which it is useful or empowering for members of the public. While open data
research continues to expand, there is still a dearth of studies that qualitatively detail the process and
stakeholder concerns for a modern smart city project. This article serves to fill this gap.
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1. Introduction

Data collection is everywhere, home utility measurement, our coddled smartphones,
and increasingly in public spaces, where government and corporate actors use algorithmic
decision making generated from sensor inputs for a multitude of purposes [1]. With so
much data collected that either may be relevant to the public, partially funded by the public,
or generated by the public, the power imbalance between the data owners and “the public”
in smart public space is an underlying concern.

While tremendous effort has been put in place to increase consumer awareness of
online data collection (primarily of data that is personal in nature), the standardization of
data collection visibility in public space lags behind [2]. This means that the practitioners
of public spaces rarely know to what extent data are collected around them, much less how
and why it is used or how to access it. Moreover, the focus on personal data disappoints
in the public arena. Any data collected from one’s personal device or home that keeps
track of the origin point is personal, thereby calling for increased consumer awareness,
access, and control under the General Data Protection Regulation (GDPR) and similar laws.
Public space is not inherently connected back to the individual, making the notification of
collection and the right to access data not guaranteed.

The power imbalances between varying data stakeholders in the smart city and the
rampant datafication of public spaces make the push towards “open data” potentially
disruptive [3,4]. Open data can be viewed as the idea that data can be safely and ethically
open to the public and should be made freely available. Andrew Schrock describes the
history of open data in the United States as rooted in the early 1900s movement for freedom
of information which naturally evolved with the internet, thereby shifting the focus of
“openness” from information to data [5]. Schrock shares that “civic hackers” both instigated
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and transformed with the shift to open data. Depending on one’s views, civic hackers,
individuals who demand and use civic open data, can be geeky neoliberals or essential
fixtures for democratic engagement and positive change [5].

In 2019, the European Union (EU) amended the Open Data Directive, which pushes
for more datasets stemming from the public sector to be made openly accessible [6]. In the
academic sector, the Open Science approach has been seen by some as the EU prioritizing
innovation and “technical optimization” over ethics-first design principles like those fos-
tered by Responsible Research and Innovation [7]. A literature review revealed that open
data are “1.12-1: to 181:1” times more economically valuable than closed data [8] (p. 67).

While open data are gaining academic notice, there is still a dearth of studies that
qualitatively detail the process and stakeholder concerns for a modern smart city project.
This article serves to fill this gap by addressing the issue of open data in the smart city
through the lens of business, academia, government, and the general public by document-
ing the trials of opening a small subset of data from a smart bridge in Amsterdam. In
order to analyze what people think of open data and what they do with it, a datathon was
hosted, where participants were interviewed about their experience. This analysis is useful
because data sharing is more easily written about idealistically than put into practice. The
often-hidden details that complicate the practice of open data are shared in this piece along
with universal analysis.

The datathon described in this paper is by no means the first event exposing smart
city data. Academia, government, and corporations alike have begun to embrace the
concept of civic hackers as inspiration to host urban hackathons, usually posed with a
design challenge, as a participatory means to urban development [9]. For example, in
2014, a hackathon hosted in Denmark, with 65 university students participating, was made
possible via a “triple helix” collaboration between academia, corporations, and government.
Notably, citizens were not included in the triple helix model [10]. The city of Mississauga
in Canada hosted an open data challenge in 2020 with 18 days of competition that ended
with a winning team [11,12]. India’s Ministry of Housing and Public Affairs hosted an
open data week from 17 to 22 January 2022 with participation from their 100 smart cities
on their Smart Cities Open Data Portal [13]. On 5 March 2022, Open Data Day, an annual
celebration beginning in 2019, drew 153 international events with people and datasets from
all over the world [14].

Given that open data are posited to become more of a norm in the smart city [15],
the time is ripe to analyze stakeholder interests and shifting power dynamics without the
emphasis on civic hackers or specified design challenges. Civic hackers represent a minority
of the population and specified design challenges do not necessarily translate to how a
population might choose to use open data. This article proceeds in four parts. Section 2
outlines the parameters of this study. It gives context to the bridge, data, research consor-
tium, and datathon centered in this work. Section 3 articulates the concerns and interests
of public data sharing from within the research committee and Amsterdam municipality.
This paper includes the process of opening data from the bridge and the organization of
the datathon. Often these details are not included in academic research to the detriment of
those wishing to duplicate similar projects or learn from the realistic challenges of smart
city projects. Part Four describes and analyzes the outcomes of the datathon. Part Five
discusses the question, “who wins” with open data based on the findings from this case
study, which also foreshadows who loses. Finally, the paper concludes with predictions
and recommendations for the future of infrastructural smart city open data.

2. Project Parameters

This paper draws upon a case study involving making a subset of data from the
MX3D bridge open to the public through a datathon. Figure 1 shows the MX3D bridge, a
12-m-long 3D-printed stainless steel bridge that rests over Oudezijds Achterburgwal Canal
in Amsterdam’s Red Light district. It is the world’s first 3D-printed stainless steel bridge.
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Figure 1. MX3D Bridge in Amsterdam City Center, by Thea van den Heuvel.

The bridge has over 90 sensors including load cells, displacement sensors, strain
gauges, thermistors, accelerometers, and inclinometers. Readings from the sensors are
stored in a local server room and then uploaded to a private cloud space where they
are paired with open data climate readings from nearby. The Smarter Bridges Research
Consortium is a group composed of corporate and academic actors including Autodesk,
the Alan Turing Institute, and the University of Twente. Most members are interested in
studying the structure of the bridge. MX3D, the company that created the bridge, was
commissioned by Amsterdam municipality to place the bridge for a period between two
and ten years with an initial contract for two years. As part of MX3D’s contract with the
municipality, data from the bridge is owned by the city but shared with the Smarter Bridges
Research Consortium through a contract. Consortium members have access to all the data
from the bridge in almost real time.

The NWO-funded research group, “BRIdging Data in the built Environment” (BRIDE),
is a member of the Smarter Bridges Research Consortium and has long been interested
in opening data from the bridge to the public. Some of the goals of BRIDE are to study
what people do with the data, foster discussion on smart infrastructure, and ideally make
the data a shared resource. The Red Light District, where the bridge is placed, is a hotbed
for data collection. According to Amsterdam’s crowd monitoring map, as of summer
2022, there were four active crowd monitoring sensors within 100 m of the bridge and an
additional three crowd monitoring sensors and four Wi-Fi trackers installed (but inactive)
at the same distance from the bridge [16]. These can be seen in Figures 2 and 3. Currently,
the public cannot access these data from the municipality, but the police may use these
anonymous crowd data. These sensors should be taken as a low estimate because they do
not include security cameras for businesses in the region.

Six months after the bridge was placed in Amsterdam, the project successfully applied
for a grant to host a datathon to allow members of the public to access data from the bridge.
The format of a datathon as opposed to a hackathon was to allow a “create-athon” option
to not scare off non-technical participants and to emphasize that the event focused on
data from the bridge. Traditionally, datathons are hackathons for data, but our event was
divided into two categories, “hack” and “create,” each offering a €40 gift card per team
member for the winning team and €20 for second place. The panel of judges included a
software engineer who works in the Smarter Bridges Research Consortium, an official from
Amsterdam municipality, and a professor of philosophy of technology—none of the judges
organized the event or had prior connections with the participants.
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The datathon was advertised on social media, through the University of Twente
Design Lab, through the University of Twente event page, on Eventbrite, at a local non-
profit community space, and at student group meetings. In total, 19 participants joined from
backgrounds including computer science, design, and civil engineering, 16 of which ended
up actively participating in the majority of the event. Ethics Review Board permission for
interviews and data sharing was obtained from the Behavioral, Management, and Social
Sciences (BMS) ethics committee at the University of Twente. All participants signed a
consent form and organizers informed them that the event was also being held for research
purposes. The group that joined was mainly young (under 30) with at least some university
education. There were three doctoral researchers as well. This study may be seen as a
step towards answering questions regarding how smart city open data impacts the public
in the smart city but cannot be generalized due to its size and specificity. In order to
make predictions about any given population there needs to be a representative sample;
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moreover, for a ±10% sampling error where P = 0.5 and the confidence rate is 95% for the
Dutch population (approx. 17.5 million) we would need at least 100 participants [17]. This
estimate assumes that the attributes are normally distributed [17]. Unfortunately, such a
quantitatively rigorous study was outside the scope of the datathon.

3. Corporate Academic and Municipal Concerns

The first step in opening up data from the MX3D bridge to the public was to communi-
cate with the Smarter Bridges Research Consortium. Although hosting an open data event
seemed like a good test case for possibly opening up data for the future, it did not come
without its concerns. One primary concern was that data from the bridge would be used
for research that overlapped with that being done by group members. Given the current
nature of academia, novel publications are often needed to justify and adhere to project
funding. If a group at the hackathon was able to publish discoveries before the researchers,
it would be considered a loss of investment.

Another concern was the possibility of people misinterpreting the data. Given the
unique structure of the bridge, how the bridge was placed in the canal, and the possibility
of sensors straying from the baseline, additional knowledge is necessary to have an accurate
understanding of what sensor data means. The sensor data itself is “truthful” in that it
does correctly share what the sensor registered and stored in the database. In actuality,
there could be a power outage leading to a loss of data collection. The sensor could have
“drifted,” meaning that the relative changes in values are accurate but shifted from the
true values. A sensor could also just be broken. The bridge is also not directly placed on
the load cells, some of the weight from the bridge is distributed directly into the ground.
Therefore, adding the data from all four load cells at a given time will not give an accurate
reading for the weight on the bridge and the weight of the bridge itself. As shared in a
research paper from the project, it also takes engineering expertise to analyze the sensor
output to determine bridge safety [18].

The group also considered different options for sharing data at the event. Currently,
an Autodesk API is used to share data from the bridge with the researchers. It was thought
that participants at the datathon could use the API to access a separate instance of either
the whole dataset or part of the dataset. The API route had been considered as a future
option for researchers who want to join the project post embargo to access the full dataset.
These researchers could register their research interests, name, and institution and sign
a code of conduct to access the data from the bridge. This would have been a route for
Autodesk to test their API and allow near real-time data access. Another option was to
share .txt or .csv files from various sensors without granting access to the API. Sharing files
as opposed to the API would reduce the likelihood of a collaborator hacking or breaking
the database. It also would mean that the API would not have to be redesigned. For these
reasons, the latter option was preferred.

When the group first considered opening data from the bridge, there was also a
concern about whether the data would be fully open or only disclosed to event participants
for a limited duration. The following question emerged: who can make the decision to
share the data and what would be the license? Can individuals do whatever they wish
with the data? Is the data then theirs to profit from? Who will act as overseer of the data if
someone releases it into the wild on GitHub? It seemed that private data licensing would
be difficult to control. The group decided that a public solution would be best and that
the only entity that could legally make the decision would be the city of Amsterdam. That
said, foreseeing the possibility that the route might not yield favorable results, the group
considered using data from when the bridge was at the University of Twente or trying to
use a non-disclosure agreement and have the event be part of an internal research project.
Both of these latter options were not preferred.

It was eventually decided to preselect datasets that would reduce risk from all the
listed concerns. Data would be shared from a select group of more functional sensors. This
dataset would be from a time when no extreme values were recorded that could be severely
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misinterpreted and all the load cells were functioning properly. In a joint decision-making
process, three datasets were chosen using eleven sensors: one hour of data at ten readings
per second, twelve hours of data with a min, max, and mean reading each second, and two
weeks of data with the min, max and mean reading per fifteen minutes. All units were
changed to be in their most intelligible form, which meant transferring some units from
voltage to what they actually measured using the conversion method for each sensor type.
The sensors were also labeled on a two-dimensional image of the bridge so that participants
could connect the file name to the sensor type, units, and location on the bridge. Table 1
and Figure 4 show what was finally agreed to be shared with participants.

Table 1. Public Dataset Sensors and Data Frequencies.

Data Sets

Sensor Name Units 1 h,
10 Hz

12 h,
1 Hz

2 Weeks,
15 Min

Accelerometers A01y, A02y,
A06y, A07y ∆g (acceleration change) x x x

Load Cells LC01, LC02,
LC03, LC04 kilograms x x x

Strain
Gauges SG21, SG23 Microstrain x x x

Thermistors T06 Celsius x x x

Displacement
Gauges - - - - -

Inclinometers - - - - -
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The next step was to communicate with the municipality of Amsterdam. At the time
of organizing the event, Amsterdam’s privacy office was understaffed in comparison to
the load of requests being made. Once contact was made, the author shared information
with a privacy officer which was then forwarded to other agents in the municipality. First,
they wanted to know what data exactly was going to be made available, where the data
were stored, and how the data would be accessed. This is part of the city’s initiative for
“controlled transparency”. This initiative requires the city to be aware of all the data that it
opens to the public. For the event itself, the data were stored on the author’s University of
Twente Microsoft One Drive. Each participant got access to download the dataset through
an email invitation. When asked if it would be easier to only open up the dataset for the
event, the officer responded that data for some members of the public means that data
should be made available for all.
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Another issue that arose during discussions with one of the municipality’s privacy
officers is that the city also follows an assortment of regulations in addition to GDPR. At the
time there was “Wet openbaarheid van bestuur” (WOB) which translates to “government
(public access) to information act,” which as of May 2022 was replaced by “Wet open
overheid” (WOO) that translates to “the open government act.” WOO promises more
active disclosure of information than its predecessor but similarly has grounds for the
privacy of information. For example, if the costs of sharing outweigh the benefits to the
environment, then the data can remain closed [19]. Additionally, there is “Wet hergebruik
overheidsinformatie” (WHO), the government information reuse act and “Wet maatschap-
pelijke ondersteuning” (WMO), the market and government act. It was not enough that the
dataset shared for the datathon would be anonymous. The officer explained that anony-
mous data can expose confidential data and pose security risks. For example, purportedly
anonymous traffic light data might show a string of green lights. These light patterns are
indicative of sensitive affairs such as large amounts of money being transported to banks
or the Dutch Royal Family commuting.

The Dutch government created a document that outlines the various guidelines to help
with opening up government data to the public [20]. The first guideline is that data should
be proactively made open as long as it does not pose risks to privacy or other fundamental
values. The second is that open data should be free of cost to reuse. The third is that the
data be released under a CC-0 license, free of third-party rights. The fourth is that data can
be accessed without registration. The fifth is that data are released in a standard format that
is computer processable. The sixth is that metadata are included according to the DCAT-AP
standard (see Appendix A). The seventh is that the data are made as complete and as raw
as possible—additional processing can only occur to comply with the disclosure framework
provided that it does not violate competition law. Lastly, open data should be registered on
data.overheid.nl so that it can be more easily found.

The Open Data guidelines conflict with several of the initial ideas for open data posited
by the research consortium. For the datathon, the research consortium decided on a dataset
that was not in its most raw state. Output was transferred into the correct units and the
collection frequency decreased for longer spans of time to protect the consortium’s research
advantage and to decrease the file sizes. Furthermore, a smaller subset of sensors was
chosen. The full dataset of 10 Hz data from nearly a hundred sensors for several months
would be a lot of information to store and possibly hold unforeseen information. Since the
Netherlands is encouraging open data as a way to promote innovation, it makes sense for
the license to be open for individuals to do what they want with the data and also profit
from using it. For a corporation or institute that wants to publish their findings first, making
data free from third-party rights takes away their advantage of being the data controllers.
Another possible point of contention is that data can be accessed without registration. The
Smarter Bridges Research Committee wanted to act like an ethics watchdog over the data,
which is not possible without registration. It can be argued that people should have the
right to use open data at their own discretion in private.

After a halting month of discussion, mainly due to competition with the many tasks
Amsterdam’s privacy office oversees, Amsterdam’s Chief Technology Officer gave per-
mission via email to release the chosen dataset to the public. In principle, the datathon
dataset will be shared with the public beyond individual access via a link on the author’s
Microsoft One Drive account. However, the process of how and where to share these data
is not explicit—data.overheid.nl is one obvious choice, but there is also data.amsterdam.nl.
The privacy officer reached out to others in the municipality asking for assistance with
these questions, but the public dataset remains in limbo. One relatively innocuous project
justifiably is not the highest priority for the city.

Since the city commissioned the bridge and is the technical owner of the data, it
would appear from the Open Data Act that the government maintains the responsibility
of navigating the post-embargo data opening. Yet, it seems that the municipality does
not have the bandwidth to manage all the smart city projects, especially when there is no
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one-size-fits-all option. The smart city is filled with private and public partnerships where
data management and storage are handled by third parties. Denoting responsibility is
already challenging to navigate for those building smart infrastructures. A lack of open
data is not always due to a lack of interest, but a lack of clarity when in many instances
there is not one individual tasked with carrying out the duty and navigating the risks.

4. The Datathon

The goal of the datathon was to observe and analyze what happens when people are
given access to open data from the bridge without prompts. In order to attract a variety
of experience levels, the event was divided into “Hack” and “Create” as shared in the
Project Parameters section. In order to make the data as accessible for the average person
as possible, a student assistant was tasked with making a Jupyter Notebook that would
help people upload and graph the data. The author also provided MATLAB code to plot
data from the bridge. Each participant got access to a folder with all the datasets and a
README that explained what sensors were provided, their locations, and a link to a tool
to make the high-frequency data play as though it was alive.

After registration, participants were given post-it notes to matchmake and form teams
(Figure 5) and a mind map to help themselves brainstorm (Figure 6). Green indicated that
they were looking for partners. Pink was for coding experience and orange was for design
experience. Participants could put a ‘checkmark’ if they were experienced, an ‘up arrow’ if
they had limited experience and want to learn more, or an ‘X’ if they had no experience
and had no interest in doing any work in that domain. Next, they were introduced to the
bridge, the dataset, and the judging criteria (Table 2). Three groups came in with already
formed teams (one of which joined virtually). One group quickly formed of two people
who already knew each other and someone sitting at the same table as them. This left the
last group to coalesce due to circumstances. The groups were able to design and present
their projects for 6.5 h between 10:30 and 17:00.
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Each group connected with the data differently based on their expertise. The first group
of mainly computer science students and graduates had no trouble technically working
with the data and programming with it. They did not bother reading the README file and
independently found the GitHub code linked in the README that feeds high-frequency
data as if it is alive. They also did not use any of the other tools provided such as the Jupyter
Notebook and MATLAB code. As a fun challenge, they tried to think of something as
unethical as possible, such as a drunk detection algorithm called “Stumble”—wordplay off
of a dating app called “Bumble.” Their final project ended up being a tool that would take
live data and create music based on the bridge traffic. They were the only team that was
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able to demo a sample of their final product. Although they had a limited understanding
of civil engineering, they were able to build something interesting within the span of a few
hours without necessarily knowing how each sensor worked or the bridge mechanics. This
group demonstrated that open data might be used in creative ways by hackers for personal
projects and that those with coding experience are adept at creating programs with data
they might not fully understand.
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Table 2. Datathon Judging Criteria.

Presentation
How clearly explained is the product/solution? If code is shown,
can you see how it might work? If a creative solution is made, is it

visualized well enough to be understood?

Potential Does it seem like, if followed through, this idea might work?

Value
A variety of values can be considered, groups should share in

what value domains the project should be ranked (ex: usefulness,
community, monetary, social, privacy).

Creativity/Innovation Has the idea been done before? Is an aspect of the solution novel?

Technology Is the bridge data used in some way (minimum)? Has something
been built using code and the bridge data?

Judge Bonus You bring your own expertise and can edit your ranking here.
Please explain your thoughts in the “notes” section.

The second group possessed the most varied mix of backgrounds, reflecting the
circumstances of how they came together—more informally than formally. They thought
that it was “cool” that these data were shared for the event and that it was fine to share
the bridge data with the public because the data were anonymous, but to some, the data
still felt very abstract and hard to connect with and understand. Another person shared
that they did not feel like they had a right to the data necessarily. The group decided to
use the data from the bridge to create a light beam display of fireflies that would “die”
when the bridge is too crowded. This would help discourage crowdedness in the area and
subtly inform people that the bridge collects data. This group was unsure how the fireflies
would be made, which datasets would be used, or how the system would work. The more
technically able in their group did attempt to make a prototype using data from the bridge,
but ran into issues during the short time frame. While the first group was able to use the
data right away without any of the tools provided, for some members of the second group
the additional resources were insufficient to connect with the dataset, at least within the
timeframe of the datathon.
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The third group was completely design focused and decided to not use or examine
the bridge data besides a brief peak at some of the files. They shared data and as the data
are anonymous, they thought that it was fine to share the data from the bridge and that it
was “good” to be transparent. They pointed out that maybe when one individual was on
the bridge, they could be tracked. Originally, they thought of creating a meditation system
on the bridge that would change based on load so that people could meditate together.
The handrails could vibrate to cue breaths. By the end, they changed to a fountain system
that would spray water based on interactions with the bridge. This would bring people to
the present moment and take them away from their distracting phones. They suggested
that this system could be monetized and sold, likely influenced by their interpretation of
“generating value” from the judging criteria. This team demonstrated that open data, even
when not used, may inspire ideation on possible use cases. Theoretically, if live data from
the bridge was available to the public, the second and third groups could apply for a grant
and acquire permission from the municipality to create their designs with the assistance of
hired engineers.

Group Four had an engineering student who had worked with the bridge before. This
person found the dataset frustrating because it offered less information than had been
previously accessible to them. It was more challenging to find out where someone was on
the bridge, especially for the longer, lower-frequency datasets. They could also not do what
they originally planned because the dataset only included two strain gauges in the middle
of the bridge as opposed to more physically distanced strain gauges. This group envisioned
using screens to visualize the bridge data that could help local businesses predict when
they might have more customers. They also thought if everyone has access to the data, then
people could work together to point out if there is a flaw in the bridge or in the data itself.
This team confirmed that limiting open datasets may restrain innovation from the users
of the data. Restraining innovation might be helpful if revealing the location of someone
during an individual bridge crossing is deemed harmful. Group Four was also the first
group to recognize that the data might not be accurate and that the public might also be
able to help analyze the data to recognize if the bridge needs maintenance work. These
insights were sparked by the student who had previously worked on the bridge.

The fifth group consisted of two engineering researchers who joined online and
thought that working with the data was “challenging and inspiring.” One of them thought
that the data were an asset generated by the public, so there was no reason to not share the
data. As engineers, they found the format of the data convenient but thought that it might
be more challenging for the public to understand, giving the example of how the strain
gauge orientations could be confusing. The other team member believed (1) people should
be able to access raw data, (2) experts need to explain what they are doing, and (3) lots of
interpretation should be given. They believed that “information is power” and pointed
out that there is a freedom of information act (See Appendix A). This person thought data
access was a complicated and not a simple “yes” or “no” question.

Group Five’s final concept was to allow engineers to access geotagged social media
data and use it to better understand sensor output on the bridge instead of more invasive
techniques like cameras or time-consuming work such as standing and taking notes on
site. They believed this would be ethical because people publicly share to social media,
making it open data by choice, unlike being filmed or watched while crossing a bridge.
Location-based social networks have already been recognized as useful in urban studies
research despite their drawbacks of being unrepresentative of the total population [21].
Beyond research integrity, considering all public data as open data and all open data as
free to use and profit from may have serious social consequences that are beyond the scope
of this article. Most people do not post to social media expecting it to be used in a larger
context. At the same time, not all personal data are confidential. Open data broadly might
force refinement of what types of personal information can and cannot be repurposed. This
group demonstrated that there is some likelihood that open data from the MX3D bridge
would be used in combination with other datasets.
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There were a few people who joined the datathon partially and never submitted a
final project. One of these people had visited the bridge in the fall of 2021, knowing that
the bridge was smart and walked back and forth on it, but thought others were unaware
that the bridge was collecting data. Another person thought that sharing the data from the
bridge is fine in its current location. However, they expressed concern that if the bridge
were located in a rural area where it was mainly used by only a few households, the bridge
and its data collection would pose a threat to privacy. They explained that there could be
a situation where someone leaves the house at 3:00 in the early morning and comes back
later in the morning after an affair. Data from the bridge could be used against them in
a legal proceeding, such as a divorce court. These two semi-participants saw the value
in data collection because many bridge repairs in Amsterdam are currently instigated by
individuals reporting or recording damage as opposed to preemptive sensors.

The last solo participant who joined late and also did not present was concerned
about military, government, and corporations gaining access to the data—noting that open
data also means open internationally. They shared that entities have more power than
individuals. If data collection becomes more universal and open data practices are in place
for all datasets, then powerful institutions have the resources to deanonymize data and
also create new sources of knowledge from generalizing and combining data. This concern
involving open data allowing for deanonymization is called “the mosaic effect.”

Mosaic theory refers to when data viewed independently would have no expectation
of privacy, but in summation breaks societal expectations of discretion. Consider the
2012 United States Supreme Court case, United States v. Jones. In that case, the court
reinterpreted the Fourth Amendment right to privacy, using mosaic theory. In that case,
police officers violated their warrant requirements when installing a GPS tracker on Jones’s
automobile, which would collect data on where Jones traveled. The case centered on a
principle in privacy law—that individuals have a diminished privacy right in public spaces.
However, Jones argued that the lack of expectation of privacy in public does not extend
to continued surveillance, which may reveal personal information. The court rejected
the government’s argument that there was no reasonable expectation of privacy in the
continuous GPS tracking. The Jones case can be extrapolated and applied in other instances.
For example, imagine a tracker revealing that a woman went to the gynecologist and later
to a baby store [22].

As a data scientist, graphing and manipulating the data was easy for the final partici-
pant. They weighed the costs and benefits of open data. Opening the data could be good
for accountability and innovation. On the other hand, for transparency, they believed that
it was important to share (1) who is accessing and (2) what they are doing with it—keeping
track of these two standards would be challenging with open data. Finally, they believed
that there should be privacy between individuals and their government. As cities increase
in “intelligence” it will become more essential to design for privacy and define the individ-
ual right to privacy in public spaces. As there is nothing inherently private about being in
public, the permanence of sensor collection in public space constitutes a new urgency for
anonymization and deletion of data. The push for open data only makes these regulations
more needed.

The observations from the event are further condensed and summarized in Table 3 for
quick referencing.
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Table 3. Summary of Datathon Team Observations.

# Size and Skillset Thoughts on Open Data from Bridge Final Project

1 3: All Computer Scientists

Open data can be used creatively. Dove
into the data without using additional

explanatory resources. Created a
prototype in a few hours.

Music generated
by bridge traffic

patterns

2

4: Computer Science,
Interaction Technology,

Prototyping and Coding,
Philosophy of Technology,
and Public Administration

Mixed feelings within the group. One
person found the data difficult to

connect with even with the resources
provided. Some thought that the data

should be shared because it is
anonymous. Others thought that they
did not have a right to the data. They
tried to produce something with the

data but struggled during
the timeframe.

Lights that
represent fireflies
and dim when the

bridge is too
crowded

3

4: Design and
Human-Computer

Interaction, Industrial
Design, Applied

Mathematics, Mechanical
Engineering

Did not use the data and instead
prototyped a system. Believed that data
from the bridge is fine to share because
it is anonymous and that it is “good” to
be transparent. Nonetheless, they noted
that maybe when one individual is on

the bridge, they could be tracked.

Fountain that
reacts to

pedestrian
interactions with

the bridge

4
3: All Civil Engineers (one of
which worked with the full

dataset previously)

Data from the datathon was insufficient
for their goals. Noted that bridge data
could be inaccurate. Suggested that if
data are open, then the public could

assist in confirming data validity and
alerting when the bridge

needs maintenance.

Public screen that
displays an

analysis of bridge
data for the public

and local
businesses

5 2: Both Civil Engineers

One believed that data from the bridge
is a public asset that should be shared.
Another thought is that people should
be able to access raw data, experts need
to explain what they are doing, and that
data should be interpreted by the public.
This person stated that “information is

power” and there is a freedom of
information act. Team was concerned

with the public’s ability to interpret the
data in its current format and

understand how the sensors work.

Data validity
system that uses

public social
media data

combined with
bridge data to
check sensor
accuracy and

establish ground
truth

6 2: Computer Scientists

Most people on the bridge probably do
not know that it is collecting data. Data
sharing depends on location. The Red

Light District is busy, so it is fine. These
data could be helpful for bridge repair

and safety.

None

7 1: Data Scientist

Concerned about data being open for
everyone including foreign

governments and militaries. Opening
the dataset could be good for

accountability and innovation. It is
important to share 1) who is accessing it
and 2) what they are doing with it, but
keeping track of these two standards

would be challenging with open data.

None
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5. Discussion

Theoretically, the datathon provided the opportunity for up to 60 people ages sixteen
and older to use data from the MX3D bridge, communicate with the chair of the Smarter
Bridges Research Committee, and present their findings to a group with power relative
to the project: an Amsterdam municipality officer, an engineer that builds a digital twin
platform for the MX3D bridge and other infrastructures, and a professor of philosophy of
technology. In practice, sixteen people actively participated in the majority of the event
with an additional three hanging out or briefly manipulating the data. Although people
could join online, the instructions were all in English and we would not be able to provide
extensive virtual tech support. Five ideas emerged from the event: a sound system that
creates music from bridge traffic, a firefly net that dies with crowdedness, an interactive
fountain system, a commercialized crowd management system, and using geotagged
crowdsourcing for ground truth data. As of now, there is no continuous, live, open dataset
that would make most of the projects possible. Additionally, beyond gift cards for the
project winners, no funding was made available to make the projects a reality.

Most datathon participants communicated that they enjoyed the event and were glad
to participate. Of course, the event was self-selective—people independently signed up
through advertising or were brought in by a friend. Software engineers could code using
the data. Civil engineers were able to graph the data and determine how sensor behavior
reflected the mechanics of the bridge. Designers were able to think creatively and share
an artistic presentation, communicating the need and benefit of their design. Even as non-
institutions, individuals brought their strengths to their interactions with the dataset. Those
with greater expertise also had more concerns about open data sharing than those with less
of a background in civil engineering or data science. These more “expert” views reflected
some from the research committee, such as the concern over individuals misinterpreting
data and that it might be helpful to prevent those with bad intentions from having access.
Other views reflected the values and considerations of the Dutch government such as
wanting data in its most raw form and that open data could generate value not possible by
having the dataset closed. Most people thought that since the data are collected in a public
space, they should be open to the public as long as they are anonymous (and can remain
anonymous even after data fusion).

This case study revealed that in practice, “open data” has a different cost-benefit
analysis for each stakeholder. For an individual academic entity that invests in a data
collection system, opening data could mean losing the research advantage over other
institutions. There might be a similar concern for corporate parties that choose to invest
in the smart city in order to reap the greatest reward. Panning out to the market, though,
competition drives innovation. Although open data may weaken the data producers’
advantage, everyone else gets free access to a system they do not manage, build, or upkeep.
From a modern government perspective, where success is often derived from economic
growth, open data are advantageous, especially for data made possible by tax revenue. Even
the Smarter Bridges Research Consortium uses open data to capture environmental readings
and store them alongside sensor readings from the bridge. Using that external open dataset
was much easier (and more sustainable) than setting up a separate environmental sensor
system just for the bridge.

Nonetheless, competition is only one factor when discussing open data. Additionally,
there are concerns about the data itself. Data are not necessarily accurate: sensors may
break, systems can shut down, and information can be wrongly labeled. Open data has the
potential to spread false information far from those who have the background knowledge
to interpret or correct it. Imagine a dataset about regional city crime rates presented without
valuable information such as the population density throughout the city, where officers are
most often sent, or what types of crime happen where. The initial dataset would have the
potential to prompt decisions that would not make sense with more contextual knowledge.
The participants of the datathon were not given information about sensor drift, the weight
distribution of the bridge on the canal, or how heat affects load and strain. This could give
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users of open data the impression that they know more about a system than they actually
do and allow for misinterpretation.

Determining what open data are safe to share is also not trivial. As described above,
open data may require more open data to provide context so that the data are interpreted
correctly. The majority of participants in the hackathon seemed to assume that anonymous
data are safe to share and that it is good to share data generated in public. However, as the
Amsterdam privacy officer noted, even anonymous data can reveal things that might better
serve the interests of the public if they remain hidden. Maybe open bridge data would
cause individuals to test the limits of the bridge to see the sensor feedback. This might
crowd the area, cause noise disturbances, and unnecessarily stress a safe infrastructure.
Determining unreasonable risk becomes increasingly complex in an open data environment
where a bad actor might have access to additional datasets and deanonymize innocuous
anonymous data.

Participants of the datathon valued having access to data from the bridge, but also
shared that it is important to have information about data collection—who is collecting it
and how is it used. The request for transparency is repeatedly shared as a tenet of ethical
smart cities, often in the context of open data [23]. However, when data are made open
without the need for registration, transparency becomes impossible to manage. How do
you inform the public about data usage if any entity can build something with the data
without needing to explain their purpose? Moreover, what is the incentive for the data
managers to share what they are doing with the data if others can also use the data for
whatever purpose they wish, whether it be for business, research, crime, or a middle school
science project? To the average person in the smart city, it may become a question of
whether open data or transparency is more important.

When considering power dynamics between the public and the data controllers,
it is important to note that open data are just one possible stage or avenue for public
empowerment. There is the possibility for empowerment in the creation process, deciding
what infrastructures are put into place and which should be avoided. There is also room
for empowerment in the management phase through boards that include a diversity of
citizens and responsive transparency with the public. Responsive transparency would
involve making it publicly clear who is in charge, what decisions are being made with the
data, what data are collected, and what are the justifications for collection. Responsiveness
refers to the possibility for external actors to complain, praise, or edit the system. This
concept is adapted from “contestablity,” which refers to the ability of the public to contest
the process and outcomes of AI decision-making algorithms, thereby changing the function
of the AI system [24]. Responsive transparency, unlike open data, would allow the public
to act like data controllers in terms of management and decision making but would not
allow the freedom to use the dataset however they wish.

Open data from the MX3D bridge has a redistributive effect but not necessarily on
the average person. It might have the highest relative impact for an individual or small
institution without the resources to create the dataset but with the expertise to make use
of it (as seen with the datathon and within the Smarter Bridges Research Consortium).
When zooming out to the system at large, the most powerful companies, governments, and
institutions have the highest capability to use multiple datasets and connect them to make
new sources of knowledge that might be proprietary. This is not inherently negative—the
Smarter Bridges Research Consortium makes use of an open dataset of environmental
sensors, which is more sustainable than creating a new system from scratch. Additionally,
it may encourage the installation of fewer systems to test, review, fix, and supply energy.
Nonetheless, it shows that the direct benefits of open data largely bypass the average
individuals in society. Useful applications may also be made available to the public through
contextual open data access [2].
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6. Conclusions

This case study of opening data from the MX3D bridge to the public revealed nuances
that expose the positive and negative effects of open infrastructural data. Some of the
findings were counterintuitive. Open data may limit the monopolization of smart city data
and lead to products that benefit members of the public and generate more revenue in
the economy. It also allows anyone to see exactly what data controllers collect and make
sense of the data in their own way. However, most people are not data experts and it is
currently recommended in the Netherlands that open for some means open for all, including
companies, governments, and militaries. These entities might have more resources and
motivation to process data in ways that may disempower the public. Furthermore, if data
are open for all without registration, then that limits the power of transparency, because it
is impossible to share all the groups that are using the data and what they are doing with it.

The best opportunity for open data would be if the movement forces data controllers
to be more selective in the datasets that they collect so that data collecting systems are
rigorously examined, limited, and not built to cause ecological or social harm. The worry
remains that datasets, once released into the world, are not independent bodies, but can be
combined with other data and create something unforeseen. We are still at the beginning
of possibly a long future of heightened data collection and processing in public spaces.
Due to GDPR and similar legislation, the public is predisposed to be wary of personal
data collection, but there are other ways that data can be harmful, some of which might
take more generations to recognize. Moreover, open data does cannot compensate for the
main harm of smart city data sets being built based on values that do not reflect society at
large [25].

When looking towards the future, and imagining a public with perhaps more data
literacy than the current generation, open data seems both daunting and perhaps necessary.
The large organizations capable of weaponizing data might be combining worldwide open
data, but so too might activists, researchers, and new innovative businesses solving the
pressing problems of the time. While the regular members of the public still might not be
able (or interested) to use the multitudes of open datasets, they will benefit from others
using data to improve the world on their behalf. The greatest challenge will be keeping
lines of transparency open and allowing data systems and decision-making algorithms to
be built and contested by those without data expertise and the political sway of the data
controllers.

Data Availability Statement: Please contact the author for access to the dataset used for the datathon.
It is available to the public.
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Appendix A

Stand on the MX3D bridge using Google Street View here: https://goo.gl/maps/
SoRHKjd2ZqLGp5Tv9, (accessed on 19 January 2023). Learn more about the DCAT stan-
dard here: https://data.overheid.nl/en/ondersteuning/open-data/dcat, (accessed on 19
January 2023). The current Dutch freedom of information act is WOO.

Funding: This research was funded by The Dutch Research Council (NWO) (project: Bridging Data
in the built environment (BRIDE); project number: CISC.CC.018).
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9. Pogačar, K.; Žižek, A. Urban Hackathon—Alternative Information Based and Participatory Approach to Urban Development.
Procedia Eng. 2016, 161, 1971–1976. [CrossRef]

10. Jetzek, T. Elements of a Successful Big Data Hackathon in a Smart City Context. Geoforum Perspekt. 2015, 14, 25. [CrossRef]
11. 2020 Smart City Annual Report for the City of Mississauga. Mississauga. 2021. Available online: https://storymaps.arcgis.com/

stories/3c0dc90e53864a91a44abf6780078ab1 (accessed on 19 January 2023).
12. Smart City Open Data Challenge. SMRTCTY Mississauga. Available online: https://smartcity.mississauga.ca/event/smart-city-

open-data-challenge/ (accessed on 19 January 2023).
13. PIB Delhi. MoHUA Launches ‘Open Data Week’; Press Release 1790466; Ministry of Housing & Urban Affairs; 2022. Available

online: https://pib.gov.in/PressReleasePage.aspx?PRID=1790466 (accessed on 7 December 2022).
14. Open Data Day 2022 Events. Open Data Day. Available online: https://opendataday.org/events/2022/ (accessed on 7 December 2022).
15. Neves, F.T.; de Castro Neto, M.; Aparicio, M. The Impacts of Open Data Initiatives on Smart Cities: A Framework for Evaluation

and Monitoring. Cities 2020, 106, 102860. [CrossRef]
16. Sensoren Crowd Monitoring Systeem Amsterdam. Gemente Amsterdam. Available online: https://maps.amsterdam.nl/cmsa/

(accessed on 30 June 2022).
17. Israel, G.D. Determining Sample Size; University of Florida Cooperative Extension Service, Institute of Food and Agriculture

Sciences, EDIS: Gainesville, FL, USA, 1992.
18. Wynne, Z.; Buchanan, C.; Kyvelou, P.; Gardner, L.; Kromanis, R.; Stratford, T.; Reynolds, T.P.S. Dynamic Testing and Analysis of

the World’s First Metal 3D Printed Bridge. Case Stud. Constr. Mater. 2022, 17, e01541. [CrossRef]
19. van Nieuwaal, B.; van Genderen, D. The End of the Wob and the Arrival of the Woo in a Nutshell. lvh-Advocaten. Available online:

https://lvh-advocaten.nl/en/the-end-of-the-wob-and-the-arrival-of-the-woo-in-a-nutshell/ (accessed on 1 December 2022).
20. HANDREIKING 2.0. Data.overheid.nl. 2020. Available online: https://www.digitaleoverheid.nl/document/handreiking-open-

data-2-0/ (accessed on 19 January 2023).
21. Martí, P.; Serrano-Estrada, L.; Nolasco-Cirugeda, A. Social Media Data: Challenges, Opportunities and Limitations in Urban

Studies. Comput. Environ. Urban Syst. 2019, 74, 161–174. [CrossRef]
22. Gray, D.; Citron, D.K. A Shattered Looking Glass: The Pitfalls and Potential of the Mosaic Theory of Fourth Amendment Privacy.

N. C. J. Law Technol. 2013, 14, 381.
23. Lnenicka, M.; Nikiforova, A.; Luterek, M.; Azeroual, O.; Ukpabi, D.; Valtenbergs, V.; Machova, R. Transparency of Open Data

Ecosystems in Smart Cities: Definition and Assessment of the Maturity of Transparency in 22 Smart Cities. Sustain. Cities Soc.
2022, 82, 103906. [CrossRef]

24. Alfrink, K.; Keller, I.; Kortuem, G.; Doorn, N. Contestable AI by Design: Towards a Framework. Minds Mach. 2022. [CrossRef]
25. Cammers-Goodwin, S. Revisiting Smartness in the Smart City. In The Oxford Handbook of Philosophy of Technology; Vallor, S., Ed.;

Oxford University Press: New York, NY, USA, 2022; pp. 168–188. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

http://doi.org/10.1002/9781119815075.ch26
http://doi.org/10.26443/glsars.v1i1.120
http://doi.org/10.3390/su14031407
http://doi.org/10.1080/01900692.2015.1064133
http://doi.org/10.1177/1461444816629469
http://data.europa.eu/eli/dir/2019/1024/oj
http://doi.org/10.1186/s40504-020-00103-5
http://www.ncbi.nlm.nih.gov/pubmed/32869131
http://doi.org/10.1007/978-94-6265-261-3_4
http://doi.org/10.1016/j.proeng.2016.08.788
http://doi.org/10.5278/OJS.PERSPEKTIV.V14I25.1274
https://storymaps.arcgis.com/stories/3c0dc90e53864a91a44abf6780078ab1
https://storymaps.arcgis.com/stories/3c0dc90e53864a91a44abf6780078ab1
https://smartcity.mississauga.ca/event/smart-city-open-data-challenge/
https://smartcity.mississauga.ca/event/smart-city-open-data-challenge/
https://pib.gov.in/PressReleasePage.aspx?PRID=1790466
https://opendataday.org/events/2022/
http://doi.org/10.1016/j.cities.2020.102860
https://maps.amsterdam.nl/cmsa/
http://doi.org/10.1016/j.cscm.2022.e01541
https://lvh-advocaten.nl/en/the-end-of-the-wob-and-the-arrival-of-the-woo-in-a-nutshell/
https://www.digitaleoverheid.nl/document/handreiking-open-data-2-0/
https://www.digitaleoverheid.nl/document/handreiking-open-data-2-0/
http://doi.org/10.1016/j.compenvurbsys.2018.11.001
http://doi.org/10.1016/j.scs.2022.103906
http://doi.org/10.1007/s11023-022-09611-z
http://doi.org/10.1093/oxfordhb/9780190851187.013.41

	Introduction 
	Project Parameters 
	Corporate Academic and Municipal Concerns 
	The Datathon 
	Discussion 
	Conclusions 
	Appendix A
	References

