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Abstract: Digital twins (DTs) are becoming increasingly popular in various industries, and their
potential for healthcare in the metaverse continues to attract attention. The metaverse is a virtual
world where individuals interact with digital replicas of themselves and the environment. This
paper focuses on personalized and precise medicine and examines the current application of DTs
in healthcare within the metaverse. Healthcare practitioners may use immersive virtual worlds
to replicate medical scenarios, improve teaching experiences, and provide personalized care to
patients. However, the integration of DTs in the metaverse poses technical, regulatory, and ethical
challenges that need to be addressed, including data privacy, standards, and accessibility. Through
this examination, we aim to provide insights into the transformative potential of DTs in healthcare
within the metaverse and encourage further research and development in this exciting domain.
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1. Introduction

Digital twins (DTs) play a crucial role in the ongoing Industry 4.0 revolution, lever-
aging advanced data analytics [1,2] and the connectivity of Internet of Things (IoT) to
drive transformative changes across industries [3]. The proliferation of IoT technology has
substantially increased data availability across sectors, such as manufacturing [4], health-
care [5], and smart cities [6]. The abundance of data in various sectors like manufacturing
and smart cities, coupled with robust data analytics capabilities, offers significant poten-
tial for applications, such as predictive maintenance, fault detection, and advancements
in manufacturing processes and smart city infrastructure [7]. Furthermore, DTs enable
anomaly detection in fault detection systems [8–10], patient care processes, and the efficient
management of traffic in smart cities [11,12]. These applications demonstrate the significant
value of DTs in optimizing processes [13,14] and enhancing operational efficiency across
multiple domains [15]. The DT environment enables a smooth and seamless exchange
of information between the physical and virtual realms, empowering organizations to
derive valuable insights and make informed, data-driven decisions. This integration fos-
ters a deeper understanding of complex systems, improves operational efficiency, and
supports optimization efforts across various domains. By harnessing the potential of DTs,
industries can unlock new opportunities for process improvement, predictive maintenance,
and resource optimization, leading to enhanced productivity, cost savings, and overall
business success.

The metaverse concept, first introduced by Neal Stephenson in his renowned sci-
ence fiction novel Snow Crash, has captured considerable attention and transformed
into the idea of a computer-generated universe that incorporates real-world economic
systems. It encompasses immersive shared spaces that integrate elements from the
physical, human, and digital realms [16]. The metaverse is gradually transitioning from
a conceptual idea to a tangible reality as various technologies continue to advance. These
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technologies include wearable sensors [17], non-fungible tokens (NFTs) [18], augmented
reality (AR) [19–21], 5G connectivity [16,22–24], DTs [3], blockchain [25–27], virtual
reality (VR) [28,29], brain–computer interfaces [30], and artificial intelligence (AI) [31].
This progression has sparked global interest, leading major technology firms like “Meta”
(formerly Facebook), Microsoft, Tencent, and NVIDIA to invest in its development [32].
The evolution of the metaverse [33] can be understood through three distinct phases:
DTs [34], digital natives [35,36], and surreality. The initial phase focuses on creating
highly detailed DT representations of humans and objects within virtual environments,
effectively replicating physical reality in a vivid digital form. Subsequently, in the phase
of digital twins, represented by avatars, active contribution to content creation and
innovation occurs within the metaverse, erasing the traditional boundaries between the
actual and virtual worlds. Finally, in the ultimate phase, the metaverse transforms into a
persistent and self-sustaining surreality world, seamlessly integrating the physical and
virtual realms and expanding beyond the physical world’s limitations [37].

The metaverse, a conceptual technology, is digitalizing numerous facets of soci-
ety, industries, and everyday life, presenting significant potential for advancing various
services [38]. By merging virtual and physical assets within cyberspace, the metaverse em-
powers individuals to embody themselves through avatars [39]. Moreover, the integration
of techniques and technologies, such as AI [40,41], machine learning (ML) [42–46], deep
learning (DL) [47], DTs, IoT [48,49], edge computing [50,51], and cloud computing [52],
further augments this transformative technology [53,54].

While the metaverse has witnessed notable advancements in platforms such as social
media [55], diagnosis [56–59], and treatment planning [60], its utilization in the medical
domain, specifically in cancer diagnosis, treatment, and examination, necessitates addi-
tional enterprise, deliberation, and research. Through the fusion of virtual and physical
realms, the metaverse encompasses extended reality, mixed reality, AI, high-speed internet,
blockchain, DTs, and augmented and virtual reality. This convergence holds immense
potential to revolutionize healthcare and significantly impact overall health and clinical
practice [61]. The immersive and interactive attributes of the metaverse present healthcare
professionals with the opportunity to engage with patients in a personalized and captivat-
ing manner, ultimately resulting in enhanced care and patient satisfaction [62]. Furthermore,
the metaverse enables seamless information and resource sharing, promoting more efficient
and effective healthcare treatment. As a result, the metaverse has the potential to bring
about transformative and substantial improvements to the healthcare industry.

In the past, healthcare has primarily relied on in-person interactions between patients
and healthcare providers for crucial aspects, such as surgery, treatment, and diagnosis.
While telehealth has introduced some changes by enabling remote consultations, exciting
technological advancements such as the metaverse hold the promise to revolutionize the
healthcare industry. The metaverse presents the potential for transformative changes in
healthcare by offering virtual health services, supporting mental health, managing reality,
and enabling virtual management [63]. These innovations have the capacity to enhance
accessibility, convenience, and the overall patient experience, bringing healthcare closer
to individuals and ensuring that they receive the necessary care, regardless of physical
distance or limitations.

This paper aims to provide a comprehensive overview of the utilization of DTs in
healthcare during the metaverse era. The survey makes the following contributions:

• It offers a comprehensive overview of the application of DTs in healthcare within the
metaverse era.

• It provides an in-depth analysis of the current research landscape, including state-of-
the-art models, approaches, datasets, and platforms that are relevant to the intersection
of DTs and the metaverse.

• It identifies and explores the open research difficulties and challenges faced by aca-
demics and practitioners in these dynamic fields.
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• It shares valuable perspectives and insights derived from extensive research on the
subject matter.

• A valuable resource is created for researchers, practitioners, and stakeholders inter-
ested in exploring potential DT applications in healthcare and the metaverse.

The rest of the paper is organized as shown in Figure 1.

DTs in
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Metaverse

Section 1 Introduction
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Figure 1. Organization of the survey.

2. Related Work

Numerous survey papers have investigated different aspects of DTs and the metaverse
in the existing literature. However, it is worth noting that these surveys have yet to
specifically address the application of DT in healthcare during the era of the metaverse.
The specific intersection of DT, healthcare, and the metaverse still needs to be explored.

In their survey on DTs in the manufacturing industry [64], the authors explored im-
portant aspects of DT. They conducted interviews with two industry experts, and their
findings highlighted the crucial role of digital modeling in creating DTs. Modeling allowed
managers to accurately understand and analyze various factors within a factory, enabling
them to make informed decisions. In this survey [65], the authors examined different
techniques used in the construction of DTs for smart manufacturing and energy manage-
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ment. The findings revealed that no universally superior method exists for developing
DTs. Instead, the optimal approach for leveraging the metaverse varies depending on the
specific demands and needs of each individual application.

2.1. Healthcare

In recent studies, there has been emerging research on the utilization of DTs in health-
care [66]. Numerous practical implementations have been documented, covering a di-
verse range of areas. For example, DT has been successfully applied to promote well-
being in smart cities [67], enhance fitness-related activities [68], simulate the spread of
viral infections [69], facilitate remote surgical procedures [70], and improve healthcare
management [66].

DT technology holds immense potential for improving healthcare management by
leveraging AI, data science, and deep learning approaches. These advancements have the
capacity to revolutionize the delivery of healthcare services, offering personalized and
expedited care to individuals. The application of such technologies has already resulted
in the development of innovative solutions, including vital sign monitoring apps, brain–
computer interfaces, the detection of liver and cardiac diseases, and food-monitoring apps.
In a recent study [66], a conceptual model known as the human digital twin (HDT) was
proposed to address key security and social ethics challenges. The HDT aims to replicate
an individual’s physical body in a cyber–physical space by leveraging data from mobile
phones, wearable sensors, and medical records. This model guarantees that its material is
constantly updated via online services in order to retain up-to-date information [66]. The
obtained data are analyzed with various technologies to produce pertinent assessments of
the patient’s health status. Furthermore, the HDT considers aspects like relationships with
other people and environmental effects.

In their survey paper [71], the authors delve into the diverse applications of DTs across
several industries, including manufacturing, construction, automotive, aerospace, and
emerging applications in healthcare, specifically precision medicine. The authors emphasize
the potential of DT to revolutionize connected care and transform the management of
health, lifestyle, chronic diseases, and wellness. However, despite this potential, technical,
regulatory, and ethical challenges impede consensus on the full extent of the revolutionary
impact of DT in healthcare over the next decade. The paper discusses the technologies
and applications of DT in healthcare. The technologies and applications emphasized in the
article are shown in Figure 2. The paper comprehensively reviews current DT applications
in healthcare, covering areas such as precision medicine, hospital operations, and clinical
trial design. It identifies opportunities and challenges to the widespread adoption of DT in
the healthcare domain. Additionally, the authors discuss current findings, opportunities,
and challenges, and give recommendations to help with the further development of DT
applications in healthcare.
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Figure 2. Technologies and applications of DT as illustrated in [71].
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This study [72] explores the application of DTs in healthcare, specifically focusing on
cancer care, with an emphasis on endometrial cancer. The study proposes a DT model inte-
grated with AI to enhance clinical decision making and provide more patient-centric and
individualized care. It investigates the role of AI techniques in developing DTs for cancer
care and discusses challenges and facilitators from healthcare and technology perspectives.

2.2. Telemedicine

Telemedicine allows remote medical consultations and has several benefits, especially
for patients living in disadvantaged and rural regions. Patients can remotely consult
doctors and experts using the power of the metaverse, eliminating the need for travel and
lowering healthcare expenses.

Telemedicine offers patients advantages, including convenience, effectiveness, and
price. This substitute for conventional in-person consultations cuts down on appointment
wait times, simplifies the recovery process, and is reasonably priced. Additionally, it
promotes continuity of care by allowing patients to continue to receive assistance and
direction from medical professionals, which results in improved treatment outcomes.
Despite its advantages, telemedicine has a few challenges. These challenges include
technological limitations, quality of care, low patient–provider communication, security
and privacy concerns, and billing issues. Patients need adequate internet connections,
computers, smartphones, and other devices to access telemedicine services fully. Some
complex cases may not be possible with telemedicine. Limited connectivity and concerns
about possible cyberattacks also threaten patient data privacy and security [73].

2.3. Metaverse

The metaverse has several applications in healthcare [74], as shown in Figure 3, and
several surveys have explored this. Some of the enabling technologies of the metaverse
for healthcare are shown in Figure 4. Enabling technologies of the metaverse include the
following technologies:

• Computer vision (CV) is used for in-house disease diagnosis and medical imaging.
• IoT is used for surgery assistance, alerts, and providing vital information.
• Human computer interface (HCI) is used for remote assistance and better

medical services.
• AI is used for obtaining valuable insights and making better decisions.
• Quantum computing is used in quantum resistance security for medical applications

and provides improved computational speed.
• Blockchain is used for the security and privacy of medical data.
• Big data provides enhanced healthcare data management and better healthcare

data visualization.
• Extended reality (XR) is used for virtual training, assistance and consultation.
• DT helps in staffing, care models, and operational strategies.
• 3D Modeling helps in interactive anatomical representation.
• 5G and beyond provides a high-quality immersive experience, low latency, and high-

speed communication.
• Edge computing proves to be effective in efficient data transfer and better analytics.

Another technology that is highly used in the metaverse is virtual reality (VR). VR is a
three-dimensional computer-generated world that is immersive and interactive and allows
for interaction through various senses, including touch and position. Nowadays, thanks
to technical advancements, VR technology has extended to various fields and industries,
including surgical training, sports training, language learning, and even as a therapy to
overcome stage fright. Depending on their function and the technology employed, VR
systems can vary greatly from one to the next, but they often fall into one of the following
three categories:
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• Non-immersive: Typically, a 3D simulated environment that can be accessed through
a computer screen is what this kind of VR means. Depending on the software, the
surroundings could also produce sound. Using a keyboard, mouse, or other device,
the user can influence the virtual world to some extent, but the environment does
not communicate with the user directly. Non-immersive VR is exemplified by video
games and websites that let users customize the look of a room.

• Semi-immersive: Through a computer screen, a pair of glasses, or a headset, this kind
of VR provides a limited virtual experience. It does not involve physical movement as
full immersion does and instead concentrates on the visual 3D part of virtual reality.
The flight simulator, used by airlines and the military to train its pilots, is a typical
example of semi-immersive VR.

• Fully immersive: The user is entirely submerged in the virtual 3D environment thanks
to this form of VR, which offers the highest quality of virtual reality. It includes hearing,
seeing, and occasionally touching. Even some attempts with the addition of scent have
been conducted. Users are able to completely engage with their surroundings when
they are wearing specialized gear like helmets, goggles, or gloves. To give consumers
the feeling of movement across the 3D world, the environment may also include items
like treadmills or stationary bicycles. Although fully immersive VR technology is still
in its infancy, it has already had a significant impact on the gaming and, to a lesser
extent, the healthcare industries, and it is sparking a lot of interest across a variety of
other industries.
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Figure 3. Application of metaverse in healthcare.

In this study [65], a comprehensive survey is presented, focusing on the fundamen-
tals, privacy, and security aspects of the emerging concept of the metaverse. The authors
emphasize the goal of building a virtual shared space that is immersive and highly spa-
tiotemporal for human interaction. They also recognize the potential privacy invasions and
security breaches that may impede the widespread adoption of the metaverse, along with
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addressing the fundamental challenges related to scalability and interoperability. The paper
explores a distributed metaverse architecture, delves into security and privacy threats,
reviews existing countermeasures, and outlines future research directions for developing
metaverse systems. The continuous end-to-end metaverse experiences are considered
crucial, and the authors likely discuss approaches or measures to ensure the seamless
nature of such experiences.
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Figure 4. Enabling technologies of the metaverse in healthcare. The concept of illustration is inspired
by [74].

In this study [34], the authors investigate the crucial factors involved in creating
metaverse services and propose a framework that integrates DTs, 6G communication
networks, blockchain, and AI. They aim to ensure continuous end-to-end metaverse
experiences. The study also outlines the prerequisites for a comprehensive DT-enabled
metaverse architecture and provides insights into potential future advancements in
this emerging domain. Similarly, in this study [75], the authors initially discuss the
definitions, applications, and challenges of both DT and the metaverse. They then
propose a three-layer architecture that incorporates a user interface to bridge the gap
between the real world and the metaverse. Additionally, the study addresses privacy and
security issues that arise when utilizing DT in the metaverse, suggests potential solutions,
and explores future research directions. These studies contribute to the understanding of
integrating DT with the metaverse and shed light on the architecture, privacy concerns,
security considerations, and potential advancements in this field. In [76], the authors
explore the utilization of DTs in the construction of the metaverse, which is a virtual
digital space that reshapes the physical world. Their focus lies in integrating tangible
objects and social relations within the metaverse, including interpersonal connections
and ethical considerations. The authors introduce principles such as the small-world
phenomenon, broken windows theory, survivor bias, and herd behavior to guide the
development of a DT model for social relations. The aim of the review is to provide
insights into the mapping of real-world objects to the metaverse and to contribute to
the understanding of how DT influences social dynamics within this virtual realm. The
summary of the existing surveys is presented in Table 1.
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Table 1. Summary of the available surveys on DT, healthcare, and the metaverse.

Survey Year
Scope

Contributions and Limitations
DT Healthcare Metaverse

[16] 2022 ë ë Í
• Countermeasures to overcome the challenges.
• A novel distributed metaverse architecture.
• Ternary-world interactions.
• Exploration of the state-of-the-art approaches.

[71] 2022 Í Í ë

• Applications of DTs in healthcare.
• Exploration of precision medicine, clinical trial

design, and hospital operations using DTs.
• Identification of opportunities and challenges

in the adoption of DTs in healthcare.

[72] 2023 Í Í ë

• Endometrial cancer case study with AI-based
DT model.

• The role of AI in developing cancer care DTs
and identifying barriers and facilitators from
healthcare and technology perspectives.

[34] 2022 Í ë Í

• Key strategies for establishing metaverse ser-
vices.

• Framework for integrating DT, 6G communi-
cation networks, blockchain, and AI.

• Demonstration of framework to solve issues
in metaverse services.

[57] 2023 ë Í Í

• The development of a method for creating
digital representations of cancer.

• Explanation of cancer DTs for simulating di-
agnosis and development.

• Description of the proposed cancer DT with
ML techniques and algorithms.

[77] 2022 Í ë ë

• Comprehensive view of DT in relevant do-
mains and applications in engineering and
beyond.

• Focus on understanding the challenges and
limits of DT implementation.

[78] 2022 Ò Í Í

• Explores metaverse’s impact on healthcare
industry in seven areas: telemedicine, clini-
cal care, education, mental health, physical
fitness, veterinary care, and pharmaceuticals.

• Examines current metaverse use and techni-
cal challenges for reliable healthcare systems.

• Highlights potential benefits and addresses
challenges for widespread metaverse integra-
tion in healthcare.

[74] 2023 Ò Í Í

• Comprehensive review of metaverse in health-
care, including state-of-the-art, enabling tech-
nologies, applications, and projects.

• Identifies challenges and suggests future re-
search directions for metaverse in healthcare.

[79] 2022 Í Í ë
• Promotes a better understanding of DT.
• Clarify some common misconceptions, and

review the current trajectory of DT applica-
tions in healthcare.

[80] 2020 Í Í ë
• Explore how DT can achieve precision health-

care for patients and systems.
• The role of DT, frameworks, benefits, and

challenges are also discussed.

Our survey 2023 Í Í Í

• Applications of DT in healthcare.
• Application of DT in healthcare with respect

to the metaverse.
• State-of-the-art techniques and methods.
• New outlook to the open research gaps.

Note: Í— fully explained; Ò—partially explained; ë—not explained.
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3. DT in Medicine

DT has immensely evolved the medical field as it found its utilization in the diagnosis
and treatment of diseases [81]. Table 2 presents state-of-the-art articles summarizing the
DTs in medicine, including DTs of hospitals, heart, patients, etc.

Table 2. Summary of the articles presenting DT in the medical field.

Ref. Year Name of DT Scope

[82] 2019 HospiT’Win DT of hospital
[83] 2019 Cardio Twin DT of human heart
[84] 2021 – DT of the vaccination centers of COVID-19
[79] 2022 – Exploration of the different DT in healthcare
[85] 2022 – Exploration of different for cardiovascular diseases
[86] 2022 – Exploration of different human DT for personalized healthcare
[87] 2023 – Exploration of the different DT in healthcare

We also summarized the types of DT as discussed in [88] in Table 3. The applications of
DT in medicine can be further categorized in terms of personalized medicine and precision
medicine. Based on this, the organization of Section 3 is shown in Figure 5.

Table 3. Summary of the DT types in healthcare.

Research DT Types Description

[56,89–93] Entire body

An interactive digital model of the entire human
body constructed using a variety of noninvasive
clinical sensors and self-reported data, such as pain
or symptom reports.

[94–96] Body system

Represents all components of the 11 basic organ
systems, which include the integumentary, skeletal,
muscular, lymphatic, respiratory, digestive,
nervous, endocrine, cardiovascular, urinary, and
reproductive systems. These systems control all
fundamental functions of the body.

[97–99] Organ
DTs of human organs are utilized for in silico
testing and/or to develop patient-specific
substance or surgical techniques.

[99,100] Cellular
Human cell digital twins can be utilized to
simulate cell responses to potential
medication candidates.

[101,102] Molecular ML may be used to simulate molecular processes,
including the sequencing of the human genome.

[103] Disease The immune system’s DT can be employed to treat
a variety of diseases.

Section 3 DT
in Medicine

Section 3.1 DT in Per-
sonalized Medicine

Section 3.2 DT in
Precision Medicine

Figure 5. Organization of Section 3.

3.1. DT in Personalized Medicine

Over the past few years, the Internet of Things (IoT) has played a vital role in the
field of healthcare [104]. It has revolutionized data collection by allowing instant moni-
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toring through interconnected sensors in medical facilities and various health and envi-
ronmental conditions. Additionally, IoT has facilitated seamless communication between
various devices, equipment, and individuals. This has led to the availability of crucial
data through electronic medical records, remote monitoring, diagnostic processes, and
patient-generated reports.

Parallel to the advancements in IoT, other technologies, such as artificial intelligence
(including machine learning) and cloud computing, have emerged as vital tools in health-
care. Artificial intelligence offers sophisticated data analysis capabilities, while cloud
computing provides on-demand access to powerful computational resources. These tech-
nologies are instrumental in processing massive amounts of IoT data and enabling real-time
analysis and knowledge discovery. Integrating these technologies yields synergistic ef-
fects, enabling timely and valuable insights for medical professionals and individual
patients. Consequently, they empower informed decision making and proactive healthcare
approaches. Moreover, these technologies hold the potential to transform healthcare by
prioritizing precision and preventive care. However, integrating DTs further enhances this
vision, completing the comprehensive picture of high-quality care.

In [105], the authors put forth a fascinating concept called “virtual twins” or “guardian
angels” to revolutionize personalized care and disease prevention in Europe. Their idea
involves creating digital models that mimic the biology of European patients and their
health conditions. These models use data from various domains, such as clinical records,
imaging, and sensor data. With advancements in computing resources and big data
technologies, developing these personalized digital models becomes increasingly feasible.
Physicians can then use these models to simulate and test different treatments and measures
before implementing them on real patients. This approach holds tremendous potential for
improving the quality of life for European citizens while reducing healthcare costs.

In addition to the overarching vision of personalized care, some studies have focused
on utilizing DTs to assist in understanding and managing specific medical conditions.
For example, a case study by researchers [106] explores the concept of a “mirror world”
for trauma management. This virtual environment captures the patient’s condition and
considers the contextual information surrounding the patient, such as the hospital envi-
ronment, physicians, and trauma team. By incorporating cognitive, social, and temporal
augmentations, the researchers aim to enhance the trauma team’s decision-making process
and support their DT counterparts.

Another study [107] demonstrates the application of DTs in orthodontic treatment for
Korean adult females. By analyzing facial scans and three-dimensional (3D) imaging data,
specifically cone-beam computed tomography (CBCT), the researchers develop individual-
ized 3D DTs for each patient. These DTs allow for more precise assessments of the “sagittal
relationship” between the maxillary central incisors and the forehead, taking into account
the facial structure variations observed in Korean and Caucasian patients.

In the field of multiple sclerosis management, there has been growing interest in
leveraging DTs [108,109]. Multiple sclerosis is a complex and diverse disease that often
leads to neurological disabilities in young adults. With the vast amount of collected
data, data-driven approaches utilizing DTs offer valuable opportunities. Creating diverse
genomic prototypes of patients as DTs can help evaluate the effects of various intervention
strategies and therapies. Additionally, by incorporating external factors like environmental
influences, treatment side effects, and disease management costs, the DTs can predict
disease progression and treatment outcomes.

Precision cardiology is another significant area of research exploring the potential of
cardiac DTs (CDT) [110]. The cardiovascular system is a vital component of the human body,
and developing a twin model for it aims to enhance our understanding of its anatomical,
mechanistic, and functional aspects. By combining this understanding with advanced
analytical models built around relevant data, researchers aspire to transition from mere
descriptions to accurate predictions of cardiac conditions. Both industry and academia have
shown great interest in this field. In fact, a commercial implementation of DT technology
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called “Living Heart” was introduced in 2015. This software transformed two-dimensional
(2D) scans into comprehensive models of the heart, allowing users to interact with and
manipulate the virtual heart model. Recent research has also focused on automating the
generation of CDTs, prioritizing the fidelity of the replicated model and computational
efficiency [98].

The biopharmaceutical industry is also delving into the realm of DTs, exploring their
potential in diverse applications, including drug discovery and development [99,100].
An intriguing example is provided by Subramanian, who discusses the creation of a DT
specifically for the liver. This virtual model integrates a wealth of knowledge and under-
standing regarding various liver functions, diseases, and the effects of drugs. Achieved
through a mathematical framework of ordinary differential equations, this DT accurately
replicates normal liver functioning and allows for simulations of disease progression and
the impact of different drug treatments. Furthermore, by connecting the liver twin with
experimental measurements, researchers have gained valuable insights into drug-induced
liver injury [111].

3.2. DT in Precision Medicine

DT holds significant importance in advancing the field of precision medicine. Precision
medicine seeks to improve the efficiency and effectiveness of healthcare systems by depart-
ing from the current model of standardized treatments for all individuals. Instead, it em-
phasizes acknowledging and embracing the distinctive variations and characteristics that
exist among patients [110]. Precision medicine places its emphasis on utilizing advanced
diagnostic tools and therapies that are specifically customized to meet the unique needs
of each patient. These personalized treatments consider numerous factors, including the
patient’s genetic composition, biomarkers, physical characteristics, and even psychological
and social circumstances. The main aim is to ensure that patients receive the most optimal
medications precisely when they are most needed, maximizing their effectiveness [112].

However, the healthcare systems we have today often struggle to provide personalized
care for diseases that require multiple stages of diagnosis and treatment. This challenge
becomes particularly evident when we consider diseases such as cancer, where there is a
wide variation in how the disease presents and responds to therapy [113]. One of the major
problems in precision medicine is the varying responses among patients with the same
diagnosis when they undergo identical treatments. This variability can be attributed to the
intricate nature of the condition, where interactions among thousands of genes can differ
among individuals sharing the same illness. Consequently, it becomes essential to identify
multiple disease subtypes within a single diagnostic category. However, the present
healthcare system relies on limited biomarkers with restricted sensitivity or specificity,
creating a gap between disease complexity and diagnostic tools [114,115].

To overcome these problems, DTs could potentially offer a solution. DTs involve
creating a comprehensive model of an individual that incorporates their structural, physical,
biological, and historical attributes. This model can then be compared to vast amounts of
data from other individuals, enabling the identification of significant genetic characteristics.
Consequently, DTs can facilitate disease prediction by analyzing an individual’s personal
history alongside contextual factors like location, time, and activity [110,112]. Moreover,
DTs can simulate the potential impact of various treatments on these patients, thereby
providing valuable decision support to physicians and other healthcare professionals,
including hospital pharmacists. By leveraging DTs, healthcare practitioners can make more
informed decisions regarding treatment options based on individualized patient models
and simulations.

The study [116] focuses on addressing the increasing demand for personalized medicine
in critical diseases like multiple sclerosis (MS) and specific cases such as trauma or elderly
management. Timely and precise intervention is vital in such situations. Although the
implementation of DTs in these areas is not yet fully established, the researchers propose a
reference framework for future application. Their framework, known as CloudDTH (cloud
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healthcare system based on DT healthcare), specifically targets healthcare management for
elderly patients. By utilizing DTs within a cloud-based healthcare system, the researchers
aim to enhance the quality of care and support provided to elderly individuals. The study
presents the application scenario of CloudDTH, highlighting its potential benefits in elderly
healthcare management. The framework offers a promising avenue for leveraging DTs to
analyze and interpret complex patient data, leading to personalized care strategies and
interventions tailored to the unique needs and conditions of elderly patients.

Although DTs in precision medicine are still limited in scope, there have been signifi-
cant developments in creating DTs for specific organs or body parts. One notable example
is the Living Heart project by Dassault Systèmes, which has successfully developed a
functioning computer model representing the complete heart, encompassing aspects such
as blood flow, mechanics, and electrical impulses. This pioneering DT has applications
in designing medical devices, analyzing drug safety, planning personalized surgical treat-
ments, and advancing biomedical education. The availability of the Living Heart model to a
global audience signifies a substantial step forward in utilizing DTs for precision medicine,
enabling researchers, healthcare professionals, and educators to explore new possibilities,
enhance medical device design, ensure drug efficacy and safety, and improve personalized
approaches to surgery.

4. State-of-the-Art Models and Techniques

In a study [110], the CardioInsight noninvasive 3D mapping system was introduced.
This innovative system combines chest electrocardiogram (ECG) signals with computerized
tomography (CT) scan data to generate and visualize simultaneous 3D cardiac maps.
By utilizing personalized heart models, physicians can gain a better understanding and
characterization of abnormal heart rhythms.

Siemens Healthineers introduced a digital twin (DT) model for the heart, which has
been employed for research purposes by cardiologists at Heidelberg University Hospital in
Germany. Although the study is still undergoing data evaluation, the preliminary results
are promising. The Siemens Healthineers DT model utilizes a comprehensive database
comprising over 250 million annotated images, reports, and operational data. This DT
model, which makes use of AI, allows for the digital construction of the heart based
on patient-specific data, combining parameters like size, ejection fraction, and muscle
contraction that closely match the particular patient’s situation.

The Blue Brain Project, a collaboration between HP and EPFL, aims to create a DT
of the brain. This research, which is part of the larger human brain research, focuses on
developing physiologically realistic digital reconstructions and simulations of the mouse
brain. In 2018, researchers produced the first ever 3D cell atlas for the whole mouse brain,
which marked a significant milestone [117]. Researchers in their work presented a prototype
of a human DT named “virtual human V1.0”. This DT model depicts the respiratory system
in detail, including the conducting and respiratory zones, lung lobes, and body shells.
The major goal of this study is to explore and optimize the efficacy of cancer-targeted
medications by selectively targeting tumor areas, hence enhancing cancer therapy success
rates [112]. In this study [112], a digital twin (DT) was developed specifically for the
treatment of aneurysms. Aneurysms, characterized by swollen blood arteries that can
potentially result in strokes or blood clots, pose a significant health risk. By constructing
3D models of the aneurysm and the surrounding blood arteries, brain surgeons can utilize
DT simulations to better understand the dynamic interplay between the implant and the
aneurysm. Although the initial trials yielded encouraging outcomes, additional research is
required to comprehensively evaluate the effectiveness of this approach.

In this study [108], multiple sclerosis (MS), often referred to as the “disease of a
thousand faces”, is observed to exhibit a high level of complexity, multidimensionality, and
heterogeneity in terms of disease progression and treatment options among individuals.
This complexity leads to the generation of large amounts of data that require careful
administration and analysis. The development of human DTs holds great promise for
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individuals with MS (pwMS) in the field of precision medicine. The concept of this DT is
shown in Figure 6. DTs enable medical professionals to efficiently manage and monitor
large datasets, closely monitor patients, and provide more individualized care tailored to
their specific needs and conditions.
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Figure 6. Concept of DT for MS patient as proposed in [108].

Human DTs have shown the ability to predict viral infections or immune responses in
patients with viral illnesses in a study mentioned by [69]. This is achieved by integrating the
current knowledge of human physiology and immunology with population and individual
clinical data, which are then utilized to construct AI-based models. Healthcare practitioners
can make better decisions regarding patient treatment by utilizing these cutting-edge
models to acquire insights into how viral infections develop and the related immune
responses. The urgent nature of traumatic injuries necessitates quick and well-coordinated
care in the field of trauma management. DTs have tremendous promise in this setting as is
highlighted in [106]. The use of DTs in trauma management spans several stages, beginning
with the critical pre-hospital stage where urgent medical attention is given, moving on to
the pain-free transfer of the patient to the hospital emergency room, and concluding with
the operative stage, where the specialized trauma team provides individualized care. Even
if a fully functional system might not yet exist, the creation of a prototype shows how far
DTs have come in terms of being used for trauma care.

The field of diabetes management also benefits from the application of DTs, as dis-
cussed in [118]. Twin Health, a California-based start-up, has successfully leveraged DTs
to develop models that simulate patient metabolism. These DT models keep a close eye
on a number of variables, including variations in physical activity, sleep patterns, and
dietary practices. They also closely monitor important health markers, including weight,
liver function, and blood sugar levels. Current clinical trials have shown encouraging
findings that show that people with type 2 diabetes can benefit significantly from receiving
individualized, precise dietary advice.

5. Datasets

In this section, we discuss some of the state-of-the-art datasets available.

5.1. MIMIC-III

The MIMIC-III dataset [119] is a noteworthy dataset in the field of digital twins in
healthcare. It comprises de-identified health-related information from approximately
40,000 patients hospitalized in the critical care units of Beth Israel Deaconess Medical
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Center between 2001 and 2012. The dataset encompasses a wide range of data, including
demographics, vital sign readings collected hourly at the bedside, laboratory test results,
interventions, drug information, caregiver notes, imaging reports, and post-hospital dis-
charge data, including mortality. Researchers can leverage the MIMIC-III dataset for various
analytical investigations, such as epidemiology, the development of electronic tools, and
the improvement of clinical decision rules. Researchers commonly utilize the MIMIC-III
dataset for research in areas such as predictive modeling, clinical decision support systems,
and outcomes analysis.

5.2. Cancer Genome Atlas Program (TCGA)

TCGA [120] was a significant initiative driven by the combined research power of the
National Human Genome Research Institute and the National Cancer Institute, beginning
as early as 2006. Based solely on this collaboration, almost 20,000 examples of cancerous
and healthy samples from 33 individual conceptions of pertinent diseases were assessed.
This phase lasted for an extensive 12-year period, resulting in more than 2.5 petabytes of
scraped genomic, epigenomic, transcriptomic, transcriptomic, and proteomic records.

5.3. Human Connectome Project

The Human Connectome Project dataset [121] is a beneficial resource that has facili-
tated the exploration of the brain’s intricate structure and function. It comprises extensive
neuroimaging data from over 1200 healthy adults, providing exceptional detail regarding
the brain’s neural activity and connectivity.

6. Available Platforms

The digital twin platforms discussed below offer powerful capabilities for creating
and utilizing DTs in various domains.

6.1. AWS IoT TwinMaker

One notable platform in the realm of digital twins is the AWS IoT TwinMaker [122].
Designed for real-world systems, such as buildings, factories, industrial equipment, and
production lines, the AWS IoT TwinMaker platform simplifies the development of digital
twins. It offers developers a comprehensive set of tools to optimize building operations,
enhance production output, and improve equipment performance. AWS IoT TwinMaker
supports the construction of comprehensive digital twin representations by using data
from many sources and integrating them with virtual representations and 3D models. This
provides a comprehensive perspective of operations, allowing for increased efficiency,
predictive maintenance, and informed decision making. AWS IoT TwinMaker, with its
sophisticated features and capabilities, enables developers to utilize the promise of digital
twins in a variety of sectors, promoting innovation and operational excellence.

6.2. Azure Digital Twins

Azure DTs [123] is a robust platform-as-a-service (PaaS) product that allows for the
development of twin graphs based on digital models of diverse settings, such as buildings,
industries, farms, energy networks, trains, stadiums, and even cities. Azure DTs give
significant information for driving product innovations, optimizing operations, saving
costs, and providing excellent customer experiences by exploiting these digital models.
One of the primary benefits of Azure DTs is their seamless integration into a larger cloud
solution, which allows for simple connecting with IoT Hub device twins and the sharing of
real-time data. This connection enables organizations to utilize the power of real-time data
streams and digital twin capabilities to make informed decisions, monitor performance,
and open new prospects for innovation.
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6.3. Google Supply Chain Twin

Supply chain twin [124] by Google enables companies to consolidate and analyze data
from diverse sources, facilitating a comprehensive view of suppliers, inventories, and other
pertinent information. This platform supports informed decision-making processes by
providing insights into the supply chain, enabling companies to optimize their operations
and enhance overall efficiency.

6.4. NVIDIA Omniverse Enterprise

Powered by NVIDIA OVX, it empowers enterprises to create physically accurate DTs
enhanced with AI capabilities. This platform [125] grants businesses the ability to design,
simulate, and optimize products, equipment, and processes in real time before transitioning
to production. By leveraging the power of AI, NVIDIA Omniverse Enterprise equips
enterprises with the tools to develop highly accurate digital representations that enable
efficient decision making and optimization across various domains.

7. Open Research Issues and Challenges

DTs in healthcare have shown promising opportunities, but their implementation faces
a number of problems and issues that may prevent them from reaching their full potential.
As DTs incorporate multiple technologies such as AI, IoT, and robotics, each introduces its
own unique challenges and issues. Furthermore, the integration of these technologies and
DT in healthcare is still in an early stage. Figure 7 presents the organization of the section.
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Figure 7. Organization of Section 7.

7.1. Data Privacy and Security

One of the foremost concerns surrounding DTs in healthcare is data privacy and
security. The collection and storage of vast amounts of sensitive patient data raise the risk of
data breaches, unauthorized access, and the potential misuse of information. Safeguarding
patient privacy while enabling data sharing and analysis poses a significant challenge.
Robust security measures, encryption techniques, and access controls must be implemented
to ensure the confidentiality and integrity of patient data within DT ecosystems.

7.2. Interoperability and Data Integration

Healthcare systems often consist of diverse and fragmented data sources, hindering
the seamless integration and synchronization of data across different platforms and devices.
Achieving interoperability among various DT components, such as electronic health records,
medical devices, and wearable sensors, is a complex task. The challenge lies in establishing
standardized data formats, communication protocols, and data-exchange mechanisms to
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enable the efficient flow of information across systems. Overcoming these interoperability
challenges is crucial to harnessing the full potential of DTs in healthcare.

7.3. Ethical Considerations

The use of DTs in healthcare raises ethical concerns that must be carefully addressed.
Informed consent, data ownership, and patient autonomy are paramount in ensuring
the responsible and ethical implementation of DTs. Clear guidelines and regulations are
needed to navigate the ethical implications of using patients’ personal health information
for DT modeling. Respecting patients’ rights and maintaining transparency throughout the
process is vital to fostering trust between healthcare providers and patients.

7.4. Validation and Verification

Validating and verifying DTs in healthcare poses significant challenges. The com-
plexity and variability of human physiology, disease progression, and individual patient
characteristics make it difficult to ensure an accurate representation of real-world patients.
Rigorous testing, validation methodologies, and clinical studies are necessary to ensure
that DTs deliver reliable results. The continual refinement and validation of the models
against real-world patient data are essential to enhance their predictive capabilities and
increase their clinical utility.

7.5. Scalability and Resource Requirements

Building and maintaining DTs in healthcare require substantial computational re-
sources, storage capacities, and data-processing capabilities. Scalability becomes a critical
challenge, as healthcare organizations must handle large volumes of data generated by
digital twins and ensure efficient resource allocation for real-time monitoring and anal-
ysis. Developing scalable infrastructure that can accommodate the growing demand for
DTs while maintaining high performance is essential for their successful adoption in
healthcare settings.

7.6. Regulatory and Legal Frameworks

The regulatory landscape for DTs in healthcare is still evolving. As the use of DTs
becomes more widespread, it is crucial to establish clear guidelines and policies. In con-
clusion, the adoption of digital twins in healthcare brings forth a range of open issues and
challenges that must be addressed. These challenges encompass data privacy, consent
management, liability, intellectual property rights, and regulatory compliance. Regulatory
frameworks play a crucial role in striking a balance between fostering innovation and
safeguarding patient rights, providing clarity to healthcare organizations, and facilitating
the responsible implementation of digital twins.

7.7. User Acceptance and Adoption

Another critical aspect of successful implementation is user acceptance and adoption.
Resistance to change, concerns regarding accuracy and reliability, and challenges in in-
tegrating digital twins into existing healthcare workflows can hinder their adoption. To
overcome these challenges, it is essential to implement education and training programs
that familiarize healthcare professionals with the benefits and limitations of digital twins.
Additionally, engaging patients and involving them in the decision-making process can
contribute to their acceptance and adoption.

In conclusion, the adoption of digital twins in healthcare necessitates a multidisci-
plinary approach involving technology, policy, ethics, and stakeholder collaboration. By
addressing the challenges mentioned above, we can fully realize the promise of digital
twins to improve patient care, enhance healthcare outcomes, and transform the healthcare
environment. Further research and development are imperative to address these challenges
and establish robust frameworks for the responsible and effective implementation of digital
twins in healthcare.
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8. Conclusions

In this comprehensive review of DTs in healthcare, we explored their technology,
applications, and challenges. DTs offer significant potential for solving complex medical
problems, such as real-time monitoring, dynamic analysis, and precise treatment, which
traditional methods struggle to address. By modeling the perception and action of relevant
medical facilities and coupling them with the physical entity, DTs enable a quantitative
understanding of health and disease, paving the way for personalized treatment and pre-
cision medicine. Moreover, the emergence of DT applications across various domains,
coupled with enabling technologies like big data, ML, advanced modeling, simulation, and
communication interfaces, empower data-driven decision making. While each domain may
have specific requirements, the underlying concept and basic architecture of DTs remain
prevalent. Although universal standards for DT technology still lack widespread adoption,
the increasing attention and publications on DTs signal the need for standardization efforts
by organizations like ISO. While the predictions for the DT market are favorable, realizing
the full potential of DTs requires addressing significant limitations and challenges. These
include privacy, ethical considerations, maintenance, lack of standards and regulations,
and user acceptance concerns. Evaluating DTs based on technology readiness, societal
readiness, and maturity is crucial, and currently, most applications are still in the early
stages. Future research efforts should focus on simulation and modeling techniques, 5G
communication, IoT data processing, interoperability, integration of software tools, and
advanced computing capabilities to overcome these challenges. By understanding the
holistic view of DTs across domains and addressing the proposed research efforts, we
can unleash the full potential of DTs for the future. As technology develops under the
principles of innovation and sustainability, these obstacles will become more manageable,
enabling autonomous, sustainable, and widely accepted DT implementations in real envi-
ronments. The application of DTs extends beyond the private sector, with governments and
public agencies also considering their use in smart city development and public services
management, aligning with citizen well-being and sustainable development goals.

In conclusion, while DT technology is still in its early stages, its potential to transform
healthcare and various other domains is significant. By solving the challenges and working
on development and research, we can overcome limitations and fully harness the potential
of DTs to improve decision making and patient outcomes, and make a contribution to a
more sustainable future.
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The following abbreviations are used in this paper:

2D Two-dimensional
3D Three-dimensional
AI Artificial intelligence
AR Augmented reality
CBCT Cone-beam computed tomography
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CDT Cariac digital twin
CT Computerized tomography
DL Deep learning
DT Digital twins
EPFL L’École Polytechnique Fédérale de Lausanne
HDT Human digital twin
IoT Internet of things
MS Multiple sclerosis
NFT Non-fungible token
VR Virtual reality
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