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Abstract: Background: Information and communication technologies (ICT) have introduced “smart”
concepts across industries, including ports. Smart ports, leveraging IoT, cybersecurity, and cloud
computing, are trending in maritime operations. They optimize data for informed decision-making,
cutting costs, enhancing efficiency, mitigating risks, and fostering growth. Methods: To consolidate
knowledge in this area, we are conducting a systematic literature review and meta-analysis using the
PRISMA framework. Our goal is to synthesize existing insights, minimize biases, increase reliability,
and effectively communicate our findings. To address the research needs mentioned, the current
study focuses on implementing a systematic literature review (SLR). Results: The goals of this review
are: (i) to present and describe the main categories and themes within the research topic, and (ii) to
identify research gaps that will aid future research. Key findings include the identification and
classification of current literature trends in the smart port performance evaluation framework and
the examination of fundamental themes discussed within this area of research. Conclusions: In our
review, we emphasize the smart port concept, clarifying its common interpretations amid the industry
4.0 revolution. We discuss recent advancements in emerging technologies and identify key challenges
driving researchers’ exploration of the evolving smart port landscape.

Keywords: smart ports; port performance; industry 4.0; information and communication technologies;
PRISMA framework; systematic literature review

1. Introduction

With 80% of the world’s commodities being transported by water, ports are rightfully
considered as the pillars of the global economy. They are part of a large supply chain
network that allows commerce and information to be transmitted across locations and
geographical areas that are far apart. In the present day, a wave of technological innovations
and integration is prompting industries and companies to adapt in order to develop
their strategic plans. Port operations are being transformed by the introduction of new
technologies in the maritime, land, and air transport sectors. These technologies have the
ability to eliminate human error, accelerate processes, and reduce emissions, but they are
also part of a broader digital shift in industry and port operations improvement. In this
context, it is appropriate to consider that ports are in a unique position to take advantage
of the new technological developments and capitalize on them.

The global economy necessitates effective and efficient maritime transport. As a result,
ports have been placed under increasing pressure to enhance their performance in the face
of economic, ecological, energy, and functional constraints that impede their long-term
sustainability [1]. It is clear that port stations transform into complex environments that
encompass multiple layers of organization, institution, and function, where different actors
interact at various levels. To address these issues, ports have adopted technology-based
solutions and new approaches to port operational planning and management.
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A smart port is a concept, first coined in 2011, that proposes to leverage new technolo-
gies to enhance the interactive and dynamic capabilities of traditional port services, thereby
improving their performance and transparency [2]. Future-oriented ports will, in addition
to automation, participate in the transition to the next era of “port 4.0” in parallel with
the ongoing evolution of “Industry 4.0”. All terminal operators, trucking firms, railways,
shippers, supply chain businesses, and freight transport companies will be linked to opti-
mize not only the port, but the entire ecosystem. The cornerstone of “smart ports” will be
automation, which will be able to transform ports into highly reliable and flexible logistics
hubs, offering immediate and predictable physical flows and using elements of transport
networks to mitigate the multiple variables that appear in transport networks.

A smart port comprises the entire required infrastructure, an IT info-structure (or the
information-structure) for the collection and management of data, and the most current
technologies in the fields of telecommunications, electronics, and engineering [3,4]. A
smart port’s purpose is to improve overall efficiency, lower costs, boost capacity, improve
safety, and reduce the environmental effect of port operations. Smart ports aim to remain
competitive and assist global trade growth by integrating advanced technology and data-
driven techniques. Although the concept has been embraced by many researchers, the term
smart port and the underlying technology remain, until today, in a “grey zone” due to a
lack of concise and thorough academic research [5].

Industry 4.0 has led to a surge in the use of digital technologies in supply chains, such
as IoT, big data, cloud computing, and artificial intelligence (AI). The four main characteris-
tics of Industry 4.0 are hyper-connectivity, intelligence, autonomy, and predictability [6].
Research on port evolution has indicated that ports are transitioning from first- to fifth-
generation systems with advanced technology and a broader range of services [7]. It is
anticipated that port development will move towards smart ports with greater involvement
of high technology [8].

Seaports face many challenges across many important dimensions, including crucial
factors such as operations, environment, energy, safety, security, and human resources. As
the maritime industry moves forward to a new era of interconnected and intelligent ports,
gaining a deeper understanding of smart port development and its performance will be
essential for unlocking the full potential of these transformational nodes.

Performance measurement is crucial in all aspects of business management because it
explains how well companies and organizations have met their goals and objectives, and
provides suggestions on how they might improve. The performance of smart ports is a
very important factor that has been examined by many researchers [9–11] in an effort to
properly define measurement frameworks or metrics. Port authorities and stakeholders
frequently utilize a combination of quantitative measurements, such as turnaround time,
cargo throughput, and cost savings, as well as qualitative indicators, such as customer
satisfaction and sustainability objectives, to evaluate the effectiveness of smart ports. Smart
port performance is also an evolving concept, as technological advances continue to provide
new methods to enhance and optimize port operations. However, determining the perfor-
mance of a smart port is a topic of complicated agreement. Furthermore, it has recently
been stated that the majority of research on port performance evaluation is biased and out
of date [12,13]. Thus, harnessing smart ports’ potential in the port and maritime industry
(PMI) is becoming more relevant in addressing the continually expanding complexity in the
port organization ecosystem offering ideal territory for the research and conceptualization
of these advanced technologies within the framework of the long-term development of
smart ports considering their performance.

This systematic literature study attempts to fill the knowledge gap by thoroughly
reviewing the available research on smart ports in the context of Industry 4.0 due to the lack
of comprehensive scholarly work. Our goals include identifying major technical develop-
ments, evaluating the influence of smart ports on their ecosystem, and understanding the
problems and possibilities related to their implementation. By doing so, we aim to provide
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a more nuanced view of the existing state of knowledge and contribute to the ongoing
discussion about the future of maritime operations.

Furthermore, despite the growing interest of business and academia in the terminology
of the smart port and the increasing number of experimental use-cases, few researchers
have attempted to construct the conceptual framework of the smart port and the parameters
that influence its performance to improve the economic, social, and environmental aspects
of such ports.

As a prelude to our detailed analysis, it is imperative to briefly highlight key findings
that underscore the relevance of our study. Our systematic literature review has shown
that there are four key research themes, including analysis of port performance assessment,
digitization, and its implementation in smart ports. As a result, this study gives insights
into the major trends and future research directions in smart port.

The current study attempts to shed light on the subject by conducting a systematic
literature review (SLR) with the purpose of identifying and classifying the prominent
categories in the context of smart ports and their performance. Section 2 discusses the SLR
approach used to guarantee the legitimacy and validity of the literature review’s conclu-
sions. Section 3 offers a descriptive analysis of the SLR findings as well as a qualitative
theme analysis based on current research trend classification. Finally, Section 4 formulates
a research agenda for the future, while Section 5 discusses the concluding remarks of our
research.

2. Materials and Methods
2.1. Methodological Approach

According to Molavi [14], the topic of smart ports in the PMI sector is highly frag-
mented and to some extent “primitive” due to a lack of literary evidence on current research
trends and viewpoints on the continuing smart port digital transformation via the em-
ployment of such sophisticated technologies. To the best of our knowledge, three review
studies have been conducted, each focusing on a distinct topic, such as the state of the art in
emerging technologies [15], the issue of energy efficiency in terms of identifying difficulties,
strategies, infrastructure, and technology for smarter ports [16], and the most recent suc-
cesses of 5G network slicing in a smart port based on a machine learning program [17]. In
parallel, scholars have made significant contributions to port optimization studies in order
to establish an operational framework for smart ports. This framework aims to enhance
logistics supply efficiency, expand port service tasks, reduce environmental pollution at
ports, and decrease equipment energy consumption e.g., [18–26].

However, the existing evaluation of smart port performance has limitations, as it lacks
an objective and scientific evaluation approach making it difficult to identify problems
in ports.

In an effort to address the aforementioned research needs, the current study focuses
on the implementation of a systematic literature review (SLR) with the goals of: (i) pre-
senting and describing the principal categories and themes within the research topic, and
(ii) identifying research gaps in order to facilitate future research.

In order to identify and analyze related literature on the topic of evaluating smart
port performance, an SLR process is used. The study was built on a compilation of diverse
scientific publications available on various databases. In terms of methodology, this study
follows the review technique established by [27]. This strategy enables researchers to get the
necessary knowledge by comparing and evaluating many sources in an unbiased manner.
The procedure includes five major steps: (1) forming research questions, (2) identifying
studies, (3) choosing and assessing studies, (4) analysis and synthesis, and (5) reporting
(Figure 1). Each stage helps to reduce errors and prejudice in assessing the review.
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In this respect, the following research questions are to be addressed throughout our
review article:

RQ1: How is the trend in smart port framework from 2015 and onwards?
RQ2: What are the current researched fundamental themes in this field?
RQ3: What are the current literature trends in the smart port evaluation framework

and what is the manner in which can they be classified?
RQ4: What research implications could be proposed in order to further develop the

smart port field?
Table 1 summarizes the total number of results obtained from literature search engine

results using PRISMA, which will be discussed at a later stage of this study.

Table 1. Research of literature review.

Stage Sub-Stage Description Number of Records

Step 1 Question
formulation

RQ1: How is the trend in smart port framework from 2015
and onwards?
RQ2: What are the current researched fundamental themes in
this field?
RQ3: What are the current literature trends in the smart port
performance evaluation framework and what is the mode in
which can they be classified?
RQ4: What research implications could be proposed in order to
further develop the smart port field?

362

Step 2 Locating studies

The following inclusion/exclusion criteria will be used to filter
the database in the next phase of this research:
Libraries: Scopus/Elsevier, Web of science, IEEExplore, Science
Direct, Google scholar.
Chronologically: Articles published after 2015 were excluded to
guarantee the inclusion of current research and to limit
the findings.
Language barrier: all articles sought must be written only in the
English language.
Access: articles accessible from the electronic services of the
Library of University of Macedonia, Greece.
Subject area: Some subject areas have to be eliminated from some
libraries owing to a lack of relevance to the issue. Some libraries
allow you to search exclusively in the topic area(s) of interest to
narrow down the results to more relevant sources.
Removal of duplicates.

305

Step 3 Study selection
and evaluation

A comprehensive screening of the abstracts of the citations
chosen in the second phase, followed by selection of the ones
most relevant to the current study subject (snowball technique
incorporated).

82

Steps 4 and 5 Analysis and
Discussion

A descriptive and thematic overview of the information obtained
from articles on research questions that are identified in the
evaluation process.

39
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In the following sections, each source/library will be examined in terms of the search
technique and keywords used:

1. Scopus/Elsevier.
Scopus is one of the most important research databases. To guarantee that the subject

is covered completely, Boolean operators were applied. The following search strings were
used to begin the retrieval (Table 2):

Table 2. Search strings and keywords.

Title smart port OR smart ports OR smart terminal OR smart terminals
Title-Abstract-Keywords effectiveness OR efficiency OR operations OR performance

Title-Abstract-Keywords assessment OR evaluation OR measurement OR kpi OR “key
performance indicator*” OR “kpi*”

It should be noted that the wildcard character “*” serves as a placeholder which can be
interpreted as a number of literal characters or an empty string. In our case, kpi* matches
kpi, kpis, kpi’s, kpindicators etc. in the search string used to produce results in the research
database. Each row is linked to an AND operator, implying that all requirements must be
met. Articles are picked at this stage after the publishing year of 2015. Articles irrelevant to
the topic areas have been prudently removed. The articles that were found were written in
English language. The above-mentioned search yielded 57 documents in total.

2. Web of Science: Advanced search for journals and other academic records with a
wider scope than Scopus. The following sophisticated search and Boolean operators were
leveraged by the authors:

■ First set: ti = (smart terminal* OR smart port*)
■ Second set: ts = (effectiveness OR efficiency OR performance OR assessment OR

evaluation OR measurement OR “kpi*” OR “key performance indicator*”)
■ Combine sets 1 and 2 with an and operator→#2AND#1

“Ts” denotes the topic database while “ti” denotes the titles. The year of publication
is also included in this engine as the years 2015–2023 (until 31st of July), while there was
a proper refinement in the subject area excluding irrelevant research areas, e.g., chem-
istry, telecommunications, instruments, etc. The numbers of results end up being 27.
The total database query is as follows: ((TI = “smart port*” OR “smart terminal*”)) AND
TS = (assessment OR evaluation OR measurement OR “kpi*” OR “keyperformanceindicator*”).

3. IEEE explore: Advanced search for journals and various academic records with an
emphasis on research articles in engineering. The database query used is as follows:

(“All Metadata”: “smart port”) OR (“Full Text & Metadata”: “smart port performance”).
Also, certain filters were applied, e.g., publication date range from 2015–2024 and

selected publication types such as “sea ports”, “ships”, “logistics”, “transportation”, “opti-
mization”, “decision making”, “sustainable development”, “analytic hierarchy process”,
“data analysis”, “environmental management”, “freight handling”, “innovation manage-
ment”, and “marine power systems”, included in conferences and journals.

The previously described search yielded 33 documents.
4. Science Direct: Used in the same logic as in previous academic database searches

for gaining access to journals and sources that were not otherwise accessible. The results of
the specific search were 52 documents.

5. Google Scholar: A secondary search engine for the research process, where findings
are validated and duplicates are deleted. Used mainly for manual searching. Advanced
search was used with the keywords used in the title of the article in the engine containing
the following keywords: “smart port” OR “intelligent port” OR “automated port”, giving
us a result of n = (193). The results were filtered with publications in the range of 2015–2023
while the search excluded languages other than English.

The total query used for the aforesaid search is given below:
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(“intelligent port*” OR “automated port* OR “smart port*” OR “smart port” literature review
OR performance OR assessment OR evaluation OR KPIs OR key performance indicators OR SLR
OR systematic literature review).

We used the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) framework as a tool of our methodology in order to capture the search results in
the aforementioned databases as described above, already within the framework of “smart
port performance evaluation” and filtered by English language (see Figure 2). PRISMA
focuses on how authors may ensure transparent and comprehensive reporting while
conducting a systematic literature review. Researchers must develop research objectives
that address the research issue, identify keywords, and establish a set of exclusion and
inclusion criteria. During the review step, relevant articles are found and irrelevant ones
are eliminated. In the last stage of screening, we determined how many of these studies
can be included in a quantitative synthesis, also called a meta-analysis. Meta-analyses may
not include all studies that qualify for a systematic review. Meta-analyses are statistical
analyses that aggregate data from several studies to investigate a hypothesis. Not all studies
will include the data required for a quantitative synthesis.

2.2. Reporting
2.2.1. Search Strategy

We implemented a comprehensive search strategy for this systematic review in order
to determine relevant literature studies on smart ports. This search method was designed
and implemented utilizing the four major databases (i.e., Scopus, Web of Science, IEEE
explore, and Science Direct) and one search engine (Google Scholar). We note that the basic
search terms used were the following: “smart port*” OR “smart terminal*”.

All searches ranged from years 2015 to 2023 and covered journal articles, review
papers, and research reports, all written in English.

2.2.2. Selection Criteria

The selection criteria were based on the PRISMA Statement [28]. The search was
principally focused on mapping existing literature on smart ports, with an emphasis on
computer science, decision sciences, environmental science, engineering, and social sciences.
The search span was from year 2015 to 2023 so as to include state-of-the-art research work.
A total of 362 research studies were extracted at this stage of the methodology.

2.2.3. Quality Assessment

This research is only based on original research publications, review papers, and
reports, as well as a few conference papers. All duplicates were extensively examined to
ensure the quality of the systematic review. Abstracts of articles were verified for analysis
and purification to ensure the quality and relevance of the academic material included in
the review process. At a subsequent point, each research article was carefully evaluated.
Finally, we chose 305 articles after evaluating them against the aforementioned inclusion
and exclusion criteria.

2.2.4. Data Extraction

In the data extraction phase, 163 articles were selected after the following general
characteristics:

1. Articles should be original papers, review papers and conference papers. Literature
reviews, case studies, conference proceedings, newspaper articles, software articles,
technical reports, dissertations, brochures, and PowerPoint presentations were ex-
cluded from our methodology.

2. The paper must be written in the English language and categorized under the fol-
lowing subject areas: computer science, decision sciences, environmental science,
engineering, and social sciences.

3. Extracted articles were published between the years 2015 and 2023.
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4. The extracted articles were from a wide range of countries worldwide not focusing on
particular country or countries.

5. In the last phase, only 39 articles were finally chosen for meta-analysis review.
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3. Findings of Systematic Literature Review

As already mentioned, 39 articles were chosen as the core of the research topic linked
to the smart port idea and its aspects (operation, environment, energy, safety and security,
and human resources) in order to accomplish and improve port performance.

The comparison and summarization of all data generated by the retained articles
for the purpose of compiling and mapping the current relevant literature is one of the
most significant, if not the most important, actions of the SLR approach [29]. We used text
analytics techniques, specifically Microsoft Research application programming interfaces
(APIs), to generate a heat map of keywords and assess their frequency in the 39 articles
selected for this study. VOS viewer software was employed to capture and analyze the
appearance of these keywords. By utilizing the text data (RIS file) exported from Mendeley
Preference Manager, which served as a reference utility tool in our systematic literature
review (SLR), the authors created a map. The binary counting approach resulted in the
red regions depicted in Figure 3, which represent the most frequently occurring keywords
(we selected those with 5 or more occurrences during our analysis). Each point in the item
density visualization is assigned a color that represents the density of items at that specific
point. By default, colors range from blue to red. The color of a point is determined by
the number of items in its vicinity and the weights of those neighboring items. A point
will appear closer to red if it has a higher number of items and heavier weights in its
neighborhood. Conversely, a point will appear closer to blue if it has a lower number of
items and lighter weights in its vicinity.
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These high-frequency keywords, indicated by larger circles in the network, shape the
main research focus of our current study.
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Based on the previously explained text analytics approach’s findings, the identified
keywords’ numerical occurrences are shown in Table 3 below (for brevity reasons, only
keywords with 5 occurrences or above are only shown).

Table 3. Keyword occurrence.

No Keywords Occurrences

1 smart port 24
2 sustainability 7
3 performance 6
4 logistics 6
5 internet 5
6 technologies 5
7 industry 5
8 internet of things 5
9 big data 5
10 supply chain management 5

As already stated, 39 publications were chosen as the core of the study field dealing
with smart port performance. The generic descriptive and content analysis findings are
provided and discussed in detail throughout this section. Each of the following subsections
covers a distinct research subject by displaying various charts and tables.

3.1. RQ1: How Is the Trend in Smart Port Framework from 2015 and Onwards?

From 2015 to 2023, all the selected papers were published based on the criteria for
inclusion in the Materials and Methods section, ensuring the best way to highlight research
gaps in this specific scientific field and capture the growing popularity of the port digi-
talization phenomenon while highlighting the growing popularity of the digitalization
phenomenon.

This review seeks to validate the primary sources by analyzing the core studies that
were reviewed after applying the PRISMA framework. Figure 4 depicts the distribution of
papers based on their publication year. The great majority of selected publications (about
75, 7%) were published between 2021 and 2023, demonstrating a dramatic rise in this
specific study topic in recent years. Observing the broad interest in literature on smart port
applications in the port and maritime industry, one can predict that the number of articles
will continue to grow in the future.
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3.2. RQ2: What Are the Current Researched Fundamental Themes in this Field?

A network citation analysis was created to show the connections between the nodes
on smart port studies that are related with the smart port performance framework. This
procedure finally resulted in the depiction of the major research themes in the existing
literature aiming at the identification of relations among the authors of the selected articles
(i.e., the number of times that an author appears as a co-author).

The depicted network (Figure 5) consists of six nodes that represent the total number of
the authors and their possible interrelationship regarding their co-authorship amongst the
selected references in our SLR. The minimum threshold value was set to three documents,
meaning that in the following network, only those authors that are found as co-authors in
at least four academic papers appear. In this perspective, it is shown that author “Yang, y”
is amongst the most prolific co-authors in our analysis.
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The citation network analysis revealed thirteen linkages between the selected papers
that supported the authors’ claim regarding the extremely fragmented character of the
study topic, characterizing this area as “primitive”.

3.3. RQ3: What Are the Current Literature Trends in Smart Port Performance Evaluation
Framework and What Is the Manner in Which Can They Be Classified?

One of the main goals of our review was to categorize existing study themes in
order to represent the current status of research in the subject. The authors developed the
classification by a full-text screening approach that includes processing information from
each selected article regarding the frequency of keywords and their associated study targets.
The ideas, implications, and outcomes provided by each paper identified four (4) study
themes. The data were quantified, organized, and classified according to the study subjects.
These themes included the smart port concept and conceptual framework, analysis of key
performance indicators, the utilization of digital technologies to enhance port efficiency,
and correlating factors that influence smart port performance.

An Important remark should be referenced in this part of our review article. Despite
our best efforts to classify the research articles in the literature into the most appropriate
categories, it is noteworthy that this was not always a straightforward issue due to the
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interdisciplinary nature of the field of smart ports. It is common to study the smart port
concept from different perspectives, internal and external, such as economic, operational,
environmental, technological, societal, political, etc. For example, there is a thin line that
separates thematic categories 1 (smart port’s KPIs) and 2 (smart port determinants) shown
in Table 4, because both categories are valuable for managing and improving the operations
of a smart port, and they are often considered together to form a comprehensive picture
of a port’s performance. But we consider that KPIs are the specific measurable metrics
used to assess the performance of a smart port, while determinants are the broader, often
qualitative factors that influence the performance of those KPIs. KPIs give actionable data
for instant decision-making, whilst determinants aid in strategic planning and knowledge
of the port’s operating environment. Consequently, a research article could be classified
into more than one field of study. Still, for reasons of research scope, we included each
article in a distinct thematic category based on its main research objective.

The context of each category is described below:

Table 4. Thematic categories of studies.

Thematic Category Context

Analysis/selection of key performance
indicators (KPIs) for port performance
assessment

The researchers recommend or create
appropriate KPIs for current port demands.
The framework for KPIs is being developed.
The importance of KPIs varies depending on
the stakeholders.

Identifying and measuring the effect of port
performance determinants

The researchers identify or develop suitable
key performance indicators (KPIs) for
contemporary port demands. The KPI
framework is being created. The significance of
KPIs changes according to the stakeholders.
Examining cause and effect factors and
determining the most important factors.
Environmental and energy efficiency studies
affecting smart ports’ performance are
included in this category

Definition of the term of “smart port” and
theoretical implications

The authors try to examine the theoretical
concepts of smart port development,
synthesizing core smart port concepts in order
to motivate new research interest in this new
academic area.

Suggestion of digital technologies included in
“smart ports” to improve their services

The authors try to determine which
technologies to choose and how to implement
them to establishing effective systems and
technical means for port development in the
port industry.

The distribution of selected articles according to the above thematic categories is
depicted in the chart below (Figure 6):

The distribution of articles across the various topics is almost very balanced, further
reinforcing the notion of the fragmentation of this field. Nevertheless, the findings enabled
the current study to conduct a thorough analysis of the emerging themes, which in turn
enabled the categorization of current literature trends.
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Classification of Current Literature Trends

Table 5 displays the distribution of each article throughout the specified categories,
offering the created insights and the connected outcomes in brief, depicting the core studies
that characterize each thematic category. Section 3.4 contains a more extensive explanation
of the scope and content of the identified thematic/research areas.

Table 5. Categorization of current literature trends.

Category Reference Research Type Research Objectives

KPI’s Hsu et al. (2023) [30] Conceptual

This study uses the service quality scale
(SERVQUAL) to examine the major indicators
and service quality of smart ports in the
post-pandemic period using MCDM methods
(AHP and DEMATEL).

Makkawan and Muangpan
(2023) [31] Empirical

Confirmation of the efficacy of smart port
indicators and definition of the primary
strategies for optimizing the performance of
smart ports in Thailand, in order to reduce
pollution and ensure port safety and promote
innovation.

Makkawan and Muangpan
(2023) [32] Conceptual

The goal of this study is to define the smart port
indexes and develop a theoretical framework for
smart port performance in the context of a case
study on Thailand’s Eastern Economic
Corridor (EEC).

Liu et al. (2022) [33] Empirical

This paper defines an index system for
evaluating smart port development level based
on six indicators, utilizing the TOPSIS entropy
weight method as a comprehensive assessment.

Zhou et al. (2022) [34] Conceptual

This paper categorizes container ports’ business
sectors as indicators, identifies the indicators that
define a port’s operational condition, identifies
the primary operational risks of a port, and
analyzes the predictive indicators for a port’s
operational advantages.
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Table 5. Cont.

Category Reference Research Type Research Objectives

Molavi et al. (2020) [35] Conceptual

This article’s purpose is to provide a framework
for the smart port concept as well as a
quantitative indicator, the smart port index (SPI),
that ports may use to improve their resilience
and sustainability. The proposed SPI is based on
an evaluation of key performance indicators
from the literature.

Zhao et al. (2020) [36] Empirical

This study examines the effectiveness of the
measures taken by the coalport in terms of its
sustainability by analyzing modifications to key
performance indicators and exploring the role of
smart technologies in the integration and
optimization process.

González et al. (2020) [37] Empirical

The purpose of this article is to present the
indicator developed for the purpose of ranking
and prioritizing the ports in the smart port
category and its implementation in the Spanish
port scheme, enabling the ranking of Spanish
smart ports.

Lakhmas and Sedqui (2020)
[38] Empirical

Developing a simulator model that includes all
aspects of operations and the operational process
by selecting relevant key performance indicators
(KPIs) that are completely proportional with the
quantity of traffic sent by port boats.

González et al. (2019) [39] Empirical

This paper provides an analysis of the Spanish
port system to assess its ports, taking into
account the new concept of “SmartPort”. It
defines certain indicators and measures variables
to facilitate the quantification of technical items.

Chen, J. et al. (2017) [40] Empirical

This work presents an introduction of the “smart
port” idea, proposes a set of smart port
evaluation indicators, and incorporates a
single-valued, neutrosophic, exponential
similarity measure into port evaluation to
simplify quantitative evaluations of port
integrity.

Determinants Yen et al. (2020) [41] Empirical

Using a three-stage DEA-TOBIT modelling
technique, this study investigates the influence
of smart port design on the operational efficiency
of marine transit. The model findings show that
not all design elements have a beneficial effect.

Azisah et al. (2023) [42] Empirical

This study was conducted to evaluate the
capability of the current port to meet the
requirements of a smart port. This analysis was
conducted through direct observation of the
port’s location, as well as interviews with port
stakeholders in accordance with their respective
fields and authorities.

Othman et al. (2022) [43] Conceptual

This study aims to investigate the potential of
Egyptian ports to use smart practices and
harness technology to improve port performance.
It highlights the enormous potential of utilizing
technology to achieve sustainable performance
in Egyptian ports by highlighting the key
hurdles and problems that may obstruct the
adaption process.
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Table 5. Cont.

Category Reference Research Type Research Objectives

Molavi et al. (2020) [44] Empirical

This paper examines the utilization of
microgrids in ports and provides a
comprehensive framework for assessing the
advantages of integrating microgrids into the
system in order to generate sustainable value
through strategic planning.

Jun et al. (2018) [45] Conceptual

This study analyzes the various concepts and
regulations associated with the smart port sector
and utilizes a modified hybrid approach that
combines Delphi surveys with input-output
analyses to construct an accurate estimation of
the economic impact that the smart port sector
has on the Korean national economy.

Buiza-Camacho-Camacho
et al. (2016) [46] Empirical

This paper focuses on identifying the most
significant elements that would necessitate a
container port to align itself with the SP concept.
To this end, it takes into account factors related
to operations, energy, and the environment, and
is based on the opinion of a sector expert. The
technological level is the primary factor that
influences the SP configuration, with the
automation level following.

El Imrani (2021) [47] Empirical

One of the primary objectives of any port
authority is to optimize logistics costs in order to
render port operations more efficient. This
research contributes to this objective by
examining the situation of carriers in Tangier
Med, a port in Morocco, and identifying the key
challenges they face.

Othman et al. (2022) [48] Conceptual

The goal of this research is to develop an
integrated SPI that captures multiple smart port
components and links them with port
sustainability results. The study’s findings show
that various smart port efforts throughout the
world have differing degrees of integration.

Karli et al. (2021) [49] Empirical

The purpose of this study was to determine the
significance of Filyos Port’s smart port
dimensions. Fuzzy AHP is used to rank each
dimension and its sub-dimensions based on their
relative relevance. According to the study’s
findings, the most essential aspect is operation,
followed by environmental, energy, finance, and
safety and security.

Paulauskas et al. [50] Empirical

The objective of this article is to create a
methodology to assess the level of port
digitization. Data was collected through the use
of a marketing research tool. Additionally, a
mathematical model to facilitate simulations has
been proposed, as well as a case study covering
30 ports in the Baltic Sea, North Sea, and
Mediterranean Sea.

Concepts Nquyen et al. (2022) [51] Conceptual

The aim of the review is to analyze and discuss
the various approaches and applications that
have been identified in the field of smart port
energy systems, as well as to demonstrate that
the various perspectives of smart port founding
have a major influence on the development of a
port energy system.
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Table 5. Cont.

Category Reference Research Type Research Objectives

Jahn and Nellen (2022) [52] Conceptual

It presents scientific and practical approaches on
how ports are attempting to incorporate the
trend of digitization into their daily operations.
The goal of the study is to suggest how to make
constitute processes more accessible, reliable,
and ethically sound. This allows for better
management of complexity in terms of
structural, data, product, and network and
e-commerce complexity.

Mi and Liu (2022) [53] Conceptual

This study explores the main categories that
affect the ecology of smart ports and suggests
how these factors could contribute to the process
of port logistics operations as drivers of
innovation and development.

Alamoush et al. (2020) [54] Conceptual

This research investigates and categorizes the
technological and operational initiatives
implemented by ports to minimize greenhouse
gas emissions and improve energy efficiency.
The data show that there is a scarcity of study on
ports in poor countries, while the majority of
research focuses on ports in developed countries.

Frazzon et al. (2019) [55] Conceptual

The objective of this paper is to suggest a
concept of Smart Port–Hinterland Integration,
which would enable visibility of vehicle flow
and synchronization. The concept was evaluated
in the light of real-time data collected from five
major Brazilian ports, which was intended to
alleviate infrastructure issues.

Sari and Pamadi (2019) [56] Conceptual

This study employs a descriptive technique to
assess the existing status of the Batu Ampar port
and the feasibility of implementing the smart
port concept. The study’s findings show that the
smart port idea is suitable in the current
circumstances.

Shuo et al. (2016) [57] Conceptual

This article explores the necessity of constructing
a “smart port” in Huizhou Port and provides an
overview of the overall framework design.
Constructing the “smart port” is claimed to be
essential in order to progress with the current
times and implement the strategy of developing
“new-type” ports.

Tan et al. (2018) [58] Conceptual

The suggested framework provides a
process-oriented approach to energy
management across a variety of company
functions. It considers four key assessment
criteria: transparency, technology, best practices,
and policies. The framework’s goal is to offer
sustainability and policy decision-makers a
framework to guide the development of
energy-efficient smart ports.
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Table 5. Cont.

Category Reference Research Type Research Objectives

Durán et al. (2019) [59] Conceptual

In order to identify the essential elements that
demonstrate the current shortcomings of those
working within Industry 4.0, a systemic
conceptual model for a smart medium-size port
is proposed, containing
cyber-social-technological cognitions (CSTCs),
where there are associated concepts, perceptions,
data, and knowledge that would benefit from a
highly automated port for the efficient
management and optimization of logistics
processes.

ICT Al-Fatlawi and Motlak (2023)
[60] Empirical

This research aims to identify the most
important tasks performed by smart ports, such
as the smart ship industry, smart cranes and
container cranes, transportation automation,
smart containers, and energy efficiency. It
presents the idea of smart ports and discusses
key current technologies that support ports.

de Moura (2022) [61] Empirical

This study examines the implementation of
technologies from the Industry 4.0 platform in
container-handling operations of five ports in
order to evaluate their environmental
management impact. The purpose of the study is
to conduct an analysis of certain container
terminal operations in order to evaluate the
applicability and potential impact of the
technologies on sustainable environmental
management.

Zhuang et al. (2022) [62] Empirical

This study focuses on the integrated scheduling
of intelligent handling equipment at automated
container terminals in the context of resource
allocation and scheduling at container terminals.

Hirata eta al. (2022) [63] Empirical

This study proposes a description of the concept
of shipping digitization and port automation, as
well as a review of the associated technologies
and business strategies, including international
initiatives, for the automation of global ports.

Yao et al. (2021) [64] Conceptual

The contents of this paper provide an overview
of research currently underway on the design
and construction of automated terminals and the
planning of intelligent port systems, as well as
the future course of construction of automated
terminals, including equipment upgrades, the
standardization of technical processes, and
improvements in system integration.

Shah (2021) [65] Conceptual

The contents of this paper provide an overview
of current research on the design and
construction of automated terminals, the
planning of intelligent port systems, and the
future course of automated terminal
construction, including equipment upgrades,
standardization of technical processes, and
improvements in system integration.
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Table 5. Cont.

Category Reference Research Type Research Objectives

Karas (2020) [66] Conceptual

This article seeks to demonstrate that intelligent
ports are a necessary next step in the evolution of
port operations, and that the concept of
intelligent ports is a binding trend that will
shape the future of modern maritime ports. It
covers the most up-to-date digital technologies
being implemented in ports such as Hamburg
and Rotterdam, and analyzes decision-making
strategies to drive digital transformation in
maritime ports.

Inkinen et al. (2020) [67] Empirical

This paper examines the potential of
digitalization for the future of international trade
and transport operations in Finnish ports. It
identifies the primary drivers and technologies
relevant to port digitalization. Additionally,
three alternative scenarios are discussed,
including digital supremacy, business as usual,
and digital failure, which are categorized
according to SWOT and PESTEL frameworks.

Acciaro et al. (2018) [68] Empirical

The objective of this paper is to bridge this gap
by conducting a field analysis that aggregates
case studies from various world regions and
evaluates the adoption pathway of innovation
using a combination of three different methods
(H- and I- indexes; system innovation analysis,
and qualitative comparison analysis). The
research results demonstrate that success of an
innovation can be affected by a variety of factors,
including the ranking of objectives, coordination
between actors and institutions, and the level of
innovation adoption.

Belfkih et al. (2017) [69] Empirical

This paper provides an overview of the concept
of smart ports and proposes some Internet of
Things (IoT)-based solutions that can be
implemented in Le Havre port to enhance
logistics and transportation services.

3.4. RQ4: What Research Implications Could Be Proposed in Order to Further Develop the Smart
Port Field?

The authors refer the reader to Section 4 where detailed analysis and further implica-
tions concerning the future research agenda about the concept of smart ports is given.

3.5. Thematic Analysis

In this section, the author discusses the content of the selected articles within the
respective conceptual framework as indicated in Table 4. The process of categorization was
consequently followed by the gathering of homogenous information in order to develop
the subclasses within every category.

3.5.1. Definition of Term “Smart Port” and Suggestion of Proper Framework of an
Intelligent Port

The first subcategory that was observed and thus included in the systematic literature
review (SLR) analysis is that of “smart ports”. This subcategory provides a theoretical
framework for the development of smart ports, consolidates the fundamental concepts of
smart ports, and proposes a suitable framework to address the key issues associated with
smart ports. The concept of a smart port is developed within the context of modernizing and
optimizing port operations, primarily to address the increasing demands and challenges of
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global trade and logistics. The primary objective of the researchers in this classification of
studies concerning automated ports is to identify and implement strategies to move away
from conventional port supply chains and towards smart ports, thus enabling informed
decisions and the optimization of logistics and transportation operations [55,57].

Smart ports are a prime example of a highly complex system. The term “smart” is
used to refer to a port platform that is optimized for user behavior and action. Complexity
of a port system is still a concept that is thought to be vague and subjective, and due to
the size and number of technologies employed, it is considered a system that presents
considerable difficulties in its design, maintenance, and development.

This framework consolidates the fundamental principles of smart ports by evaluating
their advantages and disadvantages, outlining fundamental architecture, and proposing
concrete milestones for the implementation of a smart port as part of a global supply
chain approach.

According to the literature review, smart port definitions emphasized its goals and
strengths. Productivity, sustainability, reliability [33], operations, environment, energy,
safety, security [43], and so on are all components of the smart port idea. A smart port, ac-
cording to scholars in [53], is one that optimizes commodity and information flow, resulting
in sustainable growth, safety, and security based on port community skills and technology.

The main functions of intelligent ports are the integration of the entire port supply
chain and the automation of port operations and equipment. Thus, the interrelation-
ship of the whole logistics chain and the automation of port operations and equipment
prove the overall competitiveness of the port [70] while simultaneously increasing the
integration of the port chain, thereby saving time and money in document and human re-
source management. Some authors argue that efficient, safe, and sustainable ports provide
value [2,37] and give priority to customer satisfaction [2,59]. Using modern communi-
cations and information technologies (ICTs), intelligent ports are a practical solution for
efficient decision-making support [33].

These articles create a new body of knowledge by establishing basic conceptual frame-
works and protocols that enable modern ports to advance their smart port transition
incrementally. The findings of these articles indicate that smart ports can significantly
reduce port-user waiting times, enhance port asset utilization, and improve maritime
logistics visibility by automating and digitalizing port operations.

In conclusion, it is applicable to highlight the work of authors, such as in [58,59], who
advocate for the construction of smart ports in the regions studied by emphasizing the
importance and influence of each port on the regional economy. This fact is based on core
themes such as intelligent control or digital supply chain and the use of “Internet + Port”
information services that leverage advanced technologies.

3.5.2. Analysis/Selection of Key Performance Indicators (KPIs) for Port
Performance Measurement

KPIs (Key Performance Indicators) fall into the category of partial productivity mea-
sures, which are a subgroup of variables that influence port performance. Selecting and
analyzing KPIs for measuring port performance is a crucial task, as KPIs provide valuable
insights into the efficiency and effectiveness of port operations. The choice of KPIs should
align with the port’s strategic goals and operational priorities. This is considered rather im-
portant, as the proper application of KPIs in port operations can offer a lot of benefits such
as improved productivity, increased profitability, and customer satisfaction amongst others.
By measuring and monitoring KPIs, the port operators can identify areas for improvement
and to take corrective action to ensure performance targets are met.

Within this context, as a preliminary step, the authors attempt to find a complete set of
KPIs for assessing port performance in each smart port activity category from the literature
(see Table 5 for pertinent references).

In this manner, researchers in [35] used 68 KPIs from various sources to develop their
smart port index (SPI), a quantitative metric that is a convex combination of four indices,
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namely the smart operations index (SOI), smart energy index (SEgI), smart environment
index (SEnI), and smart safety and security index (SSSI). Each of the four indices (SOI,
SEgI, SEnI, and SSSI) is computed as a function of the relevant KPI, and the SPI value
is computed by solving the applicable linear programming equations using data from
the port authorities’ websites. We draw attention to the research conducted by scholars
in [31,32,37], in which a variety of indicators are employed as inputs into various meth-
ods, such as Delphi, SWOT, and content analysis (a quantitative research tool primarily
used in systematic literature review), to evaluate the performance of smart ports. These
indicators are classified into three distinct groups: smart port operation, smart port en-
ergy/environment, and smart port safety. In this line of work, researchers in [39,40], study
the literature concerning port indicators and classify them into clusters according to the
smart port concept. The fundamental categories that are observed, and that are considered
the most influential as far as smart performance is concerned, are economic, operational,
social, and environmental key performance indicators. According to the authors, this
provides a secure, efficient, convenient, environmentally friendly, and sustainable form of
port development to enhance the overall effectiveness of ports. After identifying the main
pillars, MCDM methods are utilized in port evaluation to enable quantitative assessment
of port integrity.

3.5.3. Identifying and Quantifying the Impact of Determinants That Affect Port Performance

In the third category, the primary determinants/dimensions are those that influence
port performance, such as the size, operations, infrastructure, security, digitization, and
energy/environment of the port. The determinants that affect port performance have a
significant impact on the efficiency, competitiveness, and overall effectiveness of a port.
These drivers are often external factors that define the operating environment of a port.
These are identified as major variables in the literature review (LR) and are used to identify
the relationship between these primary determinants and the efficiency of the port. This
field of study is characterized by the use of multi-criteria decision analysis methods, or
MCDMs, as well as linear programming tools.

Within this scope, reference is cited to the articles [34,41,46,49,58], in which the authors
employ a single MCDM method or a combination of methods, such as fuzzy MCDM
methods, to assess the opinions of a stakeholder group on the relative significance of the
key criteria that affects smart port performance, as well as to suggest policy implications
for prioritizing the smart aspects that contribute to the creation of smart ports.

These approaches have been used to develop decision-making processes that can
be used to improve ports in real-world applications. The results of these studies are
highly relevant to ports that wish to achieve smart port status, as they provide essential
information to create the strategic plan that will enable them to achieve this goal.

The authors in [43] aim to examine the extent to which Egyptian ports can utilize
innovative practices and technologies to achieve and enhance sustainable port performance.
In a similar vein, researchers in [47] have established a smart port maturity model that
encompassed five areas: port operations, synchro-modality, safety and security, energy and
environment, and capabilities.

It is common for ports to face decision-making difficulties when assessing their digi-
talization level and selecting policies for advancement. To address this issue, Paulauskas
et al. [50] suggest developing a method to assess port digitalization levels using a marketing
research tool to collect the data required for the analysis, which is applied to a sample of
30 ports in the Baltic, North, and Mediterranean Sea. The ports were divided into three
categories: small, medium, and big. As a result, the degree of digitalization in small and
medium-sized ports is projected to be roughly 30% lower than in big seaports.

Acknowledging the fact that smart port industry plays a particularly significant role
in terms of productivity, added value, and employment compared to the port industry,
scholars in [45] assess the economic effects of the intelligent port sector on the Korean
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national economy through the utilization of a hybrid approach that combines the results of
a Delphi survey with input–output analysis.

3.5.4. Suggestion of Digital Technologies Included in “Smart Ports” to Improve Their Services

In this last category, technological progress is examined, wherein the authors attempt
to determine which technologies to choose and how to implement them to develop efficient
systems and technical assets for port development, as outlined in Table 5. Traditional ports
are being transformed into smart, data-driven centers that are more efficient, ecologically
friendly, and capable of meeting the expanding needs of global commerce. Port operators
and authorities are always looking for new ways to increase their competitiveness and
sustainability in the ever-changing maritime and logistics market. Technological progress
offers the potential to achieve a level which will enable us to constitute contemporary ports
as smart ports. Without such tools, the digital status of ports and the development of a
specific strategic approach to port digital transformation cannot be achieved.

Technologies are present at both the instrumentation level and the information system
level, where instrumentation is becoming more communicative (for example, sensors and
RFID, Internet of Things, etc.), and information systems are becoming more complex (for
example, big data, semantic processing for detection, machine learning, etc.). Innovations
are progressing at a remarkable rate, particularly with the introduction of new technologies
of digitalization and transformation of cyber physical systems. Nevertheless, any prediction
of how these new technologies will revolutionize shipping, supply chains, and shipbuilding,
on the other hand, remains an open problem to be answered.

In the past, port operations were largely based on the port’s size (e.g., length of quay,
number and efficiency of cranes). However, port and maritime sectors have been found to
be lagging behind in terms of digitization, as demonstrated in [60,61,68]. In recent years,
however, the ports sector has seen a surge in the adoption of Industry 4.0 technology. As
Industry 4.0 has had similar effects on other industries, it is anticipated that ports will
follow suit in the coming years.

For example, Ref. [69] proposes a range of Internet of Things (IoT) solutions that can
be applied to improve logistics and transport services in Le Havre port. A significant
investment in efficient technological solutions, such as sensors, smart devices, and cloud
computing, is required to properly shift the port supply chain from a traditional port to
a smart port. This presents a range of challenges, such as the heterogeneous nature of
technologies, the wide variety of data types, and the need for greater transparency and
security. Some examples of smart port solutions include intelligent ship management,
intelligent traffic flows and intelligent port transportation. In a smart port logistics context,
intelligent logistic solutions can be employed to improve container management and traffic
flows, as well as the capacity of terminals and parking slots [65].

The researcher in [66] presents a selection of ports in the North and Baltic Sea that
have implemented the concept of a smart port. These ports are equipped with the most
advanced equipment, and the technology used is tailored to the business profile and type of
goods handled. This allows for the management, analysis, and use of large amounts of data
to ensure that efficient and high-quality services are provided. Other studies, such [63,67],
have also explored the potential for the development of a physical internet in ports, as well
as collaboration and environmental aspects.

In line with previous studies, a number of authors [71,72] have proposed the concept
of a “fifth generation port”, which is centered on the customer and community, and is
expected to offer services at a higher level through the use of market forces, incentives,
and government regulations. Key elements of a fifth generation port include customer
satisfaction, service, and technology orientation. When considering the technological
aspects of ports, the ports that have been in operation since the 2010s are referred to as
“fifth generation ports”.
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It is worth noting, however, that academics have just lately begun to discuss sixth
generation ports. For example, a scholar in [73] recommends identifying sixth generation
ports capable of accommodating ships more than double the size of those already in use.

4. Future Research Agenda

The smart port model is heavily reliant on the utilization of intelligent and environ-
mentally friendly technologies to enhance port efficiency, enhance performance, promote
innovation, increase flexibility, protect the environment, and contribute to economic growth.
The development of such a port constitutes a significant step forward in the implementa-
tion of energy efficiency and greenhouse gas reduction in the application of cutting-edge
technologies in port and maritime shipping industries.

In this research, we collected and evaluated articles in the area of smart ports. The re-
sults of these studies demonstrate that a substantial amount of research has been conducted
on this subject, and the volume of publications is on the rise. As discussed in Section 3, the
growth of smart port studies is still in its infancy, with a rapid increase in publications. This
suggests that the field of smart port research is gaining more attention and is a potential
area of research that should be further explored in the future.

The research agenda of RQ4 (What research implications could be proposed in order
to further develop the smart port field?) drew upon existing literature and identified
promising areas of research that have not yet been extensively discussed. The findings of
this study are essential for reinforcing the systematic nature of smart-port-related studies,
as they classify various perspectives on important issues and provide guidance for future
research directions and domains of interest.

Governance and financial models: This aspect is one of the main difficulties in imple-
menting smart port technologies. In many situations, implementing these technologies
necessitates substantial financial investment in infrastructure, equipment, software, staff,
training, and so on. Port authorities nowadays are hybrid organizations that operate and
evolve beyond the control of operations under their authority. Port management companies
are increasingly working as community and port cluster managers, interacting with stake-
holders, and engaging in activities such as information technology, port promotion and
marketing, and training and education. Port governance (PG) models change in response
to the socioeconomic framework and port performance [74]. That is, each country’s PG
evolution is distinct, resulting in distinct port development methods. This is due to the
fact that in many cases, these technologies necessitate substantial financial investments
in terms of infrastructure, machinery, software, staff, training, and so on [75]. Creating
open and inclusive governance systems is critical to the success of smart ports. These insti-
tutions promote accountability and informed decision-making by bringing together key
stakeholders, such as port authorities, shipping corporations, and regulatory organizations.
By integrating financial specialists into the decision-making processes, governance can be
aligned with long-term financial sustainability objectives.

Therefore, it is essential for decision-makers to thoroughly assess the feasibility of the
measures and the potential for public and private sector involvement in order to ensure
successful deployment. Overall, the current issue could be addressed by prioritizing efforts;
leveraging and giving incentives, financing, or support for innovation; developing open
innovation channels; or employing creative public procurement procedures.

Change management and innovation: The shift to smart ports necessitates a range of
changes, including technological advancements, increased productivity and collaboration
between businesses, as well as alterations to processes, financial strategies, and corporate
culture [76,77]. In order to successfully implement these alterations, organizations must
have the capacity to anticipate and manage personnel changes. The implementation of
new technologies necessitates a shift in the strategy and approach of the ports in question.
In this context, digital twins, which are virtual replicas of physical assets or systems,
offer the potential to revolutionize decision-making processes, enhance efficiency, and
optimize resource utilization within smart ports. To create a holistic and integrated system,
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researchers should investigate the integration of digital twins across diverse aspects of
ports, ranging from infrastructure to logistics.

Incorporating change management strategies specifically tailored to the adoption of
new technologies and processes facilitates a smoother transition. Establishing innovation
labs or centers encourages collaboration, experimentation, and the development of cutting-
edge solutions that contribute to the ongoing evolution of smart port operations. In a
nutshell, port ecosystems that support innovation are being called upon to help organi-
zations and workers improve their culture by bringing new principles and perspectives
towards the port’s digital transformation [78].

Social criticism: This is due to the fact that new technologies are often used to replace
humans, and there is a perception that automation and robotization of operations will lead
to job loss. Industry digitalization introduces significant psychological, social, organiza-
tional, and ergonomic risks, as well as security issues [79]. Organizations must encourage
risk-aversion strategies and practices. Coaching methods, training, rules of behavior sup-
porting remote working and the right to disconnect, psychological risk assessments, and
smart safety systems are among them [80]. Addressing social criticism necessitates a proac-
tive strategy focused on increased stakeholder participation and communication. Smart
ports must develop communication strategies that guarantee stakeholders receive timely
and accurate information about port operations, developments, and community benefits.
By establishing constant channels of communication with local communities, problems can
be heard and resolved swiftly.

Cyber-security issues: Concerns about possible vulnerabilities that might damage digital
assets and data can arise as a result of the introduction of new technologies or a lack of
knowledge of them. Threats appear either from malicious actions (hacking, malware
infection) or as a consequence of omissions in system maintenance and the application
of security rules. Furthermore, ports are prone to a variety of security challenges, which
can result in losses in terms of income, the port’s reputation, and the efficiency of its
operations [80]. The key challenges in this sector include direct terrorist attacks, the
exploitation of ports as a conduit for weapons commerce [81], natural dangers, and inherent
risks in port activities that are security related. This situation can make individuals and
organizations hesitant to adopt these new technologies due to the insecurity they create [82,83].
Because malicious actions will not stop and the means used will evolve in parallel with
the evolution of technology, the correct preparation to prevent the occurrence of the risk as
well as the gradation of access to the systems to limit the damage should be at the heart
of the design of info structure. Regular cybersecurity audits and risk assessments can
help uncover vulnerabilities and enable proactive remediation. Creating and executing
cybersecurity policies and procedures that are tailored to the unique demands of smart
port operations is essential for ensuring a safe digital environment. Additionally, providing
employee cybersecurity training raises awareness, reduces the risk of cyber-attacks, and
safeguards the integrity of vital port operations.

The lack of skilled workforce: Knowledge and innovation are not limited by technological
developments, but they help to develop hard and soft skills. They can also be characterized
as human skills; they are subjective abilities and can have an impact on the work environ-
ment. Industry 4.0 and the Internet of Things (IoT) have created a need for highly skilled
personnel with novel professional profiles and abilities in fields such as data analytics,
predictive maintenance, cyber-security, or blockchain applications [84,85]. For the shipping
of the digital age, they will be needed workers specialized in new technologies, but also
familiar with these even if their tasks are not directly related to the application of new
technologies; this should be taken into account in the context of educational programs in
the relevant schools and universities. Unfortunately, there are not enough training options
to fulfil this demand, so professionals are forced to study on their own.

Environmental challenges: The use of smart ports often necessitates the use of cutting-
edge technologies, including automated cranes and electric vehicles, as well as data centers
that can have significant energy requirements. This can lead to an increase in greenhouse
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gas emissions when energy sources are not renewable or sustainable [78]. In addition, port
activities can result in water pollution through a variety of sources, such as the discharge of
oil, dangerous substances, and the discharge of ballast water from ships [86]. Sustainability
considers social, economic, and environmental problems in order to achieve better eco-
nomic and social outcomes while minimizing environmental repercussions [76]. Therefore,
intelligent ports must implement effective pollution prevention strategies and comply
with environmental regulations. To overcome these environmental concerns, smart ports
should implement ecologically friendly and sustainable practices. This involves switching
to greener energy sources, adopting pollution control systems, monitoring and regulating
noise and light pollution, and ensuring environmental standards are followed [36]. In this
manner, investing in eco-friendly technology, such as electric equipment and renewable
energy sources helps to reduce the environmental impact. Furthermore, developing and
implementing environmental management systems that align with international standards
ensures regulatory compliance and promotes responsible operating practices. Lastly, col-
laborating with environmental organizations fosters ongoing support for sustainability
projects, enabling smart ports to make a positive contribution to environmental conserva-
tion while maintaining efficient operations.

The effective deployment of smart ports in the maritime industry depends on several
critical factors, including effective governance, innovation, cybersecurity, and sustainable
strategies. Governance plays a crucial role in driving innovation and managing change
by fostering adaptability and promoting the adoption of transformative technologies.
To address social criticism surrounding the integration of advanced technologies, it is
important to have an open government that engages in transparent decision-making and
incorporates community-based approaches.

In the digital landscape of smart ports, cybersecurity becomes a vital aspect of gover-
nance. Robust measures are necessary to protect against evolving digital threats and ensure
the integrity and security of sensitive data and critical infrastructure. Additionally, sustain-
able strategies are essential for mitigating the environmental impact of smart ports. This
requires coordinated efforts across governance, innovation, and regulatory frameworks.

Developing smart ports that embrace technological advancements while also nav-
igating social dynamics, cybersecurity challenges, and environmental considerations is
a complex task. It highlights the need for comprehensive, multidisciplinary research
and collaborative endeavors to create a holistic and resilient blueprint for the future of
smart ports.

5. Conclusions

In the last few years, there has been substantial and dynamic growth in the number
of research articles published in the field of smart port applications within the framework
of evaluating their performance. Yet, the topic remains “primitive” and dispersed with
inadequate research to connect theory with practice. As a consequence, our current review
article attempts to suggest new perspectives in an in-depth overview of the current state of
smart port performance. This is achieved by presenting and addressing the main categories
of existing literature trends, which ultimately leads to the delineation of research gaps that
are further elaborated upon.

The findings of this review contribute significantly to both academic scholarship and
practical industry applications. Academically, our study brings together and synthesizes
disparate information, providing a comprehensive framework for comprehending the
various elements of smart ports. In practical terms, our findings can assist port authorities
in implementing technologies that enhance operational efficiency, reduce environmental
impact, and ensure the resilience of marine supply networks in an era of rapid technologi-
cal innovation.
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5.1. The Future of Smart Ports in the Port and Maritime Industry

The modern world is characterized by globalization and the rapid advancement of
technology, which has had a significant impact on human life. Technology has enabled the
development of a wide range of innovative applications, ranging from those available in
the most prominent companies in the world, to those that support operations and decisions
of all kinds. The major trend in company development today, along with all other areas
of digital transformation, is the digitization of the corporate environment. The digital
ecosystem (DE) paradigm is gaining popularity and is currently at the heart of the most
successful modern organizations. The notion of DE is developing as a new way to see
today’s increasingly complex and linked systems [87].

Although ports have been slower to implement automation than other industries,
the pace is now accelerating. The port industry is a key component of the international
economy, and its functioning is dependent not only on the maintenance of essential daily
operations, but also on its own survival, as it serves the majority of international trade.

It is interesting to mention the survey conducted by McKinsey and company in
2017, which received replies from more than 40 participants from important ports in
China, Europe, the Middle East, Singapore, and the United States, regarding the future of
automated ports. The survey reached the following key conclusions: The operating costs
of a green automated terminal would need to be 25% lower than a conventional one, or
productivity would need to increase by 30% while operating expenses would decrease by
10% [88].

Smart ports will offer seamless integration into complete supply chain solutions,
improving transparency and cooperation between stakeholders. The future of smart
ports promises to revolutionize global logistics and make the maritime industry more
connected, resilient, and eco-conscious. Globalization, greater competitiveness, efficient
use of energy sources, and reduction of environmental effect, notably in terms of pollutants
and greenhouse gas emissions, are all difficulties for modern marine transport. In this
context, ports are being urged to adapt by implementing the smart port model, the primary
features of which are automation of operations and supply chain integration.

It is evident that there is a greater need for the development of ICTs to enhance the
competitive advantage of all stakeholders using the port. It is difficult to understand supply
chain strategy without recognizing port-based ICTs. Nowadays, the role of ports is very
different from what it was a few decades ago. More emphasis is placed on the competitive
advantage of e-logistics and digital supply chain that ports provide to their customers. The
investment of ICTs in ports is an extremely necessary ensuring an important part and needs
many difficult decisions. Value-added activities will allow the port to analyze its market,
define logistics objectives and build a dynamic and highly competitive strategy.

5.2. Challenges to the Transition to the Smart Port Model

The future anticipates numerous obstacles, but it will also present many new opportu-
nities for the maritime sector. The smart port paradigm necessitates a fundamental change
in the way ports operate and manage their resources. Maintaining competitiveness in
a globalized environment, ensuring the greatest use of energy sources, and minimizing
environmental effect, particularly in terms of pollutants and greenhouse gas emissions,
are current issues for the sustainable growth of marine transport. Technology may help
alleviate environmental issues associated with shipping and enhance operational efficiency,
while sustainable technology can help utilize the ocean while protecting the environment.

In this perspective, the American Association of Port Authorities (AAPA) has identified
three significant challenges confronting contemporary ports [89]:

• Economic Impact—In order for modern ports to compete in today’s global trade and
economy, investment in modern, accessible ports with non-congested intermodal
cargo accessibility is essential.

• Security—safe and trustworthy port services are critical for both border protection
and global trade.



Logistics 2024, 8, 28 25 of 29

• Environment—seaports are attempting to find solutions to improve our coastal assets
while reducing environmental effects.

Some of the key reasons of the fourth industrial revolution, which occurred in 2011,
were the magnitude of global competition, frequent market instability, the need for per-
sonalized products, and the shortening of product life cycles [76]. This recent revolution
is facilitated by the emergence of new technological solutions such as the Internet of
Things (IoT) and big data, which not only create new possibilities for the port industry
but also notably contribute to port industry development, supply chain management, and
logistics [90].

5.3. Final Remarks

In an effort to summarize, we claim that the need to modernize ports to smart ports
due to the increasing demands and pressures on shipping industry becomes obvious. The
industry faces challenges such as the continuous growth of world trade, the increasing
volume of cargo, and the need for more efficient and sustainable operations. In this regard,
ports are being urged to adapt through the implementation of the smart port model, the
primary components of which are automation of operations and supply chain integration.

Bearing in mind the above, we should acknowledge the fact that it is fundamental
to understand that the success of the transition to the smart port concept will necessitate
interdisciplinary collaboration between researchers, policy makers, industry professionals,
and port entities for promoting sustainable and responsible port operations. Successful
transitions to smart ports involve addressing these topics in a comprehensive and adaptable
manner to ensure the benefits of increased efficiency and competitiveness. The resolution
of the aforementioned research issues and challenges, hopefully, will facilitate the further
development and optimization of smart ports as essential elements of international trade
and logistics networks.

Limitations of our study could include the fact that relying solely on peer-reviewed
literature might exclude valuable insights from grey literature, such as reports, theses,
or conference papers. Grey literature can provide practical perspectives and real-world
applications. In addition, technology in the smart ports domain is evolving rapidly. The
SLR may capture a snapshot of the existing literature, but it might not fully reflect the latest
technological advancements or implementations in the field.
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