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Abstract: Architecture principles affect a software system holistically. Given their alignment with
a business strategy, they should be incorporated within the validation process covering aspects
of sustainability. However, current research discusses the influence of architecture principles on
sustainability in a limited context. Our objective was to introduce a reusable process for monitoring
and evaluating the impact of architecture principles on sustainability from a software architecture
perspective. We sought to demonstrate the application of such a process in professional practice.
A qualitative case study was conducted in the context of a Dutch airport management company.
Data collection involved a case analysis and the execution of two rounds of expert interviews.
We (i) identified a set of case-related key performance indicators, (ii) utilized commonly accepted
measurement tools, and (iii) employed graphical representations in the form of spider charts to
monitor the sustainability impacts. The real-world observations were evaluated through a concluding
focus group. Our findings indicated that architecture principles were a feasible mechanism with
which to address sustainability across all different architecture layers within the enterprise. The
experts considered the sustainability analysis valuable in guiding the software architecture process
towards sustainability. With the emphasis on principles, we facilitate industry adoption by embedding
sustainability in existing mechanisms.
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1. Introduction

Increasing global concerns about climate change have raised interest in environmental
sustainability in various research disciplines and industry sectors. The aviation sector,
for instance, has been actively shifting to greener practices. A 2013 report found that the
majority of European aviation players anticipate the impact of climate change on their
operations by 2050 [1]. As a consequence, the Schiphol Group (https://www.schiphol.
nl/en/schiphol-group/, accessed: 30 January 2024), who is responsible for managing
Amsterdam’s Schiphol Airport, announced their vision for 2050 as “create the world’s most
sustainable airports” [2].

In approaching the concept of sustainability, we recognize the United Nations’ funda-
mental definition as the “environment’s ability to meet present and future needs” [3]. This
global perspective has led to the emergence of sustainability development goals (SDGs)
(https:/ /sdgs.un.org/goals, accessed: 30 January 2024) as worldwide targets, along with
actionable indicators to measure progress on a global scale. However, for industries that
focus on specific impacts and outcomes, a more targeted approach is needed. In this regard,
Wynn and Jones [4] uncovered “an issue about how companies report their progress in
addressing the SDGs”, noting that “there is no generally agreed framework for companies
to report on the SDGs”. Reporting becomes particularly important in light of the Corporate
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Sustainability Reporting Directive (CSRD) enforced by the EU in 2023 [5]. The CSRD sets
high reporting standards for sustainability information for a wide range of companies.
These requirements, together with the strategic sustainability goals defined by companies,
identify the need to strengthen and monitor sustainability in an industrial context [6]. Key
performance indicators (KPIs) have proven to be a useful tool for continuously monitoring
project performance [7,8] and can provide the necessary feedback on whether strategic
sustainability goals are being achieved ([6], ch.4). We therefore use KPIs to facilitate a
systematic approach to measuring sustainability in the context of software architecture.

Software architecture is defined as a major part of the software engineering disci-
pline. It is described as a process of organizing components to form an overarching
system [9] and has as a foundation “to reason about the system” ([10], p. 4). In practice,
software architecture is a process that affects an enterprise holistically and thus emerges
at different business layers: (i) enterprise, (ii) application and data, and (iii) technology
architectures [11]. A strategic transformation, like the vision of the Schiphol Group for
2050, requires instruments on all these layers to steer decisions towards the future. Within
software architecture, principles are an instrument used to fill in the gap between the
different layers, i.e., between the high-level strategic objectives and the specific design
and implementation decisions [12]. Principles provide underlying rules and guidelines for
realizing the strategic objectives [11,12]. In this research, we use the concept of architecture
principles to effectively embed sustainability into the software engineering process, helping
organizations achieve their strategic goals for a more sustainable environment. Thanks to
the close relation of principles with the business layers, KPIs provide an effective mecha-
nism for quantifying the principles” impact on sustainability. Long-term observations in the
form of KPIs can help in identifying positive or negative effects and can therefore support
the software architecture process.

To achieve sustainable development in the first place, four sustainability dimensions
should be considered [13]: technical, economic, environmental, and social. However,
current research and industrial practice discuss software architecture and its impact mostly
regarding certain aspects of sustainability, such as environmental concerns only (e.g., [14-16]).

In response to the problem statements above, the main objective of this research was
to create a process for evaluating and monitoring the impact of architecture principles on
the four sustainability dimensions. In addition, we aimed to illustrate the application and
integration of such a process in professional practice. In cooperation with the Schiphol
Group, we addressed this objective by executing a case study and examining potential KPIs
and their impact on sustainability.

In a previous study conducted with the Schiphol Group, Gupta et al. [17] proposed the
principle, rationale, strategies, and measures (PRSM) model to map a software architecture
principle incorporating these four sustainability dimensions. In that work, the authors
focused on the theoretical background and evaluated it based on various software archi-
tecture principles. However, the framework was developed without relation to an actual
software solution and without validation of the measures. In our present follow-up study,
we reused and extend this PRSM model and evaluated it on a real-world software solution.
The Schiphol Group is a suitable example of a large airport management company whose
business strategy is already positioned towards sustainable IT and which is already using
the sustainability framework of Gupta et al. [17] in practice.

Our main contributions consist of the following;:

(i) aprocess pipeline to perform sustainability analysis, i.e., to obtain PRSM models and
their extension. The pipeline associates architecture principles with sustainability
quality attributes, KPIs, and measurement tools to monitor them;

(if) the visualization of the derived measurements in the form of two types of spider chart.
The graphical representations can be used on strategic, operational, and tactical levels
to derive a principle’s performance regarding sustainability;

(iii) the application of the process pipeline and visualizations in a real-world context, to
draw conclusions for future studies.
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This paper is organized as follows: Section 2 provides information and the necessary
context to help understand the background. Section 3 presents our research questions and
describes the research steps, as well as the method we used to answer them. Section 4
outlines the industrial case study in detail. Section 5 documents the results of our study in
the form of the final sustainability models, KPIs, and measurement tools. An evaluation of
the results is given in Section 6 in the form of concrete measurements and the execution
of a focus group. Section 7 presents an analysis and discussion of the results and reports
potential threats to validity. Section 8 discusses related work, and finally, in Section 9 we
close the paper by summarizing the results and outlining possible future research.

2. Background

In this section, we present the concept of measuring business objectives, the back-
ground in software and sustainability, and the groundwork on which our work is based
on. Since we rely on a number of concepts that are relevant to this study, we provide an
overview of the most important concepts summarized in Table 1.

Table 1. Summary of the most important concepts relevant for the study at hand.

Concept Full Name Rationale Reference
Define measurable business

KPI K . objectives and monitor the impact of

ey Performance Indicator . .. Parmenter [8]
architecture principles
on sustainability.
Specific; Measurable; Achievable; Evaluation criteria of the conditions

SMART Rzlevant; Time phased and relevance of a certain KPI. Doran [18]
Captures for each

SQ model Sustainability-Quality (SQ) Model sustainability-quality concern Condori-Fernandez et al. [19]
definitions regarding their context.

D-matrix Dependency Matrix Ident.lfym.g. and un.c OVETINg missing Condori-Fernandez and Lago [20]
sustainability-quality concerns.
Diagram framing and illustrating the

DM Decision Map susta}inability-relevant d?sign- and Lago et al. [13]
quality concerns and their
related dependencies.
A set of instruments (D-Matrix, SQ

.. Sustainability Assessment model, DM) to design the network of .
SAF-Toolkit Frameworkt(};AF) Toolkit sustainability—quali;gy concerns at the Lago and Condori-Fernandez [21]

software architecture level.

PRSM

Principle; Rationale; Sustainability
Quality Attribute; Metric

Performs the sustainability analysis

for one concrete software architecture

principle by mapping sustainability =~ Gupta et al. [17]
quality attributes and KPIs.

(tool-agnostic model)

PRSM+T

Principle; Rationale; Sustainability
Quality Attribute; Metric; plus Tool

Extension of the PRSM model by

attaching tools necessary to capture

concrete measurements for one this present research
particular KPL

(tool-dependent model)

2.1. Key Performance Indicators

In large organizations, KPIs can act as a fundamental management tool for identifying
gaps between the current situation and the business and IT strategy goals aspired to, locat-
ing issues and closing gaps [8]. In our study, KPIs provide a suitable mechanism to define
measurable objectives and monitor the impact of architecture principles on sustainability.
To evaluate the conditions and relevance of a certain KPI we make use of the SMART (spe-
cific, measurable, achievable, relevant, time phased) characteristics. The SMART conditions
were first introduced by Doran [18] to define effective business objectives. Ishak et al. [22]



Software 2024, 3

110

documented how the SMART method became a widely-used concept and evolved into a
mainstream method. Beyond the SMART evaluation of KPIs, Parmenter further describes
seven characteristics of business KPIs [8,23] such as “measurement timing” and “responsi-
bilities”. To the best of our knowledge, there is no current research that applied the SMART
method or the characteristics from Parmenter to KPIs concerning software sustainability.
In our research, we will showcase that both concepts can be successfully used in such
a context.

The Schiphol Group has already implemented various KPIs to continuously monitor
its business performance and steer its processes. As IT is an enabler, helping a business to
reach its business goals, the Schiphol Group has defined an IT & Data strategy 2021-2023
to support achieving their vision. In our case study, we made use of this strategy to map
existing goals (e.g., use re-usable standardized building blocks) and existing KPIs (e.g., up-time
for key platforms) onto software architecture principles regarding their sustainability impact.
Nevertheless, we could only consider the available KPIs as preliminary, since they were
developed with a different objective: to fill in the technology component towards the
overall vision for 2050. In our research, however, we aimed for balanced sustainability,
which includes the consideration of multiple sustainability dimensions. Moreover, we
wanted to use KPIs to show how the impact of a software system on sustainability can be
monitored—rather than the impact of the entire Schiphol Group. Therefore, it may not
be possible to reuse all existing KPIs in their current form or benchmark them against
existing measurements.

2.2. Software and Sustainability

Sustainability has been identified as a crucial part of software [13,24,25]. Towards IT
sustainability, four dimensions [13] or five dimensions [25] have been identified, respec-
tively. As the “individual”, the fifth dimension represents the well-being of an individual,
we embed this dimension within the social sustainability dimension, and thus follow the
approach and definitions from Lago et al. [13], as described below:

*  The technical dimension includes aspects about the implementation of a system and
concerns about the evolution, maintenance, and long-term use of systems regarding
software aspects.

*  The economic dimension refers to business concerns as capital investment and prof-
itability to protect capital.

e  The social dimension focuses on the concepts of embedding software systems into
communities (i.e., humans, groups, or organizations) to improve maintainability, trust,
and quality for the software users.

*  The environmental dimension goes beyond CO, emissions and covers the effects of
our actions on the natural ecosystem and its preservation to ensure long-term human
welfare [13,25].

Condori-Fernandez and Lago [20] characterized traditional quality attributes (QAs)
according to the ISO/IEC 25010 SQuaRE [26] standard and identified their contribution
to sustainability. The output is two-fold: (i) all ISO/IEC 25010 QAs are mapped onto
the four sustainability dimensions to create a Sustainability—Quality (SQ) model, and
(ii) dependencies between the QAs and dimensions are uncovered and quantified by
providing a set of dependency matrixes (D-matrix). The SQ model offers the possibility
of expressing QAs related to a particular software project and of defining the individual
characteristics and their impact on the sustainability dimensions. By defining the D-matrix,
a QA can either have a contribution in two different dimensions (inter-dependency) or it
can relate to a different QA within the same dimension (intra-dependency). The follow-up
research from Condori-Fernandez et al. [19] combined the contributions outlined above in
the form of the sustainability-quality assessment framework (SAF) toolkit [21]. The SAF-
Toolkit also incorporates decision maps (DMs) [27] to provide software architects with
the necessary tools to holistically support decision making from a software sustainability
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perspective. We made use of the SAF-Toolkit as part of our sustainability analysis and for
defining sustainability QAs for architecture principles in a standardized way.

2.3. PRSM Framework

Gupta et al. [17] proposed a framework to map software architecture principles on
all four sustainability dimensions. The authors redefined a strategic planning process
model to link architecture principles to their sustainability concerns: the OGSM model
(objective, goals, strategies, and measures), which is used in the strategic planning process
to develop and document goals, strategic rationales, and accompanying actions to achieve
precise and measurable objectives [28], was transformed into the PRSM model (principle,
rationale, strategies, and measures). The framework was developed to establish a balance
for a sustainable business and its services [17]. The Schiphol Group served as an example
to derive software architecture principles at enterprise, solution, and domain levels; but the
principles were not applied as part of a specific software solution.

For our research, however, these architecture principles and their analysis cannot
be reused, as they do not apply to our chosen case. Beyond this limitation, the work
from Gupta et al. [17] did not consider the ISO/IEC 25010 standard as a guideline for
defining software quality attributes. In comparison, our work aimed at an elaboration of
the PRSM model incorporating the ISO/IEC 25010 standard. This standard is widely used
in professional practice, including by the Schiphol Group. The relevance of our work is also
underlined by the future work suggested by Gupta et al. [17], who proposed monitoring
architecture principles and their KPIs to determine the impacts of the design decisions
taken. The PRSM model is therefore reused and evaluated for the first time in the context
of a real-world software solution.

3. Study Design

In this section, we describe the method used in our research and the details of the
study design. First, the overarching research questions are outlined. Then, the design of
our study is reported by discussing all three research phases. To address the overarching
research objective, we derived a main research question (RQ). This RQ was further divided
into two sub-questions, RQ; and RQy, as further documented below. As this research was
conducted as an industrial study, we defined the research questions within the context of a
given organization embedded in the aviation sector.

RQ How can key performance indicators of software architecture principles be operationalized and
measured concerning sustainability?
By answering this main RQ, we identified and evaluated options for measuring
KPIs continuously in an industrial context. This enabled analyzing and monitoring
the impact of software architecture principles on the four sustainability dimensions
over time.
What tools are accessible to measure sustainability key performance indicators for software
solutions within a given organization?
Our goal was to identify a set of tools within the portfolio of a particular organization
to measure KPIs in different sustainability dimensions. Since a tool portfolio is
available beyond a specific software solution, these tools can also be applied to
other solutions. It is common practice to measure KPIs in technical and economic
dimensions, such as the number of bugs, the code quality, and the net revenue. The
goal was to also derive tools for environmental and social dimensions.
RQ, To what extent can the sustainability key performance indicators be monitored in an auto-
matic way?
We used the tools identified in RQ; to investigate whether KPIs can be monitored
in an automatic way. Automation would allow continuous monitoring as well as
continuous evaluation of the impact over time.

RQ

—_
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Our research is organized in three phases. An overview of the study design is given
in Figure 1, explaining the individual steps at a high level in the following. A detailed
examination of the steps involved is outlined in detail later on in Section 4.

Phase I: Case Selection Process Phase II: Data Collection & KPI Consolidation Phase III: Evaluation
] oy i . P S
— 0 oL o © —— G——B >
! Case Ex b Lo C . :
' . pert . Sustainability Expert ase v Case Focus .
: Analysis Interviews ;| Analysis Interviews Analysis i | Experiment Group S PRSM+T
v N Vo g . Pl = 1 Models
e bt LY . S e e A
’ A g a 4 ‘ 7% KPls &
Conceptual % o v Lf Tools
Considered Architecture Preliminary =
Cases Tiers KPIs & Tools EIHHHH Charts

Figure 1. Overview of the Study Design.
Phase I

This phase was dedicated to the selection of the case under investigation. As stated in
the objective of this research, we aimed to define a process for measuring the sustainability
impact of architecture principles. To that extent, we used a real-world software system to
develop such a process. We only considered one software system, as we wanted to derive
and evaluate the process based on this case. According to Darke et al. [29], focusing on
one specific case allows for an in-depth investigation and thorough comprehension of the
desired methodology. Nevertheless, to generalize and strengthen our outcomes, additional
cases were needed to validate and confirm the findings in contexts beyond the Schiphol
Group [29,30]. The threats to validity in Section 7.2 discuss this in more detail.

To identify a suitable case for this research, we analyzed various software-intensive
systems according to a set of systematic evaluation criteria, which will be introduced
later on. After the case had been selected, the software system was studied in depth.
For that purpose, available documentations were scrutinized to gain familiarity with the
software solution and to create an overview of its architecture. As the main document, we
considered the architecture definition document (ADD). However, since not all information
and background details can be part of such document, a second data source was used:
expert interviews were conducted to validate and enrich the information extracted from
the ADD.

As every single Schiphol Group software solution is driven by more than 20 architec-
ture principles, we focused on the most influential ones, to achieve targeted and analyzable
results. Consequently, Phase I organized the software solution according to its main archi-
tecture tiers based on the ADD and the internal organizational structure, i.e., the project
teams. Once derived, these tiers were revised by the experts during the interviews. Hence,
the output of Phase I was one concrete case, structured by its conceptual tiers.

Phase 11

We built on Phase I to determine the driving architecture principles associated with
a particular tier. Additionally, we aimed to distill associated KPIs (potentially) into all
four sustainability dimensions particular to the case under study. The proposed PRSM
framework from Gupta et al. [17] was used to conduct the sustainability analysis and
map the case-relevant architecture principles onto all four sustainability dimensions. To
underline the measurement tools required to monitor the associated KPIs, we introduced a
dedicated column for the tools. We detached the tools (+7), as they are only an extension
and were not necessarily needed for the analysis of the architecture principles themselves.
While the PRSM model was sufficient to perform the sustainability analysis, the PRSM+T
model focuses on an industrial context and was necessary to monitor the architecture
principles over the long-term. In the remainder of our study, we refer to the PRSM model
as the tool-agnostic model and the PRSM+T model as the tool-dependent model.
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The Schiphol IT & Data strategy 2021-2023 was consulted to identify preliminary
KPIs. The potential set of KPIs, together with their sustainability mapping and related
architecture principles, were used for a second round of expert interviews. Reviewing
the interview results for their suitability for the selected case, a preliminary set of KPIs
and measurement tools was evolved. These KPIs and tools served as input for the final
evaluation phase. The methodology of research Phase II, i.e., the sustainability analysis,
was concluded by providing a developed process pipeline. Such a pipeline is essential
to define a standardized process for deriving a PRSM model for arbitrary architecture
principles. We implemented this pipeline to complement the overall study design and the
work of Gupta et al. [17]. It was also necessary in order to create comparable PRSM models
across organizations in a systematic manner.

Phase 111

Finally, we evaluated the obtained results by implementing the selected tools in the
chosen case. The results were concrete measurements in the form of spider charts. This
output is intended to help software architects and researchers monitoring sustainability
KPIs. The measurements and visualizations served as input for a final focus group to
evaluate the results based on expert knowledge. These insights allowed presenting sound
case study results, along with reusable tools and KPIs. As a result, this phase provided (i)
an extension of the PRSM model from Gupta et al. [17] to the PRSM+T model, (ii) a set of
software sustainability KPIs and measurement tools, and (iii) a proposal to visualize the
measurements in the form of spider charts.

4. Study Execution

Our research followed the guidelines from Runeson and Host [30] for conducting
and reporting case study research in software engineering. Accordingly, a case study
protocol together with a checklist was used to document each research phase and all
case study design decisions [30,31]. Both are available in the online replication package
(https:/ /github.com/S2-group/MDPI_monitoring-sustainability_rep-pkg, accessed: 30
January 2024).

4.1. Case and Subject Selection

Despite the observation from Runeson and Host [30] that a case under study is usually
intentionally selected, we opted for a systematic selection process to increase the replicabil-
ity of our single-case research. Hence, all eligible cases from the Schiphol group were ex-
amined based on a list of criteria. Three criteria were derived from Runeson and Host [30]
(i.e., C1—Availability, C2—Confidentiality, C3—Case Size); the other three emerged from
experience with industrial projects and were only considered for this research purpose
(i.e., C4—Development status, C5—Relevance, C6—Completeness). The criteria and their
descriptions are outlined in the case study protocol as part of the replication package.

Initially, six cases were provided. As a detailed documentation of all the different
cases is beyond the scope of this study and would not provide valuable insights into
answering the research questions, only the evaluation of the actual case is presented in the
case study protocol available online. After applying the criteria to the software solutions,
we concluded that all criteria positively contributed to the selection of the datahub platform
Port Community System (PCS). Only the large case size (C3) and the proof of concept (PoC)
development status (C4) of the PCS solution could be partly considered as negative aspects.
However, both criteria were considered to be a trade-off between (i) a wide range of
available data and the extensive familiarization period, and (ii) the limited feature set and
the coherence with multiple architecture principles.

4.2. Case Description

The datahub platform PCS handles and integrates Cargo freight related messages
from and to various parties for the aviation sector. Its main goal is to prepare, create, and
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keep track of the documents necessary for the transportation of goods from a shipper to
the consignee. All involved customers and authorities can exchange data with each other
and keep track of the status. The simplified architecture of the PCS solution is visualized
in Figure 2. All provided information about the software solution itself, its architecture,
and the functionalities were gathered by consulting the ADD and weekly tutorial sessions
with software architects. Figure 2 highlights the interaction between the customers (i.e., the
freighters, ground handlers, and customs) with the airport.

Customers
[Person]

e.g., Ground Handlers,
Freighters, Customs

interacts
[ext. msg]

Y

Communication Protocols
[Software System]

GUI, API, MFT, Message Broker, Mail Server

! sends
! [ext. msg format]

h ASB 2.0
‘ [Software System]

Enterprise Service Bus

Market Portal
: [Software System]

(based on Red Hat Fuse)

'
'

interacts interacts
[synchronous msg.]

[asynchronous msg.]
L

Messaging Portal ,"
[Software System}

A4

Event Streaming
Platform
[Software System]

Kafka

interacts -~~~
[incoming msg.]

Validation
[Software System]

Business Rules
(Usoft)

PCS Core
. [Software System]

Choreography
[Software System]

Use Case
aosent interacts
[Software System] g8 [API]
Business Rules
(Usoft)

Java Spring

persislt data
[JDBC connection]

Database
[Container: DB]

Azure SQL
Master Data

name
[Person]

Description

Database
[Container: Technology]

Description

Figure 2. PCS solution as a high-level architecture view (C4-Diagram according to Brown [32]).

Software System
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7777777777777777777777777 Software
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The description below outlines the general flow following the components depicted
in Figure 2: the customer claims access to the system as they want to input or request
certain data into or from the PCS system. This access is achieved via various interfaces
and communication protocols, i.e., external data formats. These protocols are (mostly)
implemented as architecture building blocks. By relying on building blocks, the package of
functionality can be ideally (re)used across software solutions and an organization [11,33].
The external data formats needed to be translated into an internal data format, specifically
valid for the PCS solution. This translation was carried out at the Market Portal via the
Airport Service Bus (ASB). The ASB is dedicated to implementing information exchange
based on enterprise service bus (ESB) technology. After a message has been translated, it is
published as an event on the Messaging Portal which event consumers can subscribe to.
Eventually, the message is processed by the PCS Core, which is responsible for outbound
message orchestration, use case management, validation, and persistent data storage.

4.3. Case and Units of Analysis

According to the definition of Runeson and Host [30], we can consider the PCS solution
as holistic case study with embedded units of analysis. In our research, the Schiphol Group
served as the context of the case study. Three different units of analysis were embedded
and examined, namely (unit #1) the tiers of the PCS solution, (unit #2) the driving software
architecture principles, and (unit #3) the Schiphol IT & Data Strategy 2021-2023, with
predefined strategic goals, metrics, and KPIs. By combining the case units of analysis, we
could focus on the most driving parts of the software-intensive system (unit #1), perform
a sustainability analysis of its architecture (unit #2), and map our findings to an actual
business strategy (unit #3).

4.4. Expert Interviews

Two rounds of expert interviews were executed. Interviewees were invited according
to their role and responsibility regarding the PCS solution (cf. Table 2). The initial contact
with the experts was facilitated by the fourth author of our study, who possesses a network
of contacts within the company and a comprehensive knowledge of each expert’s role. This
ensured a targeted recruitment process, enhancing the relevance of our experts to the PCS
solution. In total, five participants were involved, divided into four interview sessions; P#2
and P#3 were interviewed at the same time as they are both key players concerning the
PCS architecture. The interviews were conducted to increase the precision of this research
and were used as data triangulation, to use sources beyond the provided documents [30].

All interviews were designed as semi-structured interviews, to provide as much
flexibility as possible but also to obtain replicable results. A mix of open and closed
questions led to funnel interview sessions [30], by starting with open and broad questions
and moving to more specific ones. The two interview rounds are described below; the full
structure, including all questions, can be found in Appendix A.

Table 2. Interview partners and their corresponding roles and responsibilities. ID: interviewee
identifier; Role: current role of interviewee in the current company; Responsibilities: interviewee
responsibilities regarding the PCS solution; Experience: interviewee industrial experience (in years).

ID Role Responsibilities Experience
P#1  Software Architect PCS Market Portal & PCS Messaging Portal 16
P#2  Enterprise Architect General Architecture & PCS Core 32
P#3  Solution Architect General Architecture & PCS Core 27
P#4  Cyber Security Officer ~ Governance & Security 21
P#5 Developer PCS Core & Master Data 16

In Round I we identified the driving architecture principles for the case under research.
Sub-objectives were to validate the previously defined tiers, gather first-hand knowledge
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about the PCS case and its stakeholders, and assemble potential QAs for sustainability. We
aimed to identify the driving software architecture principles concerning the selected tiers.
To achieve this goal, the participants were asked the following main question:

What architecture principle(s) would you define as driving one(s) for this specific part of
the PCS solution?

In Round II we derived potential KPIs, gathered universally valid measurement units,
and explored the set of available or potential tools to measure the KPIs. The main question
of this interview session was as follows:

Regarding the PCS solution, what KPIs, metrics, and measurement tools would you
define as applicable to this specific architecture principle?

The results presented in this research, i.e., the architecture principles, QAs, KPIs, and
measurement tools were directly derived from the interviews. Since the experts are solely
responsible for their allocated role and were solely interviewed about that role, the derived
results could be directly attributed to the associated interviewee. Specifically, this means
that the use of a particular coding strategy or a qualitative analysis of the interview sessions
was not necessary. To address any potential gaps encountered during the interviews,
available documents were consulted by a researcher (i.e., the ADD and the Schiphol IT &
Data Strategy) and then re-evaluated in the second interview session. Such interim steps
are reported as intermediate results in the replication package, which is publicly available.

4.5. Focus Group

As proposed by Kontio et al. [34], focus groups are a suitable tool for the evaluation
phase of research; focus groups help answer questions like “what are the potential problems
in using or understanding the model?”. According to the authors, a focus group should be
organized in three steps: (i) preparation, (ii) execution, and (iii) analysis. These steps are
further described below.

Preparation

To follow the study design and comply with the typical size of focus groups (4-8 par-
ticipants [34]), the same five experts interviewed in research Phase I and II were invited.
This selection allowed the experts to collectively evaluate the isolated results of the other
participants from the previous interview phases. The focus group was structured in the
form of presentation slides. The predefined questions are available in Appendix A. The
main objective of this focus group was to

Evaluate the final PRSM+T models with their measurements and their spider charts as a
tool to visualize sustainability.

Execution

A “synchronous online focus group” [34] was conducted, which means that the
participants were at different places at the same time and the group was computer-mediated
by using Microsoft Teams as the online-meeting tool. To provide a common setting, the
session was opened with a short summary of the research topic. After this introduction,
general rules (e.g., time window, audio recording, etc.) were presented.

Analysis

After finishing the focus group, the recording was transcribed, analyzed, and reported.
In contrast to the interviews, the aim of the focus group was to evaluate existing results.
Hence, only the opinions and viewpoints of the experts on the final results were essential.
We applied open and axial coding to the focus group transcript to achieve bottom-up
coding and a synthesis of the observations (i.e., inductive coding [35]). This meant that no
predefined coding categories were applied, rather the categories emerged from reading
the transcript [35]. The procedure finally delivered four coding categories and five sub-
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categories, as illustrated in Figure 3. According to these categories, the main observations
of the focus group are discussed and evaluated in Section 6.3.

Focus Group

—  PRSM+T Model(s) |

Familiarization time ]

— Spider Chart(s) ]

Axis description

Benchmarking

Repetitive KPIs

Missing values

—[ Normalized Spider Chart ]

—[ General Improvements ]

Figure 3. Focus group coding categories.

5. Results

This section outlines the findings obtained with this research. All parts are the result
of applying the process pipeline. Specifically, four independent pipeline processes were
performed: a separate process for each architecture principle. First, we introduce the
selected PCS tiers together with their mapped principles. Second, the process pipeline is
introduced, considering three different levels of abstractions. At each level, the pipeline is
examined at a different granularity, to increase adoption beyond our specific case. Third, the
PRSM+T model developed for a concrete architecture principle is explained in detail. Then,
the used KPIs are discussed in detail. Last, all considered measurement tools are analyzed.

5.1. Architecture Principles

As described, the conceptual tiers were used to create a high-level abstraction of the
PCS solution. By executing research Phase I and conducting the first interview session, the
driving architecture principles according to these tiers were derived and are presented in
Table 3. Throughout our research, they were used to (i) distil sustainability QAs, (ii) map
KPIs, and (iii) depict suitable tools to measure the impact on sustainability.

Table 3. Final set of PCS conceptual architecture tiers and their descriptions, mapped to the selected
architecture principles and their rationales.

Tier and Description

Architecture Principle and Rationale

PCS Market Portal
Offers various options

(i.e., communication protocols) for

“Use the Airport Service Bus (ASB) for sharing / exchanging of operational data between appli-
cations and parties where routing, filtering, data transformation (integration rules) or transport
transformation capabilities are needed.”

customers to communicate with the = Tpe ASB is an integration platform, as it adds functionalities to integrate two or more known

PCS solution and send cargo related
messages. The incoming external
message format will be translated
into an internal format.

systems. ASB incorporates routing, transformation, aggregation, throttling, basic reliable
messaging, and user management. However, the ASB causes greater integration overheads,
due to increased data exchange as the number of connected applications increases.

PCS Messaging Portal

Messages delivered via one of the “SaaS goes above PaaS; PaaS goes above laaS; 1aaS goes above On-Premise.”

communication protocols Saa$S solutions help in reducing the cost and maintenance overheads of running cloud
implemented at the PCS Market services. The technical knowledge does not need to be at company level and can be pass to
Portal are processed. An incoming the provider. This minimizes the risk of incidents. Nevertheless, it must be ensured that the
message triggers the creation or an cloud solution complies with the company infrastructure and can be integrated.

update of the cargo case.
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Table 3. Cont.

Tier and Description

Architecture Principle and Rationale

“The system is made of loosely coupled COWL{JOT’lentS.”

PCS Core Many different communication protocols are supported to deliver or request cargo-related
Responsible for the information. To be able to handle all kinds of communication, loosely coupled components
use-case-management, validation, are necessary. For instance, the PCS core system is implemented in sub-components and

orchestration, and persistent storing  is loosely coupled to the business engine, which is implemented outside of the core. In

of cargo cases.

addition, the responsibilities of the components are distributed across different layers;
messages are used for communication between these layers (i.e., API).

Governance & Security

Compliance with law regulations,
Schiphol Group cyber security
requirements, and Schiphol Group
architecture principles to ensure
security and safety across the

PCS solution.

“Always authenticate data flows and information requested by internal and external users.”

The PCS implementation consists of multiple ditferent components, which require specific
authentication and authorization capabilities. By following the “need-to-know” principle,
user access controls and authorization procedures can be enforced. The objective is to
ensure that only authorized individuals gain access to the information or systems necessary
to undertake their duties.

5.2. Process Pipeline

To analyze the architecture principles and their impact on sustainability in a structured
and reproducible way, a process pipeline was implemented and is presented in this section.
In a first step, we described the process at an abstract level. The abstraction reduced the
pipeline to the underlying concepts, without specifying concrete models. This allows
adoption beyond the Schiphol Group, as all models can be replaced by other or similar
ones—as long as the purpose is preserved. In the second step, we populated the actions
and inputs with concrete models that were used in our case study. In this step, we put
the pipeline into a tangible environment and implemented it in professional practice. In
the final step, we conceptually tied the process pipeline into a general business context
and illustrated how the pipeline and its output could be integrated into the decision-
making process.

5.2.1. Abstraction

Figure 4 shows the process pipeline at an abstraction level. All actions and inputs are
described below.

KPI
evaluation

software
quality

model model
A A A P A A ¥
D——— E)— ; 9 e
inquire derive frame define revise
expert psustainability —»  quality »' architectural —»{sustainability
knowledge mapping attributes concerns mapping
4 A

1 ’

sustainability business
quality
. Strate,
attributes &

fo ﬁ R
Rinput action ow “input™

Figure 4. Process illustrating the abstract concepts containing actions () to perform the
sustainability analysis and inputs (@—) to support the actions.

gathers the necessary knowledge about the software system under study. We used
the knowledge of the experts, i.e., the software architects, to determine which
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software architecture principle should be selected for the sustainability analysis
and the rationale with respect to the software system. This information could only
be derived from the experts involved in the development of the system, as only
they were in a position to judge which principles were relevant. To our knowledge,
there is no current model or architecture documentation strategy that documents
the driving principles for a particular software system in a systematic way, so that
information can be derived automatically.

captures the expert knowledge in a preliminary sustainability analysis by mapping
potential QAs to the selected principle and software system. We called this the
preliminary sustainability analysis because the potential QAs should already be
mapped to the four sustainability dimensions. Only when all four dimensions were
considered could a balanced sustainability be achieved. The analysis was considered
as preliminary, since the QAs would be refined later in the process.

models the preliminary QAs in a systematic way. For this purpose, we consid-
ered an arbitrary software quality model (I;) together with a list of sustainability
quality attributes @ Both allowed us to (i) uncover related QAs, (ii) identify
sustainability-related quality concerns on all four dimensions, and (iii) uncover
missing dependencies. Both inputs ensured replicability and comparability with
other sustainability analyses performed with the same software quality model. The
output of this step constituted a model containing all related sustainability QA for a
particular principle in the form of, e.g., a diagram.

captures each defined sustainability QA definition regarding their context. Determin-
ing concrete definitions allowed (i) the selected sustainability QA to be documented
in a structured way for future assessment and (ii) the selected sustainability QA to
be reconsidered and revised.

assigns KPIs and measurement tools to the sustainability QAs, resulting in a viable
version of the sustainability analysis. The KPIs can either be derived from an
existing business strategy (I;) or developed from scratch. In either case, we suggest
considering KPIs that contribute to a specific business objective—only then can
we derive relevant information about whether the principle, and thus the software
solution, is steering in the right strategic direction. We suggest applying a KPI
assessment model (I3) to evaluate the conditions and relevance of the selected KPIs.

Completing all steps led to a first working-version of the sustainability analysis. The
analysis focused on (i) the most relevant sustainability QAs, (ii) KPIs that measure the
impact of the QAs, (iii) associated business objectives, and (iv) tools available to monitor the
defined KPIs. The proposed pipeline can be repeated arbitrarily such that each repetition
results in revised components (e.g., revised concerns).

5.2.2. Implementation

Figure 5 illustrates the same process pipeline as described before, though now showing
the concrete concepts used for implementing and applying the process in a real-world
scenario. The preliminary PRSM model in represents the tool agnostic model and

performed the sustainability analysis according to Gupta et al. [17]; while followed

the general usage-guidelines of the SAF-Toolkit from Lago and Condori-Fernandez [21].
concluded the pipeline by proposing the tool-dependent model, i.e., the PRSM+T model,
and set the focus to a business and industrial context. Whereas the actions and
inputs were based on existing deliverables and widely-used standards, they were
all developed either in isolation or without a software sustainability context. By combining
and reusing these existing concepts, we were able to propose a reference process to perform
the sustainability analysis for architecture principles in a structured manner. All concepts
are described below.
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Figure 5. Process illustrating the applied tools and references used to create a PRSM+T model for a certain software architecture principle. Actions () perform

the sustainability analysis; Inputs (I;)~(Iy)) supporting the actions. (Preliminary PRSM Model [17]; Decision Map [27]; SQ Model [21]; D-Matrix [21]; ISO/IEC
25010 [26]; "SMART" Model [22])
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For our case study, interviews with the five experts were used to derive the necessary
knowledge.

The interview results led to a preliminary PRSM model. The model captured the
architecture principle, its rationale, and assigned QAs, while keeping the four
sustainability dimensions in mind. At this stage, the model may include a set of
multiple sustainability QAs for each dimension; ambiguities and uncertainties will
be eliminated in the subsequent steps or another iteration.

Decision maps were used to model the driving sustainability QAs and uncover
related quality concerns. As a software quality model, we consideed the ISO/IEC
25010 SQuaRE [26] standard for defining the QAs and framing the concerns in the
decision map. To reveal dependencies between the sustainability QAs and uncover
missing sustainability concerns, a dependency matrix was used. As output, we
expected a coherent diagram, framing the related sustainability QA and revealing
the driving ones.

The concerns were captured in the SQ model to define their definition related to the
case study context, i.e., the PCS Cargonaut solution. As the SQ model is part of the
SAF-Toolkit, it offered a central place together with the DM for documenting and
preserving the sustainability analysis.

All previous steps led to a continuous revision of the PRSM model. Since all artifacts
are related to a corporate context, we considered the ADD and the Schiphol IT & Data
Strategy to derive and map the KPIs. To also capture the metrics and measurement
tools necessary for monitoring the KPIs, we used the tool dependent model, i.e., the
PRSM+T model to assign and highlight the measurement tools. The KPIs considered
were analyzed according to the SMART method and revised to obtain sound KPIs.

5.2.3. Integration

Figure 6 illustrates the concept of incorporating the proposed sustainability analysis
into the software architecture process with respect to the overall business strategy. As
mentioned earlier, the principles of software architecture were derived from a specific
business strategy and used to guide the architecture process at all business levels. Using
the proposed process, software architects can obtain guidance for creating PRSM+T models
and integrating them into the regular architecture process. Having a PRSM+T model as part
of the regular architecture document enables the monitoring of a software system’s impact
on all four sustainability dimensions. Derived measurements in the form of visualizations
can be fluently included into a regular business review. These reviews provide information
on whether the software system implemented is steering in the right direction. If deviations
are apparent that are not in line with the business strategy and the identified sustainability
goals, actions can be taken to adjust either the software architecture and its implementation
(operational level) or even the business strategy (strategic level) if necessary.

X\ N\
DD action

Process Pipeline

= & ] —

Business Architecture Software KPI Business
Strategy Document System Visualisation Review
A .
' 1
adapt strategy

Figure 6. Integration of the sustainability analysis and process pipeline into a general business context
to guide decision making.
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5.3. PRSM+T Model

As the aforementioned Table 3 shows, we covered the four main architecture principles
related to the PCS solution in our case study. However, results are only shown in detail
for the PCS messaging portal and its assigned architecture principle. The PCS messaging
portal was selected, as it contains the most relevant results, i.e., interview observations
and measurement data regarding the mapped architecture principle, showcasing the entire
workflow of the sustainability analysis. Focusing the presentation on a single tier allowed
us to provide an in-depth documentation and analysis of the results. Observations of similar
nature could also be drawn for the other tiers. All information regarding the omitted tiers,
i.e., architecture principles, is provided in our replication package. The PRSM+T model
(Figure 7), the DM (Figure 8), and the SQ model (Appendix C Table A5) are the final
results of research Phases I and 11, including the interview sessions with P#1 and applying
the pipeline.

Tier. PCS Messaging Portal

Principle. “SaaS goes above PaaS; PaaS goes above laaS; laaS goes above On-Premise.”

Rationale. Sustainability QA ===y Goal and Metric/KP! =)  Tool

SaaS solutions help to
reduce the cost and
maintenance overhead
of running cloud
services.

The technical knowledge
does not need to be at
company level and can
be pass to the provider.
This minimizes the risk
of incidents.

It is necessary to ensure
that the cloud solution
comply with the
company infrastructure
and can be integrated.

SOCIAL

Availability

Reusability

ENVIRON.

Figure 7. PRSM+T model—PCS Messaging Portal.

The central part of the PCS messaging portal contains a message broker that is respon-
sible for publishing and subscribing to streams of events. This event streaming platform is
implemented by using distributed cloud solutions. Hence, it is not surprising that the cloud
distribution principle was considered by interviewee P#1 as the driving one. While asking
about the driving QAs for this architecture principle, P#1 explained that the architecture
principle is also driven by the AMUSE characteristics:

*  Adaptable: One size does not fit all.

. Maintained: Build once, run many times.

e  Usable: Self service, fits with needs.

*  Sanctioned: Secured, tested and governed.

. Easy to start with: Get started in hours, not weeks.

These characteristics were used to further develop the actual QAs related to this
architecture principle and software solution (i.e., using the SAF-Toolkit and DMs). As can
be observed in the PRSM+T model reported in Figure 7, a total of five QAs were distributed
across the four dimensions that are discussed below:
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The technical dimension (blue) contains two QAs: fault tolerance and scalability.
This is an extension compared to the PRSM model from Gupta et al. [17]. Three out of five
interviewees mentioned that sometimes it is not possible to distill the most important QA
for a particular dimension. Hence, we allowed multiple QAs for one single dimension
(1 — *). However, to preserve the focus on the driving QAs, we suggest limiting the amount
of QAs per dimension to two (1 — 2).

Serviceability (also referred to supportability) in the economic dimension (red) is
considered as an outlier, since it is not part of the ISO/IEC 25010 standard. Serviceability
concerns maintaining the software system: i.e., life cycle management (LCM), like upgrades,
updates, and the support beyond the development cycle. Hence, the QA is considered as
sub-characteristic of the ISO/IEC 25010 characteristic maintainability. In the context of SaaS
solutions, serviceability is especially important for LCM, as it is handled on the provider
side. This ensures lower support costs on the company side.

The social dimension (yellow) shows that only when the PCS solution is available
will the customers trust the software product and eventually use it. In addition, in the
DM in Figure 8, it can be observed that economic revenue can only be increased if the PCS
solution is available. Due to this fact, the up-time of the cloud solutions is considered as
metric to measure both the fault tolerance in the technical dimension and availability in the
social dimension.

Cloud solutions on the provider side can be shared among the customers. Thus,
reusability in the environmental dimension (green) enables reusable software solutions for
multiple customers and saves resources, but also saves costs immediately when a cloud
component can be reused across software solutions.

SYSTEMIC
ENABLING
IMMEDIATE
MODIFIABILITY SCALABILITY ACCESSIBILITY
EIEII-:IIICE)EEEY < REUSABILITY
MAINTAINABILITY IQIEAMEB!IIEE
SaaS over
PaaS over
TaaS over RELIABILITY
CONTEXT on premise
COVERAGE
AVAILABILITY

ENVIRONMENTAL SOCIAL TECHNICAL

CONCERN CONCERN CONCERN 1SO 25010

CHARACTERISTICS

» » A
—> >

>
POSITIVE EFFECT NEGATIVE EFFECT REQUIREMENT

Figure 8. Decision map for the PCS messaging portal, illustrating the sustainability sub-characteristics
and quality attributes. Underlined concerns are taken for the PRSM+T model.
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5.4. Key Performance Indicators

KPIs on their own do not give any information about a certain strategic goal. KPIs
are only meaningful in combination with business goals and objectives [23]. Therefore,
the KPIs necessary for the PRSM+T model were developed by consulting the Schiphol
IT & Data Strategy 2021-2023. These KPIs and goals are depicted in the third column
of the PRSM+T model in Figure 7. For example, the KPI up-time contributes to the goal
ETO2—reliable delivery, which pursues continuity and an automated process between all
involved parties in a reliable manner (a detailed overview of the utilized Schiphol Group
goals is given in Appendix B). The SMART evaluation method was used to analyze all
considered KPIs.

5.4.1. Final Set of KPIs

In total, 14 KPIs were implemented across the four architecture principles and sus-
tainability dimensions. As can be observed in Table 4, three different kinds of KPIs were
available; the KPIs were either (S) extracted from the Schiphol IT & Data Strategy 2021-2023
and ready to use; (S*) customized based on an existing Schiphol KPI, because it needed
some optimization to fit our purposes; or (*) if no applicable Schiphol KPI was available, a
dedicated KPI for this research purpose and Schiphol was designed.

Table 4. Final set of implemented KPIs. S: reused Schiphol KPI; S*: customized Schiphol KPI;
*: KPI designed for Schiphol. Goal: assigned Schiphol goals (cf Table A4). QA: mapped quality at-

tribute(s) according to ISO/IEC 25010 Dimension: ; Social ; Environmental
&
Sorting: grouped by dimension and then in alphabetic order.
KPI Name Definition (Unit in Bold) Goal QA & Dimension
«  MSGC Message Capacit Ratio (msg/min) of total processed messages ETO2
& Pacly " and a certain time period (i.e., one minute).
Number of
Number of defects of systems other than the
*+ NoDaR Eslf ee ;;se after changed system, after a release was published. ETO2
Number of Number of security incidents accruing to hosts
S Nosl Security Incidents ~ which are involved into authentication. ETO2
Throughput of Time of message delay between in-going and
+  ToM ASB Messages out-going. ETO2
) Ratio (%) of total run-time and the total avail- o
S UPT Up-Time able time of the SaaS solutions. ETO2 Aol oty
S+ CpC Costs per Change  Costs (EUR) per changes per component. PR2
Rating (0-100) of the cyber risk based on the
. performed business impact analysis (BIA) and
5 CRS Cyber Risk Score the ratio of the normalized availability, integrity, Clot
confidentiality score.
Story Points for . .
Number of story points for life cycle manage-
¥ SPBI h(e:Il:l/[SBacklog ment (LCM) backlog items. ETO2
Number of : .
. Number of OpenShift Worker Nodes (i.e., Pods) -
* NoOWN ggzrihlﬂ Worker grows with required system performance. ETO2 Sl oty
Number of .
Number of channels and data formats available .
S+ NoCaDF ggigglrsﬁ?;csi for data exchange. ETO1 Interoperability
«  NoTSV ?ﬂlsn}ggid Number of vulnerabilities regarding TSL A3 Data Privac
Vulnerabilities or SSL. Y
Rating (1-10) of the overall customer satisfac-
S 0OCs Overall Customer ;5 o?internal and external customers as well ASM4  Usefulness
Satisfaction
as testers.
Number of ET Number of enabling technology (ET) building -
S NoETBB Building Blocks blocks that have been reused. ETOL e
Security Risk Rating (1-5) of the security risk based on the . e
S+ SRS Score vulnerabilities regarding data of relevant hosts. CIOL  Health & Safety Risk Mitigation
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When conducting the first round of interviews, the preliminary KPIs had already been
derived. Interviewee P#4, for instance, stated that the security & governance department
performs a survey of users within the organization to measure awareness once a year. This
information was taken to determine a correlated strategy goal as well as metrics inside the
Schiphol IT & Data Strategy. For this specific KPI, the metric overall customer satisfaction
was found. Hence, the KPI was considered extracted unchanged from the strategy to monitor
usefulness for the social dimension. The KPI cyber risk score (CRS) illustrates an example
where the predefined Schiphol KPI had to be adopted to fulfill the needs of the architecture
principle. P#4 mentioned that a business impact analysis (BIA) is an important tool for
determining the CRS for a certain software solution. However, this strategy only defines
the “cyber maturity based on the ISF Framework”. In the second round of interviews,
this conflict was discussed, and it was concluded that the policies of the company were
composed based on the ISF framework but the CRS works at a software solution level.
As a result, the business goal and metric were taken but customized to measure the CRS.
According to this procedure, three KPIs were adopted unaltered, five KPIs were customized,
and six KPIs were developed solely for this research.

As can be observed in Table 4, ETO2—reliable delivery was the most frequently mapped
goal; in particular, the technical dimension used this goal exclusively. This can be attributed
to the main purpose of the PCS solution and the selected architecture principles: as the PCS
solution can be categorized as a datahub platform, its major objective is to receive, process,
and deliver data. Hence, all related ETO building blocks need to be delivered reliably, such
that continuity and an automated process is ensured. This can be achieved by a transition
to cloud applications. To monitor such a transition, KPIs are necessary (e.g., UPT—Up-Time;
NoOWN—Number of OpenShift Worker Nodes).

5.4.2. SMART Evaluation

To evaluate the KPIs, the SMART assessment method was applied. Table 5 lists all KPIs
and their evaluation. Each characteristic could either be (i) completely satisfied, (ii) partly
satisfied, or (iii) currently not satisfied. For each SMART characteristic, we summarize our
findings and observations below:

Table 5. KPI SMART Evaluation. @: in full; O: in part; %: not.

KPI Name S M A R T
MSGC Message Capacity e 6 6 0 ©°
NoDaR  Number of Defects after Release O x O e o
NoSI Number of Security Incidents ® € O 0 o
ToM Throughput of ASB Messages e 6 6 0 o
UPT Up-Time ® 6 0 0 O
CpC Costs per Change O x O @ ©
CRS Cyber Risk Score ® ¢ O o o
SPBI Story Points for LCM Backlog Items ® x ®© 0 ©
NoOWN  Number of OpenShift Worker Nodes O x O O @
NoCaDF Number of Channels and Data Formats ® O o o0 o
NoTSV Number of TLS/SSL Vulnerabilities ® 6 O o o
OCs Overall Customer Satisfaction ® 6 O o o
NoETBB  Number of ET Building Blocks ® x & 6 o
SRS Security Risk Score ® ¢ O o o
Specific

To some extent, certain KPIs were not that specific as initially thought or defined. This
was most probably attributable to the fact that those KPIs were customized and designed
specifically for the Schiphol Group. Hence, they do not currently have experience values
from a longer productive operating phase and it could not be concluded whether the KPI
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will be sufficiently specific. A total of 14 KPIs were defined as fully specific and 3 KPIs
only partially.

Measurable

As discussed in Section 4, the full feature set of the PCS solution was not available at
the time this research was conducted. This also applied to some of the defined monitoring
tools. Thus, all KPIs associated with a currently unavailable tool were defined as currently
not measurable. Overall, tools were not available for five KPIs, one KPI could only be
partially measured, and the remaining eight KPIs supported full measurements.

Achievable

KPIs for which it is difficult to achieve the predefined standard were considered to
be partly-achievable. This means that, for security-related KPIs, for example, considerable
effort was required to achieve the norm. For the CRS, a norm of 0 was derived from
the interview with P#4. However, a score of 0 was almost impossible to achieve, as
every software solution involved some cyber risks and trade-offs. This is supported by
the work of McKinsey [36], who stated “In most cases, it is impossible to stop all cyber
attacks, so sometimes controls can be developed that tolerate some incidents”. McKinsey
recommended that business risks should be captured by defining dedicated key risk
indicators (KRIs) and linking them on KPIs, which can lead to a “complete risk-based
measurement”. Due to this fact, eight KPIs could only be partially achieved and six KPIs
could be fully achieved.

Relevant

Only the KPI NoOWN—Number of OpenShift Worker Nodes was declared as partly rele-
vant for providing more insight into the performance of the organization in obtaining its
strategy. Due to the high degree of specialization and technological dependence (i.e., Open-
Shift), this KPI addressed only a fraction of the entire IT landscape. The remaining 13 KPIs
were considered fully relevant.

Time phased

All KPIs are completely time-phased. This was substantiated by the fact that the
Schiphol IT & Data Strategy is time-phased in itself. For each year, quarter, and month, the
company specifies and monitors the goals for every pillar by conducting reviews.

As explained in Section 2 and mentioned by Ishak et al. [22], certain KPIs do not
necessarily satisfy all SMART conditions. This behavior was especially observed for the
measurable condition, as not all KPIs were measurable at the point of this research. Only by
having experience values from a longer productive operating phase, could final conclusions
be derived.

If the characteristics from Parmenter [8] are considered, it can be concluded that the
KPIs indeed violated some of these characteristics, because in detail, not all KPIs can be
measured on a 24/7 basis. For instance, the OCS—overall customer satisfaction cannot be
monitored in such a way. Even if an automatic survey approach were found, it is most
likely that the satisfaction of customers does not change that frequently. While this study
mainly considered non-financial KPIs, it also included some financial KPIs (cf. CpC—costs
per change), which violated the characteristic from Parmenter [8]. This can be explained by
the fact that we aimed to use balanced KPIs that ccould be used to monitor performance at
all business levels and across all sustainability dimensions.

We can conclude that the characteristics from Parmenter do indeed help to revise and
rethink sustainability KPIs in a software context. Using the example of the KPI UPT—up-
time, the following revision was made: In the IT & Data strategy, the KPI up-time is defined
as “Up-time for key platforms”. However, by validating this KPI against the characteristic
proposed by Parmenter, “the responsibility can be tied down to the individual or team”, we
can clearly deduce that “key platforms” constitutes an ambiguous definition and involves,
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at least, more than one individual or team. Thus, to be more concrete and tie the KPI to
a specific team, we revised the KPI as “Ratio (%) of total run-time and the total available
time of the SaaS solutions”. However, inevitable violations of certain characteristics led us
to conclude that the same observation from Ishak et al. [22] about the SMART method also
applies to the attributes from Parmenter [8]: the criteria should be considered as a guideline
but do not necessarily satisfy all conditions; in particular, in the context of software and
sustainability, violations cannot be excluded.

5.5. Measurement Tools

In this section, the tools used to monitor the KPIs across all four sustainability di-
mensions are presented. The capabilities of each tool, as shown in Table 6, were derived
either during the weekly tutorial sessions with the PCS software architect or during the
interviews. As defined in RQ);, particular attention was paid to potential automation of the
monitoring process. Hence, Table 6 also outlines the ability for automation. It can be seen
that five out of seven tools completely support automation, one tool provides only partial
automation, and one tool does not support automation at all. In addition, the considered
ISO/IEC 25010 quality characteristics were mapped to provide an overview of which tool
can be used to measure which QA.

Table 6. Final set of implemented measurement tools. Automation: ¥: Completely; O: Semi;
%: Currently not. QA: measured quality attribute(s). Dimension: _;

; Social ;

Environmental Sorting: grouped by dimension.

Tool

Capability

Automation

QA & Dimension

Splunk [37]

As “data-to-everything platform”, Splunk offers vari-
ous capabilities for logging, monitoring, and reporting
for all different kinds of data created on an application,
server, and network level. We consider Splunk as a key
instrument to measure KPIs, as it offers the greatest
variety of possible measurements.

¢ Interoperability
e Availability

IBM Control
Desk [38]

Provides monitoring for all information system layers.
Hence, calculation of the number of applicable building
Blocks per software solution and security incidents can
be retrieved.

 Reusability

Business
Impact
Analysis

BIA is used to systematically determine potential cyber
security risks of a certain information system before
implementing it (planning stage). The outcome is a
cyber risk score between 0 (best) and 100 (worst). Us-
ing external tools (e.g., OneTrust, LLC.), automation is
possible.

Jira
Software [39]

Jira itself does not consider actual financial values (e.g.,
€ or $); instead, all values are implicitly related to finan-
cial values and indicated as story points. A story point
refers to a certain number of labor hours and these, in
turn, refer to an actual financial value.

OpenShift [40]

Red Hat OpenShift offers a containerization platform
for cloud computing. To monitor scalability in terms of
worker nodes (i.e., number of pods), the Monitoring API
(i.e., Prometheus) was used.

® Scalability

Qualys
Inc. [41]

The tool enables auditing, cloud security, and compli-
ance checking for IT infrastructures. We used the se-
curity risk score computed for the hosts responsible for
authentication and private data.

® Health & Safety
Risk Mitigation

¢ Data Privacy

Surveys

Used to systematically obtain information about the
attitudes, opinions, and behaviors of the people.
These can be oral or written, and structured or with
open questions. Even though automatic survey tools
are available, such surveys have to be created and
interpreted manually.

¢ Usefulness
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Table 6 depicts the instruments’ ability to measure within the different sustainability
dimensions. As shown, four tools support inter-dimensional measurements, while three
tools are designated for one dimension only. The assignment to a sustainability dimension
depends on the QA measured. It should be noted that all tools were already present
in the portfolio of our selected organization and were used to measure the KPIs for the
software system under study. It is certainly possible that a tool can also be used (i) in other
dimensions, (ii) for other KPISs, or (iii) for other software systems. Moreover, all tools used
in the Schiphol Group may also have a suitable equivalent in other organizations. Thus, we
did not limit the set of potential measurement tools to the subset available at the Schiphol
Group or to the chosen software solution. We instead provide our selection as a starting
point for practitioners inside the aviation sector and beyond.

The large variety of tools could lead to increased complexity. This was also stated by
interviewee P#4:

“It is really hard for us to have the right data at the moment when we need them. Therefore,
we are looking for one dedicated tool to have all the data at one central point.” P#4, Cyber
Security Officer

This issue was also identified during our research. Monitoring the KPIs through all
seven tools led to considerable maintenance and development overheads. As each tool
is related to its own administrative unit, the data necessary for this study needed to be
retrieved from seven different sources.

6. Evaluation

By using the selected tools, concrete measurements were obtained to monitor the
selected KPIs. The measurements were visualized in the form of spider charts and were
presented to the final focus group, aiming to evaluate the results based on expert knowledge.
This section first examines the measurements. Then, the conclusions drawn by the focus
group are presented.

6.1. Case Study Measurements

Spider charts have proven useful for data analysis in business processes and for
benchmarking business performance [42]. Therefore, for each architecture principle, one
spider chart was created (a detailed description of how the spider charts were generated
(i.e., programming language and code), including the final raw values, can be found in the
replication package online) following the recommendations by Andersen [42]. Figure 9
visualizes all obtained measurements. Each axis represents one of the defined KPIs. The
mapping between the architecture principle, the related sustainability QAs, the KPIs, and
the tools can be seen in the final PRSM+T model in Figure 7. Despite other suggestions
(e.g., [43]), the spider charts created for this research (i) did not consider a unified point
scale on each axis (e.g., five-point scale) but followed the suggestion by Andersen [42] to
have a separate unit of measurement for each variable; (ii) the axis scales do not share a
common minimum, because the center cannot be defined as a common zero point, since
each axis has a different scale.

As mentioned, not all KPIs could be measured due to the development status of the
PCS solution. Hence, the affected KPIs (7 out of 14) were marked as n/a and the value was
set to 0. For all other KPIs, the value was obtained by using the corresponding tool and
represents the factual value at the moment the data were extracted. As can be seen, for two
charts (Figure 9a,b) it was possible to obtain real data for three out of five KPIs, one chart
(Figure 9c) shows data for one out of five KPIs, and one chart (Figure 9d) does not contain
any actual data. However, even with the missing values, it can be clearly observed that
the graphical presentation offers the possibility to keep track of the KPI metrics (a further
discussion follows in Section 7). Future data sets in the form of new data points would
lead to a new polygon and, therefore, performance could be effortlessly monitored and
benchmarked against previous data sets (blue polygon).
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Figure 9. Spider charts for all four PRSM+T models obtained from the PCS solution and the proof of
concept (PoC) environment. n/a: Measurements for this KPI were not available and therefore it was
set to 0. expected: The black outer polygon represents the expected values that could be achieved in

the best case. Dimension: [Technicall; [EGSROMIEI; Social ; [Environmental .

6.2. Normalized Spider Charts

Since architecture principles are subject to an iterative development process and as
a change in business strategy can require the replacement of certain architecture princi-
ples [12], it is beneficial to create a benchmark. A comparison of architecture principles
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allows (i) keeping track of the sustainability impact before and after a change or replacement
and (ii) uncovering potential weaknesses in certain sustainability dimensions of the new or
old architecture principle. Nevertheless, a comparison using the spider charts proposed
before is not possible. Due to the different KPIs on each axis and the different number of
KPIs in the different dimensions, it is impossible to include the data set of one spider chart
in another or to benchmark architecture principles against each other. To address such
issue, Min-Max normalization [44] can be used to bring all variables to the same standing,
i.e., a scale of [0 — 1]. Min-Max normalization uses linear transformation to fit data into
a predefined frame, while preserving the relationship with the original data [44]. First,
the min and max values are empirically derived to set the boundary; then, normalization
on an arbitrary data set within this boundary is applied to re-scale the entire range. This
data set can then be used to visualize multiple architecture principles as combined in one
spider chart.

Throughout our case study, we were able to determine a snapshot of measurement
data that represented the current state of the PCS solution. However, it was not possible to
apply Min-Max normalization to a singular data snapshot (i.e., one single data row), due to
missing min and max values. Thus, randomized test data were used. To simulate a realistic
data set, we generated 50 randomized data rows for each variable. After applying Min-Max
normalization to the data set, we used the same spider chart visualization method to plot
the data.

Figure 10 illustrates an example outcome of the previously described process, based
on randomized data for the variables in Governance & Security and PCS Messaging Portal.
We call this the normalized spider chart. Compared to the spider plots in Figure 9 (non-
normalized spider charts), the normalized plot is now based on (i) a unified scale in the
interval [0, 1], (ii) a common minimum “0” in the center of the plot, and (iii) only one value
per sustainability dimension.

- Governance & Security
- PCS Messaging Portal

Technical Economic
1

0.75

Environmental Social

Figure 10. Example spider chart based on randomized and normalized data sets for both tiers: the
governance & security (blue) and the PCS messaging portal (red). Dimension: | Technical ;_;
Social ; Environmental .

It can be concluded that normalization is necessary to visualize multiple architecture
principles in one chart and to compare their impact in each dimension. However, if
a detailed look at an architecture principle is necessary, the zoomed-in version (non-
normalized spider chart) with all KPIs and their raw data would be necessary. As the
normalization procedure also comes with disadvantages (e.g., information loss), this kind
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of graphical representation was part of the focus group and will be discussed in the
next section.

6.3. Focus Group Evaluation

Only four of the five focus group participants were able to attend the session—P#3 was
unavailable. For each architecture tier, the same group of questions were asked, together
with the derived case study results. For example, the PCS messaging portal was discussed,
together with its final PRSM+T model (Figure 7) and the resulting spider chart (Figure 9b).
In the following, the main observations are outlined and discussed. We grouped the
observations according to the uncovered coding categories.

Familiarization Time

Three out of four participants needed some time to reacquaint themselves with the
presented PRSM+T models and spider charts, e.g.,

P#4 stated: “I'm trying to understand the model. [...] You would need to explain it
a little bit more to make it more understandable. So providing only the terms are a bit
meaningless or hard to understand.” P#4, Cyber Security Officer

In contrast, P#1 did not need such familiarization. This could be because P#1 used
such models frequently and was also involved in the development process of the PRSM
model from Gupta et al. [17]. The latter can be considered a potential threat to validity and
is therefore discussed in more detail in Section 7.2

Model Utility

All four experts considered the PRSM+T model in combination with a graphical
representation as useful and beneficial for their daily business:

P#4 stated “I do think that having such a model is quite helpful. [...] It will help us to
understand what kind of things we are doing right or wrong.” P#4, Cyber Security
Officer

P#5 confirmed “I do also think that the analysis could help my department to keep track
of their goals. Even if the model might need some learning.” P#5, Developer

Axis Description

Three out of four participants needed assistance regarding the terms used to describe
the spider chart axis (e.g., message capacity).

P#5 stated “It is not totally clear what you mean with Message Capacity in this context.”
P#5, Developer

We observed that such naming might be difficult for non-experts to understand,
since the terms are strictly related to the particular software solution; without a proper
description, the meaning of certain axes and their values might be misleading.

Benchmarking

Intuitively, two experts compared the spider charts against each other regarding
the performance of their KPIs (e.g., by comparing the PCS Messaging Portal chart to the
Governance & Security chart).

P#5 described “this chart [the PCS Messaging Portal] performs better than the first one
[Governance & Security].” P#5, Developer

This statement shows that the graphical representations were used by the expert to
compare two different models related to their sustainability impact. However, from a formal
perspective, this intuitive behavior was not correct, as the different axis show different
values and different value ranges (cf. previous discussion about normalization).
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Repetitive KPIs

Using the same KPI in two different dimensions, e.g., up-time in Figure 9b, (i) led to
confusion among two respondents and (ii) could lead to a biased impact calculation, as
they show the same value but in different dimensions. From the focus group, it hence
emerged that it might be necessary to avoid using two identical KPIs in the same model.
This is contrary to what is suggested in the literature, namely that KPIs should be reused as
often as possible and as few KPIs as possible should be defined [23].

Missing Values

Missing values, i.e., n/a values, caused by the absence of data led to misleading
interpretations, so that the performance of the overall architecture principle was interpreted
as “poor” instead of “missing”.

P#2 stated “If we look at the throughput, it could give the impression that we still have
much work to do.” P#2, Enterprise Architect

Nevertheless, this remark emphasizes how the spider charts were used by the experts:
the current condition of a certain KPI (blue polygon) was compared to the desired value
(black polygon).

Normalized Spider Chart

The focus group was also used to evaluate the additional normalized version of the
spider plot (cf. Figure 10). This version of the spider chart was considered useful by all
four attendees. Comparing architecture principles to one another could be a useful tool.

In this regard, P#2 concluded “The normalized version could be the management
summary, and the other ones are the detailed version to have a better and detailed look at
it [...]. I think we could use both [...]. It shows you at which dimension we need to spend
the money.” P#2, Enterprise Architect

P#1 added “The management level would be also interested in the details, and would
therefore need both versions of the charts because they want to know where exactly they
need to put their money in.” P#1, Software Architect

Summary

From the focus group, we can conclude that all experts found the graphical repre-
sentation in the form of spider charts helpful. The experts intuitively used the charts to
benchmark the architecture principles. Moreover, the intuition of the experts led to the
right conclusions, e.g., that an architecture principle performs best when all KPIs match the
outer polygon. These observations are consistent with the desired and also the expected
output of this research.

Improvements, however, could be made by (i) changing the metric descriptions (i.e., the
KPI names) to a more common terminology; (ii) common upper and lower bounds for
each metric would lead to a better understanding; (iii) KPIs that are used in two different
dimensions in the same model could lead to confusions and should be reconsidered.

Applying normalization to the entire data set results in a graphical representation
that could be used to compare the impact of all architecture principles across all four
sustainability dimensions simultaneously. The detailed, non-normalized version performed
better at the operational level, revealing raw data and detailed information about which
KPIs were falling behind; the normalized version had its strength at the strategic level,
as it provided a birds-eye view on multiple architecture principles and their impact on
sustainability, to find the right balance, even if some information was lost during the
transformation.

7. Discussion

We present our main research contributions and the accompanying observations we
made throughout this study by (i) interpreting the obtained results, (ii) comparing the
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results with the literature, and (iii) discussing the potential implications for researchers and
practitioners. Possible threats to validity are outlined in the final section.

7.1. Contributions and Observations

The extension of the PRSM model [17] to the PRSM+T model helped in measuring the
impact of architecture principles on sustainability over the long term. The model also served
as groundwork to develop a process pipeline, as outlined in Section 5.2. This pipeline
defines the steps necessary to work with PRSM models practically and in a structured
way. Thus, both researchers and practitioners are able to create replicable and, especially,
traceable PRSM(+T) models.

Condori-Fernandez et al. [19] suggested using the SQ model by defining plain def-
initions of the sustainability QAs under consideration. Despite this suggestion, the SQ
models developed throughout this research (cf. Table A5) provided actual concerns over
definitions. This can be explained by the execution of this research as a case study and the
close relation to the industrial purpose. Throughout the weekly tutorial sessions, it was
found that the defined sustainability QAs were always related to current business concerns.
Therefore, the SQ models developed in this study can be successfully applied in practice,
as they reflect daily operations.

The PRSM model, its extension, and the process pipeline were applied and evaluated
in a real-world scenario for the first time. Gupta et al. [17] evaluated the PRSM model based
on five different architecture principles, without relation to a specific software solution; in
contrast, our research used and analyzed four concrete architecture principles related to
the PCS solution. By conducting interviews and a focus group involving experts across
different business units, the research results were evaluated. It became evident that the
consideration of a software quality model (e.g., ISO/IEC 25010 [26]) is of great importance
to ensure compliance in industrial practice. Without following a standard, the comparison
and re-use of the PRSM+T models is questilknable.

PRSM+T Model & Process Pipeline

* We extended the static tool-agnostic model (PRSM) to a measurable tool-
dependent model (PRSM+T).

* A process pipeline was implemented to systematically develop PRSM+T models.

* We applied the PRSM(+T) model and the process pipeline in a real-world context.

As the usage of KPIs without considering a business strategy does not constitute
meaningful information [23], the KPIs designed and used by this research were mapped
on the IT & Data Strategy, towards contributing to the overarching business goals. This
mapping was also embedded into the PRSM+T model. The SMART analysis revealed
that some KPIs (6 out of 14) were not yet measurable in our chosen case. This conclusion
supports the assertion by Ishak et al. [22] that not all KPIs necessarily satisfy all SMART
conditions. For example, in an early KPI development process, the KPI might not be fully
time-phased and the value might not be expressed in time until later. In addition, it may not
be possible that one positive effect with a technology-related target also ensures a positive
effect in other measures, as unknown technologies always harbor risks. To the best of our
knowledge, SMART analysis was used for the first time in the context of software-related
KPIs to monitor software sustainability.

The KPIs used in this research offer the capability for inter-dimensional support. This
means that the same KPI can be used to measure the same (or even a different) QA in a
different sustainability dimension. For example, in the context of this study, this conclusion
underlines the suggestion from Parmenter [23] to define as few KPIs as possible. However,
the usage of the same KPI in the same PRSM+T should be re-evaluated. As mentioned
by the focus group, using the same KPI twice in the same spider chart, but for different
dimensions, can lead to misunderstandings and biases in benchmark calculations.
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Overall, the SMART method and the characteristics by Parmenter [23] can be used as
guidance to develop sound KPIs. The more precise the defined KPIs or targets are, the more
focused the efforts can be and the greater the chances of achieving the goal [22]. We can
conclude that KPIs are useful and necessary to monitor the impact of architecture principles
on sustainability. Our proposed method of defining and assessing KPIs can be used in the
future. In particular, practitioners can apply the process to develop their own KPIs or even
reuse some of our KPIs to keep track of their own architecture principles.

Key Performance Indicators

* We provided a set of 14 KPIs, including their contributions to Schiphol’s IT &
Data Strategy.

e Mapping of all KPIs onto their related sustainability dimensions and QAs
was applied.

* We observed that KPIs can monitor inter-dimensional performance (for different
PRSM+T models).

We explored seven tools to monitor the KPIs in the real-world context of the PCS
solution. All tools were already available at the Schiphol Group and could be reused. The
KPIs and their measurement tools are suitable for use by the Schiphol Group as a method
for measuring further architecture principles. The adoption of available tools and their
support for automation implies that the sustainability analysis (i) can be easily applied
and integrated into everyday operations, and (ii) is lightweight, as it leverages existing
capabilities within an organization.

Many different tools, however, can lead to problems with consistency, as mentioned
by the interviewees. To overcome the inconsistencies caused by different tools and the
reliability, availability, and separation issues caused by centralizing data, as many KPIs as
possible should be measured using the available tools before introducing new ones.

Measurement Tools

* We provided a selection and analysis of seven measurement tools together with a
mapping of their inter-dimensional support.

* We propose reusing as many centralized measurement tools as possible to enable
a lightweight sustainability analysis and prevent potential inconsistencies.

Spider charts were used for visualization as they provided an overview of performance
levels for various indicators, while revealing lagging variables [42]. In this study, color-
coding was used to embed sustainability dimensions in the spider charts. All plots were
created manually based on the data sets exported from the measurement tools. To support
full automation, other tools are feasible (e.g., Grafana (Grafana Labs—https://grafana.com.
accessed: 15 November 2023)). Both the experts from the focus group and the those in the
literature consider spider charts as a valuable tool for monitoring business processes.

By applying Min-Max-normalization, we created one common spider chart to compare
multiple architecture principles simultaneously. As software solutions are implemented
with consideration of all architecture principles involved, performance aggregation of the
principles would allow for comparisons among the various software solutions. In view
of the mentioned issue of non-normalized spider charts, one could argue that a trend
analysis [42] might also be a suitable visualization for depicting the performance of one
architecture principle over time.

During the focus group session, we derived the conclusion that spider charts are a
useful graphical representation for keeping track of sustainability impact. Nevertheless,
the charts also have downsides, as the interviewees revealed: (i) continuous values without
a maximum are difficult to interpret, and (ii) the mixed scales (i.e., [0 — 10] and [5 — 1]) may
confuse non-experts. These two drawbacks support the use of normalized visualization.
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However, spider charts only depict the impact’s general trend; the real business impact
and risks remain hidden. One would need context-specific knowledge (i.e., insights into
the business in question) to translate the data into meaningful risks and their impacts.

Graphical Representation

* We used spider charts to monitor the impact of an architecture principle on sus-
tainability and implemented the visualization of the corresponding sustainability
dimension.

* A proposal was given for a normalized spider chart, to compare the impact on
sustainability of architecture principles against each other.

* We suggest using the normalized spider charts on a strategic level as a holistic
overview, and to use non-normalized spider charts on an operational level to
zoom in and spot lagging KPIs.

e We observed that the actual impact and risks for the business were not apparent.

In this section, we have presented and discussed the results grouped by our main
contributions. The results presented in this research were based on an industrial case study
and are therefore characterized by the attributes typical of such a research method [30].
Therefore, our findings are positioned within a middle-ranged substantive theory [45], i.e.,
the results gathered within the context considered in the study can be transferred to other
contexts with similar characteristics. Throughout the design and execution of the research,
the fit within a middle-ranged theory of both the presented process and the gathered results
was purposely accounted for. First, we presented the PRSM+T model and process pipeline
in their basic conceptions, so that practitioners and researchers can apply the model and
pipeline to their own context by substituting elements as needed (e.g., using a different
software quality model). Second, the set of KPIs can be used by our case provider or by
practitioners in other sectors as a starting point to integrate sustainability KPIs into their
business strategy. Third, the measurement tools provided are generally accessible and thus
context-independent, allowing them to be implemented by other software systems beyond
company boundaries. Finally, the graphical representations in the form of spider charts can
be used by practitioners and researchers in all domains. The visualizations are a generic
mechanism for monitoring and comparing the sustainability impacts of principles. For
the interested reader, further considerations regarding the generazability of the study are
discussed in the following section.

7.2. Threats to Validity

This section analyses possible threats according to Wohlin et al. [46] (i.e., threats to
external validity, internal validity, construct validity, and conclusion validity). As this
research was conducted as a case study, an additional threat to validity was considered as
described by Runeson and Host [30], i.e., reliability.

External Validity

External validity reflects the validity of the results beyond our research and the
relevance of the collected results to practice [46]. As hinted at in Section 7.1, given that the
research we conducted was based on an industrial case study, it inherited the characteristics
typical of such types of studies. Therefore, our results may have been affected by the
generalizability threats discussed at large in the work of Runeson and Host [30], e.g., the
population may not be representative due to the lack of statistics. For this reason, the
results reported in this study have to be interpreted within middle-range substantive
theory [45], i.e., the collected results can only be transferred to other contexts with similar
characteristics. For this reason, we do not claim absolute generalizability of our results.
In contrast, we consider the results collected in this study as a starting point, which
further studies considering similar or even different contexts can build upon to assess
and strengthen the generalizability of the method. In other words, this work presents
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research-oriented results that further studies can build upon, by carefully considering and
discussing related threats to external validity. To further mitigate potential threats and to
ensure that the research results are relevant to practice, the state-of-the-art Schiphol Group
software-intensive system was selected. A systematic evaluation was conducted to support
the determination of the subject. This subject offered different architecture principles and a
wide variety of available measurement tools; both helped to mitigate bias, as we were not
limited in our selection and analysis.

The maturation effect [46] of research subjects, i.e., the experts, can lead to bias if the
interviewees are already familiar with the models or results being presented to them. To
ensure that our research results were balanced on two levels of knowledge, two out of
the five experts were already familiar with the PRSM model and the topic of software
sustainability; the remaining three experts were not familiar with either.

Conclusion Validity

Conclusion validity concerns the question of whether the conclusions derived were
misinterpreted [46]. In our qualitative study, there could have been a risk that we, or the
respondents themselves, could have drawn the wrong conclusions during the interviews.
Potential issues can arise in the interview implementation as well as in their execution. To
mitigate the reliability of treatment delivery [46] our interview sessions followed a predefined
interview design that was cross-validated by the authors of this study. This ensured an
identical interview process for all experts. However, since all experts belonged to the
same organization, we cannot rule out that respondents drew their conclusions in the best
interest of the company and with less generalizable intent.

Internal Validity

Internal validity refers to the implicit assumption an independent variable is generally
applicable and not driven by its context [46]. In our study, the process pipeline could
be considered the independent variable. Therefore, it should be emphasized that the
process obtained was the result of conducting a single-case study and therefore cannot
be declared universally valid. The results were solely determined using the selected case,
the corresponding principles, and the associated experts. However, this single-case study
was necessary to derive and propose this novel process pipeline in the first place. To
mitigate risks related to this threat, we relied on data triangulation and multiple data
collection methods: we used evidence from (i) real-world documents like the ADD and the
Schiphol IT & Data Strategy, (ii) related academic literature, (iii) quantitative data in form
of real-world measurements, and (iv) qualitative data from multiple expert interviews. The
results were validated by conducting a focus group of experts with diverse professional
backgrounds and an average of 22.4 years of industry experience. Nevertheless, to fully
mitigate risks, the developed process should be applied in field studies.

Construct Validity

Construct validity concerns the extent to which the measures taken actually corre-
spond to the intended concept [30]. Such concerns can arise during interviews and are
classified as social threats [46]. To mitigate these threats, first, the intermediate results were
always presented to the experts and were part of the interviews, to provide an additional
validation of the obtained data; second, the final results were evaluated together by all
interviewees during the focus group. The focus group ensured that the results obtained by
one interviewee were also cross-validated.

Reliability

We ensured reliability by designing a study geared towards providing replicable
results [30]. Since our case study was conducted in the context of the aviation sector, not
all raw data can be disclosed. In particular, safety and security-relevant data had to be
omitted. Nevertheless, we provide an online replication package including all the necessary
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resources to make our study transparent (e.g., case study protocol, interview structures,
intermediate results, and source code utilized).

8. Related Work

As Section 2.3 described, our research builds on the work provided by Gupta et al. [17].
The main focus of Gupta et al. [17] was a sustainability analysis to map architecture
principles on all four dimensions of sustainability using the PRSM model. We extended
the PRSM model to the PRSM+T model with related measurement tools. Additionally,
we analyzed a real-world software solution based on the PRSM(+T) model for the first
time. To complete such PRSM(+T) models in a common structure, we (i) first developed a
process pipeline, (ii) then applied the pipeline in practice, and (iii) finally evaluated it with
practitioners. Next to this fundamental groundwork from Gupta et al. [17], other research
can be identified as related work and is discussed below.

Considering the evaluation of sustainability aspects in industry, a number of scholars
have studied the role of sustainability in industry and attempted to integrate sustainability
into a business strategy [47-50]. Chai [50] introduced the sustainability balanced scorecard
(SBSC) by extending the balanced scorecard (BSC) [48] through three sustainability pillars,
i.e., (i) economic, (ii) social, and (iii) environmental. Similar to the PRSM model [17] and our
proposed PRMS+T model, the SBSC framework offers a multidimensional view of business
performance by linking performance measures to goals. Hristov and Chirico [47] reused
the SBSC model and proposed KP1Is as suitable and quantifiable measures, to address and
keep track of aspects of sustainability. The authors also considered the selection process
of appropriate sustainability metrics as one of the key problems in realizing sustainable
systems. In contrast to the work of Chai [50] and Hristov and Chirico [47], in our research,
we also included the fourth dimension of technical sustainability and thus a relation to soft-
ware concerns. Moreover, we overcame the problem of selecting appropriate sustainability
metrics by providing a process to map sustainability KPIs to a real-world software solution
using the PRSM+T model.

As IT and software are becoming ubiquitous in modern enterprises [12], the con-
sideration of sustainability in software is gaining traction. Substantial research atten-
tion has been devoted to seeking a definition of the term sustainable software itself and
its meaning [24,51-54]. Early studies defined sustainability either as the longevity of the
software [15,55-57] or focused on environmental sustainability in terms of energy consump-
tion [16,58-61]. A recent line of research has established that sustainable software can only
be achieved holistically by addressing multiple dimensions of sustainability [13,20,25,62,63].
Venters et al. [25] emphasized the existence of dependencies and relationships between
the different sustainability dimensions, where potential trade-offs must be considered
while developing the system. In our research, we were aware of such dependencies and
considered these relationships in our proposed process pipeline, using the SAF-Toolkit
and its dependency matrix [21]. Saputri and Lee [63] provided a comprehensive overview
of the emerging definitions of software sustainability and complemented the definitions
with their limitations in terms of dimensions and potential metrics. The authors argued
that most research only provides a “high-level abstraction”, without concrete metrics and
measurements. In contrast, our research provided metrics and measurements in the form
of KPIs derived from a real-world software system and a process to systematically quantify
sustainability. Moreover, we followed the holistic concept of sustainability by considering
the four sustainability dimensions according to Lago et al. [13] and explicitly addressing
possible interdependencies of these dimensions.

To incorporate sustainability into software, several studies have been conducted on
QAs and non-functional requirements [13,16,52,60,64]. Two different viewpoints can be
derived from the recent body of research. While one view defines environmental sustain-
ability as an additional non-functional requirement such as safety or security [64], the other
identifies traditional quality requirements that contribute to sustainability and assigns
these requirements to the sustainability dimensions [13,20]. To support wide industrial
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adoption, our research followed the approach from Condori-Fernandez and Lago [20] by
relying on existing software quality models. Even though there has been much work
on addressing sustainability with software, there has been limited research investigating
actual measurement methodologies regarding software sustainability. While most work has
focused on the environmental dimension by quantifying the energy consumption of soft-
ware [16,58,59,65] or focused on the technical dimension by using code metrics [14,55,66],
less work has sought to capture sustainability in multiple dimensions [17,63]. The ap-
proach of Saputri and Lee [63] used machine learning methods to assess sustainability
criteria based on software code. Although the authors focused on three sustainability
dimensions, i.e., economic, social, and environmental, the analysis was limited to actual
software implementation rather than software architecture. We aimed to close the gap of
sustainability QAs on software architecture by using a software quality model, i.e., the
SAF-Toolkit by Condori-Fernandez et al. [19], mapping KPIs onto quality attributes and
therefore considering all dimensions of sustainability regarding the software architecture.

From the aforementioned studies, we can observe that increasing attention has been
dedicated to addressing sustainability aspects in software. However, in the current body
of literature, only few studies investigated software sustainability from a software archi-
tecture viewpoint. Venters et al. [25] provided a comprehensive overview of the available
perspectives and terminologies for software architecture and sustainability, as well as
a roadmap of recent research topics for sustainable software architecture. The authors,
however, put the emphasis of their work on design decisions focusing on longevity. A
number of other scholars have also focused on technical sustainability solely by discussing
architecture longevity [15,55,56,67] and technical debt [56,68]. Ojameruaye et al. [57] pro-
posed a method suitable for evaluating technical and economic sustainability in software
architectures. The authors sought to quantify the sustainability debt of architecture design
decisions. Nevertheless, the environmental and social dimension remained hidden. To
support the design process towards holistic sustainability, Lago [27] provided decision
maps for framing concerns considering all four sustainability dimensions. In our study,
we reused this concept of decision maps as part of our proposed process pipeline to map
architecture principles on sustainability.

In this paper, we aimed to overcome certain limitations of previous studies by (i) taking
a holistic view of sustainability; (ii) focusing on software architecture; (iii) quantifying
sustainability QAs; and (iv) applying our research in an industrial context. Based on the
groundwork of Gupta et al. [17], we aimed to contribute towards sustainable development
in the context of software architecture by addressing sustainability holistically, i.e., technical,
economic, social, and environmental sustainability. Focusing on architecture principles
allows architects to address and integrate sustainability at all different layers of business.
We used the notion of KPIs to quantify sustainability QA, opening up the feasibility of
monitoring architecture principles over time. Our approach can be—and is already—
embedded and applied in an industrial context, supporting architects with necessary
insights in their sustainability decisions.

9. Conclusions

To summarize our work and draw conclusions, we map our results onto the research
questions as defined in Section 3. We close this paper by providing future directions
for research.

RQ—How can KPIs of software architecture principles be operationalized and
measured concerning sustainability?

To answer this research question, a single case study in the context of the Schiphol
Group was conducted. Six different cases were considered and the datahub platform PCS
was selected for this research. The general PRSM model can be used as a tool-agnostic model
by researchers or at a strategic level to analyze architecture principles of sustainability. The
extended PRSM+T model can be used as a tool-dependent model by practitioners or on at
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operational level to monitor KPIs with concrete tools. The proposed process can be used by
both practitioners and researchers. Practitioners outside the Schiphol Group can apply the
process by integrating the PRSM(+T) model into the architecture process and by combining
it with existing techniques. Even if an organization does not yet have elaborated KPIs, it
can take our proposed KPIs as a starting point and use the process to develop its own KPIs.
Researchers can use the process as a reference to build upon or substitute certain steps in
future work.

RQ;—What tools are accessible to measure sustainability KPIs for software solutions
within a given organization?

The KPIs and the tools were developed in a real-world environment. Therefore, the
KPIs were measured with tools that are currently available at the Schiphol Group. As
there is no universally valid tool that can monitor all KPIs by default, a set of tools were
defined that can be used as a starting point by practitioners beyond case and organizational
boundaries. In total, seven tools were defined. The tools also support inter-dimensional
measurements across the four sustainability dimensions. We can also conclude that the
existing tools in an organization should be reused to minimize the number of different
data sources. Enterprise logging tools such as Splunk, for example, are useful for mea-
suring multiple KPIs simultaneously. Therefore, centralized logging capabilities should
be preferred.

RQ,—To what extent can the sustainability KPIs be monitored in an automatic way?

To answer this sub-question, all tools considered were analyzed according to their
ability for automation. Most tools (six out of seven) support either full automation or
semi-automation. Only surveys cannot be automated, because of the manual steps required.
Nonetheless, surveys also have substantial value for monitoring sustainability, as this
research showed: they are a key tool for the social dimension. Only by conducting surveys
can the stakeholders’ experience be measured.

Spider charts were used to monitor and visualize KPIs continuously. For each PRSM+T
model, i.e., architecture principle, one spider chart was created. Spider charts offer the
ability to compare the impact of architecture principles over time and visualize all related
KPIs in one plot. By applying normalization to the measurements, combined spider charts
can be created that offer the ability to compare multiple architecture principles on all four
sustainability dimensions for an entire software solution. While the normalized version
can be used on the strategic level, the zoomed-in version offers a detailed view for the
operational level.

Future Work

Our study concerned facilitating an integrated monitoring process. A follow-up
long-term study could use our solution to monitor and evaluate the KPIs over a long
period. Such a long-term study could be conducted on the PCS solution in production. The
live environment would make it possible to implement all KPIs and tools as proposed,
deriving further insights. Derived data could help to explore specific relationships between
particular architecture principles and certain sustainability dimensions by employing
statistical significance tests.

Future research could also engage in presenting the proposed process to a wider and
more diverse audience, to assess its usability and generalizability. Potential improvements
could be derived to further integrate the pipeline into the daily architecting process.

A further extension of the present study could consider the implementation of the
ISO/IEC 2502n—Quality Measurement Division [69]. This standard contains definitions and
guidelines for elements of quality measurement. The close relationship to the ISO/IEC
2501n quality model used by our study could provide an opportunity to also define the
measurement elements according to a well-known standard.
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The list of measurement tools and the assignment on the sustainability dimensions
could serve as the basis for a follow-up study. The purpose would be to derive general
characteristics of tools for measuring software sustainability. The follow-up study could
examine the characteristics and properties of state-of-the-art tools, classify them, and
suggest ways to support sustainability.

As already envisioned in this study, spider charts can be used to derive further
insights into the actual sustainability impact by calculating the area of the spider polygon.
By examining this area, it would be possible to draw further conclusions, such as the
inter-dependencies between the sustainability dimensions and their KPIs. An answer to
the question of the effective sustainability impact still needs to be investigated.
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Appendix A. Interviews

Table A1. Questions for interviews in research Phase 1.

Goal: Defining the driving architecture principle(s) for a certain part of the PCS solution.
IQ1.1 What architecture tiers would you define to structure the PCS solution?

1Q1.2 Would you confirm that the following pillars represent the major components of the PCS
solution sufficiently?

1Q1.3 Would you add/change certain pillars?
IQ1.4 What are the responsibilities and duties of the column for which you are in charge?
1Q1.5 Which main stakeholder(s) are involved /addressed by this tier?

1Q1.6 Which ETO building-blocks and/or cloud solutions (Saas/PaaS/etc.) are used for the
implementation of this tier, and why?

1Q1.7 What architecture principle(s) would you define as driving architecture principle(s) for
this specific tier? And why?

IQ1.8 Which sustainability quality attribute(s) would you select as the driving attribute(s) for
the prior selected architecture principle?

IQ1.9 For each selected sustainability quality attribute, can you define KPIs to track its impact
in the context of the PCS solution?

1Q1.10 The KPI mentioned, how can they be measured (tools; automated; manual; surveys; etc.)?
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Table A2. Questions for interviews in research Phase II.

Goal: Defining applicable KPIs, metrics, and measurement tools to a certain architecture principle.

1Q2.1 Do you agree with the selected architecture tiers defined during the first interview session?
1Q2.2 Do you agree with the selected architecture principles selected during the first inter-
view session?

1Q2.3 Do you agree with the selected sustainability quality attributes selected during the first
interview session?

1Q2.4 Do you agree with the revised and selected as driving sustainability quality attributes
after using decision maps? Would you choose different?

1Q2.5 What KPIs and metrics can you think of to measure these particular quality attributes?

1Q2.6 Are you aware of the Schiphol IT & Data Strategy 2021-2023?

1Q2.7 (1Q2.6 answered with yes) What Schiphol goal, metric, KPI is suitable to measure these
particular quality attributes? Can you think of alternatives?

1Q2.8 (1Q2.6 answered with no) Do you think that the selected Schiphol goal; metric; KPI is
suitable to measure these particular quality attributes? Can you think of alternatives?

1Q2.9 Which measurement tools would you suggest to use to measure these particular quality
attributes?

1Q2.10 What do you think about this pre-selected measurement tools?

1Q2.11 Do you have final remarks about the just created PRSM+T model for the selected
architecture principle?

Table A3. Questions for focus group in research Phase III.

Goal: Evaluating the final PRSM+T models with their measurements and their spider charts as tool to
visualize sustainability.

For each group of PRSM+T and computed spider chart:

1Q3.1 Is the final PRSM+T model well defined (mapping of the architecture principle to the
sustainability quality attributes, the KPIs, metrics, and measurement tools)?

1Q3.2 Can you confirm the relation to the spider chart?
1Q3.3 What does the data (i.e., spider chart) mean to you?
1Q3.4 Do you see potential problems in using or understanding the model and the spider chart?

Regarding the normalized spider chart based on randomized data:
1Q4.1 What are the advantages and potential problems in using or understanding the normalized
spider chart?

Appendix B. Schiphol IT & Data Strategy 2021-2023 —Goals

Table A4. Utilized Schiphol IT & Data Strategy 2021-2023 goals for mapping the specific KPIs.

Focus on Business Value
ASM4—Robust Organization. Improve the focus of the customers to increase the business value.

Solid Foundation

DAI3—Data & Al Governance. Enable data governance to ensure appropriate data quality,
lineage, as well as compliance with GDPR and ethical principles.

ETO1—Realize enabling technology outlook. Transform the basic technology landscape into stan-
dardized building blocks to assure reusable components.

ETO2—Reliable Delivery. Ensure a reliable transition to cloud applications to deliver continuity
and automated processes.

Efficient IT & Data management
CIO1—Safe & Secure. Set cyber security standards to reduce the risk of cyber security threats.
PR2—Increase efficiency. Increase efficiency to reduce cost.
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Appendix C. SQ Model

Table A5. SQ model—PCS Messaging Portal.

ISO/IEC 25010 Quality Model Sustainability Dimension
Characteristics Attributes Technical Environmental Economic Social

Modifiability

SaaS solutions can
be reused by more
than one system,
even over customers

Reusability and can be part of
other software
Maintainability solutions. Resources
at the provider side
can be shared.
Serviceability

Saa$ solutions can be used
in contexts beyond the
PCS solution. SaaS
solutions have the ability
to match with business
needs as they flow [70].

Context coverage | Flexibility

If the system is not
available, the users
Availability and customers do not
trust and do not use
the software solution.

Reliability

Fault tolerance

SaaS solutions are
usable by users

with different
disabilities [70]. This
leads to access by
many different user
Accessibility Accessibility groupi1 afrfld with
many different
devices. In addition,
the access to SaaS
solutions are easier
which decreases the
barriers to the service.
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