
Citation: Biswal, C.; Sahu, B.K.;

Mishra, M.; Rout, P.K. Real-Time

Grid Monitoring and Protection: A

Comprehensive Survey on the

Advantages of Phasor Measurement

Units. Energies 2023, 16, 4054.

https://doi.org/10.3390/en16104054

Academic Editors: Saeed Sepasi

and Quynh Thi Tu Tran

Received: 3 April 2023

Revised: 4 May 2023

Accepted: 10 May 2023

Published: 12 May 2023

Copyright: © 2023 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

energies

Review

Real-Time Grid Monitoring and Protection: A Comprehensive
Survey on the Advantages of Phasor Measurement Units
Chinmayee Biswal 1, Binod Kumar Sahu 1 , Manohar Mishra 2,* and Pravat Kumar Rout 2

1 Department of Electrical Engineering, Siksha ‘O’ Anusandhan (Deemed to Be University), Bhubaneswar
751030, India; chinmayeebiswal0895@gmail.com (C.B.); binoditer@gmail.com (B.K.S.)

2 Department of Electrical and Electronics Engineering, Siksha ‘O’ Anusandhan (Deemed to Be University),
Bhubaneswar 751030, India; pkrout_india@yahoo.com

* Correspondence: manoharmishra@soa.ac.in

Abstract: The emerging smart-grid and microgrid concept implementation into the conventional
power system brings complexity due to the incorporation of various renewable energy sources
and non-linear inverter-based devices. The occurrence of frequent power outages may have a
significant negative impact on a nation’s economic, societal, and fiscal standing. As a result, it is
essential to employ sophisticated monitoring and measuring technology. Implementing phasor
measurement units (PMUs) in modern power systems brings about substantial improvement and
beneficial solutions, mainly to protection issues and challenges. PMU-assisted state estimation, phase
angle monitoring, power oscillation monitoring, voltage stability monitoring, fault detection, and
cyberattack identification are a few prominent applications. Although substantial research has been
carried out on the aspects of PMU applications to power system protection, it can be evolved from its
current infancy stage and become an open domain of research to achieve further improvements and
novel approaches. The three principal objectives are emphasized in this review. The first objective
is to present all the methods on the synchro-phasor-based PMU application to estimate the power
system states and dynamic phenomena in frequent time intervals to observe centrally, which helps
to make appropriate decisions for better protection. The second is to discuss and analyze the post-
disturbance scenarios adopted through better protection schemes based on accurate and synchronized
measurements through GPS synchronization. Thirdly, this review summarizes current research on
PMU applications for power system protection, showcasing innovative breakthroughs, addressing
existing challenges, and highlighting areas for future research to enhance system resilience against
catastrophic events.

Keywords: wide-area measurement systems (WAMS); state estimation (SE); synchro-phasor
technology; fault detection; phasor measurement units (PMUs); fault localization; power swing;
backup protection; renewable energy sources (RESs)

1. Introduction

In the conventional power grid, the energy management system (EMS) and Supervi-
sory Control and Data Acquisition (SCADA) system can afford the steady state view of
the power system with high data flow latency [1]. The critical issue in adopting a better
protection scheme with these setups is the inability to measure the phase angles of the bus
voltage and current in real-time in a synchronized way [2]. The instant dynamic behavior
assessment with faster monitoring and measurement is essential for a reliable, protective,
and secure operation. The transformation to the smart grid concept of the modern power
system needs faster monitoring, more accurate, and synchronized phasor measurement of
electrical parameters to achieve the above objective with the use of a Global Positioning Sys-
tem (GPS) to power system operation [3]. Among many emerging devices to facilitate better
system monitoring, measurement, and signal communication, PMUs are very attractive in
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comparison due to the ability to provide the phasor signals in microseconds with accuracy
and a faster way through the GPS [4–6]. The application of the PMUs in the system network
facilitates tracking grid dynamics in real-time, obtaining data for wide-area monitoring,
assessing the state estimation, predicting system failure, helping to plan energy delivery
proactively, and providing improved protection and control [7–9]. Due to this perspective
of the PMUs, research of the application of the PMUs in power systems is up-and-coming
with many research gaps to handle the solution issues and challenges, particularly to power
system protection. The objective of this review includes WAMS-based power network
protection, PMU measurement for enhancing power grid monitoring and protection, fault
monitoring, localization and detection, and PMU-based state and security estimation.

The conventional measurements were asynchronously reported in 2–5 s intervals [1].
This time interval limited the capabilities of monitoring and measurement operation for
the quick and correct decision to provide a secure protective operation in real-time. The
introduction of PMU enhances the power system monitoring and subsequent control and
protection aspects in many ways, according to the intent of the application [10]. The mea-
suring features such as the fast reporting rate (50–100 measurements/s), synchronization
of measurements through GPS signals, measurements of frequency and frequency rate
of change, and the provision of phase measurements (instead of only magnitude mea-
surements) are the significant factors to put together the PMUs as the critical enablers for
real-time measurement and protection. Firstly, even a wide power network can be fully or
partially observable by PMUs, which helps monitor power systems dynamically to take
corrective solutions for steady and stable operation even under abnormal conditions [11].
Secondly, the integration of PMUs is optimally restructured along with the current SCADA
system to establish the wide-area monitoring and protection system (WAMPS) [8]. This
will provide real-time visualization of the system variation and improve the capabilities
of WAMPS for dynamic state estimator, phase angle monitoring, oscillation detection and
monitoring, and voltage stability [11,12]. This, in turn, considerably improves many crucial
operational benefits such as enhancing reliability by reducing the number of blackouts and
power cuts, cost-effective power system operation, and extensively allowing the integration
of RESs in the smart power system [9]. Thirdly, the uncertainties associated with renewable
energy sources (RESs), electrical energy storage (EES), electric vehicle charging (EVC), and
changes in load scenarios make control and protection more challenging [11]. Wide-area
monitoring with PMUs can overcome new challenges in the operation, planning, protection,
and control of distribution and transmission grids to enhance flexibility for the system
operation [9]. In addition, the new fast communication technologies support the WAMPS’s
fast access to power grid information. The PMU application to the power transmission and
distribution sector is indispensable and needs further research to enhance the protection to
make the system secure and reliable.

The installations of PMUs in intelligent grid systems reach for distributed and hi-
erarchical controlled WAMS that facilitate various monitoring, protection, and control
applications [13]. The conventional protection schemes restrict the distance relays to oper-
ate for faults occurring between the location of the concerned relay and the related reach
point [14]. It remains unaffected in the cases of all the faults outside this domain, lead-
ing to unreliable and insecure protection for the system. The WAMS technology based
on the PMUs’ synchronized phasor measurement brings a better solution to the above
issue [9]. Secondly, a wide-area differential protection (WADP) can be established with
the PMUs’ measurement to suit the shipboard applications’ needs. Thirdly, a secured,
coordinated, and synchronized backup protection can be established to function as an
intelligent processing system. In a nutshell, WAMS with the PMUs’ measurement provide
the grid dynamic state in terms of angular and voltage stability and transfer capacity at
different instances on various transmission and distribution systems to control and regulate
the power flow satisfying the constraints related to the grid parameters, integrating various
protection schemes and identifying corrective actions with an accurate decision [12]. Lastly,
the security of both the transmission and distribution sector is reasonably necessary with
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the provision of the WAMS to cope with the deregulated and restructured power system.
Overall, WAMS facilitate a developed intelligent grid of adaptive islanding, a secure and
self-healing system.

Even though very few review articles have been published recently, as shown in
Table 1, a proper, concise review confined to PMU application to grid protection aspects
is yet to present for the researchers and power engineers. Few review research articles
mention the broad scope of PMUs and WAMS with their possible applications. This
article extensively discusses and analyzes PMUs’ utilization in the power system protection
domain at the transmission and distribution levels. The significant contributions of this
study can be enumerated as follows:

• It emphasizes various applications of PMUs to provide better protection and secure
microgrid systems. The investigations were conducted on protection aspects only.

• The ideas and newness in the proposed PMU-based backup protection schemes
by various researchers are systematically presented along with their pros and fault
detection times.

• This review provides an overview of the standards for installing, testing, and designing
PMUs in power system protection.

• The research gaps are extensively summarized to provide the futuristic scope of the
PMU-based protection scheme design and formulation.

Table 1. Recent literature review papers on PMU-based protection.

Ref. No. Title Highlights Shortcomings

[1]

A Comprehensive Survey on
Phasor Measurement Unit

Applications in
Distribution Systems

• Surveys the primary challenges of
PMU applications.

• Provides possible future applications
for distribution networks.

• It encompasses using
synchro-phasor-based intelligent
electronic devices in
distribution systems.

• Does not provide any comparative
analysis of the PMU-based
protection scheme.

• Does not discuss the challenges and
problems that PMUs may face
concerning their role in
protection systems.

[10]
D-PMU based applications for
emerging active distribution

systems: A review

• Surveys the implementation of
D-PMUs in the distribution network.

• Reviews the application, monitoring,
and control of D-PMUs.

• Does not explain the operation and
principles of PMUs.

• Does not provide any insight into the
standard of PMU application.

[13]
Synchro-phasor measurement
applications and optimal PMU

placement:A review

• Surveys a comprehensive overview of
synchro-phasor technology, including
its principles, operation, and optimal
placement techniques.

• Covers various applications in the
transmission and distribution system.

• Does not offer any information or
understanding regarding the standard
utilized in PMUs.

• Does not offer any details or
explanation regarding communication
systems based on synchro-phasors.

[2]
A Survey on the Micro-Phasor

Measurement Unit in
Distribution Networks

• Provides the advantages of using
µPMUs in distribution networks,
including their ability to improve
reliability and robustness.

• Covers environmental sustainability
and social and economic benefits.

• Does not provide detailed information
related to the wide-area
backup protection.

• No specific data has been mentioned
regarding the PMU standards.

The remaining part of the manuscript is organized as follows: Section 2 addresses
the various aspects of PMUs and WAMS, looking at their architecture, design, operation,
and implementation. Section 3 depicts different issues and challenges related to PMU
application, particularly for protection aspects. Section 4 summarizes various PMU-based
protection methods, including backup protection. Section 5 presents several applications
of PMUs. Sections 6 and 7 enumerate the standards and the future scope, respectively.
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Finally, Section 8 ends with the concluding remarks from the work performed on the PMU
application for protection to date.

2. PMU and WAMS for Power System Protection

This section presents the basic principle of PMUs and WAMS technology operation
and how it improves power system monitoring and protection. Moreover, researchers have
conducted studies on several monitoring and protection techniques that employ PMUs, as
demonstrated by the comparative publication statistics illustrated in Figure 1, on an annual
basis. A distribution pie chart of articles published in various journals covering PMU and
protection applications is available, as shown in Figure 2.
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2.1. Phasor

A phasor is a mathematical representation of a sinusoidal wave quantity in which the
complex number’s modulus represents the cosine/sine wave’s amplitude, and the angle
represents the cosine/sine wave’s phase angle. Using phasors simplifies the analysis of
circuits and systems that involve sinusoidal wave quantities, making it easier to perform
calculations and visualize the relationships between different signals [15,16].
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A sinusoidal signal is generally represented as follows:

x(t) = Xm cos(ωt + ϕ). (1)

The phasor representation of this expression is represented by the following:

X =
Xm√

2
ejϕ =

Xm√
2
(cos ϕ + j sin ϕ). (2)

Here, Xm and ϕ are denoted as the peak value of the sinusoid and the signal’s phase
angle, respectively. The phase angle measurement is regarded as positive when measured
in an anti-clockwise direction from the positive real axis. It relies on the frequency inherent
in the phasor representation. For different signals to be represented in the same phasor
diagram, they must have the same frequency. Still, input signals may not remain stationary
in real-time conditions, as shown in Figure 3. A finite data window is used to consider the
input signals to address this. PMUs require at least one period of the input signal’s funda-
mental frequency in the data window [8]. However, when non-harmonic and harmonic
components are present, the frequency is not necessarily the same as the fundamental
frequency. Thus, PMUs use frequency tracking algorithms to separate the fundamental
frequency components and estimate the fundamental frequency period before measuring
the phasor.
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2.2. Synchro-Phasor and PMUs

A PMU is a tool used to calculate the phase angle and magnitude of a grid-wide
electrical quantity (such as voltage or current) using a standard time reference. The time
synchronization is given by a GPS and according to some protocols such as the IEEE
1588 Precision Time Protocol [17]. This enables synchronized real-time measurements
of several distant places on the grid and helps to provide a wide-area monitoring and
signal retrieval system. PMUs can quickly take samples from a waveform and rebuild the
phasor quantity, which consists of measurements of both the angle and magnitude. These
resulting measurements are known as the synchro-phasor data. These time-synchronized
observations are crucial to analyze the power system from a control, protection, and energy
management point of view to smooth the whole system’s operation.

Figure 4 depicts the operational block diagram of a PMU. It processes information
quickly and accurately and estimates the phasors and timestamps of the incoming signals.
The anti-aliasing filter eliminates signal elements whose frequency is equal to/higher than
half the Nyquist rate. An analog-to-digital converter (A/D converter) converts the input
voltage and current phasors from analog to digital AC signals. A phase-locked oscillator
(PLO) transforms the GPS one pulse/sec signal into a series of high-frequency pulses (HFP).
The phasor microprocessor performs the phasor computations, and the resulting phasors
are merged to provide positive sequence readings. The information from the GPS and clock
is eventually used to tag the phasors. At last, by using a modem, the ultimate phasor value
is sent to a data center [13].
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2.3. Synchro-Phasor-Based Communication

Communication features are required for applications that demand phasor data
in isolated locations. In each communication activity, two data flow components are
crucial [18,19]. The first factor is channel capacity (the rate of data change that could be
maintained on the current dataset), calculated in kilobits per second or megabits per second.
The second factor is latency, which is the interval between the creation of data and its
availability for use by the intended purpose [20]. There are two basic categories of com-
munication networks, including wired (e.g., telephonic line, overhead line, coaxial lines,
power line communication (PLC), optical fiber) and wireless (e.g., Wi-Fi, radio frequency,
satellite, microwaves). Wired networks may be divided into star and mesh networks [21,22].
Figure 5 represents an overall view of the synchro-phasor-based communication network.
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A star network is one in which all communication nodes are connected to the central
node. However, additional communication cables and towers are required to establish
such a network. Furthermore, real-world power systems, such as NASPInet, have already
adopted star networks [23]. On the other hand, a mesh network is a network whose
communication topology resembles a network of power lines. It can utilize power line
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communication (PLC) technology [24] and has proven to be effective in the past [25,26].
Depending on the physical communication medium, the PMU data transfer modes may
be categorized [27]. Leased line connections (LLC) were one of the earliest forms of
communication for these uses. Switched telephone circuits (STC) are also viable if transfer
latency is not critical. Additionally, traditional electric utility communication techniques,
including PLC and microwave links, have been widely adopted and are still prevalent in
many current applications [20].

Despite the challenges such as noise, signal loss, and attenuation, PLC remains a
feasible option for PMU communications at medium and low voltage distribution levels
due to its low cost, easy accessibility, and widespread deployment. However, the latest fifth-
generation (5G) mobile services are considered the most promising alternative for PMU
communications in the future. With a transfer rate of 20 gigabits per second (Gbps), 5G is
almost 100 times faster than 4G, enabling advanced wireless broadband, extensive machine-
type communications, and ultra-reliable low-latency communications [28]. Although this
technology has not been deployed in functioning power systems, its security must be
ensured for future applications. Lastly, fiber-optic networks are the preferred medium
today because they have unmatched channel capacity, rapid data transmission speeds, and
resistance to electromagnetic interference.

2.4. Synchro-Phasor-Based Wide-Area Measuring System (WAMS)

Power systems are evolving due to the increased renewable energy production, open
access to transmission networks, and deregulation of the electrical industry. The functioning
of electrical power systems is under strain due to this reality, which increases the need to
enhance the control and protection systems provided by WAMS based on PMU [29]. The
critical elements of WAMS are phasor data concentrators (PDCs), communication networks,
and PMUs, as shown in Figure 6.

Energies 2023, 16, x FOR PEER REVIEW 8 of 34 
 

 

 
Figure 6. Hierarchical architecture of WAMS. 

2.5. Synchro-Phasor-Based Load Shedding 
Currently, power systems are operated closer to their stability limits, mainly due to 

the deregulation of the electricity markets and the rise in electrical energy demand. How-
ever, due to significant disturbances, such as tripped generators or transmission line faults 
[32], the following active and reactive power unbalance can ultimately cause substantial 
simultaneous voltage and frequency variations along with instability. As a result, there is 
a greater chance that the entire system could collapse [33]. Load shedding is a technique 
that can prevent system collapse by shedding some of the load demand when there is an 
imbalance between the power generation and load demand, as shown in Figure 7. The 
technique can be represented as follows [34]: 

∑
=mj

jj xcMin  (3) 

where jc  represents the weight of the load; 1=jx  represents that load j needs to be 

shed.  
The technique is classified into two main categories based on the objectives and 

measurements; these include under-frequency load shedding (UFLS) and under-voltage 
load shedding (UVLS) [35]. In the past, various under-frequency load shedding (UFLS) 
methods have been developed and can be broadly categorized into classic, adaptive, semi-
adaptive, and algorithmic approaches [36,37]. In conventional UFLS methods, relays use 
locally measured frequency as input and continuously compare it against predetermined 
thresholds. The key benefits of these systems are simplicity, ease of operation, and relia-
bility. However, they can also have drawbacks, such as treating steep and gradual fre-
quency gradients equally, potentially resulting in excess or insufficient load shedding [38]. 
The enormous scope is suitable for the use of PMUs to develop a new methodology for 

Figure 6. Hierarchical architecture of WAMS.



Energies 2023, 16, 4054 8 of 34

In the hierarchically constructed WAMS, the PDC arranges the phasors by the GPS
timestamps using the measured output data from PMUs [30]. The PMUs collect and
transmit critical information about the power system, such as voltage, current, frequency,
and rate of change of frequency (ROCOF), using the IEEE C37.118.2 or IEC 61850-90-5
standards. These data are then received by nearby PDCs (within 10 ms–100 ms), which
synchronize and distribute them to super PDCs. The PDCs are responsible for monitoring,
storing, and analyzing the received data and detecting and responding to faults in the
system [31]. Additionally, it may utilize intelligent electronic devices (IEDs), such as protec-
tive relays, switches, and capacitor banks, to quickly respond to disturbances and ensure
the stability and security of the power system at both the distribution and transmission
levels. However, transferring all the data from the synchro-phasor network to the SCADA
or EMS is not required, as receiving higher-level online alerts is sufficient. According to a
suggestion in [1], the future of synchro-phasor networks involves using the IEC 61850-90-5
standard for efficient communication between all network components, replacing the cur-
rent IEEE C37.118.2 standard. Furthermore, rapid relay communication can be achieved
using the IEC 61850 standard. This approach allows for additional data review at a later
time while ensuring quick and reliable communication between all components of the
synchro-phasor network.

2.5. Synchro-Phasor-Based Load Shedding

Currently, power systems are operated closer to their stability limits, mainly due
to the deregulation of the electricity markets and the rise in electrical energy demand.
However, due to significant disturbances, such as tripped generators or transmission
line faults [32], the following active and reactive power unbalance can ultimately cause
substantial simultaneous voltage and frequency variations along with instability. As a
result, there is a greater chance that the entire system could collapse [33]. Load shedding
is a technique that can prevent system collapse by shedding some of the load demand
when there is an imbalance between the power generation and load demand, as shown in
Figure 7. The technique can be represented as follows [34]:

Min ∑
j=m

cjxj (3)

where cj represents the weight of the load; xj = 1 represents that load j needs to be shed.
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The technique is classified into two main categories based on the objectives and
measurements; these include under-frequency load shedding (UFLS) and under-voltage
load shedding (UVLS) [35]. In the past, various under-frequency load shedding (UFLS)
methods have been developed and can be broadly categorized into classic, adaptive, semi-
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adaptive, and algorithmic approaches [36,37]. In conventional UFLS methods, relays use
locally measured frequency as input and continuously compare it against predetermined
thresholds. The key benefits of these systems are simplicity, ease of operation, and reliability.
However, they can also have drawbacks, such as treating steep and gradual frequency
gradients equally, potentially resulting in excess or insufficient load shedding [38]. The
enormous scope is suitable for the use of PMUs to develop a new methodology for optimal
load shedding to prevent voltage and frequency instability phenomena with proper power
regulation by adopting the concept of WAMS.

PMUs are a potentially effective solution for improving UFLS [39–41], as they can
provide highly accurate frequency and ROCOF measurements with synchronized time
information [42]. However, the reliability of PMU-based measurements may be affected by
time-varying conditions and transient events since they rely on a static signal model [43,44].
Therefore, the control scheme should consider the potential measurement uncertainty [45,
46]. A new approach was proposed in reference [47] to address the above challenges. This
approach utilizes synchro-phasor reading obtained from PMUs to calculate the absolute
frequency and ROCOF. The novel approach employs two sets of ROCOF criteria to calculate
the load that must be shed and initiates the load shedding. This approach results in a
more sensitive system that can handle quick dynamics in a modern power network (MPN).
However, adopting PMUs improves the estimate and monitoring rate accuracy, offering
a more effective solution for UFLS in MPN. In addition, in [48], a method is suggested to
address measurement errors, communication failure, and time delays. The above factors
are incorporated into the problem formulation to make the results more accurate and
reflective of real-world scenarios. Finally, [49] proposes an approach that considers the
connections across load buses and is robust to PMU failure and communication delay,
further improving the load-shedding solution’s effectiveness. Lastly, PMU is also very
helpful in creating credible and practical tools for UVLS issues that may successfully
minimize voltage collapse [50–52]. In addition, references [53,54] discuss the problem of
voltage collapse in power systems due to high reactive power mismatch. However, the
above methods are unsuitable for dynamic real-time conditions and an open research field
for power engineers.

3. Issues and Challenges of PMU-Based Protection

Recently, many suggestions have been proposed to adopt a secure, reliable, and self-
protective capability for the intelligent transmission and distribution sector. However,
integrating WAMS and PMUs with the traditional protection scheme and topology raises
many inherent critical issues and challenges in real-time, including the following:

• The architecture of wide-area protection systems (WAPS): The architecture of WAPS
needs to be designed to provide adaptive relaying for primary protection and long-
term voltage instability at the local stage of operation. The frequency instability,
angular instability, and control coordination need to be considered for small-signal
stability at the global stage of operation. A proper architecture can enhance the
system security, improve the speed of information exchange between components,
and provide high system reliability [55].

• Dynamic and nonlinear loading: The dynamics of loads and electric vehicle charging in
the distribution sector can cause frequency instability. However, they are not substan-
tially considered in frequency instability protection measures based on WAMS. The
protection scheme must focus on the dynamic and nonlinear loading characteristics
through WAPS [56].

• Overreaching distance relay zones: Overreaching distance relay zones under stressed
abnormal conditions can lead to cascaded tripping and blackouts. WAMS-based
anticipatory adaptive relaying schemes may be a better solution for handling these
situations in the future [57].

• Operational uncertainties of FACT devices: The series of connected FACT devices
have a critical impact on the distance protection of the transmission lines due to their
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associated operational uncertainties. WAMS-based flexible protection schemes can
be designed to handle the uncertainties related to distance protection and acquire the
control parameters of FACTS devices in a brief period [4].

• Optimal PMU placement: Without a comprehensive plan for wide-area protection,
there is a lack of optimal PMU placement that can provide complete observability of
the power system. Proper PMU placement is essential to detect and prevent different
types of instabilities and uncertainties in the system [57].

• Time delays: Time delays during information exchange and transfer in PMUs can
impact the accuracy and effectiveness of WAPS. Proper measures must be taken to
handle time delays accurately and correctly through real-time adaptive identification
techniques [57].

• GPS spoof attacks: GPS spoof attacks can influence PMU timestamps by injecting
counterfeit GPS signals into the antenna of the PMU’s time reference receiver. This can
violate the PMU’s maximum phase error and inaccurate signaling for protection and
control. Mitigation strategies must be developed to prevent GPS spoof attacks [58,59].

• Calibration of PMUs: Characterizing PMUs according to prescribed measurement
standards is essential to ensure the reliability and consistency of the operation and
control of WAPS. The calibration of PMUs under steady-state conditions traceable to
prescribed standards is necessary [60].

• False data injection attacks (FDIA): Cybersecurity is a significant concern for intelligent
power grids, and FDIA can cause operational, physical, and economic damage. Con-
tinuous cyber-physical system monitoring is essential to achieve secure and reliable
operations under cyber threats. The WAPS should be designed to prevent and detect
FDIA research gaps, aiming for a better solution to these factors [61].

• Role of PMUs in inverter-based resources: PMUs can be crucial in monitoring and con-
trolling power systems that incorporate inverter-based resources, especially relevant
in regions with high resource penetration. However, this deployment also presents
challenges, such as the high cost of PMUs, the need for precise time synchronization,
and a lack of standardization that may create interoperability issues. Nevertheless,
PMUs also present opportunities, including real-time monitoring and control that
can improve power system stability and reliability and more precise information to
enhance inverter-based resource performance [62].

4. PMU-Based Protection Methods

Synchro-phasor measurements have revolutionized the field of power system protec-
tion by providing highly accurate and time-synchronized phasor data. This data detects
and responds to various power system events, including faults, out-of-step conditions, and
other abnormal operating conditions. To address these abnormal conditions, the synchro-
phasor has provided several solutions to the above protection problems in power systems.
They have enabled the development of sophisticated protection schemes such as adaptive
out-of-step protection (OSP), differential protection, and backup protection, which rely
on accurate and time-synchronized phasor data to detect and respond to power system
events [3].

Differential protection is a commonly used protection scheme in power systems. It
protects power transformers, generators, and other critical equipment from damage due
to internal faults. It relies on measuring the difference in current flowing into and out of
a protected zone. When a fault occurs within the zone, the current balance is disrupted,
and the differential relay detects the fault and initiates a trip signal to disconnect the
equipment. Adaptive OSP protects power system generators from damage due to the
loss of synchronism, which can occur when two generators are connected to the same
power system with unsynchronized rotational speeds. Lastly, backup protection is used as
a secondary protection scheme to protect against equipment failures or the malfunction
of primary protection systems. The schemes rely on synchro-phasor measurements to
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detect and isolate faults quickly and accurately, ensuring the power system remains stable
and reliable.

4.1. Backup Protection

With the emergence of interlinked power systems, systemic disruptions (e.g., trans-
mission line faults, blackout events) inside the power system may create an inexorably
problematic situation for the power industry. To prevent the deterioration of the power grid,
protection and control measures must be taken to recover the system to normal operating
conditions. Generally, primary and backup protection is used to protect the transmission
lines [63,64]. Conventional backup protection is mainly performed based on independent
judgment following local data. Furthermore, conventional backup protection cannot adjust
to varying loading scenarios and fault impedance [65]. As a result, symmetrical distur-
bances cannot be detected from other loading conditions, including load invasion, power
swing, and generator breakdowns [66].

Additionally, backup protection may operate incorrectly, leading to cascading failures
or blackout events [66,67]. The implementation of phasor measurement units (PMUs)
in power systems has recently been widely acknowledged. The voltage and current
synchro-phasor are delivered by PMUs using GPS. Researchers are proposing wide-area
backup protection (WABP) schemes that utilize data collected from various points in the
grid to detect transmission line faults. There are three significant categories documented
in WABP research [68]. The first involves using electrical quantity parameters, the sec-
ond involves WABP based on the protection relay device’s switching status information,
and the third category combines electrical quantity and circuit breaker/protective relay
operating information.

Figure 8 depicts a schematic diagram of WABP consisting of a protection device
(PD) that detects the network’s electrical properties and transfers the data to the regional
network’s system protection center (SPC). After that, SPC examines the data and runs
the protective algorithm to decide whether or not a defect has occurred. Once a defect is
discovered, the SPC sends a trip order to the appropriate circuit breaker, isolating the faulty
area of the network. Table 2 depicts the backup protection approaches recommended by
many authors in recent years, and a detailed examination of these techniques is covered in
the following sections.
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4.1.1. WABP Scheme Based on Electrical Quantity Parameters

This scheme consists of WABP based on information on electrical parameters, such
as the evaluation of the fault voltage [69], the comparison of the sequence current phase and
amplitude, the comparison of the voltage and current composite directional
component [70–72], and the cumulative impedance comparison algorithm. As mentioned
above, the schemes can realize WABP by gathering wide-area data without modifying the
typical backup protection architecture. However, by comparing the variation of electrical
quantity between the calculated and estimated values to a certain threshold, the defective
line was successfully located, as shown in Figure 9.

Energies 2023, 16, x FOR PEER REVIEW 12 of 34 
 

 

 
Figure 8. Architecture of WABP. 

4.1.1. WABP Scheme Based on Electrical Quantity Parameters 
This scheme consists of WABP based on information on electrical parameters, such 

as the evaluation of the fault voltage [69], the comparison of the sequence current phase 
and amplitude, the comparison of the voltage and current composite directional compo-
nent [70–72], and the cumulative impedance comparison algorithm. As mentioned above, 
the schemes can realize WABP by gathering wide-area data without modifying the typical 
backup protection architecture. However, by comparing the variation of electrical quan-
tity between the calculated and estimated values to a certain threshold, the defective line 
was successfully located, as shown in Figure 9. 

 
Figure 9. Block diagram of WABP scheme based on electrical quantity. 

Identifying a faulty transmission line was achieved by analyzing variations in the 
positive-sequence current angles across all transmission lines. To determine the bus clos-
est to the defective line, [72] analyzed the positive-sequence voltage (PSV) magnitudes of 
the buses and calculated the absolute difference in the positive-sequence current (PSC) 
angles at both ends of each line connected to the identified bus. However, this method has 
limitations, particularly for high impedance faults where the measurement of the bus volt-
age magnitude may be low, leading to insignificant differences in current angles. Several 
alternative techniques have been proposed to address this limitation. For example, a 
unique WABP algorithm was proposed in [70] to identify faulty branches based on the 
steady-state fault component. 

Figure 9. Block diagram of WABP scheme based on electrical quantity.

Identifying a faulty transmission line was achieved by analyzing variations in the
positive-sequence current angles across all transmission lines. To determine the bus closest
to the defective line, [72] analyzed the positive-sequence voltage (PSV) magnitudes of
the buses and calculated the absolute difference in the positive-sequence current (PSC)
angles at both ends of each line connected to the identified bus. However, this method
has limitations, particularly for high impedance faults where the measurement of the
bus voltage magnitude may be low, leading to insignificant differences in current angles.
Several alternative techniques have been proposed to address this limitation. For example,
a unique WABP algorithm was proposed in [70] to identify faulty branches based on the
steady-state fault component.

In contrast, another special WABP algorithm based on fault component voltage dis-
tribution was suggested in [69]. Later, ref. [73] proposed a WABP scheme based on PSV
readings to determine the location of the damaged line. At the same time, the Koopman
analysis was used in another study to generate WABP and detect the faulty line based on the
PMU data, but it has a high computational burden [74]. Further, reference [75] introduced
a novel WABP algorithm that does not consider system variables such as transmission line
impedance, but only uses the phasor data of voltages and currents, which was proven
effective. In [76], a decentralized method was presented to detect and clear transmission
line faults in power systems. This approach utilizes the gain in momentum data of all
generators and PSV magnitudes to identify the susceptible protection zone and the nearest
bus to the fault.

Moreover, the techniques described in references [72–76] do not address two crucial
factors, wide-area fault detection and location for cross-country and evolving faults. In this
direction, a novel WABP scheme was proposed in [68] to handle the associated issues. The
scheme requires only a limited number of synchronized PMUs, making it a cost-effective
solution for power systems. The main drawback of all these schemes is that they need a
lot of observations and relevant data, such as transmission line voltage and current. As a
result, when examining the real-time implementation in a large region, such schemes could
be both costly and challenging.

4.1.2. WABP Scheme Based on Switching Status of Protection Relay

This scheme consists of WABP based on switching information and updates, such
as WABP-based genetic and fault tolerance algorithm [77]. Several techniques are sug-
gested in [78–81]; these backup protection principle schemes are framed by observing and
analyzing the switching status of the protection device, as demonstrated in Figure 10.
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In [78], the authors used broad-area data, such as the statuses and operations of
conventional protection relays, to detect faults through the collaboration between intelligent
agents. Another backup protection scheme, outlined in [79], relies on the status of primary
and auxiliary protective relays and circuit breakers to simplify the settings and avert
cascading trips. In [80], the authors suggested a comprehensive backup protection scheme
that considers the contribution of all established distance relays across the network, utilizing
a protection fitness function. While [81] presented a backup protection approach that relies
on the status of the distance relay’s second and third zones, its key restrictions include
higher end-to-end latencies and data congestion at the phasor data concentrator (PDC). The
main drawback of these schemes is that they frequently need the circuit breaker’s status,
which could make them impracticable and expensive.

4.1.3. WABP Scheme Based on Electrical Quantity and Switching Status of Protection Relay

In this study, novel methods for the transmission line backup protection are provided
by employing synchro-phasor measurements. These schemes consist of WABP based on
data on electrical parameters and the operational status of protective devices. The above
methods are suggested to be implemented into two phases at the predefined buses. The
first stage involves identifying the fault and strained circumstances. However, in the second
phase, the defective line is cut off from the electrical supply, as shown in Figure 11.

Energies 2023, 16, x FOR PEER REVIEW 14 of 34 
 

 

 
Figure 11. Block diagram of WABP scheme based on the bus data and circuit breaker status. 

In [82], a synchro-phasor state estimator’s residual vector is utilized to detect faults and 
improve the security of the present remote backup protection scheme. In contrast, ref. [83] 
proposed a WABP technique for transmission lines that operate based on synchronized data 
and the actions of third-zone distance relays. The proposed algorithm offers a significant 
advantage over other wide-area methods, requiring fewer synchronized devices. Therefore, 
the proposed algorithm represents a valuable contribution to the backup protection of 
power transmission lines, as it can achieve accurate results using fewer synchronized de-
vices. Furthermore, ref. [84] proposed a novel WABP strategy based on device detection to 
address the device failure issue. This strategy is valuable to the power system protection 
field, as it can efficiently and reliably locate faults and provide backup protection. 

In summary, the above method proposes innovative approaches to enhance the secu-
rity and reliability of power systems through backup protection. However, utilizing wide-
area information, synchronized data, and device detection techniques are significant ad-
vancements that can significantly improve the accuracy and effectiveness of backup protec-
tion strategies. These contributions are crucial in ensuring the stability and efficiency of 
power systems, which are essential for the modern world’s functioning. The major draw-
back is that the strategy’s effectiveness may be limited to communication failures or delays. 

Table 2. Backup protection scheme. 

Ref. No. Contribution Detection Time 

[85] 
• It applies to various types of faults. 
• It provides high security and dependability in identifying the faulted line. 
• The computational burden is less. 

65–95 ms 

[86] 
• It increases the accuracy of fault identification. 
• It can be implemented with a smaller number of PMUs. 
• The implementation costs less. 

403 ms 

[87] 
• It can quickly identify the faulted line and prevent damage to the power system. 
• It can appropriately maintain the dependability–security of the power system network during sys-

tem transient. 
400 ms 

[88] 
• It is easier to implement and maintain. 
• It reduces the computational burden. 
• It reduces the risk of maloperation. 

740 ms 

[89] 

• This proposed strategy effectively identifies the faulted line, which can prevent further damage to 
the power system. 

• It reduces the number of PMUs needed, saving costs and resources while maintaining the same 
level of protection. 

- 

[90] 
• It can detect the fault in a different location with a high accuracy. 
• It can detect all high-resistance asymmetrical faults and is resistant to measurement errors, improv-

ing the reliability of the protection system. 
50 ms 

[91] • This suggested method can identify the faulted line correctly. 20 ms 

Figure 11. Block diagram of WABP scheme based on the bus data and circuit breaker status.

In [82], a synchro-phasor state estimator’s residual vector is utilized to detect faults and
improve the security of the present remote backup protection scheme. In contrast, ref. [83]
proposed a WABP technique for transmission lines that operate based on synchronized data
and the actions of third-zone distance relays. The proposed algorithm offers a significant
advantage over other wide-area methods, requiring fewer synchronized devices. Therefore,
the proposed algorithm represents a valuable contribution to the backup protection of
power transmission lines, as it can achieve accurate results using fewer synchronized
devices. Furthermore, ref. [84] proposed a novel WABP strategy based on device detection
to address the device failure issue. This strategy is valuable to the power system protection
field, as it can efficiently and reliably locate faults and provide backup protection.

In summary, the above method proposes innovative approaches to enhance the se-
curity and reliability of power systems through backup protection. However, utilizing
wide-area information, synchronized data, and device detection techniques are significant
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advancements that can significantly improve the accuracy and effectiveness of backup
protection strategies. These contributions are crucial in ensuring the stability and efficiency
of power systems, which are essential for the modern world’s functioning. The major
drawback is that the strategy’s effectiveness may be limited to communication failures
or delays.

Table 2. Backup protection scheme.

Ref. No. Contribution Detection Time

[85]

• It applies to various types of faults.
• It provides high security and dependability in identifying the faulted line.
• The computational burden is less.

65–95 ms

[86]

• It increases the accuracy of fault identification.
• It can be implemented with a smaller number of PMUs.
• The implementation costs less.

403 ms

[87]

• It can quickly identify the faulted line and prevent damage to the power system.
• It can appropriately maintain the dependability–security of the power system

network during system transient.
400 ms

[88]

• It is easier to implement and maintain.
• It reduces the computational burden.
• It reduces the risk of maloperation.

740 ms

[89]

• This proposed strategy effectively identifies the faulted line, which can prevent
further damage to the power system.

• It reduces the number of PMUs needed, saving costs and resources while
maintaining the same level of protection.

-

[90]

• It can detect the fault in a different location with a high accuracy.
• It can detect all high-resistance asymmetrical faults and is resistant to

measurement errors, improving the reliability of the protection system.
50 ms

[91]

• This suggested method can identify the faulted line correctly.
• It can easily classify single-phase-to-ground faults, which can help improve the

overall system stability.
• It is applicable for modern power system networks with reduced system inertia.

20 ms

[92]

• This method can detect high-impedance faults.
• It has less computational burden.
• It can prevent unnecessary power interruptions.

0.48 ms

[93]

• This scheme is highly effective during power oscillation, generator outage, load
shedding, and voltage fluctuation.

• It can detect different types of fault locations.
• It can operate in a wide range of scenarios.

300 ms
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Table 2. Cont.

Ref. No. Contribution Detection Time

[94]

• This method requires significantly less time training the classification models than
other classifiers, reducing the overall capital cost.

• It can operate quickly, and has accurate fault detection and classification to protect
the power system from the cascade impact of the maloperation of relays.

140 ms

[95]

• This proposed technique limits the computational requirements.
• It requires a smaller number of PMUs.
• It reduces the computational burden.

12 ms

[96]

• This technique is reliable for conventional protection systems.
• It can help to prevent power outages and ensure the stability and efficiency of the

power system.
81 ms

[97]

• This approach provides accurate fault location in the presence of measurement and
parameter errors.

• It is a versatile and reliable tool for system operators and engineers.
50 ms

5. Synchro-Phasor-Based Application in Transmission and Distribution System

The real-time management of power systems necessitates using fast and synchronized
data collection and processing techniques. PMUs, with their synchronized timing and high-
frequency sampling capabilities, play a crucial role in analyzing the complicated dynamics
of the power system. These measurements also assist in detecting system abnormalities
and implementing prompt corrective actions. Despite these benefits, minor variations in
voltage phasors at different buses in the distribution system must also be accounted for,
as they are crucial in achieving better control and protection. Extensive research has been
conducted in this field. The following sections outline the applications of synchro-phasor
measurements in transmission and distribution systems, as shown in Figure 12.
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5.1. Voltage Stability

Voltage stability refers to the capability of a system to sustain its voltage levels after
a disturbance occurs. This concept is typically divided into two categories, short-term
voltage stability and long-term voltage stability, which are differentiated based on the
type and duration of the disturbance [98]. The system voltage stability margin (VSM) is
expressed as follows:

Percentage of VSM =
λM − λC

λC
× 100

0
0

(4)

where λM represents the maximum loading point and λC represents the current operating point.
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Traditionally, only SCADA and EMS data were used to monitor the P–V and Q–V
curves, but a model-free technique was developed in [13] to measure the voltage magnitude.
In [99], a new strategy was designed to improve the accuracy and speed of measuring
the voltage magnitude, which is essential in addressing voltage instability and preventing
blackouts. However, this approach involves using WAMS and optimizing parallel pro-
cesses with guidelines to minimize calculation times. Later, an innovative approach was
proposed to estimate the voltage stability margin in a power grid to enhance operators’
awareness [100]. This method utilizes PMUs and incorporates a preprocessing technique
for PMU measurements to eliminate any inconsistency or uncertainty due to random load
disturbances. This approach promises to provide a reliable and accurate estimation of the
voltage stability margin, which is crucial for ensuring a power system’s safety and stable
operation. In [101], a new technique for monitoring voltage stability in a transmission
system was introduced. This method was developed by combining the impedance match-
ing method and the previous local identification of voltage emergency technique (LIVET).
The proposed method can detect voltage instability soon after it occurs by monitoring
the changes in the active power transfer. A novel multi-bus voltage stability index was
introduced in [102]. This index can calculate the stability margin and the load-shedding
percentage. Several voltage stability evaluations were conducted under various operat-
ing conditions [103–109]. Table 3 depicts some recent research on voltage stability using
PMU data.

Table 3. Application of PMU on voltage stability.

Ref. No. Contribution

[103] This approach can reduce the number of contingency scenarios and produce accurate results with noisy input.

[104] This method provides faster predictions of fluctuations, giving the transmission system operator ample time to
implement corrective measures.

[105] This suggested approach demonstrates improved real-time applicability for accelerating high-dimensional
PMU tests and higher tolerance to instabilities brought on by high solar integration.

[106] This approach can accurately identify the critical bus and quantify stress in the system in various test scenarios,
including noisy measurements, load increases in different directions, and line and generator outages.

[107] This approach is robust to reactive power limitations of generators.

[108] This proposed technique has a high accuracy and fast execution speed.

[109] Compared to the Lyapunov exponent technique, this suggested method has a faster detection time and is more
successful in identifying short-term voltage instability.

5.2. Power Oscillations

Distance relay failure contributes significantly to most cascaded blackouts world-
wide [27]. Severe disruptions such as faults and load failure may cause the system to
experience power swings (PSs) or power oscillations (POs) [110]. The swing equation can
be expressed as follows [111]:

.
δ = ωn(ωr − 1) (5)

2H
.

ωr = Pm − Pe − D(ωr −ωn) (6)

where
.
δ represents power angle; ωn and ωr shows the actual and angular velocity, respec-

tively; Pm and Pe are the mechanical and electrical power; H is the inertia constant; and D is
the damping coefficient.

Depending on the severe disturbances, POs can either be stable (synchronous genera-
tors maintain synchronism) or unstable (synchronous generators lose synchronism) [112].
During stable power oscillation (SPO), blocking the performance of the distance relay
is desirable. On the other hand, alternative events are offered during unstable power
oscillation (UPO). Depending on the location, the distance relay could block or trip in the
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first event. In the second event, the distance relay could be plugged (close to the electrical
center) and proceed by forcing separation at a different system site [113]. However, UPOs
can cause significant changes in the voltage and current, which can be hazardous for the
operation of the power grid. In addition to that, UPOs can also cause the failure of specific
protective systems, such as distance and under-impedance relays, leading to widespread
blackouts and cascading outages. The above issues highlight the importance of detecting
and mitigating UPOs in power systems to ensure the stability and reliability of the power
grid [114].

To maintain the stability of the power grid, an out-of-step (OOS) prevention mech-
anism is provided, which includes pole slip protection (PSP) of synchronous generators,
exceptional security, additional control, power swing blocking (PSB) of distance protection,
and OOS tripping in transmission networks [114]. The above mechanism works to detect
and prevent OOS events, ensuring the stability and reliability of the power grid. However,
conventional blind-based schemes, such as pole slip protection (PSP) for synchronous
generators, face limitations in differentiating between stable and unstable swings and
require a detailed stability study for their implementation [115]. Other techniques, such as
the rate of change of impedance and resistance [115], changing the zone shape of distance
relays [116], and the swing-center voltage (SCV) method [117], were also reported, but
have limitations such as requiring extensive stability studies or being applicable only for
two-source equivalent systems.

Various techniques were proposed in the power system industry to prevent out-of-
step (OOS) events and detect POs to ensure stable operation and prevent blackouts [116].
These include the frequency of voltage value-based approaches [116], pattern recognition-
based strategies [117–119], admittance trajectory-based methods [120], the relative speed
of a hypothetical identical machine [121], PMU information-based methods [122,123], and
predictive analysis-based methods [124]. These methods aim to distinguish stable power
swings from unstable ones, increase the protection system’s reliability and security, and
reduce false tripping and communication failure. However, each method has its limitations
and challenges, such as the requirement for a vast amount of training data, improvement in
filter design, and the necessity for PMU information. Table 4 tabulates some recent research
on power oscillation using PMU data.

Table 4. Application of PMU on power oscillation.

Ref. No. Contribution

[111]
This proposed approach has several advantages, including the prevention of zone-one trip of distance relay,
maintaining the dependability of the overall protection system, the ability to predict the transient stability
status of the system, and ease of integration with existing numerical relays.

[125] This method is computationally efficient and provides improved reliability as it is immune to external faults
and switching events and remains unaffected by noisy signals.

[126] This approach can identify three-phase faults while detecting and discriminating between stable, unstable, and
multi-mode power swings.

[127] This approach can identify an OOS state more accurately and reliably, with a smaller probability of false
alarms or missed detection.

[128] This proposed algorithm provides faster tripping (up to 200 ms) than traditional impedance-based OOS
methods, making it more reliable.

[129] This proposed approach has improved performance compared to existing methods under various conditions,
including current transformer (CT) saturation, single-pole operation, and load switching.

[130] This method can detect HIFs within a brief time (less than 4 ms), regardless of the fault’s characteristics, such
as resistance, inception angle, or location.

[131] This proposed model outperforms existing deep learning and matrix completion-based methods regarding
prediction accuracy, making it a more reliable choice for filling in missing PMU data during power oscillations.
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5.3. State Estimation

Power system state estimation (PSSE), a crucial real-time application, typically happens
every 30 s. An appropriate SE provides the necessary input data so that operators can
learn about the security and dependability of the system and, at the same time, achieve the
capability to reduce capital expenditures. The SE involves calculating the amplitude of the
bus voltage and phase angles by utilizing redundant active and reactive power injection
data [132]. However, the estimation can be performed using several SE techniques. All
approaches often use the same measurement items, the foundation for establishing the
algorithm’s goal function. The SE measuring model that is most frequently employed is
the following:

y = h(x) + e (7)

where y is the measurement vector entered into the SE method, x represents the selected
state variables, and h(x) and e represent the measurement function and error vectors, respec-
tively. Since poor SE performance can have severe financial and practical repercussions,
much research has already been conducted to enhance SE performance, and numerous
strategies have been suggested in this article.

Conventionally, the data measurement is asynchronous, resulting in static state esti-
mation (SSE). The following have been explored through SSE: (i) the enhancement that
was obtained when PMUs were introduced and multiplied; (ii) the ideal placement and
positioning of PMUs to provide high reliability, the identification of incorrect data, and the
detection of system element issues; (iii) the inclusion of PMUs in the estimation technique,
such as by immediately replacing the actual values inside the state variables; (iv) calculating
the weights attached to these PMUs; and (v) the advantages of PMUs for enhancing data
security [132]. However, synchro-phasor technology allows for dynamic state estimation
(DSE), providing real-time information about the voltage magnitude and phase angle at
each node in the power system. This approach provides a more accurate and dynamic
understanding of the system’s state, enabling better decision making and control [133].

Several studies have shown the benefits of using PMU data with an extended Kalman
filter (EKF) for online state and parameter estimation. References [134,135] demonstrated
the potential applications of this approach. References [136,137] used the EKF to estimate
a single-machine infinite bus system’s generator states, unknown inputs, and dynamic
states. References [138,139] proposed using an ensemble Kalman filter (EnKF) for simul-
taneous state and parameter estimation and the use of an extended particle filter (EPF)
for dynamic state estimation, respectively. The main disadvantage of these methods is
the lower sampling rate. A comparative study based on dynamic state estimation was
suggested to address this above issue in [140].

Later, an SE method for the distribution system was deployed in reference [141].
This method offers several advantages, including low latency and high state estimation
frame rates. In [132], a novel hybrid power system static state estimation (SE) method was
introduced, which utilizes PMU observations as a multivariate time series and incorporates
existing time and cross-correlation through VAR models. Additionally, the process provides
better confidence intervals, and has the ability to anticipate the power state and detect
sudden biases, resulting in more robust state estimation. Despite the attempts to capture
the dynamic conditions of the power system through various methods, the challenge of
decentralized processing and decoupling with power plant controls persists. To overcome
this, ref. [142] proposed an EKF technique that features decentralized processing and
decoupling with power plant controls. Even with noise, the framework accurately estimates
the states, outputs, and unknown inputs. It was also demonstrated that the above method
was resistant to generator component errors and efficient in various situations. In [143],
a new method that combined SCADA and PMU measurements was presented. It shows
a significantly reduced computing time compared to existing approaches, especially in
large-scale networks with multiple faulty SCADA measurements in PMU observable areas.
Reference [144] proposed an improved dynamic state estimation scheme. The scheme’s
performance was evaluated by considering the impact of probabilistic communication
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interruptions and delays, ensuring robustness and reliability in real-world conditions.
The centralized approach integrates and aggregates information from multiple sources,
providing a more comprehensive and accurate state estimate reference. Table 5 presents
some recent research on SE using PMU data.

Table 5. Application of PMU on state estimation.

Ref. No. Contribution

[145]
This suggested approach performs better in terms of efficiency, dependability, and robustness over a range of
operational circumstances and calibration properties of the measuring instruments. It may be utilized for
modern distributed network design and management.

[146] This approach is valuable for locating the cyber threat and filtering false data streams.

[147]
The equivalent circuit formulation framework provides a novel approach to state estimation that is both
efficient and accurate, with the potential for future developments and applications in the power system
monitoring and control area.

[148] This proposed hybrid SE approach reduces the computational complexities. It provides a more efficient and
accurate way to estimate the state of the power system, leading to better monitoring and control.

[149] This technique enhances state estimation accuracy with the ability to handle disturbances and uncertainties in
the active distribution grids and microgrids.

[150] This proposed method shows a higher accuracy and reliability than traditional methods, with the ability to
quickly and accurately determine the exact location of faults in both meshed and radial topologies.

[151] This suggested approach has substantial advantages, specifically when operating at off-nominal frequencies,
and may be employed in various monitoring systems.

[152] The least-absolute-value estimator is more computationally efficient, leads to improved accuracy, optimizes the
objective function, handles gross errors quickly, and eliminates the need to deal with multiple insufficient data.

[153] The low computational cost of the estimation stage makes this algorithm even more attractive, as it can be run
in real-time without sacrificing accuracy.

[154] This proposed solution for solving the SE problem for three-phase systems is a computationally efficient and
straightforward alternative to the conventional approach.

[155]
These proposed next-generation distribution systems incorporate earthing resistances as state variables and
field measurements, improving observability, accuracy, and reliability. The PMU infrastructure provides
high-speed visibility and helps prevent equipment and personal losses due to temporary overvoltages.

[156]
The generalized algorithm is linear, efficient, and robust. This proposed method is comparable in accuracy and
computational burden to the conventional weighted least-squares estimator and outperforms it in the presence
of gross measurement errors.

[157]
To maintain grid operation, this suggested Convolutional Neural Network (CNN)-based filter can operate as
an extra layer of security by removing erroneous data before a state estimate is carried out. This would allow
system operators to make better decisions.

5.4. Fault Location and Fault Detection

Fault location is the process of determining the location of a fault in an electrical power
grid. PMU-based approaches were proposed to prevent widespread power outages or
other disruptions. These PMUs provide real-time voltage, current, and frequency readings,
allowing the electrical power system to be fully observable at all times, thereby assisting
system analysts in identifying faults quickly and avoiding blackouts. The faulty bus model
can be expressed as follows:

Percentage of positive sequence voltage (PSVn) =

∣∣∣∣∣PSVnb f − PSVna f

PSVnb f

∣∣∣∣∣× 100 (8)

where n = bus number; PSVnbf = positive sequence voltage (before fault); and PSVnaf =
positive sequence voltage (after fault).
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However, to further improve the efficiency of the protection system, it is recommended
to use the WAMS, which provide a more effective backup protection scheme.

The WAMS feature PMUs equipped with intelligent electronic devices and synchro-
nized data from both ends of the transmission lines [158,159]. It is essential to accurately
identify faulty transmission lines and perform a dynamic security analysis of the power
system to enhance protection through PMUs [160]. Implementing the differential protection
philosophy based on Kirchhoff’s laws is also crucial to demonstrate the efficiency of PMUs
in protecting transmission lines [161]. The study conducted in [70] was one of the first stud-
ies to develop a differential protection scheme for a 33 kV transmission line and substation,
using numerical relays and incorporating GPS synchronization to streamline the sample
data. Moreover, the recursive algorithm for updating phasors was found to increase the
estimation errors over time due to the continuous nature of electrical power systems (EPS).
To effectively monitor and protect EPS, it is crucial to have an accurate synchronization of
phasors and a precise measurement of the phase angles. The phase angles of the voltages
and currents play a crucial role in defining the location of the faults in the transmission line
when using a minimum positive-sequence voltage as a backup for traditional protection
systems. This information can then be used to classify faulty buses. In addition, the use of
Wavelet and Fourier transform for fault classification in transmission lines was discussed in
reference [162]. Reference [163] proposed a method that detects and classifies transmission
line faults using only PMU data from the generator bus. The methodology employed PMU
readings from a single bus voltage for the whole grid, decreasing the price and complexity
of the surveillance system. Recently, there has been an increase in the use of artificial intelli-
gence (AI) or machine learning (ML) techniques for fault diagnosis, including detection,
identification, and localization of faults in power transmission networks [164]. Table 6
tabulates recent research on fault location and detection using PMU data.

Table 6. Application of PMU on fault location and fault detection.

Ref. No. Contribution

[164] This designed intelligent algorithm is explicitly data-driven and successfully treats the nonlinear time-varying
behavior of the system.

[165] This proposed fault identification method achieves fast and accurate results with 100% accuracy in less than 20 ms.
It applies to conventional and contemporary networks, regardless of DG types and sizes.

[166]
This proposed method addresses the issue of high labeling cost and utilizes unlabeled data for classification with a
high accuracy. Compared with previous work, a high impedance fault (HIF) location method is developed to
locate faults with a small estimation error using µPMUs.

[167] This proposed scheme is practical, robust, and reliable under different operating conditions, fault types, distances,
and resistance.

[168]
This algorithm accurately classifies faulted buses and identifies the faulty line, making it suitable for application in
practical power systems. The proposed algorithm offers improved fault classification accuracy, robustness, faster
response, and lower computational complexity, making it valuable to PMU-based wide-area measurements.

[169] This proposed method exhibits considerably lower computational complexity.

[170] This method can detect the fault type and send the reclosing command around six cycles after the secondary arc
extinction in case of a single-phase fault occurrence.

[171]
This proposed graph-based faulted line identification algorithm using µPMU data in distribution systems offers
efficient and accurate faulted subgraph identification and faulted-line location, with potential for future
improvement through robust SE and topology identification methods.

[172] It can capture similar information on fault events across different parts of the distribution networks, which can
improve fault detection accuracy.

[173] This framework addresses storage issues and reduces data processing time by employing a limited data window,
making it more efficient and practical for real-time applications.
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5.5. Microgrid Operation

Microgrids can operate in two different modes, islanded mode and grid-connected
mode. The microgrid is connected to the main power grid in the grid-connected mode and
can import or export electricity as needed. This mode allows the microgrid to take advan-
tage of the benefits of the main grid, such as the backup power and access to additional
energy resources. In GC mode, the microgrid must maintain a stable frequency and voltage
to ensure the reliable operation of connected loads and to avoid any negative impact on
the main power grid [174]. Using PMUs, the microgrid can monitor the power system
parameters and quickly detect any changes or disturbances in the grid.

Islanding is a situation that occurs when a portion of an electrical power grid becomes
disconnected from the primary grid, forming an isolated island. This can occur due to
several factors, including equipment failures, natural disasters, or cyberattacks. Islanding
can pose a significant threat to the stability of the power grid, leading to unanticipated
power outages and other system disruptions. It is crucial to employ effective islanding de-
tection methods to mitigate this problem. PMUs were identified as a potential solution for
islanding detection. PMUs are specialized hardware devices that track and gauge the elec-
trical power grid, providing instantaneous voltage, current, and frequency measurements.
By utilizing these measurements, PMUs can detect when a portion of the grid becomes
disconnected from the primary grid and initiate an alert or another appropriate response.

To transfer data between PMUs in smart grids, different communication technologies
such as wire lines, fiber-optic cables, 4G/5G networks, and power line communication
are utilized [175]. PMUs provide time-synchronized signals from various locations in the
microgrids (MG), which are particularly crucial when there is an increased installation of
DGs [176]. PMU-based detection is a remote technique that offers fast, reliable, and precise
islanding detection in different operating conditions. Even if a circuit breaker (CB) open is
detected, the DG can still operate in islanded mode if there is a sufficient generation-load
balance [177]. However, relying solely on local measurements reduces the ability to control
DGs, which limits flexibility in active distribution system management. Therefore, gather-
ing system component parameters to achieve resilient and stochastic energy management
in MGs is crucial, which can be accomplished through PMU measurements [178].

Synchronized measurements obtained from multiple PMU sites are instrumental
in accurately detecting islanding events in MGs [179,180]. By analyzing power system
variables such as voltage phasor, current phasor, frequency, and ROCOF, operators can
make decisions and prevent threats to the system. However, the reporting rate of PMUs
can be extremely high, with 60 to 120 frames per second for various variables, resulting in
massive amounts of data that need to be processed [181]. Identifying an actual islanding
event from embedded dynamics in the MGs is a daunting task that requires sophisticated
techniques such as multivariate statistical methods, including independent component
analysis, principal component analysis (PCA), and partial least squares to compress the
data. PCA is a technique that reduces correlation among the observed variables without
significantly losing data by reducing the input data dimension [182]. The PCA model
is updated as new data arrives to achieve a more accurate detection since the power
network data is subjected to change over time. PCA has been utilized in various studies
for islanding detection [183–186]. Table 7 tabulates recent research on islanding detection
using PMU data.

Table 7. Application of PMU on islanding detection.

Ref. No. Contribution

[187] These test results demonstrate the effectiveness of the machine learning strategy in harnessing synchro-phasor data
for power system applications with reasonable accuracy in classifying scenarios and detecting islanding events.

[188] This method provides efficient islanding detection without a non-detecting zone (NDZ) and power quality issues.
This reduces the cost of maintaining physical devices and provides more reliability in terms of functioning.
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Table 7. Cont.

Ref. No. Contribution

[189]
This proposed scheme can detect islanding cases with a frequency deviation of 0.01 Hz in just 0.25 s. The scheme is
unaffected by synchronization errors in µPMU data and by measurement noise up to a signal-to-noise ratio (SNR)
value of 35 dB.

[178] This proposed method has a high detection speed (30 ms) and is resistant to false alarms so that it can distinguish
between islanding and non-islanding events with high accuracy and precision.

[190] This algorithm is programmed within the µPMU, which reduces cyberattacks. It is robust and accurate, as it is
simulated for various conditions such as islanding and faults.

[191]
This method can detect islanding within two cycles of system frequency under the worst-case scenario of perfect
power balance, ensuring rapid response and preventing damage to the power system. It is highly reliable and
accurate, resulting in a zero non-detection zone in a zero-power imbalance.

[192] This proposed approach shows that the phase angle difference islanding detection method is practical and
affordable and overcomes the issues affecting the frequency change rate on electrical grids with lower inertia.

[193] This proposed method develops a novel differential protection strategy for microgrids that use inexpensive PMUs
or µPMUs. The method can distinguish between internal, external, and severe no-fault circumstances.

[194]
This method is dependable and flexible for different microgrid networks without requiring system model data or
depending on particular disruption characteristics because it uses a regressive vector model, an indicator function to
separate events from inaccurate measurements.

5.6. Harmonic Measurements

Monitoring and controlling harmonic distortions are critical in power system manage-
ment, particularly in power distribution systems. With the increasing power of electronic
devices, nonlinear loads, and inverter-based energy resources, the importance of this task
has increased in recent years. Such equipment can introduce harmonic distortions, which
may compromise the dependability and security of power distribution systems by causing
conductor overheating or interfering with power protection systems. Hence, utilities must
monitor and control harmonic levels in power distribution systems to prevent pollution
and ensure secure and reliable operation. However, PMUs offer high-speed and accurate
harmonic measurements that enable power system operators to identify and analyze har-
monic distortion problems in real-time. By measuring the amplitude and frequency of
harmonics, PMUs can provide valuable information to power system operators to identify
the source of harmonic distortions and take corrective actions. For every harmonic injection,
the total harmonic vector error (TVE) for the nth harmonic order is expressed as follows:

TVE =
|V(n)measured −V(n)ideal |

|V(n)ideal |
(9)

A novel algorithm for calculating harmonic phasors using PMUs based on the prin-
ciple of fundamental phasor calculation was proposed in [195]. By accurately calculating
harmonic phasors, this algorithm enables the efficient utilization of PMU calculation re-
sources and enhances the overall functionality of PMUs in power system monitoring and
control. In [196], two estimation techniques were developed from recent PMU-based ap-
plications by examining their estimation results using a real-world measurement dataset.
While a novel harmonic phasor estimator for P-class PMUs was proposed in [197], it was
found that the technique suffered from the inter harmonic injection. A phasor signal pro-
cessing model was proposed to overcome this issue, which involves adding a preprocessing
filtering step before PMUs [198]. This step incorporates estimating signal parameters using
either the estimation of signal parameters via rotational invariance techniques (ESPRIT) or
the matrix pencil (MP) algorithm for signal processing. In addition, a design for a PMU
using a PXI modulator and GPS receivers for accurate harmonic synchro-phasor measure-
ment in distribution networks was presented in [199]. The presented PMU prototype and
measurement procedures can help improve the performance and efficiency of distribution
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grids, which are essential for the reliable and cost-effective integration of renewable energy
sources and other distributed energy resources. Table 8 depicts recent research on harmonic
measurement using PMU data.

Table 8. Application of PMU on harmonic measurement.

Ref. No. Contribution

[198]
This algorithm is robust against measurement noise (it can work with a 65 dB SNR). The proposed algorithm
has less computational complexity than the standard matrix pencil method, making it suitable for deployment
in embedded platforms.

[200] This method can operate with a higher accuracy and faster speed than traditional methods. This method can
also reduce the number of required PMU placements, saving costs and improving the overall system efficiency.

[201]
This method has been experimentally validated on an inductive voltage transformer, demonstrating its
practical applicability. The black-box approach of this method allows it to be applied to other types of voltage
transducers, which increases its versatility.

[202] This proposed scheme is robust to harmonic and fundamental current measurement errors, which increases
the system’s reliability.

[203] This method extracts sparsity patterns of the harmonic state variables, which enhances its efficiency and
accuracy. It also can detect the number and locations of the harmonic sources on the network.

[204] This method further improves clustering accuracy by incorporating measurements from fundamental and
harmonic phasors, especially for unbalanced event types.

5.7. Cybersecurity

In recent years, PMUs have been applied to the field of cybersecurity, as they have the
potential to detect and respond to cyberattacks on power systems. In December 2015, over
200,000 customers were impacted by cyberattacks that targeted three electric distribution
companies in Ukraine [205]. The cyberattack detection model is expressed as follows:

Percentage of true positive rate =
Truepositive

P
× 100 (10)

Percentage of false positive rate =
Falsepositive

N
× 100 (11)

where P = the positive number of attack PMUs; N = the number of safe PMUs.
Several approaches have investigated the use of PMUs in cybersecurity, focusing on

detecting irregularities and suspicious behavior in real-time. An approach for detecting
the manipulation of PMU data involves utilizing transmission line parameters, including
shunt admittance and series impedance, as they remain constant and can help identify
potential attacks and recover the correct data [206,207]. However, this approach requires
the placement of PMUs on every bus on the grid, which can be costly. Time synchronization
attacks are also typical attacks that can affect the accuracy of voltage and current phase
angle measurements, resulting in adverse impacts on power system operations such as
fault localization, voltage stability detection, and line parameter identification [208]. De-
tecting such attacks can be achieved using various methods, including cross-layer defense
mechanisms [209], data-driven models [210], and phasor measurement analysis [211]. In
addition to attack detection, several methods exist for recovering accurate data once a
cyberattack has been detected. For instance, a new framework was proposed for restoring
missing PMU measurements. However, its efficacy remains untested during transient
power system operation [212]. Table 9 tabulates recent research on cybersecurity using
PMU data.
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Table 9. Application of PMU on cybersecurity.

Ref. No. Contribution

[213] These techniques worked well for spotting and recognizing cyberattacks on micro-PMUs. This offers empirical
proof that upholds the recommended approaches’ effectiveness and raises its credibility.

[214] This method demonstrated that data-driven methods successfully and accurately detect attacks on solar PV
systems using the PMU data.

[215] This detection technique can spot attacks using grid power flow equations.

[216] Using the extended Kalman filter (EKF) over the traditional EKF constitutes a substantial advance since this
technique offers a more durable and reliable solution for sampling errors, topological mistakes, and cyber threats.

[217] This proposed method is efficient during false data detection.

[218] This proposed technique includes a delayed alarm triggering mechanism to ensure reliable PMU-based data
manipulation attack detection. This suggested technique enhances the system’s noise immunity.

6. Standards

The IEEE Standards for PMUs provide guidelines for designing, installing, and testing
PMUs used in power systems. The standards specify communication protocols, perfor-
mance requirements, and testing procedures for synchro-phasors, including PMUs, which
are essential for the accurate and reliable measurement of power system dynamics. The
standards also provide recommendations for hardware, software, and communication pro-
tocols for PMUs and power system stabilizers (PSSs) and define communication protocols
for PMUs used in distributed energy resource (DER) systems. The IEEE standards ensure
that the PMUs and synchro-phasors from different manufacturers can communicate and
work together effectively, providing a common framework for designing, installing, and
testing. Table 10 depicts the advantages and limitations of the following IEEE standards:

• IEEE Std 1344-1995: This was the first synchro-phasor standard formulated for mea-
surement and communication specifications, emphasizing achieving better interoper-
ability among PMUs [219].

• IEEE C37.118-2005: This standard was developed to address the limitations of IEEE Std
1344-1995, specifically regarding the performance of PMUs at off-nominal frequencies.
This standard restricts the frequency deviation of off-nominal frequency inputs within
a range from the nominal frequency [220].

• IEEE Std C37.118.1-2011: This standard identifies the measurement of electrical param-
eters such as synchro-phasor, frequency, and ROCOF under steady-state and dynamic
conditions. It also includes compliance requirements and evaluation methods and
defines P and M classes as two performance classes for PMUs [221].

• IEEE Std C37.118.1a-2014: This standard is a revision to IEEE Std C37.118.1-2011 and
aims to eliminate specific limitations, mainly frequency, and ROCOF measurements.
It also corrects latency and measurement discrepancies and refines ramp tests to
guarantee repeatable results while evaluating PMUs with anti-aliasing filters [222].

• IEEE C37.244-2013: This standard defines the functional, performance, and communi-
cation needs of power dispatching centers (PDCs) to provide better system monitoring,
protection, and control. It includes an information annex on report rate conversion and
filtering issues and outlines various tests and test methodologies to ensure protocol
support, cybersecurity, and communication media compatibility [223].
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Table 10. Advantages and limitations of IEEE standard.

Standards Contribution Limitation

IEEE Std 1344-1995
• It provides measurement and communication

requirements for PMUs.

• The off-nominal frequencies are not similar.
• It does not specify the response of PMUs correctly

during system transients.

IEEE Std C37.118-2005
• It restricts frequency deviation to ±5 Hz.
• It provides better accuracy in data reporting.

• It does not specify PMUs’ response during system
transients.

• It failed to operate accurately during power system
dynamic performance.

IEEE Std C37.118.1-2011

• It establishes two performance classes.
• It provides compliance requirements and

evaluation methods to improve PMUs’
performance under both conditions.

• It does not respond appropriately during power
system transient.

IEEE C37.244-2013

• It covers an information annex on report rate
conversion and filtering issues.

• It summarizes various tests and test methodologies
to ensure compatibility with protocol support,
cybersecurity, and communication media.

• It does not provide specific guidance on protecting
PMUs from cybersecurity threats.

IEEE Std C37.118.1a-2014
• It provides better protection and control under a

steady state and dynamic conditions.

• They do not provide specific guidelines for the
communication protocols used by PMUs to
transmit data to the protection and control system.

7. Future Scope

• Integrating PMUs with other grid monitoring and control technologies, such as
SCADA systems, could enhance the capabilities of PMUs in detecting and responding
to cyberattacks and other threats to the power grid. Future work could explore the
integration of PMUs with AI and ML algorithms, enabling automatic and real-time
detection and response to cyber threats.

• The research can be conducted on developing more secure PMUs resistant to cyberat-
tacks and hacking, ensuring the reliability and stability of the electrical power grid.
This could involve using advanced encryption techniques and secure communication
protocols to protect the data transmitted by PMUs and develop secure firmware and
software resistant to malware and other security threats.

• Harmonic measurement can be used to monitor and analyze the performance of re-
newable energy systems, such as wind turbines and solar photovoltaic systems, which
are known to produce significant harmonic distortion. By detecting and addressing
these issues, the performance of these systems can be improved, leading to better
energy production and efficiency.

• To boost the overall effectiveness and dependability of the power system, islanding
detection technology might be used with control strategies such as load shedding and
islanding control. This may lessen the effects of islanding occurrences and increase
the power system’s resistance to faults and disturbances.

• The islanding approach may be further examined from the cybersecurity perspective,
particularly regarding possible attacks and weaknesses. Through the identification
of potential threats and the development of mitigation techniques, the security of the
power system may be improved.

• Developing an AI model for identifying fault detection and replacing lost or defective
information with correct information is a complex task that requires expertise in data
science and ML.
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• One of the primary goals of system state estimation is to accurately determine the
state variables of the power system, such as voltage and phase angle. In the future,
researchers can work toward developing more accurate and reliable PMUs that can pro-
vide more precise measurements and improve the accuracy of system state estimation.

8. Conclusions

PMUs are advanced instruments designed to measure voltage and current phasors
in electric power systems accurately. Due to their high precision and accuracy, they have
become widely used in transmission and distribution networks for various purposes,
including power system protection. With the increasing use of AI and ML techniques in
power systems, PMUs are expected to become increasingly essential. This paper explains
the operating principle and various applications of PMUs in terms of their capability to
establish a better protective system using other established technologies. It also highlights
the numerous benefits of PMU data in areas such as backup protection, voltage monitoring,
power swing detection, state estimation, harmonic measurements, and cybersecurity. The
thorough discussions and analyses reflect that using PMUs improves network reliability,
resiliency, cost savings, and environmental safety, and provides a better protection system.
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196. Frigo, G.; Derviškadić, A.; Pegoraro, P.A.; Muscas, C.; Paolone, M. Harmonic phasor measurements in real-world PMU-based
acquisitions. In Proceedings of the 2019 IEEE International Instrumentation and Measurement Technology Conference (I2MTC),
Auckland, New Zealand, 20–23 May 2019; IEEE: Piscataway, NJ, USA, 2019; pp. 1–6.

197. Chen, L.; Zhao, W.; Wang, F.; Huang, S. Harmonic phasor estimator for P-class phasor measurement units. IEEE Trans. Instrum.
Meas. 2019, 69, 1556–1565. [CrossRef]

198. Bernard, L.; Goondram, S.; Bahrani, B.; Pantelous, A.A.; Razzaghi, R. Harmonic and interharmonic phasor estimation using
matrix pencil method for phasor measurement units. IEEE Sens. J. 2020, 21, 945–954. [CrossRef]

199. Carta, A.; Locci, N.; Muscas, C. A PMU for the measurement of synchronized harmonic phasors in three-phase distribution
networks. IEEE Trans. Instrum. Meas. 2009, 58, 3723–3730. [CrossRef]

200. Sun, Y.; Li, S.; Xu, Q.; Xie, X.; Jin, Z.; Shi, F.; Zhang, H. Harmonic contribution evaluation based on the distribution-level PMUs.
IEEE Trans. Power Deliv. 2020, 36, 909–919. [CrossRef]

201. Castello, P.; Laurano, C.; Muscas, C.; Pegoraro, P.A.; Toscani, S.; Zanoni, M. Harmonic synchrophasors measurement algorithms
with embedded compensation of voltage transformer frequency response. IEEE Trans. Instrum. Meas. 2020, 70, 9001310. [CrossRef]

202. Chen, L.; Farajollahi, M.; Ghamkhari, M.; Zhao, W.; Huang, S.; Mohsenian-Rad, H. Switch status identification in distribution
networks using harmonic synchrophasor measurements. IEEE Trans. Smart Grid 2020, 12, 2413–2424. [CrossRef]

203. Ahmadi-Gorjayi, F.; Mohsenian-Rad, H. A Physics-Aware MIQP Approach to Harmonic State Estimation in Low-Observable
Power Distribution Systems Using Harmonic Phasor Measurement Units. IEEE Trans. Smart Grid 2022, 14, 2111–2124. [CrossRef]

204. Aligholian, A.; Mohsenian-Rad, H. GraphPMU: Event Clustering via Graph Representation Learning Using Locationally-Scarce
Distribution-Level Fundamental and Harmonic PMU Measurements. IEEE Trans. Smart Grid 2022. [CrossRef]

205. Liang, G.; Weller, S.R.; Zhao, J.; Luo, F.; Dong, Z.Y. The 2015 Ukraine blackout: Implications for false data injection attacks. IEEE
Trans. Power Syst. 2016, 32, 3317–3318. [CrossRef]

206. Pal, S.; Sikdar, B.; Chow, J.H. Classification and detection of PMU data manipulation attacks using transmission line parameters.
IEEE Trans. Smart Grid 2017, 9, 5057–5066. [CrossRef]

207. Wang, X.; Shi, D.; Wang, J.; Yu, Z.; Wang, Z. Online identification and data recovery for PMU data manipulation attack. IEEE
Trans. Smart Grid 2019, 10, 5889–5898. [CrossRef]

https://doi.org/10.1109/TPWRD.2016.2590961
https://doi.org/10.1109/TSG.2016.2559444
https://doi.org/10.1109/TPWRD.2014.2348557
https://doi.org/10.1109/TPWRD.2015.2435158
https://doi.org/10.1049/iet-rpg.2017.0089
https://doi.org/10.1109/ACCESS.2021.3098163
https://doi.org/10.1109/JSYST.2020.3021922
https://doi.org/10.1016/j.ijepes.2020.106599
https://doi.org/10.1016/j.epsr.2020.106964
https://doi.org/10.1049/gtd2.12261
https://doi.org/10.1109/TII.2022.3222319
https://doi.org/10.1016/j.apenergy.2021.118269
https://doi.org/10.1109/TIM.2019.2916961
https://doi.org/10.1109/JSEN.2020.3009643
https://doi.org/10.1109/TIM.2009.2019319
https://doi.org/10.1109/TPWRD.2020.2996677
https://doi.org/10.1109/TIM.2020.3042317
https://doi.org/10.1109/TSG.2020.3038214
https://doi.org/10.1109/TSG.2022.3207196
https://doi.org/10.1109/TSG.2022.3225373
https://doi.org/10.1109/TPWRS.2016.2631891
https://doi.org/10.1109/TSG.2017.2679122
https://doi.org/10.1109/TSG.2019.2892423


Energies 2023, 16, 4054 34 of 34

208. Xue, A.; Xu, F.; Xu, J.; Chow, J.H.; Leng, S.; Bi, T. Online pattern recognition and data correction of PMU data under GPS spoofing
attack. J. Mod. Power Syst. Clean Energy 2020, 8, 1240–1249. [CrossRef]

209. Liang, H.; Zhu, L.; Yu, F.R.; Wang, X. A Cross-Layer Defense Method for Blockchain Empowered CBTC Systems Against Data
Tampering Attacks. IEEE Trans. Intell. Transp. Syst. 2022, 24, 501–515. [CrossRef]

210. Yasinzadeh, M.; Akhbari, M. Detection of PMU spoofing in power grid based on phasor measurement analysis. IET Gener. Transm.
Distrib. 2018, 12, 1980–1987. [CrossRef]

211. Shereen, E.; Dán, G. Model-based and data-driven detectors for time synchronization attacks against PMUs. IEEE J. Sel. Areas
Commun. 2019, 38, 169–179. [CrossRef]

212. Gao, P.; Wang, M.; Ghiocel, S.G.; Chow, J.H.; Fardanesh, B.; Stefopoulos, G. Missing data recovery by exploiting low-dimensionality
in power system synchrophasor measurements. IEEE Trans. Power Syst. 2015, 31, 1006–1013. [CrossRef]

213. Kamal, M.; Farajollahi, M.; Mohsenian-Rad, H. Analysis of cyber attacks against micro-PMUs: The case of event source location
identification. In Proceedings of the 2020 IEEE Power Energy Society Innovative Smart Grid Technologies Conference (ISGT),
Washington, DC, USA, 17–20 February 2020; IEEE: Piscataway, NJ, USA, 2020; pp. 1–5.

214. Li, Q.; Li, F.; Zhang, J.; Ye, J.; Song, W.; Mantooth, A. Data-driven cyberattack detection for photovoltaic (PV) systems through
analyzing micro-PMU data. In Proceedings of the 2020 IEEE Energy Conversion Congress and Exposition (ECCE), Detroit, MI,
USA, 11–15 October 2020; IEEE: Piscataway, NJ, USA, 2020; pp. 431–436.

215. Ghafouri, M.; Au, M.; Kassouf, M.; Debbabi, M.; Assi, C.; Yan, J. Detection and mitigation of cyber attacks on voltage stability
monitoring of smart grids. IEEE Trans. Smart Grid 2020, 11, 5227–5238. [CrossRef]

216. Chakhchoukh, Y.; Lei, H.; Johnson, B.K. Diagnosis of outliers and cyber attacks in dynamic PMU-based power state estimation.
IEEE Trans. Power Syst. 2019, 35, 1188–1197. [CrossRef]

217. Khalafi, Z.S.; Dehghani, M.; Khalili, A.; Sami, A.; Vafamand, N.; Dragičević, T. Intrusion detection, measurement correction, and
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