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Abstract: Implementing smart microgrids for Non-Interconnected Zones (NIZs) has become an
alternative solution to provide electrical energy by taking advantage of the resources available
through the generation of renewable energy within these isolated areas. Within this context, in this
study, the challenges related to microgrids and data analysis are presented, and different relevant
data architectures described in the literature are compared. This paper focuses on the design of a
data architecture for a smart microgrid for NIZs whose microgrid contains two 260 W solar panels, a
480 W inverter, and two 260 Ah batteries. Regarding the Colombian context, this paper describes the
limitations (connectivity, isolation, appropriation of technologies) and opportunities (low demand,
access to natural resources, state interest) from which the functional and non-functional requirements
for the architecture are established. Finally, a data architecture is proposed and implemented in a
NIZ in Colombia, and this paper also includes a description of the architecture, its characteristics, its
associated opportunities and challenges, and discussions regarding its implementation.

Keywords: big data; data architecture; microgrids; smart grid; Non-Interconnected Zones (NIZ)

1. Introduction

Colombia, as outlined in its National Development Plan [1] and in its transversal axis
Covenant for the mineral energy resources for the sustainable growth and the expansion of
opportunities in its territories, has the following objectives: (1) to take advantage of the
natural, sustainable resources of the country to generate energy, diminishing contributions
to global warming, (2) to ensure that the country has the necessary energy supplies for
the development of its activities, and (3) to take advantage of the country’s resources and
partner with territories aiming to provide sustainable and energy-efficient solutions for
Non-Interconnected Zones (NIZ) [2]. NIZs cover about 53% of Colombian territory [3].
According to Law [4], NIZs are municipalities, townships, localities, and villages not
connected to the National Interconnected System (SIN). The energy supplied to meet the
needs of the inhabitants of these regions is generated locally in the same area. Currently,
NIZs have an operational capacity to generate electricity, mainly from ‘carbon-intensive
and expensive’ diesel, only 3% of which corresponds to Non-Conventional Sources and
Renewable Energies (NCRES).

These areas have potentially advantageous natural resources and biodiversity, so the
goal is to generate clean energy by exploiting resources such as rivers, sun, sea, wind,
and biomass to reduce the environmental impacts and costs associated with current
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fossil fuel-based energy systems. Providing access to energy in a self-sustaining way
through renewable energy projects supported by small-scale smart grids is a viable option
for these communities.

Microgrids are considered a viable alternative in NIZs with high economic and sustain-
able potential, as they can integrate renewable energies to effectively manage and control
energy consumption to satisfy the needs of communities in terms of energy transmission
or transfer. The Colombian government, in a report titled ‘Smart Grid—Vision Colombia
2020’, have specified that “Through the use of microgrids the generation of electricity in NIZs is
favoured, the previous allows the universalization and affordability of the energy service to stimulate
the economic and social development in regions that do not have a continuous supply of the SIN” [5].

Power generation from natural resources is often highly variable due to its depen-
dence on changing weather or environmental conditions, which are mainly affected by
climate change. Through data analysis, smart microgrids play an important role because
the through the integration of energy production and consumption, meteorological and
environmental data can support the selection of renewable energy generation sites, thus
improving energy production and efficiency [6] and establishing better policies for energy
management and consumption. A smart microgrid allows for autonomous monitoring and
control processes, the optimization of energy transfer, reductions in technical risks, and an
increase in energy quality, efficiency, and reliability [7].

This article proposes a data-centric architecture and its implementation for small-scale
renewable energy smart microgrids suitable for Colombian Non-Interconnected Zones to
facilitate and support energy management decisions in terms of use, efficiency, and system
maintenance in developing countries. The contribution of this work is a continuation of the
work presented in [8], and a proof of concept of the architecture is proposed.

The main findings of this study are that the analysis of the data obtained by the archi-
tecture allows for predictions of energy generation and consumption for various purposes,
including for the planning of future production. It also improves the sustainability and
efficiency of grid operation through real-time data analysis. By evaluating electrical signal
data such as current and voltage, it is possible to monitor power quality and identify
sensor errors in microgrids. The predictive maintenance and assessment of degradation
rates of grid components are feasible using energy technology monitoring. In addition,
analysing consumption patterns can lead to the creation of sustainable business models for
communities—crucial for their energy self-sufficiency. In addition, weather forecasts help
to select the most appropriate energy generation technology, and the information generated
supports feasibility studies of renewable energy projects in other similar regions. The novel
contribution of this research study lies in the fact that there are no data-driven architectures
for the control of renewable energy microgrids in NIZs that consider all the challenges of
implementing smart microgrids in vulnerable and isolated areas.

In Section 2 of this paper, related works about smart grids and data management are
presented, and some models and associated challenges in the stages of data management
are described. Then, in Section 3, the methodology is described, identifying the functional
and non-functional requirements, and proposing a reference model for the data architecture.
The results of the present study for the case study of a Colombian NIZs are presented and
discussed in Section 4, and Section 5 summarises the conclusions that can be drawn from
this study.

2. Background
2.1. Smart Grids

The maturity of renewable energy technologies is bringing power generation closer
through smart microgrids—small-scale electricity grids that operate independently or in
conjunction with the electricity grid [9]—mainly to provide power to isolated communi-
ties that are difficult to access or have little interconnection with conventional national
energy systems.
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These have brought about the rapid transformation of the energy sector, as they allow
for preventative interventions or immediate responses to outages, peak load changes, and
fault management [10]. In the context of alternative energy generation technology sources,
they provide options that add value since they enable the efficient management of available
sources such as sun, air, biomass, or water, which is a critical factor in these types of projects.

The microgrids’ necessary components are elements related to energy generation:
low voltage distribution network and energy storage systems integrated with elements
related to information technologies including communication infrastructure, control, and
management systems and intelligent sensors.

The literature contains several works on smart grids, such as [11], wherein the au-
thors analyse and compare traditional smart grids (SG 1.0) and smart grids based on IoT
(SG 2.0), focusing on how smart grids eliminate the disadvantages of traditional grids,
as well as the opportunities and challenges associated with bringing the two together.
This comparison is made to gain further insights into power transmission lines in Iran.
Additionally, the authors of [12] reviewed the design and implementation of a smart me-
tering network for energy metrics that are stored on a cloud server, also explaining that,
with this technology, beyond monitoring energy generation, it is possible to predict power
generation and consumption. A similar work can be found in the form of [13]; however,
the difference in this study is in its incorporation of Arduino boards as an integral part
of the system described in this study, as this is a cost-effective technological measure.
Reference [14] extends this approach to present an Arduino IoT-based platform for non-
invasive electricity measurements.

Reference [15] describes the implementation of a monitoring system for the generation
of renewable energy, where the system is based on IoT using Arduino boards, Raspberry PI,
and LoRa networks for an operation and maintenance analysis system. In [16], the authors
focus on how to reduce energy losses in transmission lines by using the concepts of IoT
and smart grid operation. Similarly [17] propose the use of a smart grid based on IoT to
analyse and control energy consumption while improving efficiency in the use of electrical
energy in addition to helping detect energy theft. In [18], IoT allowed for the monitoring
of transmission lines in a smart grid using Arduino boards, sensors, and actuators for
real-time management interventions.

Similarly, the authors of [19] highlight the collaboration between different renewable
energy generators. Then, they develop an IoT-based architecture that enables the intelligent
control of the demand and generation of electrical energy. In [20], the authors propose an
automatic management strategy for electricity generated from renewable energy, given
their dynamic behaviour. The results shown demonstrate a reduction in the cost of energy
production using these strategies.

2.2. Data Management in Smart Grids

The key issues and findings of contributions relevant to the field of data analysis
within the context of smart grids are summarised below:

The key benefits of big data analysis in the context of smart grids in relation to
reference [21] include increased system stability and reliability, increased asset utilisation
and efficiency, and improved customer experiences and satisfaction.

The authors of reference [22] focused their research on applying data management
and analysis to a large-scale metric as fundamental parts of smart grids’ technological
infrastructure through a framework that includes the life cycle of smart grid data, from
data generation to data analysis.

Reference [23] focuses on infrastructure issues and addresses robust data analysis
through high-performance computing, efficient data network management, and cloud
computing techniques—critical elements for smart grid (SG) operation and optimization.

The authors of reference [24] review publications in the literature on the characteristics
of big data and smart grids, discuss the potential problems for smart grids and the analysis
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of big data, and conclude that “the results have shown that ‘data’ is now a new feature
being added as a significant component of energy systems”.

Given the importance of data for smart grids, proper management is required through-
out its life cycle, ensuring added value, sustainability, and efficiency for stakeholders, and
providing information and knowledge about the energy system’s operation and consump-
tion practices. Therefore, data architecture facilitates the capture, storage, and processing
of information to support data analysis models in smart microgrids.

Likewise, storage capacities are expanding due to the development of information
technologies, and as a result of the above, data-oriented decision making can promote the
creation of innovation in processes, products, and services and is projected to be a potential
development area in the convergence of innovative technologies, but more research, dis-
cussions, and analyses regarding their applications are needed [25], particularly for those
related to strategic decisions in sectors such as the energy sector, in which the trends in big
data are one of the most important research challenges in relation to the 2020 horizon.

On the other hand, according to the authors of [26], there are several reference models
oriented to the management of big data. Some of the most relevant models described in the
literature are noted below, as are their applications in enterprise environments:

• Microsoft: This reference architecture is a high-level diagram focused on data, rep-
resenting the flow of big data and the possible transformation of data, from their
collection to their use. This data transformation model includes data collection, aggre-
gation, comparison, and mining.

• Big Data Architecture Framework (BDAF): This framework focuses on the definition
of the infrastructure and services based on Cloud/Intercloud technologies focused
on the reference architecture of Big Data Security from IBM. It supports all types
of data processing and management and maps out, among others, data discovery
and exploration, data analysis, the management of unstructured data, real-time data
analysis, analytical functions and toolsets, governance, event detection and action,
security, and business continuity.

• An important issue in the management and control of smart grids is ensuring the
security and quality of the data being handled, as this, along with other technical
aspects, is what the functionality of the grid is all about. Regarding data security,
various methods can be implemented, such as encryption, access controls, and cyber-
security protocols to safeguard information and guarantee confidentiality, integrity,
and availability at any time. Nowadays, due to the rate of digital advances, it is es-
sential to study this aspect to create comprehensive and secure solutions. The authors
of [27] carried out an exercise on image encryption, since the correct transmission
of images was fundamental for their study. Additionally, the authors of [28] used
neural networks to create methods for protection against cyberattacks. Moreover, the
authors of [29] implemented techniques to improve image authentication. These are
all examples of the great advances in data security and the importance of proper data
transmission and management.

• ORACLE: Oracle offers an integrated solution to address big data requirements in an
application context driven by big data requirements for data acquisition, organisation,
and analysis in support of decision making.

• PIVOTAL: This model provides a variety of open-source platforms, EMC technology,
and VMware, with the goal of making it possible to build big data analysis apps
designed for the cloud.

• SAP Big Data Architecture: This architecture includes data lifecycle management,
infrastructure management, and data governance and security.

The above models are mostly presented in layers, and common to all models are
three main layers that can clearly be identified: (1) Capture Data, (2) Storage and data
transformation, (3) Data Analytics and Reporting.

Here are the most critical challenges found in the literature related to big data and
its application to the design of smart grid architectures. Table 1 shows the challenges
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that must be considered for each of the data management stages in a reference model for
data-driven architectures.

Table 1. Challenges in the stages of data management for smart grids.

Reference Capture and Storage Processing Analysis and Visualisation

[30]

Sensor networks produce big amounts of
raw data.

Often, the information collected will not
be in ready for testing.

There are many ways to store the
same information, but not

everyone is the best.

The ability to analyse big data is
of limited value if users cannot

understand the analysis.

[31]

Various electronic devices accumulate
increasing data.

Opportunities for building infrastructure
with servers, storage, middleware.

High-performance computing
application usability.

Large information management.

Development of data
visualisation.

Traceability assessments.

[32]
The data sets are very complex,

voluminous, heterogeneous,
and incomplete.

Storing data sets using traditional
technologies and subjecting the
data to real-time processing for
sophisticated analysis is a very

challenging proposition.

Using big data’s advanced
technologies to manage and

analyse data of
unprecedented size.

[21]

It is essential to find a fusion method for
the multi-source data set, which has

different modalities, formats,
and representations.

For some applications, such as
fault detection and transient

oscillation detection, the reaction
time scale is in milliseconds.

Visualisations can show explicit
and granular changes in voltage
and frequency. However, finding
and representing correlations or

trends between data from
multiple sources is
a major challenge.

[33]

Include different types of unstructured
data: messages, videos, voice recordings,

images, social media data.
Measurement errors in the intelligent

network due to device imperfections or
errors in data transmission.

The volume of data generated is too large
to be stored and analysed using
traditional database technology.

Quality and accuracy are less
reliable on big data.

The requirements for real-time
data exchange are increasing.

The higher the amount of data,
the lower the density of
valuable information.

3. Methodology

According to the data reported by the ‘Instituto de Planificación y Promoción de
Soluciones Energéticas para ZNI’ of Colombia [34], Non-Interconnected Zones (NIZs) “are
those that do not receive public electricity service through the National Interconnected
System -SIN. They are characterised by their natural, ethnic, and cultural wealth, many
of them are protected areas due to the presence of indigenous reservations and collective
lands, where most of the country’s biodiversity is found. The NIZs corresponds to 53% of
the national territory, where 79% of the country’s rural population is located”.

Columbia’s NIZs are made up of 1758 localities, spread over 17 departments, specif-
ically in 77 municipalities and 16 non-municipalised areas, including 5 NIZs that are
departmental capitals and 39 municipal capitals. All these localities are characterised by
their high potential for renewable energy projects. These areas are home to more than 403 k
families or more than 2 million Colombians [35].

According to [34], a Non-Interconnected Zone in Colombia is recognized by the
following characteristics:

• A total of 77% of the population’s basic needs are unsatisfied.
• Scattered and remote areas with a low population density.
• Low average consumption.
• Low payment capacity.
• Lack of adequate monitoring and control mechanisms.
• Little or no internet connectivity.
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• Low appropriation of ICT and energy technologies.
• Geographical, environmental, and social conditions such as nature reserves, jungle

areas, deserts, indigenous areas, and armed conflict zones.

In this context, the aim of this study was to design an architectural reference model
for smart microgrids of renewable energy for Non-Interconnected Zones in Colombia. The
following summarises the functional requirements (FR) and non-functional requirements
(NFR) for the smart microgrid architecture.

3.1. Functional Requirements (FR)
3.1.1. FR—Data Capture

• Capture data in real-time and asynchronously (mainly sensor or open data).
• Transmit through at least two flexible communication protocols (wired and wireless),

guaranteeing QoS depending on the area’s connectivity conditions.
• Scale capture to unstructured data (video, images, voice) for future versions.

3.1.2. FR—Integration and Storage

• Sample processing and transformation of captured data into a defined format.
• Define a data mart to facilitate the data analysis.
• Support batch and real-time analytical processing (locally and in the cloud).
• Support big data processing for analysis and modelling.
• Ensure data quality.
• Define a backup policy for stored data.

3.1.3. FR—Data Analysis and Information Visualisation and Reporting

• Enable searches of processed data with relevance, accuracy, and retrieval.
• Support diversified output file formats for viewing and reporting both on the web.
• Generate a simple user interface for viewing results in real-time via web and mobile

devices that support these zones’ connectivity limitations.
• Support data analysis and visualisation for business intelligence, data mining, and

artificial intelligence through web and mobile devices that support these zones’ con-
nectivity limitations.

• Facilitate the interpretation of results for potential users with few technological skills.
• Dynamic updating of generated and processed data.

3.2. Non-Functional Requirements (NFR)

• Data Security: In the current framework for the case study and in the tests performed,
no attack prevention mechanisms have been considered, given the current maturity
level of the project. In addition to the challenge of improving security for low-capacity
processing devices such as Arduinos, the main objective at this stage is to validate
the functionality of the framework. However, it is possible to incorporate security
measures when transmitting data to the server, which may involve data encryption
or some methodologies to counter cyberattacks, as studied by [36,37]. However,
the selection of the most appropriate security method will require experimentation
and validation, considering power and processing requirements, which are critical
constraints on data sensing.

• Privacy policy for sensitive data.
• The ability of the system to be scaled up according to the conditions in the area.
• The standardisation, aggregation, and normalisation of data.

3.3. Reference Model

In accordance with the above requirements, we constructed a reference model for
implementation in Colombian NIZs, and in this section, it is proposed. This architecture is
flexible, and the smart micro-network could be adapted. In this sense, Figure 1 includes the
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requirements about data sources and transformation, which includes data normalisation,
data cleaning, and data storage, all of which will be required to store data in a format that
meets the requirements and restrictions of the target application to extract data via analysis
and visualisation.
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Figure 1 presents the data acquisition and management architecture for the microgrid;
the “Capture” part is the beginning of the architecture, and for this, there is a physical stage
consisting of sensors to measure the environmental and electrical variables of the microgrid
or, more specifically, the solar panels in this case study. In the “Storage/Integration” part,
the process of receiving data, storing data in the cloud, and integrating all the data of
the different variables studied is carried out to have two direct final propositions: (1) the
“Reporting”, which is where the actual monitoring and analysis is carried out by means of
business intelligence, and (2) the “Analytic”, which is where artificial intelligence and data
mining techniques are applied to find patterns and hidden information pertaining to the
microgrid to allow for proper management and control.

The intelligent sensing system is made up of two blocks. The first block consists of the
electronic components and the communication network that will collect the information of
the variables on site throughout the system, and the second block is the software which
will manage the collected information and control the entire system.

This system will be based on IoT technology [38]; it not only allows for the collection of
data from the sensors but also for intervention in the system using actuators. For the system,
the Arduino [39] and Raspberry [40] development boards will be used. The development
boards enable the connection of multiple sensors in addition to facilitating the connection
to the communication systems.

The proposed system is shown in Figure 2. The sensors and Arduino board will read
all the electrical and environmental variable information and send it to the server. The
server and the sink will be a Raspberry Pi. This device will gather all the information from
the nodes and storage in the database.

There will be some processing of the sensor data at the Arduino, but this is limited
due to the limitations in memory and those of the processor. This activity will serve to
arrange the data types and carry out basic data validation. Also, according to the sample
time. A limitation for the process time will be present.

Figure 3 shows a black box representation for the system with inputs regarding the
data to be collected and the outputs produced by the system.
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IoT supports a wide variety of communication technologies, whether wireless or wired.
For wired IEEE 802.3 [41], ‘Ethernet’ is the most widely used. In wireless technologies,
IEEE 802.11 [42] and IEEE 802.15.4 [43], commonly known as Wi-Fi and the and Zigbee,
respectively, are the most widely used. Both offer stable and long-distance connections.
They use the 2.4 GHz or 5 GHz frequency bands. The difference is that Zigbee is designed
for low traffic (scalar data), while Wi-Fi supports multiple types of traffic.

There are other short-range and long-range wireless technologies currently widely
used for IoT projects, such as Bluetooth, LoRa, LTE, 5G, etc. It should be noted that the
choosing the appropriate technology will always depend on the context, factors, and
characteristics of the project (e.g., the distance from the nearest internet point, the amount
of data to be transmitted, among other factors [44]).

The second area is the nature of the software as the system requires real-time or near-
real-time reporting. The microgrid monitoring system is being programmed as a web app
and will operate from a server (local or in the cloud); the HTML standard [45] with CSS [46]
will be used for the interface (frontend), and the PHP programming language [47] will be
used for data management and software functions (backend).
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4. Results and Discussion

Initially, according to the model developed, one of the challenges of the system is the
selection of the correct sampling frequency for data collection. Since there are two different
types of data—electrical and environmental—two approaches can be deployed.

The first one is to select one sampling frequency for all the data, and the second is to
select two different sampling frequencies for each data type. The first approach is common
and allows one to have all the information of the sensors in the same timestamp. For the
second one, data will have more sampling points than the other. So, in some points, the
data can be at different timestamps, but in terms of processing and storage, it could be the
better approach.

The electrical power is a sine wave with 50/60 Hz of frequency and 120/240 V of
amplitude. If the Nyquist theorem is applied [48], a sampling frequency of 100 Hz or
120 Hz must be selected. Since the system will be implemented in Colombia, 120 Hz was
selected. In terms of storage size per sample, for the electrical data, 36 B was selected
(Table 2). All the sizes were calculated based on the data type in MySQL [49].

Table 2. Electrical data storage size.

Variables Type Size (B)

id_electrical int unsigned 4
id_node int unsigned 4

timestamp_electrical TIMESTAMP 4
voltage Float 4
current Float 4

apparental_power Float 4
power_factor Float 4

reactive_power Float 4
real_power Float 4

TOTAL 36

In a second, for each node, with 120 samples, a storage size of 4.32 KB is needed. With
the same sampling rate for the environmental data (Table 3), a sample will occupy 24 B of
storage. In a second, with the same number of samples, 2.88 KB of storage is needed per
node. Since both types of data must be gathered for the generator in a day of sampling, the
storage size will be 622.080 MB. Nowadays, databases can handle large amounts of storage,
but for a simple implementation involving one generator and two loads (only electrical
data on the load) per day, 1.368 GB storage will be needed in the database. In this way, an
analyses and decisions about the storage capacity can be made.

Table 3. Environmental data storage size.

Variables Type Size (B)

id_environmental int unsigned 4
id_node int unsigned 4

temperature Float 4
ath_presuure Float 4

humidity Float 4
uv Float 4

TOTAL 24

The second approach requires two different sample rates. If the Nyquist theorem is
used for the electrical data, the sample rate is the same (120 Hz), and for the environmental
data, a sample rate of 1 Hz can be used. This is because we can assume that the environ-
mental variables will have more stable behaviour than the electrical ones. With both sample



Energies 2023, 16, 7900 10 of 15

rates, with the same example of 1 generator and 2 loads in a day, 1.121 GB will be needed
for storage.

Therefore, the sampling frequency represents not only storage but also limits the
time of the processing in the Arduino as a node. Figure 4 shows the process and the
time that is needed to collect and store the data; the total time (1) must be less than the
sample period (2).

TotalTime =
4

∑
1

tn (1)

TotalTime <
1

SampleFrequency
(2)
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In both approaches, 120 Hz is the frequency that will set the limit. In this case, the
TotalTime must be less than 8.33 mS.

On the other hand, it should be noted that the physical part of the smart monitoring
and control system (IoT application shown in Figures 2 and 3) is operating (all day every
day) in Puerto Carreño, Vichada—a Non-Interconnected Zone in Colombia—specifically at
the CINER (Centro de investigación de energías renovables), from which the photovoltaic
system data set is obtained. The microgrid consists of two panels with a maximum capacity
of 260 W and an inverter with a maximum capacity of 480 W connected to two 260 Ah
batteries, which feed the energy laboratory of the CINER, in which the loads are variable
depending on the use of the laboratory.

In this context, data analysis finds its application in different elements of the microgrid,
such as green and renewable energies (wind, solar, marine), control, load management,
and operation, using the data collected for better decision making and the reconfiguration
of the microgrid (both physical and logical) to adjust to the needs of the microgrid [50].

Figures 5 and 6 show the results of visualising the data collected and analysed in
a period of 6 months from the system in the aforementioned NIZs. All the data were
imported into Power BI and organised according to the electrical value.

Therefore, for each value, it is possible to analyse the overall behaviour over the day
and the minimum and maximum values. Since the measure is from the solar energy source,
it is important to check if, at times, the voltage or the current drop can cause the system to
malfunction. However, so far, the renewable energy generator is operating within its limits.
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Some findings to note regarding this case study are as follows:

• The prediction of energy generation and consumption from the analysis is possible
and can be used for multiple purposes, including future production planning.

• Sustainable and efficient network operation can be improved through the computa-
tional analysis of real-time data.

• Evaluating the data flow of electrical signals, such as current, voltage, etc., allows to one
monitor and analyse the power quality of the microgrid and identify errors in the sensors.
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• Energy technology monitoring and predictive failure analysis will enable predictive
maintenance and make it possible to identify the actual degradation rates of the
network components.

• The analysis of consumption patterns will allow for the generation of sustainable
business models for communities, which is an important factor for the self-sufficiency
of these communities and their energy projects.

• The discovery of value and knowledge about this NIZ will facilitate microgrid imple-
mentations in similar contexts.

• Weather forecasts can be analysed to select the most appropriate energy generation technology.
• The information generated supports feasibility studies of renewable energy projects

for other NIZs.

Emphasising the remarkable merits of the proposed architecture compared to archi-
tectures described in the existing literature, the authors of [51] presented their research
on the experimental validation of inverters (grid and stand-alone inverters) in laboratory-
scale microgrids in the United States, which demonstrates the efficiency of inverters in
microgrids disconnected from the main grid. In comparison to what is proposed in this
article, our paper specifically addresses the implementation of smart microgrids in NIZs, a
context particularly relevant for isolated regions of Colombia, and highlights the challenges
and limitations of the proposed approach, such as the limited connectivity, geographical
isolation, and technological barriers in these isolated regions, providing an in-depth under-
standing of the complexities of this environment. Furthermore, the proposed approach is
based on a fundamental data structure to ensure the efficient and sustainable operation of
microgrids in the selected NIZ. Appropriate functional and non-functional requirements,
adapted to the context of Colombia, have also been established. However, one of the main
limitations of this approach is the lack of extensive experimental validation in different
regions of Colombia.

5. Conclusions

In this paper, we presented the relevant opportunities and challenges associated with
alternative data-based smart grids for the specific case of Columbian NIZs, and in this paper,
various relevant architectures in the literature and the corporate world have been analysed.
The proposed model has been created and tested considering the characteristics, conditions,
and limitations for the use case. The system has demonstrated good functionality on
site, fulfilling the relevant requirements and considerably contributing to improving the
techniques needed to apply this type of system to NIZs.

From a technical point of view, smart micro-networks pose challenges in security,
data diversity, storage, and governance. These challenges offer research opportunities for
developing countries. On the other hand, choosing the right sampling frequency is critical
for design and cost, affecting node processing and storage requirements. In the initial phase,
the system collects data from a renewable energy-based electrical grid, aiming to study
and analyse all its variables. Subsequently, the system can be enhanced with actuators
and autonomous decision-making algorithms. The results demonstrate uninterrupted
24/7 data collection, and the data architecture permits data exportation and analysis using
tools such as Power BI.

On the other hand, it should be noted that NIZs present challenges associated with
local social, cultural, and technological factors that mean that the system often must be
tailored for the different contexts. This highlights the importance of working towards devel-
oping these often-forgotten areas, indigenous communities, and post-conflict zones. With
an appropriate technological approach, it is possible to mitigate the social, environmental,
and economic problems of these areas.

The novel contribution of this work lies in the fact that there are no data-driven
architectures for the control of renewable energy microgrids in NIZs that consider the
different challenges and limitations involved in the implementation of any smart system in
isolated areas (connectivity, accessibility, acceptance, etc.). In this paper, a highly functional
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and efficient system that can be adapted for other areas with similar conditions around the
world has been proposed.

Regarding future work, the introduction of stakeholder needs into the design re-
quirements for service-oriented architecture enterprise systems, specifically a global CRM
system—where there are similar issues that lead to the need for a ‘local needs-based’ fram-
ing of the microgrid tailoring process—has been planned (please refer to [52]). In addition,
in terms of future work, it is thought that developing more advanced software will allow
for better microgrid management for NIZs, and the development of simulations to validate
the effectiveness of this architecture at different scales will be key in future work.
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