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Abstract: Advancements in new technologies, a reduction in CO2 emissions, and the rising demand
for energy are causing a growth in the share of renewable energy sources. In distribution networks,
an increasing number of distributed generators (DGs) makes the utility grid’s protection complex
and demanding. Vector surge and rate-of-change-of-frequency are the established anti-islanding
protection methods, recognizing that the standard paradigm for protection, involving distributed
generation, cannot be set only once but has to be continuously updated following the requirements
and changes in the system. One of the requirements is active participation in the preservation
of system frequency and voltage, which can be interrupted if the DG trips and disconnects from
the utility grid. Anti-islanding protection and spurious tripping can be avoided by implementing
new algorithms and techniques. This paper presents a novel protection scheme based on a voltage
frequency differential. The proposed algorithm employs remote and local frequency measurements
in such a manner that, for the occurrence of a frequency difference, it is assumed that the DG is in
an islanding state. In this article, we demonstrate the feasibility of the algorithm through numerical
analysis of grid events and laboratory testing emulating real grid-measured values. The test results
show that the algorithm is resilient to false tripping for non-islanding events and more reliable than
conventional methods in islanding detection. The algorithm can be set to low-frequency differential
values, drastically reducing the non-detection zone in any DG type, regardless of its size and voltage
level at the point of common coupling. Unlike standard anti-islanding methods, the algorithm
supports the ability of the DG to fault-ride through demand.

Keywords: frequency differential; vector shift; rate-of-change-of-frequency; islanding; algorithm;
non-detection zone

1. Introduction

With the extensive implementation of renewable energy sources (RES) in the utility
grid and breakthroughs in new technologies [1], the system protection scheme is becoming
more complex and demanding. Protection systems in networks are a critical component that
ensures the safe and reliable operation of the entire power grid [2]. Requirements for safe
and reliable operation of the power grid are very strict and mandate the quickest possible
time of fault isolation [3]. The electrical network is subject to short-circuit faults that can
damage equipment and cause hazardous conditions for utility crews and consumers. In
these cases, the fault should be detected and cleared as fast as possible [4]. The existing
system has encountered protection coordination challenges due to the bidirectional power
flow, different types and capacities of generation sources, and changes in fault levels due to
network operating modes [5]. With the rise in renewable energy sources, the load current
supplied from the grid varies, creating a mismatch between the existing protective relay
settings and the actual network conditions, necessitating a reassessment of the settings,
which can no longer accurately reflect the network state [6]. Distributed generator (DG)
penetration may pose serious issues in the normal operation of utility protection schemes.
Issues include false tripping of feeders, blinding of protection, increased or decreased fault
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levels, unintentional islanding, unsynchronized reclosing, and prevention of automatic
reclosing [7]. This paper’s prime objective lies in the analysis of anti-islanding protection in
power systems with a high share of RES. Islanding, by definition, is the state where the part
of the utility grid with its consumers stays energized by distributed generation without
the connection of the main power grid. Generation connected to the utility grid should
disconnect from the islanded part instantaneously before reclosure, by the definition of
IEEE 1547-2018, in less than 2 s if there is non-reclosure on a relative feeder [8]. Reclosing
is an automatic function of breakers or reclosers that re-energizes the faulty section of the
system in a relatively narrow time window. The inability to disconnect the generation from
the island part of the grid results in a potential safety hazard and the risk of equipment
damage for generators as well as for consumers.

Conventional DG islanding protection is divided into passive, active, and remote
methods [9]. Usually, in practice, it can be found that a combination of several detection
methods is utilized in islanding detection [10].

Passive ones are based on continuous monitoring of the local site system parameters
like changes in voltage, frequency, and harmonic distortion, as these parameters vary
during the islanding condition initiation. These variations are directly influenced by the
electricity supply and demand mismatch. Due to passive islanding detection methods’
dependency on the changes of the aforementioned parameters, the efficiency is thus de-
pendent on the threshold set. Setting a lower threshold results in false islanding detection,
as non-islanding faulty conditions of the power system may also cause cascade system
parameter changes [11]. The most common passive protection against islanding is vec-
tor surge (VS) and rate-of-change-of-frequency (ROCOF) protection in combination with
standard stages of under/over voltage and under/over/frequency [12]. VS and ROCOF
protection integrated relays provide a cost-efficient and simple solution for anti-islanding
protection [13].

Active methods of islanding detection directly deal with the perturbation to the system.
It means that an additional external variable, positive feedback or controlled change, is
introduced, interacting with the power system operation and providing a significant change
in system parameters during islanded conditions and negligible change during proper
operation of the DG in the grid [14]. It involves the feedback technique or other mechanism
to find islanding through parameter change [15]. The main active methods are based on
grid impedance variation methods, active and reactive power injection methods, active
frequency drift, Sandia frequency shift, Sandia voltage shift, slip-mode frequency shift [16],
and detection methods based on impedance angle measurements [17].

Remote detection methods are fully or partially resident in the utility grid. Some of
them consist of active data communication from the utility grid to DGs, which are classified
as communication methods. Another group of remote methods are those based on adding
a component on the grid side, for example, an impedance that is connected and changes its
value in the case of islanding [18].

Opposite to islanding protection, it is expected that the DG provides fault-ride-through
(FRT) capability [19]. FRT is the capability of DG to maintain the connection to the grid
and operate through periods of low voltage at the connection point caused by faults, as
presented by the curve in Figure 1. Nominally, voltage swells can fall to values of 0.05 pu
with a duration ranging from 150 to 250 ms. Apart from voltage swells, faults cause
significant deviations in frequency, resulting in the faulty disconnection of DG units for
almost all methods, whether passive or active. The FRT requirement additionally affects
the parameters of passive islanding detection algorithms, enlarging the non-detection
zone (NDZ) and thus minimalizing their effectiveness. In conclusion, islanding protection
methods must be immune to faults with a duration of at least 250 ms, providing FRT
capability and reliable islanding detection.
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Commission Regulation (EU) 2016/631 establishing a network code on grid connection
requirements for power-generating modules sets out harmonized connection rules for
power-generating modules. Types A-D are power generators based on the maximum
capacity of the power-generating module and its connection voltage level, which are
defined by each country’s TSO. EU regulation 2016/631 sets out requirements that help
maintain, protect, and restore system security in order to support the proper functioning of
the internal electricity market both within synchronous areas and between synchronous
areas. As per [8], DG facilities connected to the transmission or utility grid must, among
other things, comply with the following requirements defined in network codes:

• General frequency requirements;
• General voltage requirements;
• Short-circuit requirements;
• Reactive power requirements;
• Protection requirements;
• Control requirements,;
• Power quality.

Parallel to the requirements mentioned above, Regulation 2016/631 sets mandatory
requirements on information exchange (for types B, C, and D), stating that generation
facilities shall be capable of exchanging information, whose protocols and variables may
be defined by the relevant system operator if not explicitly stated in the Grid Code. The
information exchange is carried out by specific communication protocols, of which the two
most commonly used are IEC 61850 [20] and IEC 60870 [21], as defined in [22].

Reviewing the literature above, it is evident that the previously mentioned islanding
detection methods have their own specific shortcomings. Passive detection methods are
highly dependable within their threshold-set limits. They have a large NDZ if there is
an employment of higher value-set parameters with the risk of prolonging the detection
time but with more immunity to spurious tripping. On the other hand, lowering the value
of protection set parameters reduces the NDZ but is followed by nuisance tripping for
system events that were not the result of DG being in islanding mode. Active detection
methods require additional control circuits to create adequate disturbances, increasing the
implementation complexity. Nevertheless, an additional circuit may cause unpredicted
effects on the electric power quality, such as the deterioration of the grid voltage quality
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and system instability [23]. Remote detection methods have high sensitivity and almost
no NDZ; however, they require a proper communication infrastructure and additional
secondary equipment. To summarize, choosing an effective anti-islanding protection
method proves to be a big challenge. The selection is affected by various factors, such as
the type of the DG unit, the topology and voltage level where it is connected, the proximity
and number of other DGs, etc. The literature and praxis propose all of the mentioned
detection methods without any of them being perfect. To be precise, the anti-islanding
protection should only disconnect the DG in cases of islanding, not otherwise. The criteria
to adequately determine or choose the correct anti-islanding detection method are not
certain and should be investigated further as the grid, technology, and complexity of the
grid increase. Smart grids are replacing traditional electrical systems, incorporating various
smart meters and devices, and expanding communication and information exchange.
Lastly, due to a mandatory information exchange between the system operator and DG
facility, exploring its potential in new applications and functionalities is beneficial and
worth investigating. Therefore, this is one of the main focuses presented in this study.

Reviewing the literature above, it is evident that the mentioned and described is-
landing detection methods have their shortcomings. The ever-increasing DG installation
into the grid changes the system protection paradigm, replacing the existing models and
methods of protection with new ones. To resolve the islanding protection issue, we present
a novel voltage frequency differential algorithm described in this paper. The proposed
algorithm utilizes the practical implementation of existing and future information and
communication infrastructure using the distribution of measured sampled values from the
grid to the point of common coupling at the DG by the IEC 61850-9-2 [24] protocol. The
proposed algorithm implementation improves islanding detection compared to classical
detection methods, lowering the NDZ and providing absolute immunity to false tripping
in cases of non-islanding events and disturbances. Once the algorithm is implemented on a
DG protection device, its detection method and set parameters are not affected and need
not be changed in case there are new installation of DGs. Traditional detection methods can
be negatively affected by the installations of new DGs, enlarging their NDZ, and possible
failure in islanding detection. Algorithm plausibility was tested by simulations, comparing
numerical analysis results of various system events in a network model to produce the
algorithm’s response. To conclude the results, the algorithm was tested in a laboratory
environment. Its implementation is on two state-of-the-art relays, with local communica-
tion and emulation of real-world grid disturbance records, mimicking both islanding and
non-islanding events and disturbances.

After the literature review, identified research gaps, and the definition of the proposed
algorithm, we propose the following contributions:

• A novel protection algorithm using voltage frequency differential harvesting mandates
information exchange between DG and system operators through the delivery of
remote frequency values to the DG relay, thus rendering nuisance tripping and more
reliably detecting the DG’s islanding state.

• Demonstration of the successful algorithm operation against standard anti-islanding
methods under different event scenarios by the use of dynamic simulation on a
modified IEEE 14-bus system.

• Laboratory testing of the successful algorithm operation against standard anti-islanding
methods emulating live disturbance recordings.

The rest of the paper is organized as follows: Section 2 gives the theoretical back-
ground of the relevant system dynamics and commonly used passive islanding algorithms;
Section 3 explains the definition of non-detection zone and presents a sample of real mea-
surement recordings during fault and islanding; Section 4 presents the working principle
of the frequency differential algorithm; Section 5 analyzes the algorithm functionality in
the modified IEEE 14-bus model for different islanding and short circuit scenarios; and
Section 6 demonstrates the method and results of algorithm laboratory testing.
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2. Theoretical Background

Analysis of the literature and working principles of ROCOF and VS detection methods,
together with their pros and cons, spawned the idea of a new protection method. To better
understand the principles of changes in electrical values during islanding, this chapter
presents the dynamic correlations through the working principles of ROCOF and VS
algorithms for synchronous generators. To better understand the idea, principles will be
presented in mathematical form. To detect VS, standard relay algorithms use full voltage
cycle measurements. Each measurement starts at the rising axis zero crossing and is
repeatedly compared with the previous time cycle duration. The power difference sign
defines the angle shift in such a manner that the current time interval exceeds or precedes
the previous time interval.

The behavior of the DG is presented by the classical model generator swing equation,
as shown with Equations (1) and (2):

2H
ω0

dω

dt
= Pm − Pe = ∆P (1)

dδ

dt
= ω − ω0 (2)

Complete system inertia is represented as a constant H, synchronous angular velocity
is ω0, mechanical torque power input is Pm, the electrical generator power output is Pe,
and the power imbalance differential is ∆P. By solving the differential Equation (1) with
the definition from the angular velocity Equation (2), the solution represents the rotor angle
correlation Equation (3). The next step is the formulation of the angular difference or shift
by Equation (4).

δ =
ω0∆P

4H
t2 + δ0 (3)

∆δ = δ − δ1 =

(
ω0∆P

4H
t2 + δ0

)
−
(

ω0∆P
4H

t2
1 + δ0

)
(4)

∆δ =
ω0∆P

4H
(2t − (t − t1))(t − t1) (5)

It is acknowledged that t − t1 is the cycle period in Equation (6); substituting it in
Equation (5) follows:

T = t − t1 =
1
f
=

2π

ω
=

2π
ω0∆P
2H + ω0

(6)

∆δ =
ω0∆P

4H

(
2t − 2π

ω0∆P
2H t + ω0

)
2π

ω0∆P
2H t + ω0

(7)

The functional dependence of angle shift on time reference and power difference is
given by Equation (7) [18]. The proposed correlations assume that in the case of an islanded
generator’s speed, it increases or decreases depending on the power surplus or deficit.

Figure 2 presents an example of a VS protection model algorithm. The selected value
of 3 degrees defines the frequency at which the relay should operate. Three degrees is
equivalent to 0.414 Hz, where the fundamental period is 20 ms for a 50 Hz system [25].

In relays, ROCOF detection methods are similar to VS, detecting islanding in cases of
active power differential between load and generation production [26]. Variations of fre-
quency in the island part of the system are proportional to the active power difference [19].

ROCOF protection in relays can be set to calculate the rate of change of frequency
for a different number of cycle periods. Some relays employ a fixed, non-settable number
of cycles, while others offer a variable cycle number. Due to a different principle in
ROCOF detection methods for a certain system event, relays from specific manufacturers
can respond differently. Some relays use voltage zero crossing detection, while others
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use the discrete Fourier transform (DFT) method [27]. Similar to VS, ROCOF relays for
non-islanding events have the tendency to false trip.

Equation (8) represents the mathematical expression for the rate of change of frequency,
which is extrapolated from the classical model generator swing Equations (1) and (2):

d f
dt

=
1

2π

dω

dt
=

f0

2H
∆P (8)

In order to include the low-pass filter in the equation model, 1/(Tas + 1) is presented
by the first order transfer function, where s is a derivative operator and Ta is the filter time
constant. Implementing the first-order transfer function and solving Equation (8):

d f
dt

=
∆P f0

2H

(
1 − e

−t
Ta

)
(9)

Equation (9) represents the functional dependency between the relay delay time and
the rate of change of frequency for a given active power differential [28].

As mentioned earlier, for ROCOF calculation in most relays, voltage cycle zero crossing
time, or DFT, is used. The calculation can be presented by Equation (10) [29]:

d f
dt

=
fn − fn−4

T4
(10)

where fn is the current and moving frequency measurement, fn−4 is the measured frequency
four cycles earlier, and T4 is the overall time of four recent cycles.

To better understand the principle of the working order for ROCOF relays and as an
introduction to the idea of the proposed FDA, Figure 3 presents an example of a ROCOF
protection model algorithm.
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3. Non-Detection Zone and System Events

This chapter presents the definition of NDZ and shows disturbances recorded by
devices installed in a real-world distribution network. Successful islanding detection is
determined by its set parameters in correlation to the active power difference of the remain-
ing load and the active power output of the DG. A major issue with the VS and ROCOF
protection is false tripping for faults on the adjacent feeders or by other disturbances in
the system. NDZ of DG protection can be defined as the grid conditions range without
detecting the islanding state. To define the dependency of VS and ROCOF parameters on
the active power differential, NDZ can be presented as the percentage probability value
for the time interval duration of islanding non-detection. The most constructive way is to
visualize the cross-section of active load on the DG active power curve at the grid point that
is observed (for simplification, the DG power output is constant). The VS or ROCOF protec-
tion setting can define the NDZ by directly giving the minimum active power differential
of the load, contrary to the DG active power output needed for islanding detection.

Using Equation (11), NDZ probability can be calculated as the quotient of the time
interval of the ∆P+ and ∆P− markers crossing the load curve with the condition that the
load curve needs to be between the markers. DG islanding protection NDZ is marked
by green lines and defined as the positive ∆P+ or negative ∆P− active power differential,
meaning ±10%, presented in Figure 4, for standard settings of VS-4 and ROCOF-1 Hz/s on
a 1 MW base.

pNDZ =
t2 − t1

ttotal
100% (11)

The load curve crosses the ∆P+ and ∆P− markers between 20:15 and 21:45 h by
employing Equation (11). The calculated probability of the NDZ is 6.25%. As a conclusion
for certain points in the grid, NDZ probability can also be calculated if a certain circuit
breaker or circuit breakers have their load curve crossing the ∆P+ and ∆P− markers [31].

As an example, Figure 5A presents a real-time disturbance recording of frequency
measurements during a fault on a transmission station busbar that is relatively far from the
DG point of common coupling (PCC) and is similar to the BUS-05 configuration according
to the grid model in Figure 6. Figure 5B shows the disturbance recording of frequency on
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the DG feeder in PCC (Point of Common Coupling). ROCOF protection for DG did not
trip due to the high setting value. Later, in the second stage of over-frequency protection,
the grid relay disconnected the DG on the PCC. DG from the disturbance recording (B) is
modeled as GEN08 on the IEEE 14-bus model.
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4. Frequency Differential Algorithm

The intensive process of developing renewable energy-powered generators in both the
transmission and distribution grids started a decade ago. Anti-islanding protection is still
mandatory, making it harder to remain efficient in its task with the system’s complexity.
Experience in anti-islanding protection utilization has taught us that the margin of settings
for ROCOF and VS is very thin between successful and spurious operations for which a
trip is unnecessary. Recent and yet-to-be-connected DG facilities are obligated to provide a
wider range of automated dynamic responses with greater resilience to operational events
and a higher level of system operator control and information [19]. Besides standard
information on operating conditions, the establishment of communication between the
system operator and DG gives the opportunity to utilize the process-bus measurement
values. The principal communication scheme is presented in Figure 6.

Substation and grid digitalization are achieved by using IEC 61850-9-2 sampled values
through process-level communication. The IEC 61850-9-2 standard defines the Specific
Communication Service Mapping (SCSM) for the transmission of sampled values. The
standard applies to all devices related to process measurements of the logical node group
having a digital sampled value output stream, such as current and voltage, merging units,
or devices acting as group publishers, as well as subscribing intelligent electronic devices.
The proposed algorithm utilizes the benefits of “live” streaming of sampled values in the
form of a protection algorithm. In theory, the proposed algorithm can work on a wide
range of proprietary and dedicated protocols, like the line differential protection protocol.
However, it is better to use the IEC 61850-9-2 standard together with the other benefits that
it provides. The main goal is the delivery of grid frequency measurements to DGs using
the IEC 61850-9-2 protocol, in this case, from a transmission–distribution point of common
coupling and implementing the measurements in a new algorithm. Compensation for
the actual communication delay is called synchronization latency, which needs to be set
only on the subscriber side. This is required to compensate for a possible delay during the
distribution of the measurement signal. The signal is delayed by cables, star couplers, etc.,
which are all part of the distribution chain. The delay caused by the cables can be calculated,
and its typical value is 5 ns/m. The absolute threshold value for the algorithm blocking
due to time out of the time value stream is 4 ms. Relay A serves the function of a publisher
of sampled measured values for this proof of concept. Only frequency measurements
are distributed to subscribers, in this case, Relay B. The proposed algorithm structure is
programmed in the Siemens DIGSI 5 CFC editor. CFC is used to create the entire software
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structure of the CPU, placing blocks on function charts, assigning parameters to them, and
interconnecting them. Frequency measurements are validated at the source level, with
both the publisher and subscriber validating the viability of their measurements through
condition flags. For the publisher to transmit the frequency values to the subscriber, we set
a condition for the existence of line voltage measurements with a value greater than 0.1 p.u.,
and this sets the flag status to 1. The measured value in CFC is time-stamped. It is important
to note that the relays connected on the process bus are also time-synchronized, and the
sample rate can be adjusted from 80–256 samples/period on a 50 Hz system, while our
proposed algorithm uses 80 samples/period without losing the accuracy and functionality.

The function of the differential frequency algorithm (FDA) is shown in Figure 7.
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A subscriber, in our case, Relay B, acquires process-bus frequency values from the
publisher and directly relays them in the CFC chart. The first function block in Relay B
validates its own frequency measurements using the same condition as the publisher—
line voltage measurements are present and are greater than 0.1 p.u. The next function
block aligns the values f1-subscriber and f2-publisher according to timestamp values. The
function block outputs are two variables, F1 and F2, that are inputs for the next function
block. The values of F1 and F2 are differentiated, and the absolute differential value
is compared to the set value. The differential function block repeatedly compares the
differential value to the set value, giving the flag 1. With the flag value 1, the next function
block repeatedly checks the flag for the whole period of the set time delay for the trip
operation. If the flag changes to 0, the function block resets to start from 0, waiting for
the flag value of 1. When the output of the function block results in flag value 1, for the
whole period of the time delay, the function block is fully activated for the relay to trip and
disconnect the DG from the grid. The condition for the existence of line voltage values
larger than 0.1 p.u. in the algorithm block is essential for a plausible detection of islanding.

For further analysis, the algorithm parameters will be:

• Set value of frequency differential: Fdiff = 0.2 Hz;
• Set value of time delay: tdelay = 0.1 s.

5. Numerical Model Analysis with Algorithm Response

For further study of system events similar to those shown by disturbance recordings
in Section 3, RMS numerical analysis is conducted in the NEPLAN V10.9.4.1 software
on a modified IEEE 14-bus network [32]. The NEPLAN dynamic analysis module can
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perform electromechanical (RMS) and electromagnetic transient studies (EMT) to analyze
the dynamic behavior of the power system under various operating conditions and system
disturbances. The dynamic module has a fast and robust solver that is able to solve
large-scale networks with high performance in terms of numerical stability, accuracy, and
resolution time. The bus model is illustrated in Figure 8. The IEEE 14-bus system is a
good approximation of an electrical power system with elements of power generation,
transmission, distribution, and distributed generation [31]. Modifications to the original
parameters of the model include a 50 Hz system frequency, and the GEN08 is a photovoltaic
generation unit with a rated power of 10 MVA, while the exciter for the GEN08 is modeled
according to [30]. Numerical simulation of system events will provide indicative results on
the behavior of frequency on selected nodes following short circuits and islanding events.
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Numerical analysis considers two sets of grid events. The first set considers short
circuit analysis, and the second analyzes the different case scenarios for islanding without
the occurence of short circuits. To correlate with Figures 6 and 8, Bus-05 will represent the
base reference bus from which Relay A requires the voltage and frequency measurements,
and Bus-08 will represent Relay B, requiring the same measurements. Bus-05 and Bus-08
are not at the same voltage level, which is why the proposed algorithm uses p.u. validation
values. It is important to mention that for the purposes of dynamic presentations in
Figures 9 and 10, all other (undervoltage, underfrequency, etc.) protections on the model
are inhibited. For analysis, in Figure 11, active power differential of load and production is
set at +5%, while in Figure 12, the active power differential of load and production is set at
−15%. For short circuit analysis, in Figures 9 and 10, a sudden change in frequency is the
result of the circuit breaker’s opening and clearing the fault, as confirmed by the example
disturbance record in Figure 5.
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Figure 9 represents the dynamic time simulation plot results of frequency and voltage
on reference Bus-05 and Bus-08 with the three-phase short circuit on Bus-14, while Figure 10
represents the same when the three-phase short circuit happens on Bus-10. Frequency and
voltage dynamic analysis for events shown in Figures 9 and 10 indicates that the frequency
differential value does indeed initially exceed the set value. As described in Section 4,
algorithm variables F1 and F2, where F1 is the local and F2 is the remote frequency, are
aligned by their exact time stamp before they are differentiated. This alignment provides
the algorithm with immunity to errors, even in the case of large disturbances such as
transients. If the differential is high enough to start the trip function counter, it will
reset when the usual steady-state values are achieved and the disturbance is cleared,
ensuring there is no islanding on the DG, in which case the relay will and must trip. The
algorithm frequency differential flag changes from 1 to 0 before the algorithm set time
elapses due to the stabilization of the system and DG frequency when the fault is cleared.
This confirms that the algorithm is immune to spurious tripping by faults that do not
result in islanding, contrary to the ROCOF protection that would trip. The algorithm input
frequency measurement validation condition on the voltage measurement is also satisfied.

Figure 11 represents the dynamic time simulation plot results of frequency and voltage
on reference Bus-05 and Bus-08 with the islanding event of Bus-07 (with their respective
loads) coupled to Gen-08. Figure 12 represents the same but with the islanding events of
the Bus-07, Bus-10, and Bus-14 (with their respective loads) coupled to Gen-08. For events
shown in Figures 11 and 12, the analysis shows that the change in frequency does occur on
the island part of the grid, especially on the DG bus, but is consistent on the grid. Analysis
has also shown that the fluctuation of frequency on the DG bus can go from a negative to a
positive differential, opposing grid frequency and active power imbalance, which is why
the algorithm takes an absolute value.

Frequency plot results for Bus-05 and Bus-08 were uploaded into an algorithm sim-
ulator. The first step in the simulator was getting the result of the frequency differential
from the plotted values. It is needed because the algorithm cannot be modeled in NEPLAN.
When this was done, the next step in the simulator was to determine the FDA response
behavior based on the resulting plotted data. Simulation results give the differential fre-
quency value algorithm start and trip flags. The FDA test results for the analyzed dynamic
simulations of every event are shown in Table 1. The results show the proposed algorithm
success matrix with the calculated frequency differential value for every event together
with the algorithm, resulting in a start-to-trip or just a start flag.

Table 1. Algorithm success matrix.

Event FDA Value Algorithm Starts Algorithm Trips

Short circuit on Bus-14 0.2004 Yes No
Short circuit on Bus-10 0.2564 Yes No

Islanding-1 3.9251 Yes Yes
Islanding-2 0.5454 Yes Yes

6. Laboratory Algorithm Testing

The other, or to say the best, way to test the working principles of a protection
algorithm is by reproducing the results in a laboratory environment. This chapter will
describe the actual procedure of FDA implementation, the types of relays used together with
their proprietary configuration tools, the required communication protocol for measured
values, and the emulation equipment. Input measurements will be emulated (uploaded)
from real live disturbance recordings from the relays installed in actual substations. Test
results will show how the algorithm would respond in real-event scenarios (during faults
and islanding).

As mentioned in Section 4, the voltage frequency differential algorithm concept is
implemented in two state-of-the-art Siemens 7SJ82 numerical relays. The Siemens DIGSI5
CFC editor is used for algorithm development and programming in Relay B. Relay A only
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acts as a publisher, generating voltage measurements and delivering them to Relay B via
the process bus via the IEC 61850-9-2 protocol through a LAN switch. The equipment
connection is shown in Figure 13. The test simulation presents a collection of real-time
disturbance records of various system faults and islanding situations in different scenarios.
The emulation process of grid voltage values is conducted by the relay test kit Omicron-
CMC353. Channel 1 is connected to the voltage input of Relay A, and Channel 3 is
connected to the voltage input of Relay B. Emulation data are generated from the uploaded
disturbance records by a single selection of copying/emulating only voltages. The results
in this section are conducted by emulating the disturbance recording described in Section 3.
Overall, the FDA testing was conducted on numerous disturbance recordings, and all were
proven successful. The time alignment of disturbance records is determined by their time
stamp, so the grid event is correctly time-dependent on both channels. PC manages the
time synchronization through the IEC 61850-9-2 protocol.
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Testing is conducted in two different settings. The first test has a voltage frequency
differential algorithm with a setting of 0.1 Hz and a time delay of 0.25 s, and the second has
a setting of 0.4 Hz and a time delay of 0.1 s. In the additional Relay B test, two protection
stages of ROCOF 1 and ROCOF 2 are activated. The first stage is set at 2 Hz/s with
instantaneous tripping, while the second stage is set at 0.5 Hz/s with a time delay of
0.1 s. The addition of ROCOF stages will represent the means of immunity testing for the
proposed algorithm on spurious tripping, contrary to the conventional protection method.

The disturbance recording from Figure 5 is divided into three sections: Section-1
(0.1–0.25 s) analyzes the algorithm behavior for a first short circuit occurrence, and Section-2
(0.25–0.5 s) analyzes the algorithm behavior on fault isolation. While Section-3 (0.5–1 s)
analyzes the islanding state, the proposed algorithm for spurious tripping is contrary to
the conventional protection method.

Table 2 gives a comprehensive verification of the FDA in conjunction with two ROCOF
setting stages. For every section of the emulated disturbance recording, results are indicated
through the trip flag issue together with the tripping time values. It is clear that the
FDA, although set low, follows the restriction given by the remote voltage-frequency
measurements in cases of short circuit occurrences, while the ROCOF stages are locally
restricted and thus cause a spurious trip issue.
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Table 2. Algorithm test results.

Protection Stage Section-1 Trip Time Section-2 Trip Time Section-3 Trip Time

ROCOF 1 45 ms 44 ms 46 ms
ROCOF 2 No trip 104 ms 106 ms

FDA 1 No trip No trip 257 ms
FDA 2 No trip No trip 108 ms

The results of field testing after incorporating the algorithm into the existing relays
and communication infrastructure imply that the existing communication infrastructure
can incorporate the IEC 61850-9-2 standard, and the relays are also compliant. The recent
“swarming” of DG into the grid was and still is followed by mandatory information
exchange and can employ the mentioned communication protocol. The proposed algorithm
joust needs to be uploaded onto an existing protection relay on PCC and configured as
a subscriber to receive sampled measured values. On the other hand, the publisher of
sampled values needs to be relayed through the existing communication infrastructure
in the grid to the relay at PCC. After the algorithm and measurement implementation,
field testing should consist of two levels. The first level includes the verification of the
successful transmission and reception of measured values through the communication
network. This is provided with no communication time-out signal and the provision of a
frequency differential value at the PCC relay. The next level is the simulation of frequency
deviations by secondary injection of a voltage signal to the relay at PCC. The injected signal
should be in two stages of testing: the first stage will simulate over-frequency exceeding
the set differential threshold while holding the publisher frequency measurement from the
system and confirming the trip signal. The second stage will simulate the under-frequency
frequency, also confirming the trip signal.

7. Conclusions

This paper presents a novel protection algorithm based on a voltage frequency differ-
ential that disconnects the DG or part of the grid in the event of islanding. This algorithm
is based on communication structure by means of process-bus sampled values via the IEC
61850-9-2 protocol. The plausibility of this algorithm is first tested through dynamic and
algorithmic simulations that show indications that the algorithm is successful. The next
logical step was algorithm implementation in the relay systems and laboratory testing.
Testing gave the actual working results of the algorithm regarding the time synchroniza-
tion of live measurements and trip time command issues. The analysis results indicated
that the algorithm is more resilient to spurious tripping than the conventional protection
schemes, thus adding to the reliability of the system as a whole. This algorithm can employ
low-frequency differential values, drastically reducing the NDZ in all DG types, regardless
of its size and voltage level at the point of common coupling. Furthermore, it supports the
ability of the DG to fault-ride through demand. In future studies, it is expected to imple-
ment the algorithm in field testing using IEC 61850 on existing relay and communication
architectures and to adapt this algorithm so it can be implemented using the IEC 60870.
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