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Abstract: An organization’s strategic objectives are accomplished through portfolios. However,
the materialization of portfolio risks may affect a portfolio’s sustainable success and the achievement
of those objectives. Moreover, project interdependencies and cause–effect relationships between
risks create complexity for portfolio risk analysis. This paper presents a model using Bayesian
network (BN) methodology for modeling and analyzing portfolio risks. To develop this model, first,
portfolio-level risks and risks caused by project interdependencies are identified. Then, based on
their cause–effect relationships all portfolio risks are organized in a BN. Conditional probability
distributions for this network are specified and the Bayesian networks method is used to estimate the
probability of portfolio risk. This model was applied to a portfolio of a construction company located
in Iran and proved effective in analyzing portfolio risk probability. Furthermore, the model provided
valuable information for selecting a portfolio’s projects and making strategic decisions.

Keywords: project portfolio risk; risk interactions; risk analysis; risk identification; Bayesian networks

1. Introduction

A project portfolio is a collection of projects that are managed coordinately to achieve an
organization’s strategic objectives [1–3]. However, portfolio success and achieving those objectives is
affected by risk [1]. Therefore, portfolio risk management can be remarkably effective in a portfolio’s
alignment with strategic objectives. Furthermore, portfolio risk management improves organizational
learning and prevents a risk of one project from occurring in other projects. Thus, even a project’s
negative effects can have positive implications for a portfolio in the distant future [4]. Moreover,
the concept of sustainability, which nowadays is of growing importance, has risk management as one
of its recognized ‘impact areas’ [5]. Nevertheless, in the field of risk management, there are gaps to be
filled before it can provide such benefits [6].

Risk analysis is a crucial part of portfolio risk management. It provides information about the
effects of choosing a project based on portfolio risk, and so facilitates making decisions about project
selection. Furthermore, applying the concept of sustainability through risk analysis makes this concept
a standard part of project-related decisions [7]. However, most of today’s frameworks for portfolio risk
analysis are not designed for achieving strategic objectives. Moreover, they are not written based on
portfolio characteristics and are adapted from generic frameworks [8].
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Prior to risk analysis is risk identification, the first and the most critical activity in risk
management [1,9], upon which the integration of sustainability depends [5]. However, gaps in
the literature call for the identification of portfolio risks, beyond single project risks [9,10].
Nowadays, understanding interdependencies between projects and their following implications have
a considerable effect on making the right decisions [11–15]. Therefore, in risk identification, the effect
of interdependencies on portfolio risk also needs to be considered [16].

This paper introduces a framework for portfolio risk analysis that addresses the aforementioned
issues and contributes to a clearer and more sustainable decision-making process. The objectives of
this paper are:

1. To identify portfolio risks, beyond single project risks: portfolio risks are put in three categories,
(1) project risks; (2) portfolio-level risks (risks that are created specifically in the portfolio);
and (3) project interdependency risks (risks that arise from interdependencies between projects).
Risks of the second and the third categories are identified and then validated by experts.

2. To develop a model for analyzing portfolio risk, the cause–effect relationships and
interdependencies between its components should be considered: for this purpose, using Bayesian
networks, a graph of risks based on their cause–effect relationships is constructed and the
probability of portfolio risk is calculated.

The data collected from a company active in the construction industry were used to evaluate
the model. The model proved effective and could provide valuable information for project portfolio
selection, which is a subject undergoing intense study in portfolio management [17–19]. It could show
how the decision to add or eliminate one or more specific projects affected the portfolio risk.

This paper is one of the first attempts to identify the aforementioned risks and to develop a
framework based on Bayesian networks for analyzing portfolio risk. The proposed framework focuses
on risks interrelations, portfolio management objectives, and portfolio success factors.

2. Literature Review

2.1. Risk Identification

Risk identification refers to a series of actions with the ultimate goal of sustainably detecting
uncertain events or conditions that, if they occur, have positive or negative effects on one or
more objectives [20,21]. Since project risks (first category) are well documented in the literature,
this paper does not focus on identifying them and readers are referred to studies that have focused on
construction risks [22–25].

Studies on the second and third risk categories are quite limited. Sanchez et al. [8] presented, as far
as we know, the only framework for identifying portfolio risks. Using this framework, the user had to
find risks among numerous factors that could lead to making key decisions. Although Sanchez et al.
considered some types of project interdependencies, outcome interdependency—to use the end result
of one project in another one—[26,27], and accomplishment interdependency—the increase in a
project’s probability of success as a result of undertaking another project—[26,28] were not mentioned
in their framework.

2.2. Project Interdependencies

Gear and Cowie [26] were the first to identify different types of project interdependencies.
Later Killen and Kjaer [27] presented a comprehensive categorization, in which they separated
interdependencies from dependencies. In Table 1, different types of project interdependencies are
presented. It should be considered that in some cases different authors have used different names
for them.
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Table 1. Project interdependencies.

Interdependency Description References

Value
interdependency

Total value of two projects being greater or
less than the sum of their individual values
(synergism or antagonism)

Gear, Cowie [26]; Killen, Kjaer [27];
Schmidt [28]; Bhattacharyya et al. [29]

Resource
interdependency Sharing resources among projects Killen, Kjaer [27]; Schmidt [28];

Bhattacharyya et al. [29]; Verma, Sinha [30]

Technology
interdependency Using a specific technology in several projects Gear, Cowie [26]; Bhattacharyya et al. [29];

Verma, Sinha [30]

Accomplishment
dependency

Increase in project A’s probability of success
as a result of undertaking project B Gear, Cowie [26]; Schmidt [28]

Outcome
dependency

Using the end result, knowledge or
capabilities gained from project B, in project A Gear, Cowie [26]; Killen, Kjaer [27]

2.3. Bayesian Networks

Bayesian networks are directed acyclic graphs, where nodes correspond to random variables and
arcs specify direct causal relations between the linked nodes [31–34]. A BN has conditional probability
distributions for all possible combinations of variable values [35], and each node comes with a
conditional probability table (CPT). Therefore, despite most of simulation models, such as artificial
neural networks (ANNs) that can be time-consuming due to high computational complexity [36],
a compiled BN model can quickly calculate a specific probability distribution. Hence, the user can
combine expert knowledge with available data and update the CPTs and the associated results, as new
evidence comes in [31,36–38] or new causal relations between the nodes become recognized.

2.4. Bayesian Networks in Risk Management

Bayesian networks contribute to risk analysis in different ways. BNs facilitate the “what–if”
analysis and help to estimate how the elimination of one or some risks affects the others. Moreover,
the visual representation of BN contributes to the identification of risk resources. Thus, it is an
effective method for supporting strategic decisions [27,36,37]. On the other hand, unlike ANNs that
are praised for their objectivity [39], constructing BN graphs and CPTs based on expert knowledge
are criticized for subjectivity [33]. However, it should be noted that “subjective” is not a synonym for
“uninformative” [40]. Furthermore, projects and portfolios are unique; therefore, gathering risk-related
data from all of them may take a considerable amount of time and money [38]. In developing countries
like Iran, expert knowledge can remedy this deficiency [40].

Bayesian networks have been applied to project risk management. Odimabo et al. [41] proposed
a methodology based on BNs to assess the risk of construction projects in developing countries.
Hu et al. [37] used BNs with causality constraints to develop a model for software project risk analysis.
Vitabile et al. [42] presented a BN-based model to measure risk and assess coastal sustainability,
which can be used as a decision support system in coastal zone management. Woodberry et al. [43]
and Pollino et al. [44] proposed a methodology for parameterization and evaluation of a BN to assess
sustainability-related risks. Wang et al. [45] proposed a model based on Bayesian networks to assess
the risk of hazmat transportation. This model included seven risk factors and its qualitative part was
organized using the adjacency matrix. Yet et al. [38] presented a BN framework to compute costs,
benefits, and return on investment (ROI) of a project, considering the effect of risk factors as one of the
causal factors. A minor part of the model was assigned to risk factors and the model did not take into
account the possible interdependency among these factors.

Fan and Yu [33] introduced a BN-based procedure for software projects. This procedure applied a
feedback loop to identify potential erroneous assumptions. Lee et al. [46] proposed a BN-based scheme
for managing the risk of engineering projects. In their model, the level of each risk was determined
using Equation (1) and a risk matrix. Risk matrices provide qualitative categorization of risks and
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eliminate the quantitative information. So, in a situation where one has to choose between two risks,
which are in the same qualitative category, there is no way to choose a risk based on the risk matrix,
and the error probability would be 50% [47]. In order to overcome this deficiency, Yousefi et al. [48]
used risk matrices along with an AHP (analytical hierarchy process) method to achieve a more precise
ranking of project risks and to identify the most critical ones.

Risk = (the degree of loss) × (the probability of occurrence) (1)

Despite the vast use of BNs in project risk management, their application in portfolio risk
management has been quite limited. To the best of our knowledge, Du-juan and Pen’s [49] paper
was the only study that used BNs in portfolio risk management. They used BN structure learning to
construct a network of interdependent portfolio projects’ risks. In their study, the effect of value and
accomplishment outcome of project risks was explained. However, in order to simplify the calculation,
value interaction was not considered in developing the network. Considering the clear advantages of
BNs, in the remainder of this research BNs are used to develop a model for portfolio risk analysis.

3. Risk Identification

In this section, portfolio-level risks and project interdependency risks are identified and then
validated by experts. Since this paper is one of the first studies to identify the aforementioned risks,
a general approach was taken and the results can apply to different industries. Identifying these
risks contributes to a more precise and sustainable risk analysis and makes managers aware of the
consequences of their decisions.

3.1. Identification of Portfolio-Level Risks

The literature on portfolio-level risks is poor and incomplete [8,9]; however, to conduct this part
of the study, we needed to find a valid and well-founded basis. According to the Standard for Portfolio
Management, portfolio risk is an uncertain event or condition which, should it occur, may positively or
negatively affect one or more project objectives and one or more portfolio success criteria [1]. Based on
this definition, it can be said that portfolio risk can cause consequences, such as an increase or decrease
in the probability of meeting portfolio success criteria and achieving project objectives. Since portfolio
success criteria and project objectives are well documented in previous studies, we chose them as the
basis. Then, we tried to identify the causes (portfolio-level risks) by recognizing their consequences
(failure to meet portfolio success criteria and to achieve project objectives).

Portfolio success criteria were recognized by studying: portfolio management objectives—since
once they are achieved the portfolio is considered successful—and portfolio success factors, because
their presence leads to meeting portfolio success criteria. The main portfolio management objectives,
as described in detail in Table 2, are: (1) portfolio value maximization; (2) strategic alignment;
(3) portfolio balance; and (4) right number of projects [50,51]. It can also be deduced from the literature
that the main portfolio success factors are relevant to stakeholders, organizational changes, information,
and some of portfolio management knowledge areas. These factors are fully reported in Table 3.

Then, based on Tables 2 and 3, portfolio-level risks were proposed considering that: (1) if
portfolio-level risk is considered as a threat and as the only factor that affects portfolio success criteria,
then failure to meet these criteria indicates that this risk has happened; (2) hence, the probability of
portfolio-level risk equals the probability of failure to meet the criteria.

For example, achieving the objective of “strategic alignment” is a portfolio success criterion. Based
on this, events or conditions like error in a project portfolio selection, external changes that lead
to changing the organizational strategy, some projects’ lack of alignment with the new strategy,
and a governance review board’s reluctance to kill projects off when they are no longer aligned with
organizational strategy were proposed as portfolio-level risks because they keep us from achieving the
aforementioned objective. These risks and other proposed portfolio-level risks are presented in Table 4.
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Table 2. Portfolio management objectives.

Portfolio Management
Objective Description References

Value maximization

To achieve the average success of single projects in
terms of economic objective.

Heising [51]; Cooper et al. [52]; Project
Management Institute [1]

To achieve the average success of single projects in
time, cost, quality and customer satisfaction
objectives.

Meskendahl [53]

To use the cross-project synergies in the portfolio. Meskendahl [53]

Strategic alignment To align portfolio projects with organizational
strategy.

Cooper et al. [52]; Heising [51]; Project
Management Institute [1]

Balance

To balance the constant use of resources during
project implementation and the constant generation
of cash flow.

Heising [51]

To balance high risk projects and low risk ones. Archer, Ghasemzadeh [54]; Cooper et al.
[52]; Killen et al. [55]; Jonas [56]

To balance large projects and small ones. Archer, Ghasemzadeh [54]

To balance long term projects and short term ones. Archer, Ghasemzadeh [54]; Cooper et al.
[52]; Killen et al. [55]

To balance projects of new areas of application and
projects of old areas of application. Jonas [56]

To balance the use of new and current technologies in
projects. Cooper et al. [52]; Killen et al. [55]

To balance projects across various markets. Cooper et al. [52]; Killen et al. [55]

To balance project types (including new product
production, improvement, maintenance and repair,
research and development (R&D), cost-cutting, etc.).

Cooper et al. [52]

Right number of projects To balance available resources and resources needed
for ongoing projects. Cooper et al. [52]

Table 3. Portfolio success factors.

Portfolio Success Factor Description References

Cooperation quality

Project managers‘ collaboration for resolving
conflicts, and their preparedness to help fellow
project managers.

Jonas [56]; Unger et al. [57]

Mutual assistance of project teams. Jonas [56]; Unger et al. [57]

Inter-project abilities Cross-trained staff who can easily switch from
project to project. Fricke, Shenhar [58]

Competency Governance review board’s competency. Authors

Portfolio manager’s competency. Authors

Top manager’s appropriate
engagement intensity

Top manager’s non-interference in governance
review board’s decisions. Authors

Appropriate pace and frequency
of organizational changes

Appropriate pace and frequency of changes in
positions, responsibilities, and organizational
structure to maintain continuity in work.

Elonen, Artto [3]

Stakeholder management Clarity in stakeholders’ roles and the intensity of
their engagement. Beringer et al. [59]

Management of portfolio risk

Managing portfolio risks (uncertain events or
conditions that, if they occur, positively or negatively
affect portfolio objectives) and their
interdependencies.

Teller[4]

Information sharing Sharing information and transparency in
information.

Martinsuo, Lehtonen [60]; Killen,
Kjaer [27]; Unger et al. [57]

Information quality Information quality and accuracy. Jonas [56]; Unger et al. [57]
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Table 4. Portfolio-Level Proposed Risks.

Risk Description

Portfolio’s imbalance

Imbalance between high-risk projects and low-risk ones.

Imbalance between large projects and small ones.

Imbalance between long-term projects and short-term ones.

Imbalance between projects of new areas of application and projects of old
areas of application.

Imbalance between the use of new and current technologies in projects.

Imbalance in projects of various markets.

Imbalance in terms of project types (including new product production,
improvement, maintenance and repair, R&D, cost-cutting, etc.).

Strategic lack of alignment

Choosing projects that are not aligned with strategic objectives of the
organization.

Political, social or legislative changes which lead to changing the
organizational strategy, and project’s objectives lack of alignment with the
new strategy.

Governance review board’s reluctance to kill poor projects during their
implementation and when they are no longer aligned with organizational
strategy.

Wrong number of projects

Choosing too many projects for the available resources.

Governance review board reluctance to kill off or suspend projects when their
required resources are no longer available.

Incompetency
Governance review board’s incompetency.

Portfolio manager’s incompetency.

Top manager’s interference
Top manager’s interference in governance review board’s decisions (which
leads to choosing projects whose required resources are not available or that
are not aligned with strategic objectives of the organization).

Lack of quality in cooperation
Conflict among project managers.

Lack of quality in cooperation among project teams.

Lack of inter-project abilities Not having cross-trained staff who can easily switch from project to project

Recurrent organizational changes Recurrent and rapid changes in positions, responsibilities and organizational
structure, which hampers continuity in work.

Insufficient stakeholder management Lack of clarity in stakeholders’ roles and the intensity of their engagement.

Insufficient portfolio risk management Insufficient portfolio risk management (which leads to more risk
materialization and consequently more unexpected and undesirable events).

Lack of sharing and transparency in
information

Lack of sharing or transparency in information (which leads to the making of
wrong decisions).

Lack of quality in information Inaccuracy and lack of quality in information (which leads to the making of
wrong decisions).

3.2. Identification of Project Interdependency Risks

Project interdependencies are praised for creating synergies and having a positive effect on
portfolio success. However, the complexities that they create and their negative implications are less
frequently discussed. In this section, risks that arise from these complexities are presented in Table 5.
For example, with regards to resource interdependency, projects are interrelated because of shared
resources, and risks may arise from inappropriate management of these resources. Therefore, lack of
or delay in supply of shared resources, error in resource allocation, and conflict between the managers of these
projects are proposed as the project interdependency risks arising from resource interdependency.
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Table 5. Project Interdependencies Proposed Risks.

Arising From Risk Description

Value
interdependency Losing the potential value.

When the total value of two projects is greater than the sum of their
individual values, if the success of one of them is at risk, then the
potential value of value interdependency may be at risk too.

Resource
interdependency

Lack of or delay in supply of
shared resources.

If two projects share resources, then lack of or delay in supply of shared
resources may pose a threat to the success of both projects.

Error in resource allocation. If two projects share resources, then error in resource allocation may be
a threat to the success of both projects.

Conflict between project
managers.

If two projects share resources, then conflict between project managers
may present a threat to success of both projects.

Accomplishment
dependency Cancellation of project B.

When the probability of project A’s success increases as a result of
undertaking project B, if project B is cancelled, then the success of
project A may be at risk.

Outcome
dependency Failure of project B.

When project A is dependent on the end result, knowledge or capability
gained through project B, if project B’s success is at risk, then the project
A’s success may be at risk too.

3.3. Validity Estimation for Proposed Risks

In the next step, using 6-point Likert scale questions, experts were asked about the validity of
the proposed risks. These experts were in the field of project, program or portfolio management.
The questionnaire’s validity was estimated and supported as well using face validity, and its reliability
was corroborated by Cronbach’s alpha measure, which was 0.7939. Then, using a content validity ratio
(CVR) with the minimum of 0.33 for 35 experts [61], 22 valid risks were distinguished, which are shown
in Tables 6 and 7. Table 6 shows that from the portfolio-level risks category, risks related to strategic
unalignment, lack of sharing of information and deficiencies in portfolio management are the most
approved risks. It can also be deduced from Table 7 that risks caused by resource interdependency are
the most confirmed risks from the third category.

Table 6. Portfolio proposed valid risks.

Abbr. Portfolio-Level Risk CVR

PLR1 Choosing projects that are not aligned with strategic objectives of the organization.

0.94
PLR2 Lack of sharing or transparency in information.

PLR3 Insufficient portfolio risk management.

PLR4 Portfolio manager’s incompetency.

PLR5 Portfolio’s imbalance in terms of high-risk projects versus low risk ones. 0.88

PLR6 Political, social or legislative changes which leads to changing the organizational strategy, and
project’s objectives lack of alignment with the new strategy. 0.82

PLR7 Top manager’s interference in governance review board’s decisions.

PLR8 Choosing too many projects for the available resources.
0.77

PLR9 Inaccuracy and lack of quality in information.

PLR10 Portfolio’s imbalance between long-term projects and short-term ones. 0.71

PLR11 Governance review board’s incompetency. 0.60

PLR12 Frequent changes in roles, responsibilities and organizational structure.
0.54

PLR13 Lack of clarity in stakeholders’ roles and the intensity of their engagement.

PLR14 Governance review board reluctance to kill poor projects during their implementation, when
they are no longer aligned with business strategy.

0.48

PLR15 Governance review board’s reluctance to kill or suspend projects when their required
resources are no longer available.

PLR16 Portfolio’s imbalance across various markets.
0.42

PLR17 Portfolio’s imbalance in terms of project types.
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Table 7. Project interdependencies proposed valid risks.

Arising From Project Interdependency Risk CVR

Resource interdependency Lack of or delay in supply of shared resources. 1
Resource interdependency Error in resource allocation. 0.88

Outcome dependency Failure of project B (see Table 4). 0.71
Value interdependency Losing the potential value. 0.65

Resource interdependency Conflict between project managers. 0.60

4. Portfolio Risk Analysis Model

4.1. Development of the Model

After identifying risks, the portfolio risk analysis model is developed. The model includes
three types of risks within the portfolio. For analyzing these risks, their relationships must be visually
represented. This is because their effect on portfolio risk is not always simple and direct, and sometimes
they increase this effect by raising the probability of or creating other risks.

Despite these complexities, it is clear that these risks have cause–effect relationships with the
portfolio total risk, because they all can be a reason for an increase in portfolio risk.

Figure 1 plainly shows these relationships, based on which the BN graph is constructed: “a project
is a temporary endeavor undertaken to create a unique product, service, or result” [1] and based
on whether or not it has interdependency with other projects, its risk falls under the category of
either dependent project risk or independent project risk. Dependent project risk is affected by each
type of interdependency risk in a unique way, which is explained in the remainder of this section.
In Figure 1, one single box embodies all portfolio-level risks, which is also further expanded. At the
end of this section all these risks are connected to construct a Bayesian network, in this network each
node represents a risk and every arc specifies a cause–effect relationship.
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4.1.1. Risks of an Independent Project in a Bayesian Network

Since sustainably analyzing the risk of the portfolio is the main goal of this paper, project risk must
be seen from a viewpoint that reveals its effects on the portfolio risk. Since for studying portfolio risks
we focused on portfolio management objectives and portfolio success factors, in this section we stay in
line with this approach too. In one of the portfolio objectives, that is value maximization, project success
is mentioned and divided into two dimensions: (1) success of project in economic objective [1,51,52];
and (2) success of project in time, budget, quality and customer satisfaction objectives [53]. Therefore,
we define project risk as an event or condition, which keeps us from achieving these objectives and as
shown in Figure 2, in the BN graph, we connect the node for project risk factors (Pn Risk Factors) to Pn

E Risk (risk of not achieving the average success in economic objective) and Pn T.B.Q.S Risk (risk of
not achieving the average success in time, cost, quality and customer satisfaction objectives).

Sustainability 2018, 10, x FOR PEER REVIEW  9 of 23 

achieving these objectives and as shown in Figure 2, in the BN graph, we connect the node for project 
risk factors (Pn Risk Factors) to Pn E Risk (risk of not achieving the average success in economic 
objective) and Pn T.B.Q.S Risk (risk of not achieving the average success in time, cost, quality and 
customer satisfaction objectives). 

 
Figure 2. An independent project risk in portfolio risk Bayesian network. 

4.1.2. Risks of Projects with Resource Interdependency in a Bayesian Network 

In the BN, the risk of a dependent project is shown to be similar to an independent one, except 
with interdependency risks added to it. If two projects have resource interdependency, then risks 
arising from this interdependency pose threats to the success of both projects. Therefore, in the BN, 
these risks are connected to both of them, as shown in Figure 3. 

 
Figure 3. Projects with resource interdependency in portfolio risk Bayesian network. 

Figure 2. An independent project risk in portfolio risk Bayesian network.

4.1.2. Risks of Projects with Resource Interdependency in a Bayesian Network

In the BN, the risk of a dependent project is shown to be similar to an independent one, except with
interdependency risks added to it. If two projects have resource interdependency, then risks arising
from this interdependency pose threats to the success of both projects. Therefore, in the BN, these risks
are connected to both of them, as shown in Figure 3.
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4.1.3. Risks of Projects with Outcome Dependency in a Bayesian Network

When project 1 is dependent on the outcome of project 2, if project 2’s success is at risk, then project
1’s success may be at risk too. Therefore, as shown in Figure 4, the risk of project 2 is considered as a
new risk for project 1.
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4.1.4. Risks of Projects with Value Interdependency in a Bayesian Network

When two projects have value interdependency, if one of them is at risk, then the potential value
of this interdependency and consequently the success of both projects will be at risk. Thus, as shown
in Figure 5, a new risk called “losing potential value of value interdependency” is added to the BN.
The risks of dependent projects 1 and 2 are assigned as its parent nodes and it has an effect on the total
risk of dependent projects.
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4.1.5. Portfolio-Level Risks in a Bayesian Network

Apart from portfolio-level risks’ effect on portfolio total risk, they have cause–effect relationships
with each other as well. Based on field research and expert consultation, these relationships are
constructed in a BN that is shown in Figure 6. In addition to the risks shown in Table 6, two nodes
are added to the BN for having a more precise and clear analysis: “portfolio imbalance” (PLR18) that
specifies the total imbalance of the portfolio as a consequence of different imbalance risks, and “other
risks” (PLR19) that represent all portfolio-level risks that are not mentioned in this model.

It can be deduced from Figure 6 that:

• “Top manager’s interference in governance review board’s decisions” (PLR7) and “governance
review board’s incompetency” (PLR11), by having six child nodes, are the most important causes
(parent nodes) among portfolio risks.

• “Inaccuracy and lack of quality in information” (PLR9) and “lack of sharing or transparency in
information” (PLR2), by having five child nodes, are on the next level of important causes (parent
nodes) among portfolio risks.
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• “Choosing projects that are unaligned with strategic objectives of the organization” (PLR1), having
six parent nodes, is the most important consequence among portfolio risks.

• “Choosing too many projects for the available resources” (PLR8) and “portfolio’s imbalance in
terms of high-risk project versus low-risk ones” (PLR5), by having five parent nodes, are on the
next level of important consequences among portfolio risks.
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These points can contribute to portfolio risk management success by facilitating the recognition
of: (1) “upstream” risks with numerous child nodes, since by managing them the occurrence of many
“downstream” risks can be prevented; (2) “downstream” risks with numerous parent nodes, because
the probability of their occurrence may be higher than other risks [62].

4.1.6. Compiled Bayesian Network for Portfolio Risk Analysis

By putting the previously explained parts of the network together, the qualitative part of the
BN for portfolio risk analysis is constructed. Figure 7 shows this part for a portfolio that has
two independent projects and two projects with outcome dependency and value interdependency.
Afterward, the quantitative part is assigned to the BN. This part includes the conditional probabilities
of nodes, which are binary variables and can take either the low or the high state. Constructing
the quantitative part begins with assigning the probability of root nodes (nodes with no parents).
Then, based on the cause–effect relationships, other nodes are associated with conditional probability
tables (CPTs). As an example, Figure 8 shows the CPT of PLR8, which has PLR7 as its only parent.

In this model, numbers for CPTs are elicited from expert’s subjective assessments. However,
it cannot be neglected that a node like PLR16 with 6 parent nodes requires 27 = 128 conditional
probabilities to complete its CPT. Commenting on these numbers, which may have slight differences,
while keeping the structure of reasoning in mind, could be a complicated and time-consuming task
for the expert. These cases can be handled by Pearl’s noisy OR-gate [32] that reduces the number of
required conditional probabilities to the number of a node’s parents.
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The noisy OR-gate is based on two assumptions: (1) accountability and (2) exception
independence [32]. With regard to the subject of the paper, the first assumption requires that a
risk R be presumed LOW (i.e., P(R = HIGH) = 0) if all of its causes are LOW. The second assumption
asserts that if a risk R is a consequence of either one of two risks r1 and r2, then the mechanism that
may inhibit R being high because of r1’s high status (I1 inhibitory mechanism) is independent of I2.
Considering these two assumptions to be true, using Equation (2), the numbers for a node’s CPT can
be calculated.

P (x|u) =


∏

i ε Hi

qi if x = 0 X = LOW

1− ∏
i ε Hi

qi if x = 1 X = HIGH
(2)

Hi represents the subset of risk parents of a node that are HIGH and qi denote the probability that
the i-th inhibitor is active. If n is the only parent of x that is HIGH, x will be HIGH if qn is not active.
Thus, we have:

P(x = HIGH|n = HIGH) = 1 − qn (3)

The left part of Equation (3) is the number that the expert specifies for the noisy OR-gate model.
Table 8 shows the typical CPT of node x, while Tables 9 and 10 show that CPT, using the noisy
OR-gate model.

Table 8. CPT of node x.

i High Low

n High Low High Low

High P(x = HIGH|i = HIGH,
n = HIGH)

P(x = HIGH|i = HIGH,
n = LOW)

P(x = HIGH|i = LOW,
n = HIGH)

P(x = HIGH|i = LOW,
n = LOW)

Low P(x = LOW|i = HIGH,
n = HIGH)

P(x = LOW|i = HIGH,
n = LOW)

P(x = LOW|i = LOW, n
= HIGH)

P(x = LOW|i = LOW, n
= LOW)

Table 9. CPT of node x, using the noisy OR-gate model (1).

i High Low

n High Low High Low

High 1 − qi qn 1 − qi 1 − qn 0
Low qi qn qi qn 1

After constructing the BN graph of risks, the network and the conditional probabilities are inserted
as inputs to GeNIe [63], which is a software used for Bayesian network analysis. Then, for a more
accurate analysis, if available, the evidence suggesting whether a risk is in the high state or the low
state is set in the software. Finally, based on the risk graph and the CPTs associated with it, the
probability of total portfolio risk is calculated. Figure 9 shows the procedure of portfolio risk analysis
in this model.
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Table 10. CPT of node x, using the noisy OR-gate model (2).

i High Low

n High Low High Low

High 1 − [(1 − P(x = HIGH|i = HIGH))*(1 − P(x = HIGH|n = HIGH))] P(x = HIGH|i = HIGH) P(x = HIGH|n = HIGH) 0
Low (1 − P(x = HIGH|i = HIGH))*(1 − P(x = HIGH|n = HIGH)) 1 − P(x = HIGH|i = HIGH) 1 − P(x = HIGH|n = HIGH) 1

Sustainability 2018, 10, x FOR PEER REVIEW  15 of 23 

 
Figure 9. Portfolio Risk analysis procedure. 

 

Figure 9. Portfolio Risk analysis procedure.



Sustainability 2018, 10, 1609 16 of 23

4.2. Evaluation of the Model

Evaluation of the model’s performance and practicality was assessed with real data and in the
real portfolio environment. A portfolio from a subsidiary of a Swedish company, located in Iran and
active in the construction industry, was chosen to be analyzed. The company had around 50 employees
and an operating profit of 8.7%. It has provided consultancy and engineering services and has seven
years of experience. Its portfolio included six projects: three independent projects (projects 1 to 3)
and three projects with value interdependency (projects 4 to 6). Project 4 was the greatest project,
area-wise, that they had ever had and it was going to be delivered in partnership with another company.
Furthermore, adding another independent project to the portfolio was under review. A part of project
4 was implemented by another firm but it was suspended after the contract’s termination.

First, the probability of portfolio risk was calculated considering the six existing projects. To do
so, the risk graph was constructed based on the principles mentioned (Figure 10) and the CPTs were
completed with the CEO’s assessments. Finally, the model showed the result as presented in Figure 11,
from which it can be deduced that:

• Project 4, which had value interdependency and was being implemented through partnership
with another company, had the highest risk probability of 70% among all projects. Since the
company had no experience of a project at this scale and based on the interviews with the CEO,
aspects of their partnership were not quite clarified, this probability of risk is not surprising.

• PLR14 and PLR15, with probabilities of 75% and 60%, respectively, were the highest portfolio-level
risks. This is because the board of directors believed that project termination involved a very
complex and time-consuming legal process, and was damaging for the company’s reputation.
Therefore, they avoided killing off a project, even when it did not reflect the organizational
strategy, or its required resources were hardly available.

• The probability of high portfolio total risk was 39%. Furthermore, a look at its parent and
grandparent nodes showed that the dependent projects’ total risk with the probability of 59%
was the highest risk among them. This piece of information could contribute to more effective
risk-response planning since the model revealed that reducing the risk of dependent projects
would have a considerable effect on portfolio risk reduction.

Afterwards, the fourth independent project was added to the BN and the following steps were
taken for re-analyzing the network:

• Probabilities and conditional probabilities for the four new nodes, which this project added to the
BN, were inserted as inputs to the tables.

• The CPT of independent projects total risk which by adding this project had a new parent,
was reassessed.

• Those portfolio-level risks that could change because of adding a new project were re-assessed as
well; especially risks concerned with portfolio’s imbalance (PLR5, PLR10, PLR16, and PLR17),
lack of resources (PLR8), strategic unalignment (PLR1) and lack of clarity in stakeholders’
roles (PLR13).

The network was then updated and showed the result presented in Figure 12. The model revealed
that by adding this project to the portfolio, the total risk of independent projects would increase from
38% to 48% but the portfolio total risk would increase only by 2%. This is while, based on the CEO’s
assessment, the new project would not affect the portfolio-level risks. Therefore, the slight change
in portfolio total risk could mean that the effect of independent projects on portfolio risk was minor.
Thus, from the portfolio risk management point of view, although selecting the fourth independent
project increased the portfolio total risk, the project only marginally affected this risk.
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5. Conclusions

This paper presented a BN modeling framework for analyzing the risk of a portfolio in order to
achieve sustainability. This framework includes a Bayesian network of portfolio risks, which clarifies
their cause–effect relationships. Besides single-project risks, the network involves risks that arise from
project interdependencies and portfolio-level risks, which were identified in this paper as well.

The results supported the idea that a way of identifying portfolio-level risks and integrating
sustainability is to study portfolio success criteria, and marked risks such as “choosing projects that
are unaligned with strategic objectives of the organization”, “lack of sharing or transparency in
information”, “deficiency in portfolio risk management” and “portfolio manager’s incompetency”
as the most approved portfolio-level risks. Furthermore, the results confirmed that although project
interdependencies create synergies, they pose threats to the portfolio and projects’ success.

After identifying the risks, constructing the Bayesian network visualized how the risks of
interdependent projects affect the other risks and the total risk of the portfolio. Moreover, this network
highlighted the most important upstream (“top manager’s interference in governance review board’s
decisions” and “governance review board’s incompetency”) and downstream (“choosing projects
that are unaligned with strategic objectives of the organization”, “portfolio imbalance in terms of
high-risk projects versus low-risk ones”, and “choosing too many projects for the available resources”)
portfolio-level risks.

Having these characteristics, the presented BN-based framework was evaluated with the real
data of a portfolio containing construction projects. In addition to calculating the probability of
portfolio total risk, the model proved effective in quickly estimating the change in portfolio risk
probability, in the case of adding or removing projects. Therefore, the framework showed that it could
contribute to more accurate and sustainable portfolio project selection and decision-making process.
Furthermore, it could discriminate between portfolio-level and project-level risks, proving beneficial
in the development of diversified portfolios regarding the projects’ associated risks. In other words,
the presented framework confirmed the approach that a diversified portfolio with a desired level of
risk is not a set of projects with that risk level, but a group of projects with different levels of risk
that, through interrelations, lead to a portfolio with the intended risk level. Moreover, as presented
in Figures 11 and 12, since the result of the model showed the probability of different categories of
risks, the most effective risks in increasing the portfolio total risk could be recognized. This type of
information can help managers and the decision makers in conducting a more successful risk-response
planning and managing a more sustainable portfolio.
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