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Abstract: The Internet of Things (IoT) and sensor technologies are combined with various communi-
cation networks in smart appliances and perform a significant role. Connected devices sense, analyze,
and send environmental data, as well as support applications” connections. Mobile agents can be
explored to provide sensing intelligence with IoT-based systems. Many strategies have been proposed
to address the issue of energy efficiency while maintaining the sensor load at a low cost. However,
advancements are still desired. Furthermore, without fully trustworthy relationships, sensitive data
are at risk, and the solution must provide privacy protection against unexpected events. With the
development of two algorithms, this study proposes a mobile agent-based efficient energy resource
management solution and also protects IoT appliances. Firstly, the software agents perform a decision
using past and present precepts, and by exploring rule-based conditions, it offers an energy-efficient
recommended system. Second, data from IoT appliances are securely evaluated on edge interfaces
before being transferred to end-centers for verification. Simulations-based tests are conducted and
verified the significance of the proposed protocol against other studies in terms of network metrics.

Keywords: Internet of Things; network management; sustainable applications; agents; mutual trust

1. Introduction

Internet of Things (IoT) is now widely used in many critical applications for advanced
development such as smart buildings, surveillance security, target tracking, industrial
automation, etc. [1-3]. On the other side, the wireless sensor network (WSN) and multi-
agents are also gaining rapid popularity due to their dynamic structure, as well as offering
smart services with minimum energy [4,5]. Such networks are comprised of low-cost sensor
nodes with limited computing, communication, memory, and power capabilities. Moreover,
agents move between nodes to collect data and decrease the communication overheads for
ordinary sensors [6-8]. Such technologies are one of the many viable data sources since
large-scale networks of sensor nodes produce a massive amount of big data. In mobile
agent-based routing, either single or multi-agents are distributed from the sink node to
the source node for collecting environmental data. Such practices not only increase the
performance for data aggregation but, on the other side, also balance the traffic load on the
routes with an improved network lifetime [9,10]. Unlike typical wireless networks [11-13],
WSNs have substantial data dependability and communication challenges due to node
limitations. When a dense sensor of nodes is used, a large proportion of the data collected
is irrelevant, worthless, or redundant [14,15]. Many machine-learning-based approaches
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have been presented to overcome the data gathering and routing problems in constraint
networks, and significantly decrease the data disturbance for critical applications [16-18].
However, massive data are created with the advent of IoT networks, and it is necessary to
bring cloud characteristics closer to the request generator so that enormous data may be
processed closer to the end-user [19-21]. Providing storage and processing at the network
edge minimizes network traffic and eliminates several cloud computing problems. In
addition, the architecture of fog computing aids big data processing and the efficient usage
of resources. A cloud-based platform is sometimes referred to as a big data warehouse
and supports real-time event processing [22-24]. Real-time data access is necessary for
critical and sustainable applications with manageable and efficient communication flow.
Furthermore, a large number of computing edge devices that are located closer to the
sink node demanded high computing requirements with low latency by exploring some
learning models [25,26]. Moreover, it is observed that real-time data from IoT sensors
should be available to remote devices with mutual trust and hidden patterns to increase
reliability in edge-based networks [27,28]. It is noticed that a few systems are capable
of providing intelligent communication models based on mobile edge devices, including
minimum data alteration and energy management [29-31]. Although edge networks
provide reliable and timely data transmission for wireless technologies, they are vulnerable
to network attacks and sensitive data compromise due to unwanted device association. As
a result, this research proposed a mobile agent-based secured edge protocol for sustainable
applications, intending to provide additional benefits to smart applications in terms of
resource management, energy efficiency, bandwidth, and latency requirements, including
privacy and data security.
The following contributions are made by this research work:

i. It offers a mobile agent-based collaborative routing solution that exploits fitness
functions and selects the most optimal nodes for data aggregation services.

ii.  The probability of the nodes for data routing is increased and it trains the proposed
protocol using experiences to reduce its communication overheads.

iii. Mutual trust offers an authentic method using security tokens, and nodes are confident
in sending their data to the mobile agents.

iv.  Extensive experiments demonstrate the significant improvement of the proposed
protocol for computing and resources management.

The remainder of the research study is organized as follows: The relevant work and
formulation of the research challenges are highlighted in Section 2. Section 3 introduces the
proposed protocol with its phases and flowcharts. Section 4 explains the experimental re-
sults and compares them to the relevant studies. Section 5 concludes with recommendations
for future work.

2. Related Work

Smart things are proving to be advantageous for the development of IoT systems, as
they efficiently manage wireless devices for sensing and transmitting data. Sustainable
applications based on mobile agents are a promising alternative rather than a traditional
communication system, as they collect the data from sensors, rather than relaying the
data received by each node to the sink [32,33]. As a result, agents enabled the system to
minimize energy consumption among the devices of loT applications while also improving
data relaying performance with the fewest overheads [34,35].

An energy-efficient MAC protocol was developed by authors [36] using reinforcement
learning, a common artificial intelligence technique, and increases the network lifetime.
The proposed protocol is built on Q-learning, which converges to a low energy state by
repeatedly adjusting MAC settings through a process of trial and error. This solves the
minimization problem without having to predetermine the system model and offers a
self-adaptive protocol to topological and other external changes. Simulations-based results
have proven their significance against existing work. The authors developed a SoftEdgeNet
model [37] for a sustainable edge computing network, which is an SDN-based distributed
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layered network architecture with the support of a blockchain approach. It handles the ex-
isting communication issues and adheres to architectural design principles. It also proposes
an SDN-based secure fog node architecture at the fog layer to lessen security attacks and
give real-time analytics services. The proposed model suggested a flow rule partition and
allocation mechanism at the edge of the network. The evaluation’s findings show that the
proposed paradigm considerably enhances real-time data transmission exchanges. In [38],
the authors divide industrial sensing data into three classes and prioritize them. To balance
energy usage, it provides dependability and timeliness parameters, as well as builds a set
of candidate nodes for data forwarding. After that, an energy-efficient and QoS-aware
routing algorithm is developed, and various types of data can be transmitted using various
strategies. Furthermore, the most critical industrial sensing data can be reliably and timely
transferred to the sink node. All of these data are transferred to the most appropriate relay
node if the data requirements for real-time reliability are met.

In [39], the authors proposed a Mobile-Agent Distributed Intelligence Tangle-Based
Approach (MADIT), which is a feasible solution by using IOTA (Tangle). On two levels,
MADIT enables dispersed intelligence. To begin, numerous mobile agents are used to
handle node-level connections and collect low-level transaction data. Second, high-level
intelligence handles transactions using a Tangle-based architecture. The proof-of-work
offloads efficient processing and speed while minimizing energy depletion. Extensive
testing has revealed that deploying mobile agents improves the transaction processing
speed, resulting in increased scalability. The concept of mobile software agents is applied
in [40] for the aggregation of IoT data. This research presents a unique mobile agent-
based route planning technique for IoT data processing and transmission. There are two
primary stages in the suggested solution. The first stage clusters IoT devices; the second
stage arranges cluster-heads into groups using an angle-based technique for mobile agent
assignment. The main goal of the second stage is to use the Markov Decision Process (MDP)
to provide route planning for each mobile agent in each cluster-head group for efficient
data aggregation. The proposed technique reduces energy usage, data transmission delay,
and IoT reliability as compared to other related work.

According to the related studies, it is revealed that smart applications are explor-
ing many wireless technologies with embedded sensors for information gathering. Such
communication systems also collaboratively operate with multi-agents to reduce the trans-
mission time and lower energy consumption. However, the management of data flow from
source nodes toward the sink is a considerable research problem because of the intrinsic
properties of a constraint network. Additionally, because of the enormous amount of data
being collected, communication lines frequently become overloaded and lose data. Fur-
thermore, edge boundaries have been shown to reduce delay performance for significant
operations in a variety of domains; nevertheless, lowering sensors’ energy consumption
and maintaining intelligent control of trust are difficult goals to achieve.

3. Proposed Energy-Efficient Mobile Secured Agent Protocol

This section begins with a brief introduction of the proposed protocol, followed by a
network model and its various phases. It consists of sensors, mobile agents, and a mobile
sink. Agents migrate in their distance threshold and collectively gather the sensors” data
and their parameters, and accordingly, the mobile agent stores the collected information
in the agent table. We consider all the nodes have a different initial energy resource. The
routing table is dynamic and only updates its entries whenever any external/internal events
occur. Some nodes with high sensing, data aggregation, and transmission capabilities are
selected for the role of cluster heads. All the mobile agents collaboratively interact with
both the cluster heads and sink nodes. Figure 1 illustrates the developed components
of the proposed protocol. It has three main components: Network construction, agents-
based routing, and lightweight trust with security. During network construction, sensor
nodes with agents are deployed in the observing field, and initially, neighboring nodes are
identified by using a distance threshold. Furthermore, the sink is mobile and collaboratively



Sustainability 2022, 14, 8960

40f13

receives the data from agents. Agents migrate to the boundary of the node, and all the
selected cluster transmit their data to the nearest agent. In the second component, the
cluster heads are selected by exploring the values of the parameters and the probability of
those nodes increasing whose cost value is retained within a preset threshold. The third
component associates the mutual trust between agents and cluster heads, and accordingly,
only verified data can be accessed by cloud users with the support security tokens.
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Figure 1. Developed components of the proposed protocol.

3.1. Mobile Agent-Based Optimal Routing

In this section, we present the discussion on the optimal routing in the mobile network
by exploring agents. The agents are more intelligent than the cluster heads and serve as
nodes” handlers. Based on the optimize function f(i), the agent selects the cluster heads as
denoted by X, such that the adjusted distance among them should be at least the preset
threshold T, as given below.

D(x,», x]) <T; xj, Xj € X )

The optimized function is the combination of the nodes’ cumulative parameters value
(v), including past experiences f (i)’ as defined below.

f()=c(v) +£(i) @

After the selection of cluster heads, the information on the selected ones is updated
in the agent table, and the nearest nodes are the group in a form of a particular cluster.
Whenever any changes are incurred in the agent table regarding nodes’ parameters, the
process of a new cluster head section is re-advertised. It may have happened that, at the
time £(i), if no node qualifies the optimal conditions for the cluster heads, then in such
a case, the agent resumes the previous cluster head for data aggregation. The proposed
protocol utilizes realistic parameters, such as residual energy e(i), distance to agent da(i),
and error interval err(i) for the determination of the c(v) value, as given below.

C(U) = max(e(i), 1/da(i), 1/err(i)) 3)
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This process is repeated by an agent until the c(v) value is maximized. Moreover, the
error interval depends on the probability of lost packets p, for time t as given below.

err(i) = pa/t+Y ;o di (4)

where di is the summation of the delay rate in packets received from a source node. The
mobile agents rotate around the formulated clusters and obtain the data by selected cluster
heads. Additionally, the value of c(v) is kept in the agent table and shared globally with
other nodes. Let us consider that a1, ay, ...... , & denotes the cost value for k sensors.
After the computation of the cost value of a particular node 7, and if it still falls in the preset
threshold T, then its probability P(i) for the selection of the cluster head is defined below.

P(i)=wi/x; a; > T ®)

3.2. Mutual Trust with Authentication and Privacy

The security of the agent-based sensor networks with mutual trust and authentication
is discussed in this section. By examining agents’ capabilities, the proposed protocol also
addresses security threats from unexpected attacks. Each agent act as a middle-ware among
sensors and the sink node. It not only ensures privacy and authentication but, on the other
side, offers a trustworthiness system. Accordingly, all the nodes share their data with
mutual trust. At the beginning, each agent x; utilizes the security token S; comprised of the
pseudorandom number r; and a timestamp. The token is encrypted using the session key
ki, as given below.

x; — n;: Se(r;, timestamp) @ k; (6)

Upon receiving the security token, the cluster head n; decrypts it using the same
session key k;, and recovers the r; value. Afterward, the cluster head adds a random
number 7; to the security token S;, and sends the encrypted information to the agent x;, as
defined below.

ni — x;: Se(ri, ri, timestamp') & k; ?)

Accordingly, both the associated agent and cluster head established mutual trust, and
they can now transmit the data with a reliable and authentic communication source. In the
case of a non-verifiable trust, the system generates an authentication error for the particular
communication link. In addition, a new session key k/ is generated for the transmission of data
among the agent and cluster heads. The session key is forwarded by the agent to the cluster
heads using an encryption layer based on asymmetric keys. When the newly generated session
key is received by the sensor node, it will first recover it, and later, the privacy protection is
achieved with the formation of the xor operation for data d;, as given below.

E(d;) = d; © k] 8

Finally, after proper authentication and security measurements, the data are forwarded
from agents to the sink node and connected users can access the needed information. Table 1
depicts the meaning of all symbols.

Figure 2 demonstrates the flow chart of the proposed protocol. It is comprised of
several procedures. Firstly, based on node conditions, the fitness function is evaluated. The
nodes with maximum fitness value are declared as an initial cluster head. All the cluster
heads are linked with the nearest agents, and the gathered data are transmitted toward
the sink node. The routing phase performs a significant role in the IoT network, as the
proposed protocol also computes the error ratio and decreases the chances for the selection
of high-traffic data links. Moreover, the security tokens offer mutual trust among nodes
and agents, which leads to reliable and authentic transmission systems. The robust and
lightweight security analysis not only provides trustworthiness links but also ensures data
privacy in the presence of threats. The cloud user can access the observing data from the
sink node after verifying their identities.
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Table 1. List of symbols.

Symbol Meaning
D(x;, xj) Distance between nodes
T Preset threshold
X Set of cluster heads
(@) Optimized function
c(v) Commutative value
Pa Lost packets
e(i) Residual energy
err(i) Error level
da(i) Agent’s distance
di Delay rate
t Time interval
E Encryption
d; Data messages
D xor
ki Session key
k; New session key
Ti, 1 Random numbers
| ———— - = 7 1
: [ Distance proximity ] :
1 1
1 1 !
i 1
1 [ Competitive nodes ] :
L T e '
y ——== 1
: [ Parameters analysis I-—:
| [}
1 l !
X I
1 [ Cost function ] :
I
____________________ 1
_ :
: Cluster head selection ]I YES
1 ) Maximized?
1 l !
1 1
I
: Agents-enabled trust ]I
N |
________ [ - -]
[ Sink collaboration with data privacy

Figure 2. Flowchart of the proposed protocol.

4. Simulations

This section discusses the performance outcomes and the details of the experimental
design. Simulations are used to examine and verify the proposed protocol with the Soft-
EdgeNet model [37] and MADIT [39] with a different number of sensors and malicious
nodes. The simulation environment is comprised of sensors, mobile agents, and a sink
node. They are distributed at random over a 200 x 200 m area. The transmission range of
each sensor is set at 5 m. Nodes have heterogeneous initial energies between 2j and 5j. We
assume five mobile agents and two sink nodes. Agents are considered edge devices and
collaborate with both the sensor nodes and the mobile sink. The communication link is
assumed to be asymmetric, and the packet size is set to 32 bytes. The number of sensors
varies between 20 and 100. Table 2 shows the simulation parameters. The performance
metrics of energy consumption, end-to-end delay, computing overheads, and detection rate
as discussed in [41,42] are evaluated for the proposed protocol and related studies.
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Table 2. Default simulation parameters.

Parameter Value
Nodes 20-100
Sink nodes 2
Field dimension 200 m x 200 m
Initial energy 2-5j
Transmission range 5m
Packet size 32 bytes
Time intervals 2000 s
Number of simulations 10
Mobile agents 5
Malicious devices 2-10

4.1. Security Analysis of Proposed Protocol

In this section, we list numerous network risks along with the developed countermea-
sures. Table 3 illustrates the developed procedures for the assurance of security analysis.

Table 3. Security analysis.

Attack Proposed Countermeasures
Replay attack Time stamp, pseudorandom
Token security Encrypted with a session key
Data privacy Xor between data blocks and new session key
Mutual trust Exchange of security tokens
Non-verifiable trust System authentication error
Security for session key Encryption layer using public key
Route failure Resend security token
Data modification Digital hash
Erroneous data packets Timely detection of faulty nodes/links

4.2. Results

We compared the efficiency of the proposed protocol with other solutions for energy
consumption. It is defined as the usage of energy resources of the nodes in the sensing,
aggregation, and transmission of data packets. Figure 3a,b shows the comparison of the
proposed protocol with existing solutions, and it reveals that the proposed protocol has
an improvement of 13% and 15% in terms of energy efficiency. The proposed protocol
smoothly chooses the updated routes while providing a robust decision based on a fitness
function. Moreover, by investigating multiple parameters, the position of cluster heads
is rotated. Furthermore, due to the early detection of faulty links, the proposed solution
decreases the data loss rate and ultimately offers the lowest number of control messages
and retransmissions. As a result, it efficiently utilizes the energy consumption of nodes.
Moreover, the agent tables are only adjusted when any reasonable changes occur around
the proximity of agents.

0.05 [ Proposed protocol
. [ SoftEdgenet model

S I MADIT

c

S 0.04

o

€

=

2

S 0.03

o

>

=

2 0.02

[

(0]

g

S 001

>

®

0.00 30 60 90 120 150

number of nodes

(@)
Figure 3. Cont.



Sustainability 2022, 14, 8960 8of 13

0.0

[ Proposed protocol
[ SoftEdgenet model
0.04 | mADIT

energy consumption (j)

3 6 9 12 15
number of malicious nodes

(b)

Figure 3. (a) Energy consumption and sensor nodes; (b) energy consumption and malicious nodes.

Figure 4a,b compares the proposed protocol and other studies in terms of the end-
to-end delay. It can be described as the amount of time it takes a packet to transit across
a network from the source to the destination. According to the findings, the proposed
protocol, when compared to alternative studies, minimizes the end-to-end latency by 15%
and 18%, respectively. This is because mobile agents are integrated across the specified
clusters’ boundaries, and the role of cluster heads is rotated by investigating the fitness
functions. Furthermore, based on the preset threshold, the probability of nodes also
increases for the selection of cluster heads. The mobile agents balance the traffic overhead
on the connected nodes, as well as shorten the time it takes to acquire IoT data.

N
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Figure 4. (a) End-to-end delay and sensor nodes; (b) end-to-end delay and malicious nodes.
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Figure 5a,b shows the detection rate results for the proposed protocol and other
existing work under varying numbers of normal and malicious devices. It is described as a
ratio of the number of precisely analyzed faulty packets to the total number of transmitted
packets. It was seen that the proposed protocol significantly reduces malicious traffic by
15% and 18% in the existence of unreliable devices. This is due to the generation of security
tokens and devices are mutually authenticated using random numbers. Furthermore, the
secret keys and random numbers help the IoT system’s data to be available quickly and
allow the rapid detection of malicious devices. The mobile agents are also more reliable
and serve as a supervisor for IoT data without overloading the cluster heads. Later, the
collected data are sent to the application user with the system’s intelligence decision.

100

[ Proposed protocol
] softEdgenet model
I MADIT

80

60

40

detection rate(percent)

20

number of nodes

(a)

100

Proposed protocol
SoftEdgenet model

I VADIT

80

60

40

detection rate(percent)

number of maI|C|ous nodes

(b)

Figure 5. (a) Detection rate and sensor nodes; (b) detection rate and malicious nodes.

Figure 6a,b shows the performance results of the proposed protocol and the existing
solution in terms of computing overheads. It is defined as the sending of control packets
from a source node to a destination for the accomplishment of data routing. The proposed
protocol reduces communication costs by 14% and 17%, respectively, while using different
normal and malicious devices. This is due to the proposed protocol exploiting the mobile
agents and optimizing the route-learning process with the distribution of balanced power
consumption. The mobile agent migrates around the clusters and obtains the data from the
respective cluster head. Moreover, the objective function is based on the measurement of
the distance, energy, and error level, which helps to identify the forwarders and reduce the
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number of dropped packets. The number of retransmissions is thereby minimized by the
proposed protocol, which also decreases additional communication costs. Additionally, the

proposed protocol recomputes the suitability of the nodes and assigns a probability when
the cost value is below a specific level.
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Figure 6. (a) Computing overheads and sensor nodes; (b) computing overheads and malicious nodes.

The proposed protocol is evaluated in terms of the packet delivery ratio against
existing work. It is defined as the number of successfully received packets to the total
number of transmitted packets. Figure 7a,b depict its performance and simulation-based
results, which demonstrate the improved efficacy of the proposed protocol by 15% and 17%,
respectively. This is due to the exploration of mobile agents that migrate among cluster
heads and reduce the additional energy consumption for IoT systems. Furthermore, the
weighted cost for the best routes chosen for data forwarding increases the lifetime of the
network while decreasing the error rate over the links. The proposed security procedures
also offer trust among mobile agents and IoT nodes, and as a result, increase the delivery
performance of the deployed network with sink nodes.
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Figure 7. (a) Packet delivery and sensor nodes; (b) packet delivery and malicious nodes.

5. Conclusions

This paper describes a mobile agent-based edge protocol for providing energy-efficient
systems while maintaining mutual trust and security. The proposed protocol ensures con-
sistent transmission over insecure channels and creates intelligent computing for network
distribution. It also optimizes traffic flow on edge devices through the integration of mobile
agents that move around the cluster heads and obtain data while reducing energy con-
sumption in a balanced manner. Furthermore, mutual trust is established between mobile
agents and sensor nodes for transferring IoT data, and end-users are authorized to obtain
the requested information following the verification of connected devices. However, it
has been noted that when a large number of devices are rapidly changing positions, the
proposed protocol imposes a link failure and is unable to control network congestion at
edge locations. Therefore, we aim to implement a machine-learning technique in the system
to improve the quality of services between constraint devices and efficiently handle the
distributed communication threats.
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