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Abstract: Due to the limited and difficult access to sensor energy, energy conservation has always
been an important issue in wireless body area network (WBAN). How to make full use of the
limited energy of heterogeneous sensors in WBAN to achieve lightweight and high-reliable data
transmission has also become key to the sustainable development of telemedicine services. This paper
proposes a two-tier cooperation based high-reliable and lightweight forwarding (TTCF) mechanism
via minimizing the amount of transmitted data and optimizing forwarding performance, so as to
improve the efficiency and reliability of WBAN and reduce system energy consumption. In TTCF,
an adaptive semi-tensor product compressed sensing evolution (STPCSE) model is first constructed
to minimize the amount of data to be transmitted and extend the lifetime of sensors. Then, the
important factors closely related to the energy consumption of human body sensors, including
sampling frequency, residual energy and their importance in the network, are analyzed and redefined,
and a high-reliable and lightweight forwarding model based on a multi-factor dynamic fusion is built.
Finally, the performance and energy-saving effect of TTCF in a dynamic WBAN environment are
compared and analyzed. Simulation results show that the system with our TTCF always performs
the best in terms of data reconstruct accuracy, cumulative delivery rata, energy consumption and
throughput. For example, its cumulative delivery rate is about 12% and 20.8% higher than that
of UC-MPRP and CRPBA, and its residual energy and throughput are 1.22 times and 1.41 times,
1.35 times and 1.6 times of the latter two, respectively.

Keywords: data forwarding; energy efficiency; heterogeneity; high-reliable; lightweight; wireless
body area network

1. Introduction

WBAN is essentially a human body centered wireless sensor network, which has the
function of an ad hoc network [1]. Based on WBAN technologies, real-time, convenient
and all-weather health monitoring for patients” physical condition can be realized by
arranging heterogeneous sensors on a patient’s body surface or body that can automatically
collect vital sign parameters such as electrocardiograms (ECG), electroencephalograms
(EEG), electromyography (EMG), body temperature, blood pressure, blood glucose and
blood oxygen [2]. The data in WBAN is often transmitted through multiple hops, and
intermediate nodes need to undertake the forwarding tasks of other nodes. However,
because each node of WBAN is generally powered by a micro battery, very limited energy
is carried by each node and there is a high sensor replacement cost. Meanwhile, slight
changes in human posture (e.g., standing, sitting, lying and walking), energy acquisition or
the depletion of sensor nodes, and shadow parts of human body, etc., will affect frequent
changes in the topology structure and wireless link status of WBAN, resulting in a higher
energy consumption of WBAN services. Therefore, as people pay more and more attention
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to their health and continue to pursue high-quality medical services, how to effectively use
the limited energy of sensors to improve the efficiency of WBAN data transmission is still a
major challenge faced by researchers.

Many studies [3-14] were conducted in an effort to realize energy saving and efficiency
improvement for WBAN data transmission by using various methods or technologies, such
as developing new energy-saving sensors [3,4], enhancing the performance of existed data
transmission schemes [5-7], improving channel environment [8-10] or compressing the
amount of data to be transmitted [11-14]. Usually, most studies adopted one of the above
methods to improve the quality of services (QoS) of WBAN. However, it is too ideal because
it requires multiple technologies to cooperate simultaneously to efficiently complete WBAN
data transmission. It is obvious that the development of new energy-saving sensors and the
improvement of the channel environment are usually achieved by improving the technical
performance of hardware. From the perspective of improving the performance of soft
applications, the combination of new data compression methods and new forwarding
models will also effectively improve the efficiency of WBAN data transmission.

Compressed sensing technology can compress the original data signal in low dimen-
sional space by using the sparsity of the sampled signal to reduce the amount of data to
be transmitted [15], and can also use nonlinear algorithm to finish the precise reconstruc-
tion of sparse or compressible signals. Although the literatures [11,16,17] have proposed
various new compressed sensing methods or models for reducing energy consumption
in WBAN, they all have certain limitations because they cannot solve the problem of the
inconsistent dimensions of the parameter matrices caused by the heterogeneity of medical
data. A semi-tensor product [18] is an extension of traditional matrix multiplication. It not
only meets all the characteristics of matrix multiplication, but also can be used when the
dimensions of matrix multiplication do not match. STPCS uses a semi-tensor measurement
matrix based on compressed sensing. It retains the feature that compressed sensing can
compress and encrypt at the same time, and greatly reduces the size of the measurement
matrix. Xie Dong et al. [19] have proved that STPCS conforms to Spark, cross-correlation
and constrained isometric characteristics, and meets the conditions for accurate signal
reconstruction. Zhang et al. [20] proposed the compressed sensing of EEG signals to ensure
low energy consumption and cheap hardware. The literatures [21-24] also improved STPCS
to reduce the energy consumption of computation and storage while transmitting medical
images or data. Obviously, it is feasible and necessary to use STPCS to compress data
before transmission.

Improving the forwarding performance of medical data after compression can further
raise the reliability of data transmission and reduce network energy consumption. Tradi-
tional network routing algorithms often chose the path with the least hops between the
sink node and source node to transmit data. However, for WBAN, because the energy of
each node is very limited, the repeated use of the same path to transmit data information
for many times will cause the nodes on this path to consume too much energy, so they will
die prematurely. Due to the premature withdrawal of nodes, the original network as a
whole has become fragmented and independent of each other, shortening the life cycle of
the whole network. Dynamic routing algorithms based on a multi-path mechanism can
effectively solve the above problems. This kind of algorithm usually establishes multiple
paths between the sink node and source node, and then selects the path with the largest
sum of the minimum residual energy of the nodes for data transmission, according to
the residual energy between the nodes on the paths [25]. Compared with single path
transmission algorithms, although multi-path algorithms can significantly improve the
life cycle of the whole network, node residual energy is not the only factor that can deter-
mine the forwarding capacity of nodes and the energy-saving effect of the network. For
example, sensors that undertake different businesses generally have different sampling
frequencies, and sensors with high sampling frequency in WBAN are mostly used to collect
data, and are not suitable to participate in forwarding tasks as relay nodes [7]. Due to the
particularity of medical applications, some data collection can be completed soon, but there
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is still energy in these collection nodes, which can provide data forwarding services for
other nodes. Giving priority to the use of their residual energy and using this residual
energy as early as possible can also be considered in the design of the data forwarding
model [26]. In addition, there are many kinds of business data collected by WBAN medical
sensors, some of which are crucial and must be guaranteed at all times, such as ECG and
blood pressure. Some can be interrupted or delayed, such as body temperature and current
video information. Even some nodes only have a forwarding function, but not a collection
function. Obviously, according to these characteristics, defining the important position
of a node in network data transmission based on the importance of collecting data or the
frequency of providing forwarding services can be another decisive factor in selecting
relay nodes [27]. Thus, on the basis of a multi-path mechanism, fully and comprehensively
considering to select many main factors that affect the energy consumption of nodes or
networks to measure the forwarding ability of nodes will ensure that the forwarding model
is established closer to the actual needs.

Given all of that, for the dynamic environment of WBAN caused by the irregular
movement of human limbs or the gain and loss of sensor energy, how to select appropriate
factors and methods to construct a high-reliable and lightweight data forwarding mech-
anism is very important. This paper proposes a two-tier cooperation forwarding (TTCF)
mechanism to achieve the above goal, and its major contributions are as follows:

e  TTCF leverages the STPCSE model to compress heterogeneous medical data in WBAN and
solve dimension mismatch in large matrix multiplication during compression and reconstruc-
tion, so as to reduce network redundancy and the amount of data to be transmitted, cut down
system energy consumption and improve forwarding efficiency.

o  TTCF measures the forwarding ability of sensor nodes by combining sampling frequency,
residual energy and their important status in the network to the Entropy Weight (EW)
method [28], and uses Euclidean distance to calculate the short-distance spatial transmission
energy consumption between them, and then leverages the linear weighted sum of the two
as the forwarding utility to measure the comprehensive ability of nodes. It not only ensures
the objectivity of relay node selection as much as possible, but also further takes into account
system energy consumption.

o On the premise of making full use of the nodes that are about to exit the network, TTCF
integrates the forwarding utility of measuring the comprehensive ability of nodes into Dijkstra
algorithm to effectively improve the calculation of the data transmission path, and is evalu-
ated on a simulation scenario based on a human body containing different types of sensors.
Experimental results show that TTCF always exhibits better performance in terms of data
reconstruction, energy consumption and throughput control. For example, its cumulative
delivery rate is about 12% and 20.8% higher than that of UC-MPRP [29] and CRPBA [30],
and itsresidual energy and throughput are 1.22 times and 1.41 times, 1.35 times and 1.6 times
of the latter two, respectively.

The rest of the paper is organized as follows: Section 2 reviews the related work.
Section 3 introduces the implementation of the TTCF strategy, including the STPCSE model,
the measurement method of relay nodes, the forwarding utility, the improved Dijkstra
algorithm and the TTCF rule and algorithm. Section 4 builds the simulation environment
and gives the experimental parameters and performance analysis for TTCF. The existing
problems and future work are discussed briefly in Section 5, and Section 6 concludes
the paper.

2. Related Work

WBAN sensor nodes are portable and have the characteristics of small size, light
weight, limited energy, inconvenient battery replacement and so on. The dynamic behavior
of human limbs maybe due to the communication interruption that is the main cause of the
data route reconstruction and retransmission and the reconstruction of network topology.
Obviously, energy limitation is an important problem in WBAN, and the research on the
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lightweight data forwarding mechanism for WBAN will be the basic work to achieve
energy-efficient telemedicine services.

The data sent by WBAN nodes has a certain continuity and correlation, which repre-
sents redundant information. Thus, it is necessary to remove data redundant information
to reduce the amount of data sent in the applications, which not only saves a lot of energy,
but also reduces network transmission congestion, the transmission delay of data and
the conflict when these data are sent, and improves the utilization of wireless channels.
Apparently, the energy consumption of WBAN data forwarding mainly depends on the
amount of data transmitted by the network and the selection of relay nodes [31].

Abidi et al. [16] applied compressed sensing theory to WBAN and proposed a new
distributed compressed sensing reconstruction algorithm to effectively reduce node power
consumption. Mondal et al. [17] applied sparse representation theory and compressed
sensing theory to data compression and action number recognition in human activity
detection [32-35], so as to reduce energy consumption in the network as much as possi-
ble when a specific action recognition rate is achieved. Shoaib et al. [21] put forward a
method of capturing and detecting EEG based on compressed sensing, which reduces the
energy consumption of communication and computing. However, the traditional data
compression sensing technology has strict restrictions on the dimension of signal matrices,
which is not conducive to dealing with ubiquitous heterogeneous medical signals. Peng
et al. [36] proposed an STPCS algorithm to save computing resources, and applied it to the
communication of wireless sensor networks. Ping et al. [23] leveraged STPCS to reduce
computational and spatial resources when designing a visually secure image encryption
scheme. Peng et al. [37] proposed a P tensor product (PTP) based on STPCS. The selection
of matrix P is unlimited and can be any kind of matrix. It not only solves the problem
of dimension matching in matrix multiplication, but also provides a new method for cal-
culating the angle between different dimensional vectors. Based on PTP, Xiao et al. [24]
solved dimension matching in the multiplication between large measurements matrices and
greatly saved the storage consumption of image encryption. Obviously, the model based
on STPCS not only inherits the advantages of compressed sensing, but also overcomes the
dimension limitation of matrix multiplication. Applying STPCS to WBAN data forwarding
can solve the problems of adaptability, energy, security and so on.

In addition, the performance of data forwarding is directly related to the efficiency
and energy consumption of the network. In most applications of WBAN, data may be
transmitted to target nodes through multi-hop routing. Natarajan et al. [38] showed that it
was feasible to use relay nodes to realize multi-hop data transmission in the human body
network, which can greatly improve the robustness of communication between nodes.
However, the design of the multi-hop routing mechanism in the human body network
has not been explored to a great extent. Nadeem et al. [39] proposed that the human body
relay sensor could cooperate with other nodes of the body to perform the corresponding
forwarding operation to achieve smooth data transmission. Liang et al. [40] also showed
that the selection of sensor relays would affect the energy consumption and network
connection of the human body network [41]. Therefore, data transmission in practical
human body network applications can be achieved by cooperating with the energy cost
of sensor relays [42]. In this cooperative data transmission, the energy consumption of
relay sensors is very high, which will inevitably lead to the imbalance of sensor energy
consumption, and the literatures [43—46] provided some corresponding data forwarding
measures for this problem. Guo et al. [47] and Roy et al. [48] designed WBAN forwarding
methods according to the energy consumed by the link when sensor nodes transmitted
data. However, due to the existence of too many assumptions and strong constraints, some
subjective one-sidedness exists in their proposed methods. For the sake of objectivity, the
literatures [49-51] have designed or improved data forwarding schemes based on factors
such as the residual energy of sensor nodes. Umare et al. [52] proposed an optimiza-
tion scheme of WBAN routing protocol based on clustering using the genetic heuristic
method, and used the genetic algorithm to determine network energy consumption, so
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as to prolong network service life. Ibrahim et al. [53] built a minimum cost function for
WBAN to select the forwarding node with the largest residual energy and the shortest
distance, and proposed an emergency data transmission protocol based on an enhanced
energy-saving threshold.

Although the above studies improved the performance of WBAN data transmission
to some extent, they ignored a key premise, that is, WBAN sensors are heterogeneous, and
their energy consumption rates are different [54,55]. Therefore, only using initial energy
and residual energy cannot accurately describe the heterogeneity of sensors. The main
reason is that the importance of data collected by different sensors is also different, and the
residual energy of important sensors must be maintained at a high enough level to deal with
emergencies. Moreover, in the past, most energy-saving studies on WBAN data forwarding
only focused on the performance improvement of the forwarding model, and obviously
ignored the impact of de-redundancy processing on system energy consumption before
forwarding, even though the data de-redundancy or compression technology has been
very mature. That is to say, the design of the preprocessing and forwarding mechanism of
data to be transmitted has not formed a systematic model in WBAN data forwarding and
related studies. Therefore, for the dynamic WBAN environment, this paper will improve
the efficiency of data transmission and reduce the energy consumption of the system by
cutting down the amount of data to be transmitted and raising the forwarding performance.

3. Two-Tier Collaboration Based High-Reliable and Lightweight Forwarding (TTCF)
Mechanism for WBAN

In the field of information technology, high availability refers to a system or component
whose running time can meet the expected time [56]. The less time it takes to efficiently
and accurately transmit data to the target node within the expected time, the higher the
reliability of the data forwarding operation. The efficiency of the data forwarding operation
is directly related to the size of the forwarding data itself and the performance of the
forwarding algorithm. The smaller the amount of data transmitted, the less energy is
consumed to transmit the same data. The faster the forwarding algorithm runs and the
higher the accuracy of the results, the higher the efficiency of the data transmission and
the more reliable the data forwarding is. Therefore, this paper proposes the TTCF model,
which intends to improve the problems of low reliability and high energy consumption
in the existing research by reducing the amount of data transmitted and improving the
efficiency and accuracy of the forwarding.

The design and implementation of TTCF is shown in Figure 1.

In Figure 1, the bottom part represents various types of sensing devices, which are
mainly responsible for identifying various physical objects and collecting WBAN context
and indicator data, such as ECG, EEG, EMG, medical imaging and other heterogeneous
data. The top layer is a variety of smart devices that act as data sink nodes, such as mobile
phones, computers, vehicles, etc., which are mainly responsible for calculating, storing,
analyzing and providing feedback on the collected data, or transmitting it to more powerful
network devices for further processing. The middle part is the TTCF strategy proposed in
this paper. Data is measured from the individual and its surrounding environment through
small sensors, embedded systems, RFID tags and readers, small and medium-sized to large
diagnostic and healthcare equipment, medical and clinical imaging equipment and any
sensing equipment that supports data acquisition and transmission, and is then transmitted
to the corresponding sink node through the TTCF strategy running in a heterogeneous
WBAN environment.

The TTCEF strategy includes two parts: the STPCSE model and the forwarding model
based on multi attributes and improved Dijkstra algorithm. The former mainly leverages
the STPCS model to develop a new and more powerful data compression model which can
use the same measurement matrix to measure signals of various lengths, and can compress
various data by reducing the number of rows and columns of the measurement matrix,
thus effectively reducing the amount of data transmission, improving the forwarding
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efficiency and saving the energy of the WBAN. The latter focuses on the improvement of the
performance and reliability of the forwarding model. It firstly leverages multiple attributes
closely related to nodes and the energy consumption between two nodes to measure the
forwarding ability of the encounter nodes, and then uses the improved Dijkstra algorithm
to compute the shortest path between the source-goal nodes based on the above forwarding
ability measurement values. TTCF makes every effort to improve the correctness and
efficiency of each step of forwarding to ensure the reliability of data transmission.

Sink nodes(Mobile o \
intelligent devices) : -

Forwarding model based on multi attributes and improved Dijkstra |

TTCF
Strategy

Forwarding ability based on multi factor dynamic fusion Energy.
consumption
importance factor influence factor importance based on
ofnode sampling ofnode residual factor of node in European
frequency energy the network distance
— between
nodal working time ‘ nodes

STPCSE model

Different type of sensors noe Gl
in heterogeneous WBAN 3 W &

T .
¥ Il

Figure 1. TTCF strategy in heterogeneous WBAN.

Moreover, because each node in the actual WBAN application needs to be powered by
batteries, and most of the nodes are relatively static, the proposed TTCF algorithm follows
the following preconditions:

e Compress data on nodes adaptively before transmission based on the correlation
between them.

e  Each node is relatively static, and the sink node receives data information transmitted
by other nodes.

e In WBAN, the energy of the sink node is infinite, and the initial energy, data rate and
sampling frequency of the other nodes are assigned according to the type of sensor.
The node status is classified according to the importance of its collected data.
After each round of communication, each node calculates the current residual energy value.

For ease of reading, the symbols and meanings of the main variables in this paper
are given in Nomenclature part. The main solutions and related key technologies are
as follows.

3.1. STPCSE Model in TTCF

The online compression of perceptual data to reduce the amount of transmission
and storage is one of the means to achieve energy saving in WBAN. Therefore, compres-
sion methods need to meet the requirements, such as a fast compression speed, large
compression ratio, easy hardware implementation, less resource consumption and high
reconstruction accuracy. Common monitoring data compression methods include LZW
(Lemplel-Ziv-Welch) lossless compression algorithm, wavelet compression, Huffman cod-
ing compression, neural network compression, etc., which are based on the characteristics
of perceptual data, and achieve data compression by using some means to remove the
redundancy of perceptual data. Such compression often needs to design complex com-
pression coding algorithms, which is difficult and time-consuming to implement in an
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embedded environment. WBAN online data compression expects that the compression
process will be as convenient as possible, but the requirements for decompression speed
are not strict, which can be completed on the computer offline. In other words, it hopes to
find a new algorithm that can separate the complex operation process from the coding.

Although the emergence of compressed sensing makes it possible to solve these prob-
lems, traditional compressed sensing methods require that the number of columns of the
measurement matrix should be equal to the number of rows of the signal when using matrix
multiplication, which makes the measurement matrix occupy more memory and have high
computational complexity in the practical applications. The STPCS method is a generalized
adaptive online compressed sensing technology. It overcomes the limitation of consistent
dimension when the measurement matrix is multiplied in traditional compressed sensing
methods, and reduces the size of the measurement matrix. It can use the same measurement
matrix to measure signals of different sizes, meeting the diversity characteristics of medical
data, and can also solve the problem of increased network energy consumption caused
by the excessive storage and transmission of sensor data in WBAN. Therefore, for batch
medical data with mixed signals, using STPCS technology to reduce the amount of data to
be transmitted is a key step to realizing the high-efficiency and energy-saving forwarding
model for WBAN.

Xie et al. [19] gave an authoritative mathematical model of STPCS as follows:

Y=AxX 1)
in which X € R?, Y € RP*1 and A € RP*1 are sparse signal, observed value and semi-tensor

measurement matrix based on perceptual data, respectively, and o denotes a semi-tensor
product. Because z = Icm(g,z), Equation (1) can be converted to the following Equation (2):

Y= (A® L)X @)

where ® represents tensor product, and Equation (2) can be expressed below:

a1 0 a1q 0
X A i X
N air -0 aug 1 0 ai 0 a1q 1
Y2 X2 X2 3)
. = X =
’ Ay -+ 4 Ay 0 a 0
Ypa/g p rq X b ' P X
L 0 ap1 0 Apq |

In Equation (3), the row and column number of each small block of matrix A is z/p,

and there are pg small blocks in total. The diagonal elements in the small block are a1, a1,
.+, apg and the other elements are 0.

The reconstruction method of STPCS is parallel reconstruction method, and the semi-
tensor measurement matrix satisfies the properties of cross-correlation, Spark condition
and constrained isometry. Based on the STPCS, this paper proposes a STPCSE model, as
shown in Figure 2.

X Y-k QX+ 0, ——

T

l

|

Measurement Matrix £ 1

Auxiliary Matrix 2,

Figure 2. STPCSE model.
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Obviously, in the evolution model Y = x()y«X + )y of STPCS, x and # are vari-
able parameters, (21 is a p x q chaotic measurement matrix and the compression ratio
is CR = p/q. The measurement matrix is generated by the Logistic chaotic system. The
chaotic measurement matrix satisfies the constrained isometric property, which ensures
the accurate reconstruction of compressed sensing. The auxiliary matrix ), is generated
by the Tent chaotic system. The semi-tensor product breaks the dimension limitation of
matrix multiplication and can realize matrix multiplication in the case of 4 # z, so that
the measurement matrix can be used to encrypt signals with different dimensions. The
measurement matrix, auxiliary matrix and parameters x and # in the semi-tensor product
contraction matrix evolution model can be flexibly adjusted to meet specific needs.

The STPCSE model still conforms to the general form of compressed sensing, and the
derivation process is as follows:

Ui

Y:K010<X+1702:>Y_TzkﬂlocXiY%m:(()l@I)X (4)

In Equation (4), let Y = Y —n1y)/x, 0 = (Q1®I), and then,
Y =0/'X (5)

According to the compressed sensing reconstruction algorithm, the signal X can be
reconstructed based on Y’ and ();'. Especially, when the parameters = 1 and 7 = 0, the
model becomes a common STPCS Y = (O xX.

In Equation (4), it is important to determine the values of ()1 and (), which solution
process is as follows.

For ()4, firstly, the math equation of the Logistic system in the STPCSE model is shown
in Equation (6):

Xge1 = Axg(1—x4), %5 € (0,1) (6)

where A (A€[3.57, 4]) is the control parameter, x(q) is the generated Logistic chaotic sequence,
xq is the value of iteration g and x,,1 is the value of iteration g + 1.

The initial value of the Logistic system is 0.2 and the parameter is 4. When sampling
the Logistic sequence, the initial sampling position is arbitrary. For the convenience of
later calculation, the initial sampling value is set to 1. To reduce the correlation of the
Logistic series, the sampling interval is set to 4 according to experience. Therefore, the
sequence 7 can be obtained. According to the transformation m =1 — 2n, the sequence m
can be obtained. The measurement matrix {}; can be obtained through column priority
rearrangement for sequence m, which can be expressed as follows:

mo o e o o e mp(q_l)
2 ml P P m _1 1
O =2 e %
p : : : :
Mp—1 Mzp—1 -+ Mpg—1

In Equation (7), the coefficient 1/2/p is used for normalization.
(), is the auxiliary matrix of order pz/q x r, which is generated by the Tent chaotic
system. The mathematical formula of Tent system is shown in Equation (8).

{fq+1 = fo/1,0< fy <p (8)
frer= A= f)/ (L —p)p < fy <1

in which y (#€(0,1)) is the control parameter, f(q) is the generated Tent chaotic sequence
and f; and f; ;1 are, respectively, the values of iterator g and iterator g + 1.

The parameter of the Tent system is 0.3, and the range of its initial value is (0, 1),
and this paper sets the initial value of the Tent chaotic system as 0.23. Suppose that the
generated Tent sequence is f1, f2, ..., fg—1,fq, fg+1, - - - , f24, the paper discards the first half
f1,f2, -+, fq—1, fg of the generated sequence and samples the second half f,1, ... , f2 of
the sequence. The initial sampling position is 1, the sampling interval is 4, and the sampled
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sequence is f;11, 515, - . - , where ¢ is half the length of the initial sequence. The auxiliary
matrix (), is obtained by the column priority rearrangement of the sampling sequence.

3.2. Forwarding Model Based on Multi Factor Dynamic Fusion in TTCF
(1) Forwarding Decision Factors and Utility

Although reducing the amount of transmitted data can reduce the energy consumption
of medical physiological data forwarding to a certain extent, the actual energy consumption
of WBAN data forwarding is also affected by many other important factors such as residual
energy of sensors, sampling frequency, and the nodal status in the network, which have
essentially different effects on forwarding. The main reason is that most sensor nodes in
WBAN have heterogeneous structures, and the energy consumption ratio of heterogeneous
devices is different, so the contribution of each factor to sensor energy consumption and its
relay capability is also different. For example, among the different types of medical data
collected by WBAN sensors, vital data such as ECG and blood pressure must always be
guaranteed, while information such as body temperature can be interrupted or delayed.
That is, the importance of medical data collected by different sensors varies greatly, and the
residual energy of sensors carrying important data must be kept at a high enough level to
deal with emergencies. Thus, such nodes are not suitable to be used as relays; namely, they
will not play a prominent role in WBAN data forwarding. Similarly, sensor nodes with
higher sampling frequency usually consume more energy, so such nodes are not suitable for
relay. That is, the sampling frequency of sensors is proportional to its energy consumption
and inversely proportional to its forwarding capacity. Therefore, it is not accurate to directly
use the above factors to evaluate the forwarding capability of relay nodes.

Moreover, as a special carrier of WBAN, the human body is always in the state of lying,
sitting, standing, walking and different limb movements, which make WBAN maintain a
dynamic environment. Meanwhile, due to the particularity of medical applications, some
data acquisition can be completed soon, but there is still energy in these nodes, which
can provide data forwarding services for other nodes. Thus, priority should be given to
using their residual energy to make use of the residual energy of these nodes as early as
possible, which can effectively improve the overall energy-saving effect of WBAN data
forwarding and prolong its life. Therefore, considering the main factors affecting the energy
consumption of medical sensors, combined with the different motion states of the human
body, the research on the WBAN data forwarding model will be more in line with the needs
of actual medical applications.

On the basis of Section 3.1 and on the premise of making full use of the nodes that
will exit the network, this section takes the influence factors of sensor’s sampling fre-
quency, residual energy and its importance in the network as a decision-making value to
measure the basic forwarding capacity of dynamic WBAN relay nodes, and selects the
highest value as the best relay, so as to achieve the balance of the sensor energy consump-
tion, extension of network life, and WBAN energy-saving transmission scheme with high
forwarding efficiency.

Firstly, for the nodes that are about to exit the network, different characteristic flags
are set for them to have a higher forwarding priority.

The process is as follows. Add the working time attribute {; to node j. When ¢; reaches
the expected working time T}, node j only forwards data. Therefore, when a node sends a
status message, it judges the time parameter. If ¢; > T}, the residual energy influence factor
value of node j is set to the maximum value 1, so that it can be selected as a relay node first.

Then, an appropriate mathematical model is constructed for each forwarding decision-
making factor.

Assuming s; is the sampling frequency of sensor j at a certain time, and because s; is
inversely proportional to the nodal forwarding capacity, this paper uses its reciprocal to
define the importance factor of the nodal sampling frequency, as shown below.
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Y PRV
The residual energy of sensors is proportional to their forwarding capacity. Supposing
that the initial energy of sensor j is E;;; and the total energy consumed in each round of
data collection is Ey, the residual energy influence factor of sensor j is in the following:

Eini - Ecp
o; I (10)

The importance of sensors in network data transmission can be expressed by the ratio
of the number of packets forwarded by sensors to the number of packets forwarded by
all the nodes in the network. Assume that sensor j has performed a total of 7; forwarding
operations before the current time, the importance factor #; of sensor j in the network is
shown as follows: 7
WARR/

Finally, the forwarding decision value of each encounter sensor in the network at the
current time is calculated.

Leveraging the multi-factor dynamic decision method can effectively fuse nodal
different attributes containing individual differences in their contributions to forwarding.
This paper requires each relay node to provide a vector containing its multiple attributes in
order to measure its forwarding ability. Suppose that sensor j is one of the relay nodes at
some time, the forwarding capability metric FA; of node j is as follows:

nj= (11)

FAj =Y w Al (12)

In the paper, A} denotes the attributes dj, ¥j and 77; of node j. The weight coefficient w,
meets 1 < w, <0and }}_; w,=1, and means the different importance of each attribute. The
EW method [28] is adopted to determine the weight of the attributes, and the information
entropy of the r-th attribute is obtained according to Equation (13).

EW, = —(Inb)~ Z prilnp,,r=1,2,- (13)
j=1

In the equation, a represents the number of attributes of node j, b is the number of

encounter nodes at this time and p,; = A]r‘ 2?21 A]r‘. Then, the weight coefficient of the r-th
attribute of encounter nodes can be calculated according to the following equation.

1—-EW
wr:air/r:]vz/”'/a (14)

a— Y. EW,

r=1

Obviously, the weight value of an attribute of a node is inversely proportional to its
information entropy EW,, and the forwarding capability of a node is directly proportional
to the value of its attributes. Namely, the smaller the information entropy of an attribute,
the greater its weight should be; the larger the forwarding capability metric value, the
stronger the forwarding ability of the encounter node, and the easier this node is to be
selected as the relay node of the forwarding path.

In addition, in the short-range free space communication such as WBAN, the transmis-
sion power consumption is proportional to the transmission distance, which can be simply
expressed as E = yd?. In this equation, y is a fixed parameter and its value in this paper is
0.0001, and d is the distance between nodes and can be calculated by using the European
distance. Usually, when the distance between objects is doubled, energy consumption
will be increased by four times. Thus, when relay nodes are added to a long-distance
transmission, the energy consumption will be greatly reduced. While striving to improve
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the successful delivery rate of WBAN data, taking into account system energy saving, the
paper will comprehensively consider energy consumption based on the distance between
nodes and the nodal forwarding capacity measured by the importance factor of sampling
frequency, the influence factor of residual energy and the importance factor of network
status to build the forwarding decision utility.

Set ¢ as the target node. If sensor i holds forwarding data at this time, when i transfers
the data to ¢, i may be have a communication connection with multiple other sensor nodes
(such as j) at this time due to the change of the network environment caused by the dynamic
behavior of monitoring objects. Then, the selection condition of the next hop node, that is,
the forwarding decision function, is as follows.

D; =aE; + F‘[; (15)
where « and § are weight coefficients, which meet the requirements of 0 < «, <1 and
« + B =1. The paper considers that it is equally important to measure the nodal energy
consumption and forwarding capacity, namely, « = f = 0.5. Obviously, the smaller the
D; value, the stronger the nodal forwarding capability and the lower the system energy
consumption is.

(2) Forwarding Rule and Algorithm

WBAN is a wireless sensor network with a small number of nodes, and the star
network topology is a simple topology, which is more suitable to be the first choice of
WBAN network structure. However, in the star network topology, each node is independent
of each other. When a node dies, there are still nodes with a large amount of residual energy,
which leads to the excessive waste of network energy. Dijkstra algorithm can make good
use of the relay function of the forwarding nodes to realize multi-hop transmission between
remote nodes, greatly reduce network energy consumption and reasonably allocate network
energy resources. It is very suitable for data transmission in WBAN. The idea of the original
Dijkstra algorithm includes four steps. First, when calculating the shortest path in graph
G = (V,E) through Dijkstra, it is necessary to specify the starting node. Secondly, the node
set V in G is divided into two sets V; and V — V. V; is to record the nodes that have been
obtained in the shortest path and the corresponding shortest path length, while V — V; is
to record the nodes that have not been obtained in the shortest path and the distance from
the nodes to the starting node. Third, at the beginning, there is only the starting node i in
Vi.In V — V;, there are vertices other than i, and the path of vertexes in V — V; is “the path
from the starting node i to these nodes”. Then, find the node with the shortest path from
V — V;and add it to V}, and next, update the nodes in V — V; and the paths corresponding
to the nodes. Fourth, repeat the above operation until all nodes are traversed.

Therefore, to prolong the lifetime of WBAN, the paper improves the Dijkstra algorithm
in TTCF according to the actual needs, mainly changing the path parameters in Dijkstra
into the comprehensive measurement of communication energy consumption between
human sensor nodes and the forwarding ability of encounter nodes. The main pseudo
codes executed by the improved Dijkstra algorithm at a certain time are as follows.

Obviously, Algorithm 1 can calculate the shortest path with the least energy con-
sumption and the highest data transmission efficiency between the source and destination
nodes according to the characteristics of the nodes and energy consumption between nodes.
It can realize the reliable and lightweight forwarding of heterogeneous medical data by
combining the STPCSE model, and the main pseudo code is shown in Algorithm 2.
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Algorithm 1 Improved Dijkstra algorithm

Input: the starting node i with transmitted data, the target node ¢;

Output:  forwarding path, namely, the node set containing all relay nodes j;
1 for eachnodejin G attimet do
2 initialize the position coordinates of j;
3 lf tj > T] then
4 19] =1 N
5 else
6 calculate ¢ based on Equation (10);
7 endif
8 calculate §; and 77; of node j based on Equations (9) and (11);
9 endfor
10 for a=0tol—1 do //suppose itexists I nodes in the network at this time.
11 forb=0tol —1do
12 randomly generate communication relation matrix RE between nodes;
/ /when a==b, its value is set to 0 to avoid nodes forming a closed
/ /loop, else 1.
13 calculate the forwarding decision value between nodes based on the
Euclidean distance between nodes and Equations (12)-(15), and form
a decision matrix D;
14 endfor
15 endfor
16 use Dijkstra algorithm to find the shortest path Road(i, {) between node i and
¢ based on matrices RE and D; //Road(i, {) is the transmission path with
/ /the lowest energy consumption and the highest efficiency.
17 return  Road(i, {); // return in node traversal order between i and ¢.

Algorithm 2 TTCF algorithm

Input: the starting node i with transmitted data, the target node ¢;
Output:  the flag flag indicating whether the packet is successfully forwarded;

1 flag = 0;

2 while i!=¢ do

3 for any packet Pk to be transmitted on node i at time t do

4 compress Pk based on STPCSE model;

5 use Algorithm 1 to gain Road(i, ¢);

6 if Road(i, {)!'=Null then

7 node i transmits Pk to node ¢;

8 flag=1;

9 delete Pk from the queue of node i;

10 else

11 node i continues to hold Pk, waiting for the calculation,
judgment and transmission of the next time, or if Pk expires,
node i directly deletes Pk and terminates this cycle;

12 endif

13 return flag;

14 endfor

15 endwhile

It can be seen from the above, the nodes carrying the forwarded data in WBAN can
complete the lightweight data transmission from the source node to the sink node by calling
Algorithm 2.

4. Experiments Analysis and Discussion
4.1. Experimental Environment and Parameters Setting

In WBAN, multi-hop data transmission can effectively reduce system energy con-
sumption and prolong network life. This paper adopts a simulation experiment to verify



Sustainability 2023, 15, 5588

13 of 24

the feasibility and efficiency of the proposed TTCF strategy; the experimental platform uses
MATLAB 2020B, and the computer is mainly configured as a CPU 2.39 GHZ, 8 GB Memory,
64 bit Windows 10 operating system. In WBAN, the sensors with different health monitor-
ing functions are distributed in the head, feet, legs, thighs, knees, abdomen, back, waist,
chest, upper arm, forearm, neck and other parts of the human body, and are responsible for
collecting physical signals such as blood pressure, blood oxygen, temperature, ECG, EEG,
EMG and electroretinogram. With the change of human behavior, such as lying, sitting,
standing and walking, or the loss of sensor energy, the relative position of the sensors on
each part also changes. Obviously, the WBAN network environment is changing all the
time. Due to the different functions of each sensor, their data rate, corresponding sampling
frequency and initial energy are also greatly different. For example, the ECG and EEG
sensors should have higher sampling frequency and initial energy than the temperature and
blood pressure sensors, because the latter only reflects whether a person is healthy, while
the former is a key signal that can reflect whether a person is alive or not. Therefore, in this
paper, various functional sensors are set with different data rates, sampling frequencies
and initial energy, as shown in Table 1.

Table 1. Sensor type and related parameters.

Sensor Type Data Rate (Kbps) Sampling Frequency (HZ) Initial Energy (J)
temperature 24 0.1 50
blood pressure 1.44 60 50
blood oxygen 7.2 300 80
EMG 45 150 60
EEG 60 200 70
ECG 72 250 70

For ease of calculation, the energy consumption of all sensor nodes when compressing
data is 0.05 J/bit, the energy consumption when transmitting data is set to 1 J/kb, the
number of packets collected on each node is 10 to 100 and the size of each data packet is
1 KB to 2 MB. It is assumed that there is one sink node and 15 sensor nodes in WBAN at a
certain time. The specific distribution is shown in Figure 3.

Figure 3. An example scenario of node distribution in WBAN.

In Figure 3, the red five-star represents the sink node, the position of which is the
coordinate origin, and the positions of the other nodes are assigned with the sink node as
the origin according to the posture of the human body at a certain time. The sensor node
type is allocated according to its human body position, and it is necessary to ensure that
there is at least one type in Table 1. Based on the node positions shown in Figure 3, EEG
nodes include 1 and 2, ECG nodes are 5, 14 and 15, EMG nodes have 10, 12 and 13, blood
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pressure nodes contain 4 and 7, blood oxygen nodes are 3, 6 and 9 and temperature nodes
include 8 and 11. According to the node distribution in Figure 3, sensors 5, 6, 9 and 10 are
the four closest to the sink node and usually undertake a large number of forwarding tasks;
3,12 and 13 are sensors close to the sink node, which usually undertake some forwarding
tasks; and the other nodes are the nodes farthest from the sink node, and usually rarely
participate in task forwarding.

TTCEF first uses the STPCSE model to minimize the amount of physical data on the
WBAN sensors, and then transmits the compressed data to the human body sink node.
Generally, human sensors far away from the sink node have to use relay nodes for data
transmission, so multiple transmission paths composed of different nodes may be formed
between the source nodes and sink nodes. The purpose of TTCEF is to select the optimal
path nodes from these paths for data transmission and convergence.

4.2. Comparison Model and Metrics

To verify the reliability and energy saving of our proposed TTCF strategy, this paper
will use UC-MPRP [29] and CRPBA [30] to compare and analyze it. UC-MPRP leverages a
node-independent multi-path routing model to design a multi-path route between clusters,
and CRPBA is a one-hop forwarding model. The two models did not consider data
compression before transmission; thus, this paper firstly computes data reconstruction error
tojudge the performance of compressing data for our TTCE. According to the definition
of the reliability in [56] and the purpose of green computing, this paper will adopt a
cumulative delivery rate, residual energy and throughput to measure the reliability and
energy saving of all the above models. The metrics are defined as follows.

e Data Reconstruction Error

The measurement matrix ()1 is a p X g -order matrix generated by the Logistic chaotic
system of Equation (7), and the sparsity is set to §. The auxiliary matrix (2, is a matrix
generated by the Tent chaotic system of Equation (10). To ensure the uniqueness of sparse
recovery, the maximum value of sparsity ¢ is p/2. The process of constructing a one-
dimensional signal in the experiment is as follows:

init = randperm(q)
x = zeros(q,1) (16)
x(init(1:6)) = randn(6,1)

where x is a one-dimensional signal, q is the signal length. In this paper, the signal length is
set to 240, that is, x€¢R?40, the maximum sparsity is set to 60, and the positions of non-zero
elements are randomly generated. If x is the original signal and the reconstructed signal is
x, the reconstruction error is calculated as shown in Equation (17).

(17)

This paper considers that the reconstruction is successful when the reconstruction
error of the experiment is less than 10~°.

e  Cumulative Delivery Rate
PKecei
C, — received 18
dr PKeont (18)

where PKi,qived Tepresents the number of packets successfully received by sink node, and
PKient is the number of packets sent by all the human body sensor nodes.

e  Residual Energy

It includes data compression energy consumption and transmission energy consump-
tion. Assuming that Q-dimension transmission data on the i-th sensor is compressed
into the P- dimension by using the STPCS evolution model, the data compression energy
consumption per unit time on sensor i is as follows:
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Eap = (20 x /PQ + PQ) x Exc (19)

where E,;. denotes the energy consumed to compress one bit of data, and its value is
0.05 J/bit.
The energy consumption of data transmission per unit time is shown in Equation (20).

Etr = ]e X dv—i Xty (20)

where ], represents the energy consumption of data transmitted by sensors, and its value
is 1 J/KB; dy.1 and t4,.;, respectively, representing the data rate (shown in Nomenclature
part) and the transmission duration of the i-th relay sensor on the transmission path, so the
calculation method of sensor energy consumption is shown in Formula (21).

Etotal = Estp + Ey (21)

Obviously, sensor residual energy is the difference between its original energy and
energy consumption E;y,;, and the residual energy of the networking is the sum of the
residual energy of all sensors.

e  Throughput

1 K

Tr = T Tsent,; Rpytes (K) (22)
where K is the number of packets transmitted to the sink node successfully on sensor i,
Rpytes () represents the number of bytes when the x-th packet successfully reaches sink
node, Teceived Tepresents the time when the sink node starts receiving packets on sensor i

and T, denotes the time when the sink node ends receiving packets on sensor i.
Network throughput refers to the total amount of data successfully transmitted to the
sink node. Thus, the networking throughput is the sum of the throughput of all sensors.
The higher the throughput, the more stable the network and the better the performance is.

4.3. Performance Evaluation and Analysis

This paper measures the adaptability and effectiveness of the TTCF mechanism based
on the STPCSE model by evaluating the performance of data reconstruction accuracy, cumu-
lative transmission delay, energy consumption and throughput under various conditions.

Figure 4 describes the relationship between the signal length and signal value when
the measurement matrix and auxiliary matrix are changed, respectively. The abscissa and
ordinate are the signal length and signal value, respectively. Figure 4 shows two sets
of data of the original signal and reconstructed signal. The sparsity is 20, that is, there
are 20 non-zero elements in the 240-length signal. In Figure 4a, the auxiliary matrix is
kept as the Tent chaotic matrix, and the measurement matrix adopts the Gauss matrix
and Logistic chaotic matrix, respectively. According to Equation (17), their reconstruction
errors are, respectively, 1.19 x 10~'* and 1.1019 x 10~'°. Since it is specified in advance
that the reconstruction is successful if the reconstruction error is less than 10~°, obviously,
for these two different measurement matrices, the original signal can be reconstructed
correctly, and the reconstruction error is very small. Figure 4b shows the changed rela-
tionship between the reconstructed signal and the original signal when the measurement
matrix is the Logistic chaotic matrix and the auxiliary matrix is the Gaussian matrix and
Logistic chaotic matrix, respectively. Obviously, in this case, the difference between the
reconstructed signal and the original signal is also very small. Their reconstruction errors
are, respectively, 1.1719 x 10~!°> and 1.5119 x 10~'5 based on Equation (17), which are
significantly smaller than the predetermined reconstruction errors, and the signal can be
reconstructed successfully. Seen from the above, the STPCSE model in TTCF can effectively
compress the physiological index data collected by the WBAN sensors.
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Figure 4. (a) Influence on signal reconstruction when the measurement matrix is Gaussian matrix
and Logistic chaotic matrix, respectively; (b) Influence on signal reconstruction when the auxiliary
matrix is Gaussian matrix and Logistic chaotic matrix, respectively.

Figure 5 reflects the relationship between the cumulative delivery rate of data and
the lifetime of packets (TTL, Time to Live) with and without the TTCF scheme. Due to the
limitation of the buffer size or capacity of sensor nodes in WBAN, with the increase of TTL,
the cumulative delivery rate in both cases increases first and then decreases. Moreover, the
cumulative delivery rate of the algorithm without TTCF is significantly lower than that of
the algorithm with TTCE. The main reason is that the latter makes use of the characteristics
of the nodes to measure their forwarding capacity more scientifically and reasonably, and
makes an objective evaluation of the transmission energy consumption between the nodes
by using the Euclidean distance, and then combines the two to improve the path calculation
method in the Dijkstra algorithm, so as to speed up the selection of the relay node sequence
of the optimal path between the source-destination nodes in the data forwarding process.
Thus, the time of data transmission is shortened, and the delivery rate of data is improved,
which is more applicable.

The reliability of the model can be verified by the size of the network cumulative
delivery rate. The cumulative delivery rate of the following three time points is randomly
selected, as shown in Figure 6. It can be seen that our TTCF is superior to the other two,
that is to say, the reliability of the TTCF is the highest. The main cause is that CRPBA
forwards data directly within and between clusters in a one-hop manner, which is easy to
cause forwarding failure and has a low packet delivery rate. Although UC-MPRP uses a
multi-path routing mechanism to improve the delivery success rate of data, it does not take
into account the heterogeneity of data and the difference of nodes’ status in the network,
and multi-path routing will cause some nodes to be occupied for a long time so that they
cannot participate in other forwarding services, which directly leads to the decline of the
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overall delivery rate of the network. Therefore, the TTCF protocol proposed in this paper
shows a good performance in terms of data delivery rate or reliable data transmission.
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Figure 5. Comparison of cumulative delivery rate of data forwarding model with and without
TTCEF strategy.
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Figure 6. Comparison of cumulative delivery rate of TTCF, UC-MPRP and CRPBA at different times.

Figure 7 shows the trend of the residual energy of various sensor nodes distributed
in different positions of the human body as the number of data sending rounds changes.
Obviously, the remaining energy of all the sensor nodes continues to decrease with the
increase of sending rounds. Moreover, the four nodes closest to the sink node consume
the fastest energy, followed by the three nodes with the number of 3, 12 and 13, which
are slightly farther away. The main reason is that these sensors near the sink node not
only undertake the task of sending their own data information, but also undertake the
forwarding task of most other nodes in the WBAN. The nodes farthest from the sink
consume the slowest energy and change relatively smoothly, but some of the farthest nodes
(such as the nodes numbered 4, 7, 8, 11) have less residual energy than the nodes that are
slightly closer. This is because the nodes numbered 4, 7, 8 and 11 are located on the arms on
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both sides of the human body, and the arm swing or embrace and other actions make them
sometimes closer to the sink node than the nodes numbered 3, 12 and 13, and there are also
more opportunities to participate in transmission calculation as a relay. However, there is
an inflection point in the residual energy of the sensors slightly away from the sink node,
which is because after the sensor nearest to the sink node dies, these nodes farther away
from the sink node need to undertake the task of sending data directly to the sink node. The
residual energy inflection point of the sensors farthest from the sink node appear the latest,
because almost all the nodes that are closer to the sink node die at this inflection point, and
then the sensor nodes farthest from the sink node depletes their energy and begin to die.
The TTCF dynamically adjusts whether a node participates in data forwarding according to
its status (whether it has completed the task and is about to quit the network) and the actual
situation of its remaining energy value, so as to make the network energy consumption as
balanced as possible, extend the network life and improve the data transmission rate. The
approximate same curve trend in Figure 7 verifies the correctness of this conclusion.
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Figure 7. Comparison of residual energy of each sensor node after applying TTCF strategy.

To analyze the performance of the TTCF strategy in terms of energy utilization effi-
ciency, it is necessary to detect the energy utilization of the nodes in each round. Figure 8
shows the comparison of the residual energy between TTCF and UC-MPRP and CRPBA.
Obviously, the energy-saving effect of TTCF is better than that of UC-MPRP and CRPBA.
When designing transmission paths within and between clusters, CRPBA directly forwards
data in a one-hop manner, which will cause data forwarding failure and consume more
energy. The minimum energy threshold set by UC-MPRP is for all nodes. In practical
applications, different energy thresholds need to be set according to different node locations
and different forwarding tasks, so as to balance the network energy consumption. There-
fore, UC-MPRP has unbalanced energy consumption and an unstable system, which will
consume more energy in order to maintain the normal operation of the system. Compared
with the above two, TTCF uses compression sensing technology to effectively compress the
data volume, which can greatly reduce the network transmission volume. Moreover, the
improved Dijkstra algorithm based on the effective multi-attribute decision value reduces
the time to find the reliable path between the source and target nodes, and consumes less
network energy while improving the transmission efficiency.
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Figure 8. Comparison of residual energy of the networking between TTCF, UC-MPRP and CRPBA.

Figure 9 exhibits the throughput change of each sensor node after using the TTCF
strategy. Seen from Figure 9, although the sensors closest to the sink node have the shortest
life cycle, its throughput is the largest, indicating that it undertakes a large number of
forwarding tasks. The difference in the lifetime and throughput of the sensors farthest
from sink node is not obvious, which indicates that these sensors do not undertake any
forwarding tasks, while the throughput of the sensors between the above two types of
nodes reflects that they undertake some forwarding tasks.
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Figure 9. Throughput performance of each sensor node after applying TTCF strategy.

Figure 10 describes the comparison of the networking throughput between this TTCF
strategy and CRPBA and UC-MPRP. Seen from it, the line trend of TTCF is higher than that
of CRPBA and UC-MPRP. CRPBA uniformly clusters the nodes in the network without
considering the difference of the forwarding capabilities between the network center and
the network edge nodes, resulting in the low utilization of some capable nodes, low data
processing efficiency and poor network throughput. UC-MPRP adopts the multi-path
routing transmission method, which enables more nodes in the network to participate in
the data forwarding task and improve the forwarding efficiency. However, because some
important nodes participate in multiple routing calculations and queuing waiting, it is very
easy to cause network congestion and a low system throughput under the flow of big data.
The higher throughput achieved by TTCF is because data compression makes the network
capacity increase, and the forwarding mechanism based on multiple important attributes of
nodes makes the number of data packets successfully delivered to the sink nodes increase
greatly, the network processing ability enhance, and the networking throughput improve.
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Figure 10. Comparison of networking throughput between TTCF, UC-MPRP and CRPBA.

5. Discussion

The proposed TTCF model combines two measures to make full use of the surplus
energy of the sensor nodes to improve the efficiency and reliability of WBAN while trans-
mitting data. One is to compress data by using the proposed STPCSE model, which can
effectively reduce the amount of data to be transmitted and reconstruct the original signal
with high accuracy. The other is to develop a new forwarding strategy that comprehen-
sively considers multiple attribute factors of nodes, and it can measure the forwarding
capacity of relay nodes and system energy consumption and raise the performance of
forwarding algorithm. A large of experimental results prove that the proposed TTCF
strategy is superior to the comparison scheme in many aspects.

Although the TTCF strategy improves the reliability of WBAN data forwarding to
some extent, there are still some deficiencies. Firstly, WBAN relies on mixed wireless
channels that mainly include a free space channel, body surface channel and body internal
channel. This paper does not reflect on the differences of communication models under
these three paths for the convenience of calculation, which will affect the accurate calcula-
tion of energy consumption. Secondly, this paper believes that node energy consumption
and forwarding capacity are equally important, which may lead to the loss of objectivity
in selecting relay nodes in forwarding path calculation. Therefore, we plan to solve the
above two defects in the next step. First, to give the transmission power consumption closer
to the real environment, we will replace the calculation method of power consumption
based on the Friis model [57] with various losses L greater than 1, which can measure the
actual power consumption in a non-ideal communication state more accurately, and can
also well reflect the WBAN data transmission environment with mixed communication
channels. Then, we consider using the adaptive weight approach [58] to fuse the related
items in the Equation (15). The weight given by this adaptive weight method is not fixed
and inconvenient. It is adjusted according to the useful information in the current solution
set, thus forcing the algorithm to search in the direction of the Pareto frontier. Compared
with the fixed weight assigned by the human, it has greater advantages and adaptability.
These improved plans will be reflected in the contents of our further research.

6. Conclusions

In WBAN applications, the energy of sensors is limited and difficult to supplement, so
it is very necessary to reduce the energy consumption of sensors as much as possible for
achieving smooth transmission of WBAN data and the sustainability of service. Compress
sensing data by eliminating redundancy can effectively reduce the amount of data trans-
mission and improve the system operation efficiency. Thus, the paper first considers the
accuracy of reconstructed signals and uses the proposed STPCSE model to implement it,
which not only reduces the amount of data transmission, but also encrypts the data to a
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certain extent through compression and decompression rules. This is the most basic process-
ing measure to ensure lightweight and safe data transmission. Secondly, the performance
improvement of the data forwarding mechanism is also a key means to ensuring high
and reliable data transmission. This paper improves the WBAN data forwarding mecha-
nism based on social relations by integrating multiple attribute factors, high-performance
methods or algorithms, such as the influence factors of the sampling frequency, residual
energy and nodal importance, European distance, EW method and Dijkstra optimization
algorithm. Then, the TTCF strategy based on human limb dynamic behavior is proposed.
It fuses the STPCSE model and the improved data forwarding mechanism, and leverages
the latter to pass the compressed data based on the former, and realize the lightweight, safe,
reliable and effective data transmission for WBAN. Finally, a large number of simulation
experiments and performance comparison analysis results show that TTCF has good per-
formance in data reconstruction error, cumulative delivery rate, energy-saving effect and
throughput. For example, its cumulative delivery rate is about 12% and 20.8% higher than
that of UC-MPRP and CRPBA, and its residual energy and throughput are 1.22 times and
1.41 times, 1.35 times and 1.6 times of the latter two, respectively.
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Abbreviations

The following abbreviations are used in this manuscript:

WBAN  Wireless Body Area Network

TTCF Two-Tier Cooperation based high-reliable and lightweight Forwarding
STPCS  Semi-Tensor Product Compress Sensing

ECG Electrocardiograms

EEG Electroencephalograms

EMG Electromyography

QoS Quality of Service

Nomenclature

Symbol Meaning

X sparse signal

Y observed value

A Semi-tensor measurement matrix
« Semi-tensor product

® tensor product

(@] chaotic measurement matrix

(973 auxiliary matrix

ij, € sensor node

<+

the working time attribute of node j
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9 the sampling frequency of node j

0; the residual energy influence factor of node j

1j the important factor of node j

wy the weight coefficient of the r-th attribute

E; energy consumption between node with data and node j
D; the utility measuring the forwarding capability of node j
Car data delivery rate

E sensor residual energy

T, sensor throughput

References

1.  Ramadan, M,; Liao, Y,; Li, F; Zhou, S.; Abdalla, H. IBEET-RSA: Identity-based encryption with equality test over RSA for wireless
body area networks. Mob. Netw. Appl. 2020, 25, 223-233. [CrossRef]

2. Sharif, M.A.; Sodagar, A.M. Capacitive Links for Power and Data Telemetry to Implantable Biomedical Microsystems; Handbook of
Biochips; Springer: New York, NY, USA, 2022; pp. 763-784.

3. Nicolas, C.; Naila, B.; Amar, R.C. TinyML Smart Sensor for Energy Saving in Internet of Things Precision Agriculture platform.
In Proceedings of the IEEE 13th International Conference on Ubiquitous and Future Networks (ICUFN), Barcelona, Spain,
5-8 July 2022.

4. Gami, H. Smart Motion Sensor Design for Energy Saving and Surveillance. In Proceedings of the IEEE 2nd International Confer-
ence on Advance Computing and Innovative Technologies in Engineering (ICACITE), Greater Noida, India, 28-29 April 2022.

5. Sathya, G.; Evanjaline, D.J. Metaheuristic based routing incorporated with energy harvesting for enhanced network lifetime in
WBAN. Bull. Electr. Eng. Inform. 2023, 12, 1171-1179. [CrossRef]

6.  Sakthivel, K.; Ganesan, R. ESTEEM-Enhanced stability and throughput for energy efficient multihop routing based on Markov
Chain Model in wireless body area networks. Sustain. Energy Technol. Assess. 2023, 56, 103100. [CrossRef]

7. Roy, S.; Khatua, S.; Chattopadhyay, S.; Chowdhury, C. A Multi-criteria Prioritization-Based Data Transmission Scheme for
Inter-WBAN Communications. J. Inst. Eng. (India) Ser. B 2023, 104, 1-7. [CrossRef]

8. Muthu Ganesh, V.; Nithiyanantham, J. Heuristic-based channel selection with enhanced deep learning for heart disease prediction
under WBAN. Comput. Methods Biomech. Biomed. Eng. 2022, 25, 1429-1448. [CrossRef]

9.  Bourtsoulatze, E.; Kurka, D.B.; Giindiiz, D. Deep joint source-channel coding for wireless image transmission. IEEE Trans. Cogn.
Commun. Netw. 2019, 5, 567-579. [CrossRef]

10. Ashraf, M.; Hassan, S.; Rubab, S.; Khan, M.A; Tariq, U.; Kadry, S. Energy-efficient dynamic channel allocation algorithm in
wireless body area network. Environ. Dev. Sustain. 2022, 1-17. [CrossRef]

11.  Zhang, L.B.; Sun, S.; Chen, ].; Teng, Y.; Lv, Z. Self-adaptive reconstruction for compressed sensing based ECG acquisition in
wireless body area network. Future Gener. Comput. Syst. 2023, 142, 228-236. [CrossRef]

12.  Zhang, L.; Chen, J.; Ma, C.; Liu, X,; Xu, L. Performance Analysis of Electromyogram Signal Compression Sampling in a Wireless
Body Area Network. Micromachines 2022, 13, 1748. [CrossRef] [PubMed]

13. Deka, B.; Kumar, S.; Datta, S. Dictionary Learning-Based Multichannel ECG Reconstruction Using Compressive Sensing. IEEE
Sens. J. 2022, 22, 16359-16369. [CrossRef]

14. Zhang, H.; Chen, J.; Zhang, L.Y,; Fu, C; Gravina, R.; Fortino, G.; Lv, Z. Low-Cost and Confidential ECG Acquisition Framework
Using Compressed Sensing and Chaotic Systems for Wireless Body Area Network. IEEE ]. Biomed. Health Inform. 2022, 26,
5783-5792. [CrossRef] [PubMed]

15. Nidhya, R.; Kumar, M.; Shankar, A.; Mala, S.; Thakur, S.; Cheng, X. Remodeled chaotic compressive sensing scheme for secure
and energy-efficient data forwarding in body-to-body network. Comput. Electr. Eng. 2022, 97, 107633. [CrossRef]

16. Abidi, B,; Jilbab, A.; Mohamed, E.H. Wireless body area networks: A comprehensive survey. . Med. Eng. Technol. 2020, 44, 97-107.
[CrossRef]

17.  Mondal, N.I.; Zaman, S.U.; Al, M.A.; Alam, ]. Comparisons of maximum system lifetime in diverse scenarios for body sensor
networks. In Proceedings of the 11th IEEE International Conference on Computer and Information Technology, Khulna,
Bangladesh, 24-27 December 2008.

18. Tang, Y.; Li, L.; Lu, ]. Modeling and optimization for networked evolutionary games with player exit mechanism: Semi-tensor
product of matrices method. Phys. A Stat. Mech. Its Appl. 2022, 590, 126710. [CrossRef]

19. Xie, D.; Peng, H; Li, L.; Yang, Y. Semi-tensor compressed sensing. Digit. Signal Process. 2016, 58, 85-92. [CrossRef]

20. Zhang, Z.;Jung, T.; Makeig, S.; Rao, B.D. Compressed Sensing of EEG for Wireless Telemonitoring With Low Energy Consumption
and Inexpensive Hardware. IEEE Trans. Biomed. Eng. 2013, 60, 221-224. [CrossRef] [PubMed]

21. Shoaib, M,; Jha, N.K,; Verma, N. A compressed-domain processor for seizure detection to simultaneously reduce computation
and communication energy. In Proceedings of the IEEE 2012 Custom Integrated Circuits Conference, San Jose, CA, USA, 9-12
September 2012.

22. Rong, X.; Jiang, D.; Zheng, M.; Yu, X.; Wang, X. Meaningful data encryption scheme based on newly designed chaotic map and

P-tensor product compressive sensing in WBANSs. Nonlinear Dyn. 2022, 110, 2831-2847. [CrossRef]


http://doi.org/10.1007/s11036-019-01215-9
http://doi.org/10.11591/eei.v12i2.4589
http://doi.org/10.1016/j.seta.2023.103100
http://doi.org/10.1007/s40031-022-00846-z
http://doi.org/10.1080/10255842.2021.2013828
http://doi.org/10.1109/TCCN.2019.2919300
http://doi.org/10.1007/s10668-021-02037-0
http://doi.org/10.1016/j.future.2022.12.012
http://doi.org/10.3390/mi13101748
http://www.ncbi.nlm.nih.gov/pubmed/36296102
http://doi.org/10.1109/JSEN.2022.3190207
http://doi.org/10.1109/JBHI.2022.3206232
http://www.ncbi.nlm.nih.gov/pubmed/36099222
http://doi.org/10.1016/j.compeleceng.2021.107633
http://doi.org/10.1080/03091902.2020.1729882
http://doi.org/10.1016/j.physa.2021.126710
http://doi.org/10.1016/j.dsp.2016.07.003
http://doi.org/10.1109/TBME.2012.2217959
http://www.ncbi.nlm.nih.gov/pubmed/22968206
http://doi.org/10.1007/s11071-022-07736-5

Sustainability 2023, 15, 5588 23 of 24

23.

24.

25.

26.

27.

28.
29.

30.

31.

32.

33.
34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

Ping, P; Yang, X.; Zhang, X.; Mao, Y.; Khalid, H. Generating visually secure encrypted images by partial block pairing-substitution
and semi-tensor product compressed sensing. Digit. Signal Process. 2022, 120, 103263. [CrossRef]

Xiao, D.; Zhao, M.; Wang, M. Low-cost and secure multi-image encryption scheme based on P-tensor product compressive
sensing. Opt. Laser Technol. 2021, 140, 107077. [CrossRef]

Rubel, P; Fayn, J.; Macfarlane, PW.; Pani, D.; Schlogl, A.; Varri, A. The History and Challenges of SCP-ECG: The Standard
Communication Protocol for Computer-Assisted Electrocardiography. Hearts 2021, 2, 384—409. [CrossRef]

Sefati, S.; Abdi, M.; Ghaffari, A. Cluster-based data transmission scheme in wireless sensor networks using black hole and ant
colony algorithms. Int. J. Commun. Syst. 2021, 34, e4768. [CrossRef]

Faiz, A.; Maarten, V.D.B. Quality over quantity: The importance of collecting relevant samples to understand complex diseases.
Eur. Respir. ]. 2022, 59, 2200418. [CrossRef] [PubMed]

Chen, P. Effects of the entropy weight on TOPSIS. Expert Syst. Appl. 2021, 168, 114186. [CrossRef]

Qu, Y,; Zheng, G.; Wu, H.; Ji, B.; Ma, H. An Energy-Efficient Routing Protocol for Reliable Data Transmission in Wireless Body
Area Networks. Sensors 2019, 19, 4238. [CrossRef] [PubMed]

Bahae, A.; Abdelillah, J.; Haziti, M.E. An energy efficiency routing protocol for wireless body area networks. J. Med. Eng. Technol.
2018, 42, 90-297.

Chavva, S.R.; Sangam, R.S. SIMPLE-DRR: A New Energy-Efficient Multi-Hop Routing Protocol in WBANSs for Health Monitoring;
Advances in Micro-Electronics, Embedded Systems and IoT; Springer: Singapore, 2022; pp. 29-39.

Bortolotti, D.; Mangia, M.; Bartolini, A.; Rovatti, R.; Setti, S.; Benini, L. Energy-aware bio-signal compressed sensing reconstruction
on the WBSN-gateway. IEEE Trans. Emerg. Top. Comput. 2018, 6, 370-381. [CrossRef]

Deka, B.; Datta, S. Compressed Sensing Magnetic Resonance Image Reconstruction Algorithms; Springer: Singapore, 2019; pp. 80-88.
Jana, D.; Nagarajaiah, S. Data-driven full-field vibration response estimation from limited measurements in real-time using
dictionary learning and compressive sensing. Eng. Struct. 2023, 275, 115280. [CrossRef]

Vermersch, M.; Longere, B.; Coisne, A.; Schmidt, M.; Forman, C.; Monnet, A. Compressed sensing real-time cine imaging for
assessment of ventricular function, volumes and mass in clinical practice. Eur. Radiol. 2020, 30, 609-619. [CrossRef] [PubMed]
Peng, H.; Tian, Y.; Kurths, J. Semitensor Product Compressive Sensing for Big Data Transmission in Wireless Sensor Networks.
Math. Probl. Eng. 2017, 2017, 8158465. [CrossRef]

Peng, H.; Mi, Y,; Li, L,; Stanley, H.E.; Yang, Y. P-Tensor Product in Compressed Sensing. IEEE Internet Things . 2019, 6, 3492-3511.
[CrossRef]

Natarajan, A.; de Silva, B.; Yap, K.-K.; Motani, M. To hop or not to hop: Network architecture for body sensor networks. In
Proceedings of the 6th Annual IEEE Communications Society Conference on Sensor, Mesh and Ad Hoc Communications and
Networks (SECON), Rome, Italy, 22-26 June 2009.

Nadeem, Q.; Javaid, N.; Mohammad, S.N.; Khan, M.Y,; Sarfraz, S.; Gull, M. Simple: Stable increased-throughput multi-hop
protocol for link efficiency in wireless body area networks. In Proceedings of the 8th International Conference on Broadband
Wireless Computing, Communication and Applications (BWCCA), Gombine, France, 28-30 October 2013.

Liang, X; Li, X,; Shen, Q.; Lu, R;; Lin, X,; Shen, X.; Zhuang, W. Exploiting prediction to enable secure and reliable routing in
wireless body area networks. In Proceedings of the IEEE INFOCOM, Orlando, FL, USA, 25-30 March 2012.

Wang, Y.; Han, Y,; Wang, K.; Zhao, X.L. Total variation regularized nonlocal low-rank tensor train for spectral compressive
imaging. Signal Process. 2022, 195, 108464. [CrossRef]

Guo, W,; Wang, Y.; Gan, Y.; Lu, T. Energy efficient and reliable routing in wireless body area networks based on reinforcement
learning and fuzzy logic. Wirel. Netw. 2022, 28, 2669-2693. [CrossRef]

Jubair, AM.; Hassan, R.; Aman, A.H.M.; Sallehudin, H.; Al-Mekhlafi, Z.G.; Mohammed, B.A.; Alsaffar, M.S. Optimization of
Clustering in Wireless Sensor Networks: Techniques and Protocols. Appl. Sci. 2021, 11, 11448. [CrossRef]

Mohan, P; Subramani, N.; Alotaibi, Y.; Alghamdi, S.; Khalaf, O.1.; Ulaganathan, S. Improved metaheuristics-based clustering with
multihop routing protocol for underwater wireless sensor networks. Sensors 2022, 22, 1618. [CrossRef] [PubMed]

Roshini, A.; Kiran, K.V.D. Hierarchical energy efficient secure routing protocol for optimal route selection in wireless body area
networks. Int. . Intell. Netw. 2023, 4, 19-28. [CrossRef]

He, S.; Chen, J.; Shu, Y.; Cui, X.; Shi, K.; Wei, C.; Shi, Z. Efficient Fault-tolerant Information Barrier Coverage in Internet of Things.
IEEE Trans. Wirel. Commun. 2021, 20, 7963-7976. [CrossRef]

Guo, C,; Prasad, R.V,; Jacobsson, M. Packet forwarding with minimum energy consumption in body area sensor networks. In
Proceedings of the 7th IEEE Consumer Communications and Networking Conference, Las Vegas, NV, USA, 8-11 January 2010.
Roy, M.; Chowdhury, C.; Aslam, N. Designing an energy efficient WBAN routing protocol. In Proceedings of the 9th International
Conference on Communication Systems and Networks, Bangalore, India, 4-8 January 2017.

Zhao, L.; Saif, M.B.; Hawbani, A.; Min, G.; Peng, S.; Lin, N. A novel improved artificial bee colony and blockchain-based secure
clustering routing scheme for FANET. China Commun. 2021, 18, 103-116. [CrossRef]

Sangwan, A.; Bhattacharya, P.P. Revised EECBSR for Energy Efficient and Reliable Routing in WBAN. Majlesi |. Telecommun.
Devices 2018, 7, 33-40.

Ha, I. Even energy consumption and backside routing: An improved routing protocol for effective data transmission in wireless
body area networks. Int. . Distrib. Sens. Netw. 2016, 12, 1550147716657932. [CrossRef]


http://doi.org/10.1016/j.dsp.2021.103263
http://doi.org/10.1016/j.optlastec.2021.107077
http://doi.org/10.3390/hearts2030031
http://doi.org/10.1002/dac.4768
http://doi.org/10.1183/13993003.00418-2022
http://www.ncbi.nlm.nih.gov/pubmed/35618280
http://doi.org/10.1016/j.eswa.2020.114186
http://doi.org/10.3390/s19194238
http://www.ncbi.nlm.nih.gov/pubmed/31569568
http://doi.org/10.1109/TETC.2016.2564361
http://doi.org/10.1016/j.engstruct.2022.115280
http://doi.org/10.1007/s00330-019-06341-2
http://www.ncbi.nlm.nih.gov/pubmed/31372784
http://doi.org/10.1155/2017/8158465
http://doi.org/10.1109/JIOT.2018.2886841
http://doi.org/10.1016/j.sigpro.2022.108464
http://doi.org/10.1007/s11276-022-02997-9
http://doi.org/10.3390/app112311448
http://doi.org/10.3390/s22041618
http://www.ncbi.nlm.nih.gov/pubmed/35214516
http://doi.org/10.1016/j.ijin.2022.11.006
http://doi.org/10.1109/TWC.2021.3089039
http://doi.org/10.23919/JCC.2021.07.009
http://doi.org/10.1177/1550147716657932

Sustainability 2023, 15, 5588 24 of 24

52.

53.

54.

55.

56.

57.

58.

Umare, A.; Ghare, P. Optimization of Routing Algorithm for WBAN Using Genetic Approach. In Proceedings of the 9th
International Conference on Computing, Communication and Networking Technologies, Bangalore, India, 10-12 July 2018.
Ibrahim, A.A.; Bayat, O.; Ucan, O.N; Eleruja, S.A. EN-NEAT: Enhanced Energy Efficient Threshold-Based Emergency Data
Transmission Routing Protocol for Wireless Body Area Network. In Proceedings of the 3rd International Congress on Information
and Communication Technology, London, UK, 27-28 February 2018.

Choudhary, A.; Nizamuddin, M.; Zadoo, M. Body node coordinator placement algorithm for wban using multi-objective swarm
optimization. IEEE Sens. ]. 2021, 22, 2858-2867. [CrossRef]

Radha, P.,; Subadra, M.S. Ensemble Learning Based Multiple Mobile Sink Architecture For Energy Efficient Wireless Body Area
Network Towards Disease Centric Patient Group Data Management. J. Pharm. Negat. Results 2023, 13, 7096-7107.

Ma, Z.; Xiao, M.; Xiao, Y.; Pang, Z.; Poor, H.V.; Vucetic, B. High-reliability and low-latency wireless communication for internet of
things: Challenges, fundamentals, and enabling technologies. IEEE Internet Things J. 2019, 6, 7946-7970. [CrossRef]

Nurwarsito, H.; Aziz, A.R. Implementation of the Friis Free Space Propagation Model in the Dynamic Source Routing (DSR) Routing
Protocol in the Vehicular Ad-hoc Network (VANET) with Variations of Road Models. J. Phys. Conf. Ser. 2021, 1962, 012063. [CrossRef]
Wu, C.; Zhang, X. A self-learning iterative weighted possibilistic fuzzy c-means clustering via adaptive fusion. Expert Syst. Appl.
2022, 209, 118280. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://doi.org/10.1109/JSEN.2021.3135269
http://doi.org/10.1109/JIOT.2019.2907245
http://doi.org/10.1088/1742-6596/1962/1/012063
http://doi.org/10.1016/j.eswa.2022.118280

	Introduction 
	Related Work 
	Two-Tier Collaboration Based High-Reliable and Lightweight Forwarding (TTCF) Mechanism for WBAN 
	STPCSE Model in TTCF 
	Forwarding Model Based on Multi Factor Dynamic Fusion in TTCF 

	Experiments Analysis and Discussion 
	Experimental Environment and Parameters Setting 
	Comparison Model and Metrics 
	Performance Evaluation and Analysis 

	Discussion 
	Conclusions 
	References

