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Abstract: Despite the attractive benefits of cloud-based business processes, security issues, cloud
attacks, and privacy are some of the challenges that prevent many organizations from using this
technology. This review seeks to know the level of integration of security risk management process
at each phase of the Business Process Life Cycle (BPLC) for securing cloud-based business processes;
usage of an existing risk analysis technique as the basis of risk assessment model, usage of security risk
standard, and the classification of cloud security risks in a cloud-based business process. In light of
these objectives, this study presented an exhaustive review of the current state-of-the-art methodology
for managing cloud-based business process security risk. Eleven electronic databases (ACM, IEEE,
Science Direct, Google Scholar, Springer, Wiley, Taylor and Francis, IEEE cloud computing Conference,
ICSE conference, COMPSAC conference, ICCSA conference, Computer Standards and Interfaces
Journal) were used for the selected publications. A total of 1243 articles were found. After using
the selection criteria, 93 articles were selected, while 17 articles were found eligible for in-depth
evaluation. For the results of the business process lifecycle evaluation, 17% of the approaches
integrated security risk management into one of the phases of the business process, while others did
not. For the influence of the results of the domain assessment of risk management, three key indicators
(domain applicability, use of existing risk management techniques, and integration of risk standards)
were used to substantiate our findings. The evaluation result of domain applicability showed that
53% of the approaches had been testing run in real-time, thereby making these works reusable. The
result of the usage of existing risk analysis showed that 52.9% of the authors implemented their work
using existing risk analysis techniques while 29.4% of the authors partially integrated security risk
standards into their work. Based on these findings and results, security risk management, the usage
of existing security risk management techniques, and security risk standards should be integrated
with business process phases to protect against security issues in cloud services.

Keywords: business process; cloud computing; security risk management; business process lifecycle;
security standards

1. Introduction

Business Process Management (BPM) is a described as a field that merges knowledge
from information technology and management sciences to the usefulness of business
processes [1]. It is used in the formal presentation of business processes (BPs) for analysis
and advancement purposes [2,3]. A business process (BP) is defined as a procedure carried
out in a business establishment to obtain good results [4]. The specific purpose of BPM is
to adjust business establishment processes to the purpose, objectives of the organization,
and objectives that improve effectiveness and bring about competitive benefit [3,5]. The
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most effective means of achieving BPM’s purpose is to use cloud computing (CC) facilities
for business processes. This is because of the resource-based availability of the cloud
computing. Cloud computing provides a good and easy environment for all stakeholders
in business to meet, rub minds, and invariably, transact business efficiently and in a fast
manner [6].

Therefore, cloud computing, according to the National Institute of Standards and
Technology (NIST), is a model that allows easy and readily available entry when required;
a collection of configurable computing materials (e.g., networks, servers, storage, appli-
cations, and services) that are quickly obtained and utilized with little or no assistance
from the service provider [7]. Cloud computing is an improved technology with many
benefits that makes it vital for running a business. It represents a perfect technological
device that can help organizations stay competitive and may be an innovative means
of boosting business values. It allows cloud consumers to merge numerous different
services, leading to high creativity and productivity. Cloud computing prevents facility
costs and helps organizations focus on the main business processes rather than the system
infrastructure [8].

As this technology is gaining more ground, cloud computing comes with its short-
comings: security issues, cloud attacks, and privacy. Business organizations should have
adequate security on cloud services to protect their data from attackers. Therefore, it is
paramount for cloud providers and cloud users to proactively combat these issues and
recover from various malicious cloud attacks when such threats succeed (resilience). One of
the best approaches to securing cloud-based business processes is the integration of security
risk management into the business process life cycle, the usage of existing risk assessment
methodologies as the basis of risk analysis for risk prioritization, and the integration of
security risk standards. Lack of trust in a cloud services concerning the uncertainties
related to its quality level can prevent consumers from adopting cloud technologies [9,10].
Although zero-level risk provision is impossible, an effective and efficient risk management
mechanism can provide technological insurance that can pave the way to trust on the cloud
consumer’s side as well as an economical and secure productiveness of cloud providers’
resources on the other side.

The basic concepts and the relationship between business process, cloud computing,
and security risk management have been introduced; these three domains were merged
to have more productive business process output. These systematic literature review
objectives were based on four points: to know (i) the level of integration of security
risk management process at each phase of the BPLC for securing cloud-based business
processes, (ii) the use of an existing risk analysis technique as the basis of risk assessment
model, (iii) the use of security risk standards as a guide in securing cloud-based security
risk in business processes, and (iv) the classification of cloud security risks in cloud-based
business processes. The motivation for this survey hinged on the fact that cloud computing
is seen as the next evolution that will positively influence organization businesses and the
management of IT infrastructures. There are numerous benefits of cloud computing, as
mentioned, despite its many challenges. Having carried out a survey on these challenges,
data security is the most invasive in cloud computing [11-13]. Furthermore, the outcome
of a detailed industry-based review [14] revealed that 74% of IT chiefs said that the issue of
security is the main cause of the low adoption of cloud computing services” low adoption
by many organizations [15].

The survey also revealed that many business enterprises are yet to adopt cloud
computing due to security and privacy issues; they are busy studying the pros and cons
of these cloud paradigms from afar. Therefore, the need arises to carry out a review on
cloud-based business processes that use security risk management processes as a form of
security measure for data protection to identify research gaps. This is important due to
the presence of security issues that affect business and organizational goals [16]. Here, a
systematic review of current literature related to cloud-based business process security
risk management is carried out, not only in accordance with the summarization of the
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current points regarding this issue, but also to propose a background that can properly
serve as an eye-opener to new research work. This systematic review synthesizes current
studies in an unbiased way [17-19]. In contrast to the normal way of conducting a literature
review, which is not systematically [20], this survey followed a precise and stated series
of steps in a manner consistent with a theoretical procedure. This survey was conducted
and aimed at a central issue, which represents the main investigation, and was indicated
using definite, established, specified, and formal questions. The procedures, the advance
plan to obtain the facts, and the concentration of the questions are well detailed to allow
other researchers to follow the same practice and arbitrate the suitability of the principle
selected for the specific problem [20]. This survey was carried out using the principles of
systematic reviews suggested by [17-19]. We also used a template for the review protocol
created by [20] that promotes the planning and implementation of the methodical survey
in software engineering.

Based on the findings of our literature, there is no review of cloud-based business
process security risk management. Most of the surveys focus on incorporating risk man-
agement into the business process in the traditional environment. Examples include
Jakoubi [21], who presented a study on nine scientific approaches in which they aim to
in-corporate risk and/or security areas in business process management. Richardson [22]
carried out a survey in which there was a formal meeting with experienced risk managers
to find research gaps in the domains of risk management, compliance, and internal control.
Suriadi [23] conducted a survey on an existing study in a review, comparison, and gap
analysis of risk-aware business process management. The main focus was to establish
research gaps in the domain of risk-aware business process management and to propose
a research agenda. Meanwhile, Sara and Aguilar-Saven [24] conducted a review of the
literature on business process modeling: review and framework. Their survey was cen-
tered on business process modeling and the description of major modeling techniques. In
addition, a framework for grouping business process modeling methods according to their
use was suggested and deliberated on. Thabet [25] proposed an approach to the risk-aware
BPM framework using the business process-risk management-integrated method (BPRIM)
procedure following the engineering life cycle of the agile modeling method. Lamine [26]
suggested an approach to bridge the gap that existed in the use of risk-aware business
process management due to its lack of solid scientific foundations and conscientious tooling.
Based on their findings, the BPRIM framework was established and a conscientious tool
called ADOBPRIM was implemented.

Although the studies mentioned were similar to ours, the scope differs. Jakoubi [21]
reviewed research papers dealing with the problem related to “security in business process
management (BPM)” and the problem related to “risk in BPM”. Furthermore, the scope of
Richardson’s [22] literature review involved studies on compliance and internal control
and risk management. Therefore, this literature survey focused on integrating security
risk management into cloud-based business processes, using existing risk assessment
techniques and security risk standards to solve security and privacy issues in the cloud.

This study is structured in the following order: the background and related work is
presented in Section 2. Section 3 discusses the scope of the systematic review. In Section 4,
a literature search procedure is presented. Section 5 explains the research methodology.
Section 6 discusses trends and the critical analysis. Finally, the summary and conclusion
are set out in Section 7.

2. Background and Related Work

Business process management has generally been used in most organizations re-
cently [27-30]. Business process management helps businesses by providing devices,
processes, and techniques to establish and create business processes, analyze these proce-
dures to create opportunities for advancement, implement the enhanced procedures, and
monitor and control their implementation [31]. Normally, the business process consists of
various organizational features; this includes human resources, business documents, and
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technology. A process means how work is performed [3], while work is the physical or
mental effort applied to get something done [5]. A process normally has some input that
will produce an output; for example, a production line transforms unprocessed materials
(taken as input) through its sequential steps into a processed material called a product.
According to Mahal’s [2] definition, a process is activated by an action regulated by a
set of policies based on the right information and implemented using skilled personnel
equipped with advanced tools and sustaining infrastructure. Processes are better explained
using the amount of money, duration, and product/service features generated from the
method, service quality or output of the service produced, and the risks associated with
the process. Suppose that the company is not itself an information service provider for
outside consumers, the services are provided to meet their needs; therefore, the quality
triangle is presented in terms of effectiveness, service price, and the risks involved in the
process of sourcing information for services.

Business process management can also be referred to as the traditional business
process lifecycle and is similar to the popular Plan-Do-Check-Act approach, as depicted in
Figure 1.

Identification
Process discovery, (re)-

design optimization

Monitoring Modeling

Enactment, Process analysis,

verification, simulation,
Implementation

System selection,

configuration,

Figure 1. Business Process Management (BPM) life cycle.

An organization using the BPM style usually undergoes a series of stages called the
BPM life cycle. Different models of BPM life cycles are available, as discussed by these
authors [31,32]. The BPM lifecycle adopted by [33] shall be used in this study. It consists of
four stages and they are identification, modeling, implementation, and monitoring. The
identification phase has to do with analyzing the organizational and technical environment
to uncover individual organizational business processes. It is used in checking and re-
molding old procedures to make them more efficient. This is the initial phase of the cycle.
The modeling phase is concerned with the graphical representation of the processes to
state the informal description explained in the initial phase. Some standard languages
permit simulation of the model to uncover a few unwanted execution sequences. Normally,
the modeling phase helps to verify the process theoretically. Implementation is the phase
where the transformation of the compilation process into a serviceable executable process
takes place. It deals with changes in the organization for procedures that have to do with
human activities. Concerning IT-dependent processes, it involves the implementation and
configuration of software parts. The monitoring phase is a concern with the execution
of processes. Monitoring of executed processes is essential for two main purposes. The
first is to inspect the compliance of the execution with the initially stated procedures and
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the second is to collect data and facts that are needed to begin a new cycle to improve
the processes.

Unfortunately, the mode of operation of BPM systems is different from that available
in the risk management area [16], resulting in the appearance of security issues that can
affect business and organizational goals. One of the good practices in business processes is
awareness of security risks, and more so, utilizing proactive risk management against the
reactive method of risk treatment is more important. Business process management that
incorporates risk management should establish and assess process-related risks specifically
during the identification phase and, in addition to aiding in adopting risk aversion methods.
In the modeling phase, the emergence of new risks should be constantly monitored. Once a
risk event occurs, the right mitigation strategy should be applied to avert the risk. The log
output from the implementation of business processes needs to be assessed to establish the
event of risks in the executed procedures and understand why the risks occur. However,
the ability just explained is under development in the research community and more work
is required.

Cloud computing, on the other hand, offers great benefits that satisfy the need for
business competitiveness and the realization of business objectives [34]. Cearley [35]
defined cloud computing as a model in which modern scientific abilities are resizable,
flexible, and offered to final consumers over the Internet. Armbrust [36] defined cloud
computing as a collection of interconnected operative services that provide resizable and
efficient services and an affordable computing facility that is easily accessible.

Many organizations are planning to deploy their business process to the cloud,
whereas some have started enjoying the benefit of cloud-based services. Meanwhile,
it is becoming increasingly difficult for organizations to survive in a traditional environ-
ment due to limitations in market access time and the rapid response to business demands
from clients [34]. In addition, the processing time and cost for high-computing jobs are
very high compared to cloud computing that has a reduced processing time and cost due
to its architectural design [37]. In lieu of these limitations, it is essential for organizations to
showcase their business ideas beyond the traditional environment to achieve competitive
benefits. It allows quick modification to resource response to unforeseen requests and
changes capital costs in operating payment using the prepaid method. Cloud computing
has huge advantages, most importantly in a situation where cost reduction is needed.

Furthermore, the notion of a cloud security risk management procedure is an endless
cycle of tasks, collection, collation, analysis, dissemination, and feedback that is similar to
the theory of intelligence analysis [8]. A cloud security risk management process should
be an active record that stakeholders frequently review, rather than a static record kept
on the shelf. The significance of risk management in cloud computing is the need to help
stakeholders make informed decisions related to legal agreements.

This survey examined existing research that worked in this domain and established
research gaps.

3. Scope of the Systematic Review

To have a manageable scope for the literature survey, some criteria were formulated
as a standard for selecting articles to be reviewed. Based on this, several similar works
have been excluded while some were extracted. The exclusion and inclusion criteria for
this work were listed as follows.

3.1. Inclusion Criteria

e Research publications that dealt with cloud-based security risk management for
business process were extracted.

e  Research publications with the content of CC security risk challenges/threats were
extracted.
Research publications written only in English language were considered.
Research publications written and published within the last eleven years were considered.
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e  Research publications with similar title to our area of review were extracted.
e  Research publications that possess common keywords to our specified search strings/
words were considered.

3.2. Exclusion Criteria

Research publications centered on cloud-based SRM were excluded.

Research publications on security risk-aware business process were not considered.
Research publications on business intelligence in CC were excluded.

Research publications on cloud-based SRM “Something-as-a-Service” were excluded.
Non-English language documented papers were excluded.

Duplicated publications were excluded.

Research publications on cloud security and not cloud security risks were excluded.
Management process-based papers were not considered.

Research works with the year of publication from 2009 and earlier were not considered.

A short but detailed selection requirement and the resulting list of research works
excluded from our survey are explained in the remainder of this section. Table 1 shows the
summary of the excluded papers.

Table 1. Summary of excluded papers.

S/N Exclusion Criteria Work Excluded

1 Cloud-based SRM centered work 36, 37,38, 39, 40, 41, 42,43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53,
54,55, 56, 57

2 Business intelligence in cloud computing 58,59, 60

3 Cloud-based SRM “Something-as-a-Service” 61, 62,63, 64, 65, 66, 67,68,69,70,71,72

4 Non-English language documented papers 73

5 Year of publication 74,75,76,77

6 Cloud security papers 80, 81, 82, 83, 84, 85, 86

7 Management process-based papers 87

We considered papers that incorporate security risk management into the business
process in the cloud environment. Therefore, articles that concentrate only on cloud-
based security risk management aspects but do not link them with the business pro-
cess were excluded. Examples of cloud-based security risk-management-centered work,
which were excluded from these studies include: “Toward cloud computing SLA risk
management: issues and challenges” by Morin et al. [38], @Research on risk evalua-
tion of information security based on cloud computing” by Jiang [39], “A cloud security
risk management strategy” by Choo [40], “Modeling risk management in cloud adop-
tion” by Gupta and Saini [41], “Enhanced risk minimization framework for a cloud
computing environment” by Razaque et al. [42]. Other works in this category include:
Islam et al. [43], Gupta et al. [44], Basu et al. [45], Al-Anzi et al. [46], Aruna et al. [47],
Aswin and Kavitha [48], Chang and Ramachandran [49], Dahbur et al. [50], Damenu
and Balakrishna [51], Djemame et al. [52], El Kefel and Mohamed [53], Khan et al. [54],
Marbukh [55], Albakri et al. [56], Drissi et al. [57], Wu et al. [58], and Xie et al. [59].

Similarly, papers that have to do with business intelligence in cloud computing
without the business process activities were excluded. Papers in this category include:
“Combining business intelligence with cloud computing to deliver agility in the actual
economy” by Mircea et al. [60], “A decision framework model for migration into the cloud:
Business, application, security, and privacy perspective” by Islam et al. [61]; “Agile business
growth and cyber risk: how do we secure the Internet of Things (IoT) environment” by
Griffy-Brown et al. [62].

We also excluded papers whose major contributions were centered on security risk
management in the cloud, namely, “Something-as-a-Service”. Examples include the fol-
lowing works: “A security as a service solution for the application in the cloud computing
environment,” by Chen et al. [63], “Security in the cloud: understanding the risks of cloud
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as a service,” by Peake [64], “On cloud security attacks: a taxonomy and intrusion detection
and prevention as a service” by Igbal et al. [65], “Security risk quantification mechanism for
infrastructure as a service in cloud computing platforms,” by Fall et al. [66]. Others include:
Tang and Liu [9], Hussain and Abdul Salam [67], Senk [68], Al-Qurishi [69], Duan [70],
Karadsheh [71], Elsayed and Zulkernine [72], and Benlian and Hess [73]. Although these
papers may be somehow related, they were more concerned with the issue of “as-a-service”
for security risks in the cloud environment. In brief, these papers have different objectives
compared to our literature survey goals.

Papers that were related but were documented in the non-English language were
excluded in this survey because they might not be understandable to almost all the scientific
world due to language barriers. This includes: “R-BPM: Uma metodologia para gerencia-
mento de processos de negocios consciente dosriscos”, by Ferreira et al. [74].

In addition, some papers were excluded from this literature review based on the
year of publication. We were concerned with papers published between the years 2010
and the year 2020 so as to be informed about the current trend in cloud-based business
process security risk management. Examples of papers exempted from this survey include:
“Security analysis of electronic business process”, by Rohrig and Knorr, [75]; “IT security
risk analysis based on business process models enhanced with security requirements”,
by Taubenberger and Jurjens [76]; “The IS risk analysis based on a business model”, by
Suh and Han [77]; “Integration of risk identification with business process models,” by
Lambert et al. [78].

In the cloud computing domain, many works have been carried out, especially on
the security aspect of the cloud. Our literature survey focus is on secured business
processes [79,80] rather than cloud security. Based on this fact, many papers on cloud
security have been excluded from this survey. Examples of such papers include Gon-
zalez [81], Bouayad [82], Almorsy [83], Ogigau-Neamtiu [84], Saeed [85], Birje [86], and
Sumter [87].

Finally, management process-based papers were not considered in this survey as there
is no correlation with our review. An example of such work is Gao [88]. Repeated papers
downloaded were only considered once.

4. Literature Search Procedure
4.1. Focus

The focus was to:

e  Establish research approach and detailed study which consider security risk manage-
ment in the business process as a means of security measure for cloud-based business
process.

e  Discover an approach incorporating security risk management in any of the business
process management phases deployed to the cloud.

e  Establish the incorporation of existing security risk assessment techniques as the basis
of their analysis.

e  Know whether the security risk standard is integrated in building a secure cloud-based
business process.

4.2. Search Quality and Amplitude

Today, some enterprises are trying to adopt cloud services to expand their local
facilities and compete in the market to achieve their business objectives. At the same time,
a larger number of organizations are afraid to subscribe to cloud services due to security
and privacy issues. These challenges are worsened due to the high rate of moving business
processes to the cloud, which has to do with a high rate of on-demand application, platform,
and infrastructure usage. This movement has contributed to the rise in cyber-attacks that
result in security breaches in cloud-based business processes. To avoid these security
breaches, the security risk management process presents a better view in this regard. To
date, the potential of security risk management to address security challenges in cloud
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services has not been fully maximized in business process management. Therefore, our
research questions addressed the approaches that have been carried out to secure business
processes in the cloud by integrating security risk management.

The keywords and search strings that were used in the composition of these questions
and that were useful in this research include:

Cloud security.

Cloud-based business process security risk management,
Business process risk management in the cloud environment.
Business process risk-aware systems

Business process security risk management

Security risk as a service

™R an o

In this review, the integration of security risk management in the business process to
solve cloud-based security challenges was carefully studied. Therefore, the research works
that were referenced include those publications that incorporate security risk management
into the business process in the cloud. The expected result of this systematic survey is
the identification of initiatives that use security risk management in business processes to
combat security challenges, and the result shall be the number of identified approaches
and research gaps in this area. The major application domains that will benefit from this
review include and are not limited to cloud computing, business process management,
and information system risk management, as well as security experts, cloud providers,
and software experts. A conceptual structure is presented to expose new research areas in
security risk management for a cloud-based business process to achieve our goal.

5. Research Methodology

In this section, the search techniques, the sources, the selection of the execution of the
studies used, and the selection execution are well explained. More importantly, the review
methodology is based on a standard research protocol.

5.1. Selection of Sources Used

The relevant literature was collected in two phases, first in January 2020 and second
in October 2020. The first phase involved two literature selection processes that were used
to choose strongly related papers. This was done by searching for relevant papers on
academic forums and using three renowned learned article web browsers, such as Google
Scholar, Scopus, and Web of Science. For the scope optimization of this study, journals
that were applicable to the management of some extent of security risk management for
cloud-based business processes were selected. In stage two of selection, selected journals
were screened by removing articles that were not within the scope of this survey. In the
second phase of our selection process, we widened our search by undertaking a process
called “backward reference” search. In particular, any applicable journal cited by the
articles under review was included in the collection of articles that were evaluated. For
literature selection for taxonomy of cloud-based business process security risks, collection
was done once and it was carried out during the second phase in October 2020. The same
method of searching in academic forums as mentioned earlier was also used. Research
publications on cloud-based security risks, cloud security threats, and its challenges were
selected. Our literature collection methodology is explained below.

Collections of renowned conferences and journals were carefully searched to choose
studies relevant to cloud-based business process security risk management from 2010 to
October 2020. Due to the participation of different domains in this study, research papers
were collected from many disciplines: business process management, risk management,
information security, and cloud computing.

From the individual established groups, the applicable journals were selected by
examining their titles to ensure their relevance to the topic under study. For every work
that appeared to be relevant, the abstract and the body of the paper were quickly scanned
to ascertain the paper’s relevance. Articles that passed these checks were included in the
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literature list. At the same time, papers whose titles were clearly beyond our research
scope were removed from the literature list. This method allowed us to select 93 related
journals from more than 1243 journals for cloud-based business process security risk
management while 12 papers were selected out of the pool of 36 journals for cloud security
risk classification.

After the rigorous evaluation procedure, 47 out of those 93 articles discussed cloud
security using the information security risk management procedure having nothing to
do with business process management and were considered borderline articles that were
not part of the scope of this review as discussed in Section 4; therefore, these papers
were excluded. More so, three out of these 93 papers were PhD theses on closely related
work, three papers were on “Business Intelligence with cloud computing”, and 14 papers
discussed cloud computing on “Something-as-a-Service”. All these were equally excluded
due to exclusion criteria. Nine articles were excluded based on the year of study and the
use of non-English language. Table 2 depicts the breakdown of the selected literatures for
review.

Table 2. Breakdown of the initial selected papers.

Category of Papers Number of Papers
Cloud Security based on Information Security Risk Management 47
PhD thesis 3
Business Intelligence with Cloud Computing 3
Excluded Papers based on year of study and other languages except English 9
Cloud Computing “Something-as-a-Service” paradigm 14
Selected Papers due for evaluation 17
Total 93

The forum-based article collection method was complemented with a keyword-based
search using web browsers, electronic databases, and manual searches, such as in a partic-
ular journal/conference/magazine/book or in research journals given by professionals
in the area. Ultimately, the main sources of the initial literature list in which the literature
survey execution was run were presented. These include ACM Digital Library, IEEE Digital
Library, Science Direct, Google Scholar, Springer, Wiley, IEEE Cloud Computing Confer-
ence, ICSE conference, COMPSAC conference, ICCSA conference, Computer Standards
and Interfaces Journal, and Taylor and Francis.

5.2. Studies Selection Procedure

The process, criteria, and evaluation method for selecting studies are discussed in
this section. This is important to minimize the likelihood of bias; moreover, the selection
conditions should be established at the stage of protocol definition. It has been stated that
research works should showcase new approaches (11 years backward maximally) and
should consider different kinds of security risk requirements in the business process in
the cloud environment. Various processes, methods, steps, or descriptions needed as a
guide to implement security risk management were stated in the selected studies. Studies
that did not focus on security risk management in cloud-based business processes were
not considered.

To obtain eligible articles for evaluation, a scrupulous search was carried out in eleven
electronic databases with an outcome of 1243 journals. The summary of the distribution
is given in Table 3. From the pool of 1243 articles obtained from the indexed databases,
461 articles were found duplicated among the 11 electronic search forums used after the
preliminary screening exercise was conducted. Furthermore, 679 articles were equally
screened based on the irrelevance of the journal title. Ninety-three articles were found
eligible for evaluation after full text-based selection criteria were performed. To round it all
up, 10 articles were eliminated due to an undefined methodology.



Computers 2021, 10, 160

10 of 28

Table 3. Summary of downloaded publications from electronic databases.

Database Number of Articles
ACM Digital Library 185
IEEE Xplore 112
Science@Direct 108
Google Scholar 289
Springer 211
Wiley 62
IEEE Cloud Computing conference 80
ICSE conference 47
COMPSAC conference 69
Computer Standards and Interfaces journal 32
Taylor and Francis 48

For cloud security risk taxonomy, research papers on cloud security were not consid-
ered. Twelve papers actually treated cloud security risk/threat while the remainder were
on cloud security. The classification was done based on the existing procedure found in the
literature. Cloud security risk classification is presented in Section 5.5.

5.3. How the Information Was Extracted

The search was conducted to get the first list of studies that were needed for further
evaluation. The process of studies selections was used on all other works selected to confirm
if the studies obeyed the inclusion and exclusion standards. The information extracted
from the selected studies consisted of the following: techniques, methods, processes,
steps, strategies, or any other approach to enact security risks management in cloud-based
business process management. The information style used for this systematic survey
contains identification, methodology, results, issues, general views, and study deductions.
Regarding the study methodology, the way security risk management was used to combat
security issues in business processes deployed to the cloud was examined in these selected
studies. The next subsection summarizes the individual studies, which was based on the
information extracted from the information forms.

5.4. Analysis of the Extracted Studies

Goettelman et al., 2014, “Integrating security risk management into business process
management for the cloud”.

The authors presented work on incorporating risk management with business process
management in the cloud. Their main focus was on the integration of risk assessment,
which is a procedure supported by business process management. As one of the actors in
the cloud, Cloud broker was centered on in the risk assessment to furnish them with the
right processes and tools that helped them perform their duties better.

Vijayakumar and Arun, 2017, “Analysis and selection of risk assessment frameworks
for cloud-based enterprise applications”.

The authors proposed an appropriate risk assessment method for cloud-based en-
terprises (finance, medical, business). Two main risk assessment frameworks, Common
Weakness Risk Analysis Framework (CWRAF) and Common Weakness Scoring System
(CWSS), were analyzed against three business domains. They discovered that CWRAF
and CVSS were not detailed enough to handle the integrated software development life
cycle. This study helped them obtain the right approach and framework that is best for
risk assessment in these domains.

Goettelman et al., 2013, “A general approach for a trusted deployment of a business
process in clouds”.

The authors presented an approach that used modeling methods and cloud selection
for secure deployment of a risk-aware business process in a security-prone cloud. They
emphasized three main steps for cloud deployment. These steps included the definition of
the requirements, the remodeling of the business process, and the selection of cloud. The
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research focus was on the categorization of good procedures, which was later used in the
implementation of the business process.

Kateeb and Almadallah, 2014, “Risk management framework in cloud computing
security in business and organization”.

The authors presented a study on security risks and issues related to the usage of
cloud computing in businesses and organizations. A risk management framework was
implemented using the NIST recommended format for security risks from the provider’s
side. The aim of this framework was to boost trust between cloud users and cloud providers
and generally increase the usage of cloud computing.

Ali et al., 2017 “Cloud-based business services innovation: a risk management model”.

The authors carried out a literature review on cloud-based business innovation, which
was used to discover the major risks challenging the delivery of Software-as-a-Service
(SaaS) to the user and to use innovation in implementing and achieving a notion to solve a
particular problem and achieve a result for the organization and the customers. Emphasis
was placed on the risks of services, technology, and processes. This category of risks was
conceptualized in four areas: stakeholder commitment, technology growth, innovation
planning, and innovation control. Finally, this review and the risk strategy model gave
insight and tools for risk management in this area.

Vasiljeva et al., 2017, “Cloud computing: business perspectives, benefits and chal-
lenges (case of Latvia)”.

The authors presented a study to determine the use of cloud computing adoption in
boosting the business performance of Latvian small and medium enterprises in different
industries. Their main focus was centered on the key elements that encouraged and sup-
ported the adoption of cloud computing services in Latvian small and medium enterprises
(SMEs) and the future effect of this technology. In this study, the following questions were
answered: to what extent are cloud computing services known to Latvian SMEs and how
do they use cloud computing services? What is the effect of the usage of cloud computing
on business performance? What is the ability and future perception of cloud computing
services in Latvian SMEs in a different establishment? Responses to these questions were
provided through a detailed theoretical and descriptive mixed-method literature survey.
The outcome of this work provided insight and recommendations for SMEs, ICT merchants,
service providers, students, and researchers.

Damasceno et al., 2011, “Modeling and executing business processes with annotated
security requirements in the cloud”.

The authors gave an insightful study on the development of cloud-based model-
driven development and implementation area known as the SSC4 cloud, which allows
many stakeholders to combine efforts to model business processes with the high-level
specification of security requirements about the business process execution environment.
This combined effort allowed different industries to reveal and share their business and
security skills, which performed the same business tasks inside and outside the company.

Goettelman et al., 2014, “A security risk assessment model for business process de-
ployment in the cloud”.

The authors suggested a method for assessing the security risks of the business process
prior to its multi-cloud deployment. This method was built on two major aspects: business
process security needs and cloud provider’s guideline compliance. The existing risk
assessment procedure was used in their approach, which automatically produced safe and
economic applications over many clouds.

Kozlov and Noga, 2018, “Risk management for information security of corporate
information systems using cloud technology”.

The author presented the risk management method using fuzzy logic and the fuzzy
set technique. Their main focus was on the proposition to tackle the difficulty of threats
with the attack tree technique. The concept of using fuzzy logic and fuzzy set theory
permits the incorporation of the uncertainties present in the information system. They
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concluded that this proposal could be used by distributed small and medium enterprises
with a distributed branch network.

Goettelman et al., 2015, “Paving the way towards semi-automatic design-time business
process model obfuscation”.

The authors proposed a semiautomatic method of hiding a business process through
a business process logic analysis that efficiently breaks this process into multiple fractions.
These fractions were deployed to the different clouds to conceal important information
regarding business technicality. An algorithm was formulated to support automation of
the change in the business process model.

Hutchings et al., 2013, “Cloud computing for small business: criminal and security
threats and prevention measures”.

The authors present the characteristic of cloud computing threats for small businesses,
its identification was reexamined, and the preventive and mitigation methods for the small
business user were implemented. Moreover, ways to reduce or nullify the identified risks
were provided for small business users and cloud service providers.

Jakoubi et al., 2010, “Risk-aware business process management: establishing the link
between business and security”.

The authors suggested a reference model that provided the incorporation of risks
in business process simulation with graphical illustrations. The specific objective of this
study was to incorporate the modeled business process with risks, including its detection,
mitigation process, and recovery method of information to positively impact the business
process. In addition, they stressed the importance of evaluating business process security
using simulation and modeling.

Belov et al., 2018, “On the issue of information security risks assessment of business
processes”.

The authors implemented an approach for evaluating information security risks in
business process notation and analysis. They presented a new risk evaluation method
that dealt with the importance of the business process, the diverse importance of assets
in the business process, and the effect of threats in a particular period with respect to the
business process. More importantly, a software application was implemented to calculate
the parameters represented by standard notation based on business process modeling.

Civica et al., 2014, “Cloud-based business process orchestration”.

They designed and implemented a model that orchestrates the infrastructure that
increases capacity by adding or subtracting nodes founded on business cycles, periodic, or
sessional requests at a reduced price. This model explored the merits of the cloud monitor-
ing technique to make it more effective. They developed a software device that gathers
monitoring data on the type of device used and the specific location where the request
was made. The device connected to other systems is equally responsible for collecting
information about various sales, demands, and conversion rates. Having implemented
this tool, business process orchestration was used for resource utilization through nodes
addition and removal as the need arise. They concluded that the implemented model led
to a cost reduction for enterprise IT resource control.

Youssef, 2019, “A framework for cloud security risk management based on business
objectives of organizations”.

The author proposed a new framework for cloud security risk management for or-
ganizations and cloud service providers (CSP). The author used the Delphi process to
merge low-level management decisions with high-level business goals. This framework
assisted both cloud consumers and cloud providers in identifying, evaluating, and militat-
ing against security risks in cloud computing platforms. A quantitative risk assessment
methodology was made available to the consumer side to assess cloud security prior to the
adoption of cloud services, while cloud service providers were able to provide an effective
service to consumers. The resultant effect on the CSP side led to high profitability through
proper cloud risks management.
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Rupra and Omano, 2020, “A cloud computing security assessment framework for
small and medium enterprise”.

The authors presented an assessment framework for the enhancement of security for
cloud-based SMEs. The objective of their research was to promote a unified language that
compares the development of a SME’s system risks. The framework was based on the
objective question measurement method. The output of the framework was a security
index with detailed security level achievement. This served as the first line of defense
against cloud security risks for SMEs.

Ali et al., 2020, “Assessing information security risk in the cloud: a case study of
Australian local government authorities”.

The authors used a case study approach to investigate requirements related to the
cloud-based model within local government settings. Here, a mixed sequential research
methodology was used. The authors reviewed the ISO 27002 standard and discovered
three security risk factors that represented greater challenges for government operations in
the cloud. These include operational security, individual awareness, and compliance issues.
After a series of interviews with domain experts and personnel from governmental organi-
zations, they presented a cloud computing security requirement assessment model, which
comprises four parts: data security, risk assessment, legal and compliance requirements,
and business and technical requirements. This model served as a standard for government
organizations to demand cloud security requirements before deploying their processes to
the cloud.

5.5. Taxonomy of Cloud Security Risks That May Affect Cloud-Based Business Processes

Security risk is one of the main causes of technical risk recognized by consumers.
This type of risk affects the security requirements of users during or after accessing cloud
services [89]. Therefore, the main challenge of cloud service adoption is security. To this
end, there is a need to categorize cloud computing security risks that could hinder the
effectiveness of the business process deployed in the cloud. This categorization is what is
referred to as the taxonomy of cloud security risks. The taxonomy of cloud security risks is
discussed under six categories. These are data security, logical access, network security,
physical security, compliance, and virtualization, as shown in Figure 2 [90].

Cloud Security Risks
Data Security Logical Access Network Security Physical Access Compliance Virtualization
Weak Mobile Placement of
Authentication e . Tool Risk large volume of
Procedure data in the
cloud
Administrator __| | Hacking and
Access Risk Intrusion Risk
Data Data Data and Integrity of Encryption
Privacy Control Service Data Of Data
Availability

Figure 2. Taxonomy of cloud security risks that may affect cloud-based business processes.
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5.5.1. Data Security

Data security risks are the main obstacle to cloud computing. Many businesses are
yet to deploy their critical data and applications to the cloud due to data leakage which
may result in confidential and privacy risks, uncontrolled access over hosted data and
applications, cloud services and data availability concerns, data integrity impairment risk,
and lack of effective protection of data in transit.

Data privacy—infrastructures are shared among many consumers, the location of data
is not disclosed to consumers as data can be stored at multiple locations in the cloud. In
addition, data are located externally from consumers’ confined environment, resulting in
data leakage, which gives rise to privacy risks due to unauthorized access.

Data control—the cloud provider manages the data deployed in the cloud and is
therefore outside the control of the organization [91-94]. Since cloud facilities are shared
among multiple consumers, a violation of the law by an organization could result in the
seizure of all data managed by cloud providers [95].

Data and services availability—related to data recovery during a disaster to ensure
smooth transmission of cloud-based services. Once the confidentiality of the data is altered,
the backup and restore process might seem difficult. In addition, dependence on the
Internet as a means of data transfer might present a risk of availability due to the reduction
of the speed of the connectivity bandwidth [96,97].

Data integrity—Accessing data by multiple consumers and modifying data by cloud
providers from remote locations may threaten data integrity [95,96,98,99].

Encryption of data—Lack of proper encryption and data key management could result
in a serious risk, as the cloud environment is shared among many consumers and cloud
providers that can easily access data via the public network.

5.5.2. Logical Access/Secrecy Issues

The logical or secrecy issue has to do with the risks associated with unauthorized
access, such as accessing vital business data. This type of risk tends to multiply as data
are accessed from an external server. Moreover, data access through the Internet leads to
more exposure which invariably resulted in higher risks. These types of access are further
discussed as follows:

Administrator access risk—Due to the management interface (on-demand self-service)
required by cloud computing for its services, cloud administrators can easily access and
modify the data via the Internet.

Weak authentication procedure—Lack of a robust authentication procedure can lead
to unauthorized access to sensitive data and applications that many consumers can access
at any location due to multiple tenancies of cloud environment [93,100].

5.5.3. Network Security

This has to do with malicious consumers gaining access to sensitive data through the
remote system and web tools. Infected applications can be launched, which can negatively
affect cloud consumers and cloud computing services. These security risks include the
following.

Hacking and intrusion risk—Hackers gaining access to data and applications through
the remote system and web application by launching infected applications, which will
affect cloud consumers and their services.

Risk of mobile tools—The privilege of allowing cloud consumers to access data
through their mobile device is a new trending risk in the cloud environment that results in
security threats in this domain.

5.5.4. Physical Access

The emergence of cloud computing with its significant benefits has made many orga-
nizations deploy all their sensitive data to the cloud without considering its consequences.
The placement of a large volume of data in the cloud exposes such organizations to great
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risk from the malicious consumer, because hackers can access business data in any virtual
location compared to the secure physical location [92,95].

5.5.5. Compliance

The usage of cloud services has to do with the remote external location of business
data and applications that are not covered by policies and regulatory bodies that monitor
data stored in the physical environment. Attackers can use this medium to gain unlawful
access to business data leading to security risks.

5.5.6. Virtualization

Virtual resources cannot be separated from cloud computing because this is the
framework on which the operation is based. Since virtual resources are conjoined with
cloud facilities, intrusion risks become paramount as one of the significant security risks in
the cloud environment.

5.6. Mapping of Cloud-Based Security Risk Taxonomy

Cloud security risks have been discussed, and from the discussions, there is a mapping
or relationship between the threats leading to these risks, as depicted in Table 4. Looking
at cloud security risks, there is a common threat to all the categories discussed: data
leakage. In data security, sharing of cloud facilities allows business data to be stored in
multiple clouds without the customer’s knowledge. This act permits any user to access
any data, leading to data leakage, causing privacy and confidentiality risk. Furthermore,
unauthorized access to sensitive data via the Internet due to the on-demand self-service
interface and the weak authentication procedure in the cloud environment may contribute
to the threat of data leakage under the category of logical access security risk. Hackers
can gain unlawful access to business data through malware [101], botnet attacks [102],
and through intrusion into public networks [103] or by phishing [104], resulting in data
leakage. Additionally, authorized cloud users can access data and cloud services through
their mobile tool without passing through their organization network. Bypassing the
organization’s network may result in data leakage from malicious insiders. In brief, cloud
security relies on data protection from cloud malicious consumers or users to guide against
privacy and confidential risks that might come up due to data leakages.

Table 4. Mapping of cloud security risk.

Cloud Security Risk Threat

Data security
Data privacy
Data control
Data and services availability
Integrity of data
Encryption of data
Logical access/secrecy issue
Administrator access risk
Weak authentication procedure
Network security
Hacking and intrusion risk

Sharing of cloud facilities, unknown data location, no direct control by
cloud consumers, internet-dependent for data transfer, network
integrity, unauthorized access

Unauthorized access, cloud management interface issue, multi-factor
authentication issue, weak passwords

Unauthorized access via the remote system, injection of malicious
applications, mobile device threat

Mobile tool risk
Physical access Deployment of vital business data on the cloud, unauthorized access via
Placement of large volume of data in the cloud environment the remote system, data modification by cloud administrator
. Incompliance with standard regulatory bodies and policies given
Compliance :
attackers avenues for unauthorized access
Virtualization Mapping of physical resources to virtual resources

5.7. Literature Evaluation Framework

In this survey, the framework evaluation model is greatly influenced by the design
science research paradigm [105]. The reason has to do with the kind of research carried out
in the risk management domain, business process, and cloud computing that was seen as
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a form of design science research. Design science simply means creating and evaluating
IT artifacts to solve some specified organizational problems [105]. Here, we look at how
security issues in business processes deployed to the cloud can be solved by incorporating
security risk management with the business process. The scientific world is taking care of
this problem by presenting different IT artifacts, such as constructs, models, methods, and
instantiations [106]. This literature evaluation was carried out using two criteria: the BPM
lifecycle and the extent to which the risk management field informs cloud-based business
process security approaches. It should be noted that the evaluation of the selected articles
was carried out using the stated evaluation framework criteria.

5.7.1. Business Process Lifecycle Evaluation

The main goal of this survey is to secure cloud-based business processes through risk
management. The focus is on the assessment of the phases of the BPM life cycle to which a
specific research artifact is applied. At this junction, the four phases of the BPM lifecycle
explained in Section 2 were considered in the assessment framework. The four phases
include the identification phase, the modeling phase, the implementation phase, and the
monitoring phase. These phases were described by Goettelman [107]. The following
“grades” were assigned to each criterion in the evaluation framework: maximum support
(A), partial support (B), or no support (F).

For complete support criterion (A), this means that the security risk management
process is used at each phase of the BPM to proactively treat security issues that may arise
in any of the four phases of the business process deployed to the cloud.

For the partial support criterion (B), it shows that risk management is applied in one
or two of the BPM phases to proactively treat security issues that may arise in any of the
four phases of the business process deployed to the cloud.

For no support criterion (F), this means that the security risk management process is
not applied in any of the BPM phases to proactively treat security issues in the business
process deployed to the cloud.

For clarification purposes, the following questions serve as a guide in extracting
information about the usage of SRM in each of the four phases of BPLC.

e Identification phase: Does the approach propose any means of risk identification in
business process models and principles/guidelines that can reduce business process
security risks?

e  Modeling phase: Does the approach give risk assessment technique(s) to assess
business process security risks during the modeling phase?

e Implementation phase: Is there any suggestion by the approach regarding technique(s)
to assess business process security risks at the implementation phase?

e  Monitoring phase: Is there any suggestion by the approach regarding techniques to
assess security risks in the business process (during the monitoring phase) on the logs
documentation from implementing the process?

5.7.2. Influence of Risk Management Domain on Cloud-Based Business Process Security

The second assessment criteria considered in this survey is the influence of risk
management domain on cloud-based BP security, and this expressed how much the risk
analysis techniques and security risk standards in the risk management field affect the
approach of the business process under evaluation. Here, three evaluation indicators
were considered: (i) risk analysis technique, (ii) security risk standard, and (iii) domain
applicability.

Security Risk Analysis Technique

These evaluation criteria try to proffer an answer to whether or not any of the security
risk analysis models such as NIST guideline, Octave, tool of The European Union Agency
for Cybersecurity (ENISA), CVSS, risk watch for quantitative terms, etc. is applied in
the implementation process of cloud-based business process. Three “grades” have been
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assigned in the usage of security risk standard evaluation. The grades are maximum
support (A), partial support (B), or no support (F).

For maximum support criteria (A), this question serves as guide in getting the infor-
mation on the usage of existing security risk analysis method.

e Is there anywhere any of the existing risk analysis techniques are applied in the
approach?

For partial support criteria (B), this question also serves as a guide:
e s there any way any of the existing security risk analysis techniques are adapted for use?
For no support criteria (F), this question also serves as a guide:

e  Does the proposed approach use any existing security risk analysis method or not?

Usage of Security Risk Standard

One of the key facts about research in the security risk management domain is the
need to obey different risk-related regulations/standards. These evaluation criteria find
out whether or not any of the security risk standards such as ISO 31000, ISO 27005, generic
security risk standard, etc. is applied in the implementation process of cloud-based busi-
ness process. Three “grades” have been assigned in the usage of security risk standard
evaluation. The grades are maximum support (A), partial support (B), or no support (F).

For maximum support criteria (A), the idea is to know whether there is usage of any
security risk standard(s).

For partial support criteria (B), this indicator seeks to discover if the approach is
partially used or whether the standard is adapted in cloud-based business process.

For no support criteria (F), the notion is to discover if there is no fact supporting the
usage of security risk standards in the research work involving cloud-based BPs or the
approach uses one or more standards without full explanation on its integration.

Domain Applicability

This evaluation criteria try to find out which field(s) has the implemented approach
applied. Examples of applicable fields include finance, procurement or shipping, industry,
government agencies, banks, school, military, etc. Here, there are no evaluation criteria
assigned, the applicable is stated for clarification.

6. Trends and Critical Analysis

Many new techniques, processes, and methodologies try to facilitate cloud security
by integrating security risk management to have a better-secured cloud. However, only a
few studies incorporated security risk management into one of the phases of the business
process that is deployed to the cloud. Table 5 summarizes the number of studies per
approach used. Table 6 shows the main contributions of each selected approach to security
risk management in the deployment of business processes to the cloud.

Table 5. Summary of the quantity of studies per approach used.

Approach Type Number of Studies
Framework 6
Technique (Model) 6
Methodology 4
Process 1
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Table 6. Evaluation—integrating security risk in the BP life cycle phase.

Authors Identification Modeling Implementation Monitoring
Goettelman et al., 2014 [107] F F A F
Vijayakumar and Arun, 2017 [108] F F F F
Goettelman et al., 2013 [10] F F F F
Kateeb and Almadallah, 2014 [109] F F F F
Ali et al., 2017 [110] F F F F
Vasiljeva et al., 2017 [108] F F F F
Damasceno et al., 2011 [111] F F F F
Goettelman et al., 2014 [112] F F A F
Kozlov and Noga, 2018 [113] F F F F
Goettelman et al., 2015 [114] F F F F
Hutchings et al., 2013 [115] F F F F
Jakoubi et al., 2010 [116] F F A A
Belov et al., 2018 [117] F F F F
Ciovica et al., 2014 [118] F F F F
Youssef, 2019 [119] F F F F
Rupra and Omamo, 2020 [120] F F F F
Ali et al., 2020 [121] F F F F

However, at the end of the evaluation process, the conclusion is that each of the
selected approaches exposes more vital areas to manage security issues in the cloud-
based business process. These characteristics served as the basis for new methodolo-
gies/processes/frameworks/techniques or extensions to existing ones.

6.1. Business Process Life Cycle Evaluation Result

The business project life cycle model adopted for this study comprises four phases
and these includes the identification phase, modeling phase, implementation phase, and
monitoring phase. As seen in Table 6, each selected paper was compared with each phase
of the business process to know whether the work incorporates security risk management
in any of the BP life cycle phases. The grading was done according to the description in
Section 5.7.1 of this study.

The evaluation result shown in Table 6 is explained as follows. The work carried out
by Goettelman [107,112] incorporated security risk management in the implementation
phase of the business process life cycle. A detailed SRM processes (risk identification,
assessment, monitoring, and communication) were effected at the implementation phase
of the BPLC. Meanwhile, SRM processes were not considered at the other three phases of
the BPLC. Similarly, the work done by Jakoubi [116] integrates security risk management
at both the implementation phase and monitoring phase of the BPLC. The SRM processes
were fully considered only; the running time analysis of BP security risk management was
not implemented.

For the work carried out by Vijayakumar and Arun [114], there were no findings
where the authors implemented SRM processes in any of the four phases of the BPLC.
Their work focused on the analyses of two security risk assessment frameworks for cloud-
based enterprise in order to know the preferred model. Furthermore, the work carried
out by Goettelman [10] did not incorporate SRM into any of the four phases of the BP.
Their work emphasized cloud selection for a secure deployment of cloud-based risk-aware
BPs. In addition, Kateeb and Almadallah’s [109] work was a theoretical risk management
framework that uses NIST standard which catered for security risks on the provider’s side
and therefore, SRM processes were not supported at any of the four phases of BPLC.

Ali’s [110] work had no support for SRM processes in the four phases of BPLC, rather
they focused on the conceptualization of risk category for solving problems for individual
cloud users and cooperate organization. In addition, Vasiljeva [108] did not support SRM
processes at any of the phases of BPLC. The aim of their study was the determination of
the usage of cloud computing adoption in boosting business performance of Latvian small
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and medium enterprises. The research approach was empirical and did not involve the
implementation SRM processes.

In the work done by Damasceno [111], the integration of SRM processes into the
BPLC was not supported because the research work was basically on annotated security
requirement for cloud business processes. Kozlov and Noga’s [113] work has no support
for the integration of SRM for BPLC mainly because the study focused on the usage of fuzzy
logic and the fuzzy set technique for SMEs using cloud technology. Goettelman’s [114]
work was centered on the design-time business process model obfuscation. Therefore,
the integration of SRM into the business process life cycle was not supported at any of
the four phases.

Hutchings’ [115] work has no support for the integration of cloud-based SRM in the
business process life cycle. This study provided a theoretical identification and mitigation
processes for cloud based SRM threats that have nothing to do with the BPLC. The approach
presented by Belov [117] was on the evaluation of cloud-based security risks in business
process notation and analysis and has no support for the incorporation of SRM with BPLC.
Therefore, each phase of BPLC was graded “F”.

Ciovica [118] worked on cloud-based business process infrastructure orchestration and
has nothing in common with the integration of SRM with BPLC. Based on this sub-mission,
this work has no support for the identification phase, modeling phase, implementation
phase, and the monitoring phase of BPLC.

The works carried out by Youssef [119] and Rupra and Omamo [120] proposed cloud-
based security assessment frameworks; the authors used Delphi quantitative assessment
model and the objective question measurement method respectively. Their work did not
follow BPLC and therefore, it has no support for the integration of SRM with BPLC. The
four phases of the BPLC were graded “F”. Lastly, Ali [121] did not support cloud-based
SRM with BPLC because the author dealt with the investigation of the mode of assessing
cloud-based security risks in the governmental processes.

In summary, most of the evaluated works that deal with risk assessment do not in-
corporate it into the business process; only 17% did. Being a new area to explore, there
is a research gap in modeling security risk management into two or more phases of the
business process life cycle to properly secure the important data of the business process.

6.2. Influence of Risk Management Domain Evaluation Result

According to the evaluation criteria, three key indicators were established to support
our findings. They are domain applicability, usage of existing risk management tech-
niques, and integration of risk standards. The details of these criteria were provided in
Section 5.7.2.

6.2.1. Domain Applicability Evaluation Result

The domain application of these works shows that the approaches were test-run
in real time, thereby making the work reusable; otherwise, there is a need to subject
such approaches to further analysis. The evaluation result of the domain applicability is
presented in Table 7.

It can be seen from Table 6 that the works done by Goettelman [10,107,112,114] were
applied in the production industry, shipping, insurance company, and the finance and
banking sector, respectively. The implication of the domain application of these works is
an affirmation that it can be reused.

Vijajakumar and Arun [108] had its domain applicability in three different fields,
namely, medical, finance, and accounting. Furthermore, authors recommended that the
proposed system can be applied in any field with a little enhancement.
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Table 7. Domain applicability evaluation results.

Author Domain Applicable
Goettelman et al., 2014 [107] Production company
Vijayakumar and Arun, 2017 [108] Medical, Finance, Accounting
Goettelman et al., 2013 [10] Shipping
Kateeb and Almadallah, 2014 SME
Ali et al., 2017 [110] -
Vasiljeva et al., 2017 [108] SME

Damasceno et al., 2011 [111] -
Goettelman et al., 2014 [112] -
Kozlov and Noga, 2018 [113] -
Goettelman et al., 2015 [114] Finance/Banking
Hutchings et al., 2013 [115] -
Jakoubi et al., 2010 [116] -
Belov et al., 2018 [117] -
Ciovica et al., 2014 [118] -
Youssef, 2019 [119] -
Rupra and Omamo, 2020 [120] SME
Ali et al., 2020 [121] Local government

The works by authors Kateeb and Almadallah [109], Vasiljeva [108], and Rupra and
Omamo [120] also find their application in the small and medium enterprises (SMEs).

The works by Ali [110], Damasceno [111], Kozlov and Noga [113], Hutchings [115],
Jakoubi [116], Belov [117], Ciovica [118], and Youssef [119] were not tested real-time.
Therefore, these works need subjection to further analysis; they were not applied to any
domain. By calculation, 53% of the evaluated works were tested in real time and therefore,
the works were validated. It is necessary to ensure business compliance [122] that the
system developed is tested in real time for validation purposes.

6.2.2. Evaluation Result for Usage of Existing Risk Management Techniques

The evaluation result for the usage of existing security risk analysis techniques is
shown in Table 8.

Table 8. Existing risk analysis evaluation result.

Maximum Support
(A)

Goettelman et al., 2014 [107] A - -
Vijayakumar and Arun, 2017 [108] - B -
Goettelman et al., 2013 [10] A - -
Kateeb and Almadallah, 2014 [109] A -
Ali et al., 2017 [110] - -
Vasiljeva et al., 2017 [108] - -
Damasceno et al., 2011 [111] -
Goettelman et al., 2014 [112] A -
Kozlov and Noga, 2018 [113] A
Goettelman et al., 2015 [114] - -
Hutchings et al., 2013 [115] - -
Jakoubi et al., 2010 [116] - -
Belov et al., 2018 [117] - B -
Ciovica et al., 2014 [118] - -
Youssef, 2019 [119] A - -
Rupra and Omamo, 2020 [120] - B -
Ali et al., 2020 [121] - - -

Author Partial Support (B) No Support (F)

> Be o Mo o B R e o e = Bl o I

ss|

Goettelman [107] used Cloud Security Alliance (CSA) control framework as the basis
of their risk assessment work. Therefore, the approach proposed by this author was in full
support of the evaluation criteria and it was graded “A”. Vijayakumar and Arun’s [108]
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work was based on the comparison between the Common Vulnerability Scoring System
(CVSS) and the Common Weakness Risk Assessment Framework (CWRAF) for risk analysis.
This work is in partial support of the usage of existing risk analysis criteria. The works
carried out by Goettelman [10,107,112,114] used the European Network of Information
Security Agencies (ENISA) framework as the basis of their risk assessment model and
therefore, the usage of existing risk analysis criteria was fully supported.

Kateeb and Almadallah [109] used the generic risk assessment framework as the
model the risk analysis in their proposed study. The work fully supported the usage of
existing risk analysis criteria. In the study presented by Koslov and Noga [113], the generic
information security risk assessment model based on fuzzy principle was used as the main
risk assessment method for their work. The work was in support of the evaluation criteria.
Belov [117] used critical factor of the success (SCF) in getting the valuable assets for risk
analysis and therefore, their work is in partial support of the evaluation criteria.

Youssef’s [119] work was in full support of the usage of existing risk analysis method
as the bases of its assessment. Delphi quantitative risk assessment procedure was imple-
mented in this study. Rupra and Omamo [120] reviewed many existing risk assessment
methods, such as CSF, ENISA, CVSS, etc., before their risk analysis model was proposed.
This study is in partial support of the evaluation criteria.

Other works by Vasiljeva [108], Damasceno [111], Hutchings [115], Jakoubi [116],
Ciovica [118], and Ali [121] have no support for the usage of existing risk assessment
methods. Nine authors out of seventeen (52.9%) carried out their research work using
the existing risk analysis technique. It is paramount to note that the use of existing risk
management techniques paves the way for better results and new development. Therefore,
there is a need to establish information system projects on existing technology to cover
every necessary research aspect.

6.2.3. Evaluation Result for the Integration of Security Risk Standards

The third criterion in this aspect is the integration of security risk standards. In IS, it is
difficult to obtain certification in security standards (for instance, IS built for the Defense
Ministry or NATO). A suitable initiative is the one that perfectly fulfills the stated condition
“risk standard integration” and equally looks at the required security risk standard. When
considering the security risk in all phases of the business process, the most preferred
suggestions would be those that meet the criterion. The analysis of this result is seen in
Table 8 and the discussion is as follows.

Goettelman [107] used ISO/27017 security risk standard in their study. Therefore, the
approach proposed by these authors is in full support of the evaluation criteria and it is
graded “A”.

Vijayakumar and Arun [108] briefly mentioned the use of security risk standard in
their work. This work is in partial support of security standard usage. Kozlov and Noga’s
2018 work has a grade of “B” because of the partial integration of ISO/IEC 27002 security
risk standard.

Ali [121] equally used ISO 27002 security risk standard in their study. Here, this
security risk standard was maximized and therefore, the proposed study is in full support
of the usage of security standard.

The works of Goettelman [10], Kateeb and Almadallah [109], Ali [110], Vasiljeva [108],
Damasceno [111], Goettelman [112], Goettelman [114], Hutchings [115], Jakoubi [116],
Belov [117], Ciovica [118], and Youssef [119] did not use security risk standards. Therefore,
approaches proposed by these authors are no support of the usage of security risk standard.

As Table 9 shows, the conclusion drawn at the end of the evaluation process indi-
cated that though many security risk standards (examples include ISO/IEC 15408:2009,
ISO/IEC 27001:2013, etc.) have been implemented and helped in the process of secured
business process development, it was tedious to implement a methodology/process that
incorporated all the stated conditions and the security restrictions. Consequently, many
methodologies/processes do not integrate these standards in an easily understandable
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and methodical way. Five authors constituted 29.4% integrated security risk standards in
their work. This survey suggests that new initiatives should be implemented to integrate
security risk standards into the business process life cycle, that is, new suggestions that
will systematically uphold the fulfillment of risk standards and integrate new techniques
during the business development process.

Table 9. Integration of security risk standard evaluation result.

Author

Goettelman et al., 2014 [107]
Vijayakumar and Arun, 2017 [108]
Goettelman et al., 2013 [10]
Kateeb and Almadallah, 2014 [109]
Ali et al., 2017 [110]
Vasiljeva et al., 2017 [108]
Damasceno et al., 2011 [111]
Goettelman et al., 2014 [112]
Kozlov and Noga, 2018 [113]
Goettelman et al., 2015 [114]
Hutchings et al., 2013 [115]
Jakoubi et al., 2010 [116]
Belov et al., 2018 [117]
Ciovica et al., 2014 [118]
Youssef, 2019 [119]

Rupra and Omamo, 2020 [120]
Ali et al., 2020 [121]

Maximum Support (A) Partial Support (B) No Support (F)
A - -
- B -
F F F
F F F
F F F
F F F
F F F
F F F
- B -
F F F
F F F
F F F
F F F
F F F
F F F
F F F
A - -

6.3. Future Directions

The business process is dealt with mostly from a technical angle during the imple-
mentation phase. Although it is an essential aspect, security issues should be mitigated in
all phases of business process development because it is the basis for achieving a robust
system. Although great work has been done by [49], many areas of cloud-based security
management of business processes based on the cloud need to be improved. From the liter-
ature survey conducted, some of the areas that need improvement are listed. Security risk
management must be properly integrated in each phase of business process management
to provide a reliable and secure business process. The use of qualitative and quantitative
risk assessment methodologies that offer a balance evaluation procedure will be needed
to assess cloud offers for a secured business process. There is a need for a combination of
three or more existing risk analysis techniques to produce stronger and more formidable
secure systems. Although there is no perfect secure system, the need to integrate current
security risk standards into business process management should be considered.

7. Summary and Conclusions

In this study, a comprehensive survey of cloud-based business process security risk
management was conducted. The detailed process of the selected literature used was pro-
vided and the theoretical background in which this evaluation framework was developed
is also given.

After a systematic evaluation of each initiative using the stated evaluation framework,
the following conclusions were arrived at:

e  For the business process lifecycle evaluation, the result shows that most of the evaluated
works that dealt with risk assessment do not incorporate it into the business process
lifecycle; only 17.6% did so, which constitutes 3 studies out of 17 evaluated works.

e  For domain applicability evaluation result, 53% of the evaluated works were tested in
real time and therefore the works were validated and reused.
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e  The evaluation result for the usage of existing security risk analysis techniques shows
that 9 authors out of 17 (52.9%) carried out their research work using the existing risk
analysis technique.

e  The evaluation result for the integration of security risk standards indicates that it was
tedious to implement a methodology/process that incorporated all the stated condi-
tions and the security restrictions. Consequently, many methodologies/processes do
not integrate these standards in an easily understandable and methodical way. Five
authors constituted 29.4% integrated security risk standards in their work.

Based on the outcome of this literature review, lapses were established in this study
area. In summary, the management of risks in business processes has been the main topic
of discourse in the research community in recent years [26]; however, very little work
has been done on cloud-based business process security risk management. Although
this research area is still under exploration, there are challenges facing systems that need
further investigation, including security risk management in the modeling and monitoring
phases. Furthermore, the integration of existing security risk management techniques
into this area of research, which is partially or in most cases not supported, should be
appropriately investigated. The issue of not incorporating security risk standards in the
few studies evaluated in this review deserves serious attention. Most of these approaches
need to be validated in real-time to know their feasibility and effectiveness. Based on
these findings and results, security risk management, the use of emerging security risk
management techniques, and security risk standards should be integrated with the phases
of the business process to mitigate against security issues.

Limitation of the Study

The fields of business process management, cloud computing, and security risk man-
agement have been interesting fields when studied individually. The reason is that a lot of
research work has been carried out in these fields of study. Integrating these three domains
as one is good for a new research proposal, but the challenge is that of getting research
materials. Having searched through different academic forums using well-known learned
article web browsers, such as Google Scholar, Scopus, and Web of Science, we discovered
that limited journals are available for research purposes in this area.
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