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Abstract: Copyright protection is one of the most relevant challenges in the network society.
This paper focuses on digital fingerprinting, a technology that facilitates the tracing of the source of
an illegal redistribution, making it possible for the copyright holder to take legal action in case of
copyright violation. The paper reviews recent digital fingerprinting solutions that are available for two
particularly relevant scenarios: peer-to-peer distribution networks and broadcasting. After analyzing
those solutions, a discussion is carried out to highlight the properties and the limitations of those
techniques. Finally, some directions for further research on this topic are suggested.
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1. Introduction

Nowadays, digital technologies allow users to generate near-perfect quality identical copies of the
content at low costs. Therefore, the amount of the digital data that is illegally redistributed is growing,
making businesses lose income. Content creators and multimedia producers are concerned about the
consequences of illegal copying and redistribution on a massive scale. Consequently, the need for a
protection system that can provide copyright protection by prosecuting unauthorized copying has
arisen in recent years.

Copyright protection is a relevant topic both for policy makers and researchers in academia.
The purpose of this paper is to make known the digital fingerprinting technology to policy makers
and researchers in the fields of engineering and law, arising awareness of which kind of technologies
are available to fight piracy, and which are their properties and features in terms of both security and
privacy. With this paper, we expect that policy makers can take into account the possibilities of digital
fingerprinting when discussing about copyright regulations.

Traditionally, copyright protection of multimedia data has been accomplished by utilizing
encryption techniques to prevent unauthorized users from accessing digital media content. Encrypting
the entire multimedia content using standard encryption methods is referred to as the naïve approach.
Audio and video data are typically very large in size, which makes the naïve approach computationally
demanding. Nowadays, many new algorithms (e.g., public-key algorithms based on chaotic maps)
for image [1,2], audio [3], speech [4] and video [5] encryption have been proposed to avoid the naïve
approach and gain better efficiency. Although multimedia encryption is typically used in Digital
Rights Management (DRM) distribution of multimedia contents, this solution cannot prevent a user
from redistributing the data illegally once they have been received and decrypted.

Digital watermarking is recognized as a promising technique developed to address the problems
of copyright protection, content authentication, tamper detection, and others. Watermarking schemes
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work by embedding a merchant specific mark (watermark) imperceptibly into the content, which upon
extraction enables provable ownership. Digital watermarking systems can be measured based on
certain properties that depend on the application. Each of these following properties must be taken
into consideration when applying a certain watermarking technique [6]:

• Imperceptibility: It is defined as the perceptual similarity between the original and the
watermarked versions of the digital content. The embedded watermark must be transparent and
must not introduce distortion, which can cause quality degradation.

• Robustness: It is defined as the ability to detect the watermark after common signal processing
operations (e.g., cropping, compression, scaling, additive noise, filtering, etc.) A watermark must
be robust enough to withstand all kinds of signal processing operations (at least below some
distortion threshold).

• Capacity: It is defined as the number of bits a watermark encodes within a unit of time (or space
in the case of still images). Capacity is usually given in bits per pixel for images and bits per
second for audio.

• Security: It refers to the ability to resist intentional or malicious attacks. A watermarking
algorithm must be secure in the sense that an attacker must not be able to detect/extract the
existence of embedded data, let alone remove the embedded data. Watermark information should
only be accessible to the authorized parties.

Digital watermarks can be sub-divided into various categories, i.e. they can be classified according
to the applications and techniques.

1. Watermarking applications: The following are a few applications of digital watermarking:

• Copyright protection: This is the most prominent application of digital watermarking. The aim
is to evade other parties from claiming the copyright by embedding the information such as a
logo that identifies the copyright owner of the multimedia data [7,8].

• Digital fingerprinting or transaction tracking: In fingerprinting applications, a unique
fingerprint (a type of a watermark that identifies the recipient of a multimedia content) is
embedded in each individual copy of the content. This application acts as a deterrent to illegal
redistribution by enabling the owner of the content to trace the source of the redistributed
copy [9,10].

• Content authentication: The goal of this application is to provide assurance that the origin of the
content is authentic, and its integrity can be proved. Effective authentication enables the owner
to reliably authenticate data and identify possible tampering of the content [11].

• Broadcast monitoring: This application is used to verify the programs broadcasted on TV or
radio. It provides cost effective means of monitoring advertisement airtime on TV and radio
broadcasts [12].

• Copy control: In copy control applications, the embedded watermark represents a certain copy
control or access control policy to prevent intentional or accidental unauthorized copying [13].

• Device control: In this application, watermarks are embedded to control access to a resource using
a verifying device, which is equipped with a suitable detector. Depending on the information
carried by the watermark, the verifying device can allow or prohibit certain operations on the
content [6].

• Legacy enhancement: These applications enhance the functionality of legacy systems while
maintaining compatibility with deployed devices.

2. Watermarking types: Digital watermarks can be divided into the following types on the basis of
robustness requirement:

• Robust watermarking: This type of technique enables the watermarked data to resist a variety
of malicious attacks and benign modifications [6]. This technique can be used in copyright
protection, fingerprinting, and copy control. However, this watermarking type cannot determine
whether the content is tampered or not.



Computers 2020, 9, 26 3 of 19

• Fragile watermarking: The watermark in this type is designed to be destroyed at any kind
of modification, to detect any illegal manipulation, even slight changes, involving incidental
and intentional attacks. It considers the digital content as an entirety and does not allow any
tampering. A special class of fragile watermarking, reversible watermarking (also called lossless
watermarking) [7,14] enables the recovery of the original (unwatermarked) content after the
watermarked content has been identified as authentic. This technique is mainly used in content
authentication and integrity verification.

• Semi-fragile watermarking: This type of technique provides robustness against incidental
modifications but is fragile against malicious attacks. It is used for content authentication.

Although digital watermarking is capable of determining the copyright of multimedia content, it
is incapable of tracing back the source of illegal redistribution. An application of digital watermarking,
fingerprinting (or transaction tracking), enables the merchant to trace the source of the redistributed
copy by embedding a user-specific identification code into a digital content (e.g., an audio or a video
file). The fingerprinting techniques of multimedia contents require the generation of a fingerprint,
the embedding operation (which involves at least two parties: the merchant and the buyer), and the
tracing protocol in case of detecting an illegal redistribution [6].

Instead of preventing multimedia contents from being copied or redistributed, digital
fingerprinting focuses on identifying traitors who are responsible for unlawful redistribution, making
it possible to undertake legal or technical actions against them. Several solutions have been proposed
for “traditional” fingerprinting applications in which a merchant engages in one-to-one protocols with
the buyers of the content.

Digital fingerprinting solutions are typically endowed with several of the following properties
or requirements:

1. Piracy tracing: The merchant (with or without the collaboration of other parties) is able to identify
the source(s) of an illegal redistribution.

2. Asymmetry: Only the buyer obtains the fingerprinted version of the content in such a way that
no other party can frame an innocent buyer in the case of illegal redistribution [15].

3. Anonymity: Transactions and users’ private data are kept anonymous. Under the General Data
Protection Regulation (GDPR) introduced by the European Union (EU), personal data of the
buyer must be processed in a manner that ensures appropriate security of his/her personal data,
including protection against unauthorized or unlawful processing [16]. However, in the case of
illegal redistribution, the buyer’s privacy can be revoked by the merchant [17].

4. Collusion resistance: The fingerprints are constructed (encoded) in such a way that the collusion
of several buyers to delete their fingerprints makes it possible to identify at least one of the
traitors [9].

5. Dispute resolution: An arbiter should be able to resolve disputes without requiring the buyer to
surrender his/her identity or private key.

6. Non-repudiation: A buyer accused of redistribution will not be able to claim that the copy was
created by the merchant or by a different user.

7. Unlinkability: Nobody will be able to determine whether different contents were purchased by
the same buyer.

Whereas the watermarking properties—such as transparency, capacity, and robustness—are
typically quantifiable and different measurements have been proposed for them [18], the fingerprinting
properties are typically binary (yes/no), with the exception of collusion resistance, for which the
maximum collusion size is typically specified. However, the maximum collusion size basically depends
on the underlying collusion-resistant code and the capacity of the watermarking system. Thus, a yes/no
attribute is usually enough to denote whether a specific fingerprinting scheme provides collusion
resistance or not.

Fingerprinting properties have been successfully obtained by different authors in the unicast
(one-to-one) distribution scenario. However, the unicast scenario has become less attractive with the
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latest developments. While the prices of “pay-per-use” platforms, such as Spotify [19] for music or
Netflix [20] for video contents, are low enough to reach a large number of customers, thus reducing the
effect of piracy, some multimedia contents are still expensive and this encourages piracy. Live sport
events broadcast by licensed platforms are a good example of copyright violation.

The unicast scenario is particularly unsuitable for many current applications. First, decentralized
distribution platforms based on peer-to-peer (P2P) protocols are widespread and allow an efficient and
scalable solution for the distribution of multimedia contents. If a new content company wants to enter
the media distribution market, they will possibly not have the resources (CPU capacity and bandwidth)
to deploy a unicast distribution system to compete with the giant corporations that cover the entire
market. This leads to a situation of less competition, which involves higher prices for customers.
Second, in broadcasting (or streaming), standard unicast solutions are difficult or impossible to apply,
for several reasons. Multiple embedding in such a way that a different version of a same content is
transmitted to each buyer is not scalable for broadcasting scenarios with millions of simultaneous
transmissions. A simple extension from the unicast scenario is not practical from the bandwidth and
computational resources point of view. Furthermore, it is not an easy task for a broadcaster to adjust
the system for dynamically changing group of users who are privileged to receive the content.

This paper focuses on the solutions available in these two decentralized distributions scenarios:
P2P distribution platforms, which are not easy to control, and broadcasting, which pushes the
limits of digital fingerprinting due to the highly demanding requirements. Both scenarios deviate
from the unicast solutions and share a few common features that make these two areas worth
investigating. Furthermore, the idea of decentralized tracing protocol is reviewed to consider a
distributed management system.

The rest of the paper is organized as follows. Section 2 introduces general terms and definitions
that are used in the fingerprinting literature. Section 3 provides a review of the existing fingerprinting
solutions of P2P distribution systems. Section 4 presents a survey of the most relevant fingerprinting
schemes for broadcasting systems. In addition, a few decentralized tracing protocols are reviewed in
Section 5. Then, Section 6 analyzes and discusses how the existing solutions for P2P and broadcasting
platforms can be combined in order to obtain more powerful schemes that can fit the demands that
are not covered yet, and provides some directions for further research. Finally, Section 7 presents the
conclusions of this work.

2. Background

Fingerprinting systems share some building blocks and architecture. The basic entities and
technologies that are typically found in fingerprinting systems are summarized in this section.

A list of entities that are usually involved in fingerprinting applications is provided below:

1. A merchant M is an entity that distributes the copyrighted content to the buyers, either directly
or using an auxiliary network of proxies or peers.

2. A buyer Bi is an entity that can either play the role of the data requester or the provider in the
case of P2P distribution.

3. A certification authority CA is a trusted party that is responsible of issuing certificates to the
participants in the fingerprinting protocol (merchant, buyers, peers, proxies, etc.)

4. A monitor MO is a trusted or semi-trusted party that can execute parts of the protocol in such a
way that the buyers are protected from a potentially malicious merchant.

5. A judge J (or authority) is a trusted party that resolves disputes between M and the buyers Bi,
with the cooperation of MO and CA if required.
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The underlying technologies that are typically used within fingerprinting protocols are
listed below:

1. Cryptography: To protect the contents during transmission, cryptographic algorithms are usually
applied. This includes symmetric cryptography (when the encrypting and decrypting keys are
identical) and asymmetric or public-key cryptography (when the encrypting and decrypting keys
differ). A particularly useful variant of public-key cryptography is homomorphic cryptography.
In this case, some operations (such as sums of products, but typically not both) can be carried out
over encrypted data in such a way that the result is equivalent to encrypt the result of the operation
computed with plaintext data. This makes it possible to make some computations without
decrypting the data and, thus, security is maintained until the final decryption is performed.

2. Collusion-resistant codes: Since buyers know that their copies of the content are slightly different,
a set of malicious buyers (colluders) may try to combine their copies in such a way that the
fingerprints are erased and, then, they can distribute the fabricated copy without fearing of being
traced. In case of multimedia content, it is reasonable to partition the content into small segments
and to embed fingerprint into the segments. If each bit of fingerprint information is inserted into
each segment of content, a coalition of users can find differently watermarked segments. Hence,
they can modify the embedded fingerprint only at those segments and can select either the ‘0’ or
the ‘1’ symbol for each bit of fingerprint. Such an attack—called collusion attack—is essentially
unavoidable in a fingerprinting system and the tolerance against the collusion attack is inevitable.
Collusion-resistant codes [21] have been designed in such a way that they can identify at least
one of the colluders in such scenario.

3. Embedding and retrieving (watermarking) algorithms: Two algorithms are required: one to
embed the fingerprint into the content and another one to extract a fingerprint from an illegally
redistributed content [6]. These two algorithms must fulfill some properties, such as robustness
against signal processing operations, transparency, capacity, and security (watermarking keys are
required for both embedding and retrieving the fingerprints).

4. Traitor tracing: This is an algorithm or a protocol that makes it possible to retrieve the
identification that can be linked to at least one buyer involved in illegal redistribution and/or
collusion when an unlawful copy of the content is retrieved.

5. Auxiliary cryptographic protocols: Well-known cryptographic building blocks, such as
zero-knowledge proofs, mix networks, or onion routing, are sometimes used to guarantee some
security and privacy properties of these protocols.

Finally, the most typical attack scenarios to consider in fingerprinting applications are the following:

1. Robustness against signal processing attacks: These include filters, recompression, resizing,
resampling, and other operations, either intended or unintended, which may affect or erase the
embedded fingerprint.

2. Collusion attacks: This is described above.
3. De-anonymization attacks: These are attacks intended to break the anonymity of a buyer

(this includes frameproof an innocent buyer, linking different purchases to the same buyer,
or associating a real identity with a given buyer).

4. Communication attacks: These include man-in-the-middle-attack (a malicious party may try
to eavesdrop messages exchanged by any two parties in a given protocol) or replay attack
(a malicious party may try to collect proofs from another user and reuse them later on as a false
authentication to another party).

Effective fingerprinting protocols must be endowed with mechanisms to overcome the
aforementioned types of attacks in order to be used in real-world scenarios.

From a different point of view, the efficiency of the transaction between a merchant and buyer
must be considered for a real-time distribution over the network. As the size of multimedia content



Computers 2020, 9, 26 6 of 19

is basically very large, an efficient compression tool is used before distribution. This means that
robustness against lossy compression is inevitable to embed/extract the fingerprint information.
Although complicated cryptographic protocols are required to assure a sufficiently high security level,
the computational cost must be reasonably small. In this sense, the reduction of the file size by using
lossy compression is one of the important operations for a real-time distribution. It is worth pointing
out that the computational costs at the encryption and decryption of public key cryptography is much
higher than those of symmetric key cryptography. Therefore, it is desirable to combine different
cryptographic techniques to realize a secure and low-cost transaction in a fingerprinting scheme.

3. Review of Digital Fingerprinting Schemes for Peer-to-Peer Systems

The P2P content distribution systems described in the following paragraphs are designed with an
intention to satisfy both copyright protection and users’ privacy. Hence, they belong to the category of
“anonymous fingerprinting”.

Domingo-Ferrer and Megías [22] proposed a P2P protocol for distributed multicast of
fingerprinted content combining cryptographic primitives and robust watermarking. The proposed
scheme takes a game-theoretic approach to ensure that peer buyers cooperate in P2P fashion in both
content distribution and fingerprint embedding. However, the system requires an expensive secure
multi-party computation protocol between peers for each transaction, which increases the computation
and communication demands for buyers. A similar idea was presented by Domingo-Ferrer [23], which
includes an expiration date of the contents to enforce digital oblivion.

A completely different approach was suggested by [24,25]. This solution is based on splitting
the content into two separate files, a heavy one (supplementary file), containing detail coefficients
only, and a very light one (base file) that contains the most relevant coefficients of the multimedia
content. The supplementary file, which is completely useless without the base one, is distributed in a
purely P2P fashion between peer buyers, whereas the base file is transmitted from vendor to buyer
using a standard unicast communication. To ensure the asymmetric property (which guarantees buyer
frameproofness), the base file is encrypted using homomorphic encryption (see Section 2) such that
only the buyer obtains the decrypted and fingerprinted copy of the content, after combining it with
the supplementary file. Homomorphic encryption is used only for a few low-frequency coefficients
of the multimedia content (audio, video, or image), which results in lesser data expansion compared
with other schemes. The drawbacks of the proposed system are the need of a unicast transmission
of the base file for each buyer and the additional overhead for buyers to decrypt the contents once
they are received. In addition, this system is conceived only for whole files and is not suitable for
streaming applications.

More recently, Qureshi et al. [26] took advantage of some of those ideas, but replaced
homomorphic encryption by fragmentation, symmetric encryption, permutation, and distribution
of the fragments through a set of proxy peers. The main contribution is to replace the
decryption-and-embedding operation that is carried out by the buyers in [24,25] by a pre-computation
of all possible fingerprints using a string of all ‘1’s and another one of all ‘0’s. For each transaction, a
set of proxy peers select the appropriate version of each coefficient (‘0’-embedded or ‘1’-embedded)
according to the specific bit required by a particular buyer. In addition, the sequence of bits and
coefficients are previously permuted using a secret key in such a way that only the buyer is able to
reverse the permutation and obtain the correct fingerprinted plaintext content. Although this version
of the protocol improves the efficiency of the system by preventing homomorphic encryption, it shares
most of the drawbacks mentioned above and cannot be used for streaming applications.

Recently, Qureshi and Megías [27] proposed a blockchain-based P2P content distribution system
based on the system proposed in [24,25]. The proposed system combines different cryptographic
protocols, e.g., collusion-resistant fingerprinting, homomorphic and symmetric encryption schemes,
perceptual hash functions, etc., and an Ethereum-based smart contract in a P2P environment
(InterPlanetary File System) to provide copyright protection, collusion resistance, atomic payment,
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piracy tracing, transparency, proof-of-delivery, revocable privacy (to a buyer), and dispute resolution.
Although the system satisfies the privacy and security properties of an anonymous fingerprinting
protocol in a P2P network, the computational and communicational costs are not investigated to prove
its feasibility. In addition, it shares most of the drawbacks of the systems proposed in [24–26].

The authors of [28,29] presented the novel concept of fingerprinting through a recombination
mechanism in a P2P-based distribution scenario. The remarkable advantage of this system is that
fingerprint embedding is required only for a few seed buyers, whereas the fingerprint of a non-seed
buyer is automatically generated as the recombination of fragments (segments) of the fingerprints of
several source buyers. Thus, distinct fingerprints are obtained thanks to combinatorial explosion. This
first proposal of the recombination approach requires an expensive graph search for traitor tracing.
In addition, to run the traitor-tracing protocol, the participation of trusted and committed proxies
are required in the distribution protocol in such a way that valid fingerprints are generated. The
fingerprints require a double-layer encoding, with two different collusion-resistant codes. A first layer
is required at segment level to ensure that each segment is a codeword of some given collusion-resistant
code. The second layer requires that a hash (constructed across the different segments of each
fingerprint) is also a codeword of some collusion-resistant code. To construct this hash-level fingerprint
codeword, the cooperation of the proxy peers is essential.

Megías [30] proposed an improved version of the recombined fingerprinting mechanism.
The improvements are related with a communication protocol that relaxes the need of trusted proxies,
since the content fragments are encrypted end-to-end and the intermediate proxies cannot access the
plaintext of the fragments. Furthermore, the traitor-tracing algorithm is simplified considerably and
the graph search required in [28,29] is replaced by a simple and efficient database search. The proposed
scheme, thus, provides a convenient solution for legal multimedia distribution in P2P scenarios
preserving both copyright protection and the privacy of (honest) users. Anonymity is only revoked
for buyers involved in some illegal redistribution. The main drawback of the improved version is
that it still requires the two-layered encoding of the fingerprint, with a segment-level and a hash-level
collusion-resistant code. This implies longer fingerprints and also a complex verification protocol
during distribution to ensure that valid codewords are generated for each buyer.

The main drawback of recombined fingerprinting was finally overcome by Megías and Qureshi [31].
The requirement of the two-layer encoding of the fingerprinting could be removed by the use of
improved Tardos codes [21,32,33] in segment-wise fashion, resulting in remarkably short fingerprints.
Apart from using Tardos codes in segment-wise form for the first time, the traitor-tracing protocol is
developed in the encrypted domain, protecting the privacy of all users except those who are involved
in illegal redistribution. These two non-trivial improvements make recombined fingerprinting a very
mature strategy for content distribution in P2P networks. The possibility of moving this technique to
the streaming scenario is discussed in Section 6.

Many fingerprinting methods in P2P scenarios only focus on copyright protection (through piracy
tracing) and do not consider users privacy. Nevertheless, there are interesting solutions that belong to
this category and deserve attention.

Chen and Lian [34] proposed a secure digital content distribution to trace illegal redistributors in
P2P e-commerce applications. In this method, the sending peer of a super-node-based P2P network
encrypts and distributes the media content, and the receiving peer uses the decryption key together
with his/her peer ID (fingerprint) to decrypt the encrypted media content. Each decrypted media
copy contains unique information that identifies the peer. Joint decryption and fingerprint embedding
operations are performed so as to prevent the leakage of plaintext media content. Upon finding a
pirated copy of the content, the fingerprint can be extracted from the decrypted media content to trace
the source of redistribution. The proposed scheme has not been analyzed against possible security
threats and collusion attacks. In addition, the system does not provide user privacy.

Another asymmetric fingerprinting scheme was proposed by Hu and Li [35]. This method takes
a multicast approach to reduce the bandwidth requirements of the vendor. This solution relies on a
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concept similar to chameleon encryption such that a decryption key is transmitted and the sender
does not know it. However, the sender can guess the key used by the recipient with a non-negligible
probability 1/n and he/she could also fool the recipient by offering the same key n times. Hence,
this proposal does not provide buyer frameproofness. In addition, the scheme does not provide any
protection for end users privacy, but it offers collusion resistance.

In the copyright protection system proposed by Gao et al. [36], each user of the P2P system obtains
a slightly different version of the same content. The distributor of the system divides the media content
into two parts: plaintext content to be used as a demo clip, and an encrypted content. The encrypted
key is generated by the distributor by adding a high strength watermarking signal and lower-frequency
Discreet Cosine Transformation (DCT) coefficients of the content. Both parts are then published in
a P2P system. An AND anti-collusion code is used to represent the corresponding peer ID. Each
user is assigned a unique decryption key that is generated from the peer ID and the corresponding
watermarking signal. Upon decrypting the same encrypted content with different decryption keys,
the result is a slight different fingerprinted copy for each user. If the merchant finds a pirated copy,
he/she adopts a hard-detection algorithm based on a correlation method to trace copyright violators.
Although the system provides data privacy by employing symmetric cryptography, it does not offer
anonymity or revocable privacy to the user.

Terelius [37] proposed an efficient and secure asymmetric fingerprinting protocol that allows
distribution of digital content in P2P network to multiple recipients while preserving the merchant’s
copyright. The protocol allows a buyer to send his/her watermarked content obtained by the merchant
to another buyer and, in the process, to change the embedded watermark into the watermark of the
receiving buyer. The process requires a limited amount of communication among the buyers and
with the merchant and the judge, who acts as a trusted third party and is responsible of generating
watermarks and identifying the copyright violator. Although the proposed protocol satisfies a few
security requirements of an asymmetric fingerprinting scheme, it is not computationally feasible since
the communication complexity of the merchant is proportional to the size of the watermark instead
of the size of the content. In addition, the protocol requires at least two of the three parties to be
trustworthy. Moreover, it does not consider either collusion resistance or user privacy.

4. Review of Digital Fingerprinting Schemes for Broadcasting Applications

The broadcast content distribution systems are designed to satisfy both access control and
traceability from a pirated copy. For the realization of such a system, two major techniques are
necessary. One is a cryptographic technique to deliver multimedia content only to legitimate users,
and the other is a fingerprinting technique which enables a broadcaster to identify illegal users from a
pirated copy as well as the secret keys assigned to the users.

In a broadcast encryption scheme [38], a broadcaster encrypts a message for a subset of buyers
who have authorization to receive the message. Each user in a system has a unique decryption key;
hence, it is possible to uniquely identify the user from the key [39]. The main goal of a broadcast
encryption scheme is to construct efficient schemes that can revoke a set of users with only small size
of both the header information and the decryption keys, while the private decryption keys issued to
users are fixed. However, the broadcast encryption schemes involve two difficult problems. Once the
content is delivered to legitimate users, the broadcaster cannot prevent the users from redistribution.
In addition, since the revocation is governed by the broadcaster, he/she must know each user’s
decryption key. Under such a situation, the asymmetric property cannot be satisfied.

A dynamic traitor-tracing scheme [40,41] allows a broadcaster to trace traitors with a little sacrifice
in bandwidth. The basic idea is to break time into consecutive intervals and dynamically modify the
watermark inserted during each interval. The traitors can be traced by observing the rebroadcasted
content for a long enough time. The sequential traitor-tracing scheme [42] improves upon the dynamic
scheme so that the channel feedback is only used for tracing, not for allocating watermarks to users.
Unfortunately, the broadcaster knows the content finally distributed to a user. Hence, the asymmetric
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property must be considered so that only the user can know the fingerprinted content being decrypted
from the broadcasted ciphertext.

Bianchi and Piva [43] proposed an asymmetric fingerprint protocol based on a client-side
distribution paradigm. The protocol enables secure distribution of personalized decryption keys
containing the buyer’s fingerprint by means of existing asymmetric protocols without a trusted third
party. Two client-side embedding schemes are proposed to generate a binary fingerprint. In the first
scheme, a standard spread spectrum client-side embedding is performed, while the second method
performs a novel client-side fingerprint embedding. A look-up table (LUT) is used to encrypt the
digital content to be distributed among several users. Then, the server obtains the fingerprints of the
users that are encrypted with their public keys. The server sends encrypted LUT to the users, who
perform decryption with their secret keys. The scheme effectively solves both customer’s rights and
scalability problems; however, it is vulnerable to collusion attacks.

The vulnerability of the scheme in [43] was eliminated by the protocol proposed by Bianchi et al. [44].
The proposed protocol adopts two different solutions for generating the fingerprinting codes. The first
method is based on generating independent coding matrices for the fingerprint of different users,
and is conceptually similar to using near-orthogonal independent Gaussian fingerprints. The second
method generates the fingerprint of each user according to Tardos codes. These fingerprints can be
securely distributed according to an asymmetric fingerprinting protocol and embedded at the server’s
side using the homomorphic cryptosystem proposed in [45]. For both methods, correlation-based
accusation strategies are developed to evaluate their collusion resistance against the averaging attack.
In the schemes proposed in [43,44], the buyers are required to perform complex security actions.
Moreover, the scheme in [44] has not been analyzed against the possible collusion attacks on decrypted
LUTs (since all the users share the same long term encrypted LUT).

A novel framework called JFDA (joint fingerprinting, decryption and authentication) based on the
principle of polynomial secret sharing is proposed in [46] to protect the video streams transmitted via
multicasting. The framework is designed to prevent tampering while performing joint fingerprinting
and decryption in order to preserve the losslessness of the fingerprint. In addition, it provides a
deterrent scheme to prevent dishonest users from illegal redistribution. Fingerprinting is performed
in the encrypted domain followed by decryption on the receiver side. Post-authentication method is
designed to prevent tampering attack on the decrypted data to ensure the fidelity of the fingerprinted
data. The protocol does not provide a traceability protocol and resistance against collusion attacks.

Kuribayashi [47,48] presented a new broadcasting system with tracing capability from both
decryption keys and redistributed copies. The multimedia content is broadcasted in such a way that
only authorized buyers who have their own decryption key sequence can obtain the content with a
distinct fingerprint.

The broadcasting system is based on the following assumptions. Once traitors distribute a
pirated copy and they are eventually traced, they must financially compensate to a broadcaster for
all content that will be broadcasted in a certain period. It introduces the concept of time-bound key
management so that a user key issued at a trusted center will be available before a certain expiration
date. The expiration date is hierarchically designed based on the secret information issued to each
buyer. As a result, each buyer receives multimedia content containing his/her fingerprint without
increasing either the computational costs or the amount of data transmission required for broadcasting.
The asymmetric property is satisfied by managing the decryption keys issued to users, which is based
on the fingerprinting scheme in [49]. In the case of key leakage, it is possible to identify the users from
the keys even if a coalition of users produces a new decryption key by combining the users’ keys.
The key management cost is reduced by the concept of compensation in a certain period. Once a
pirated copy is detected, traitors must pay compensation to the broadcaster for all content in a certain
period even if he/she purchased a license to receive the content for a shorter time period. Such a risk
is expected to reduce the motivation of traitors to redistribute illegal copies.
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The broadcast fingerprinting system is based on the following ideas. A broadcaster commits
secret information to a trusted center, and the center partially gives the information to each buyer in a
registration. The information gap between broadcaster and buyer plays an important role to assure the
asymmetric property, similar to the fingerprinting protocol proposed in [49]. The information at the
broadcaster is the entire key sequence while the information at each buyer is interleaved and controlled
by the center. At the encryption phase, the content is partitioned into small segments and two versions
for each segment are produced by embedding one bit information. Then, each watermarked segment is
encrypted by using each element in the key sequence. At the buyer’s side, only one of two ciphertexts
for each segment can be decrypted by using the buyer’s key sequence because it is interleaved from
the entire key sequence. By managing the expiration date of the key sequence adaptively, each buyer
can receive the content containing his/her unique fingerprint from a broadcast channel during a
specified period. In the system, two types of secret keys are used, and each expiration date is designed
adaptively considering the amount of information to be transmitted to users.

A broadcaster updates a key sequence by using a current time-bound key which is valid within a
certain time slot, and encrypts multimedia content by using the updated key. The time-bound key is
committed to a trusted center from the broadcaster to indirectly share the key with buyers. Each buyer
must make a registration at the center to obtain the buyer’s key sequence which involves a fingerprint,
and then, purchase a time-bound key to receive the content from a broadcast channel. Similar to the
broadcaster, the buyer’s key is updated by using the time-bound key to synchronize the reception time.
If the time-bound key is valid at the time, the fingerprinted content can be decrypted by the buyer.

In the broadcast fingerprinting system, the use of a fingerprinting code is easy because a trusted
center can encode a user’s identity information at the generation of his/her secret key. In other
words, the fingerprint is the codeword assigned to a buyer. Different from the procedure introduced
by Charpentier et al. [45], the trusted center can directly produce the codeword using its secret
information required for encoding/decoding.

5. Review of Decentralized Tracing Protocols

Generally, the operations of tracing protocol require heavy computational resources for the trusted
center. When a pirated copy is discovered, a merchant first extracts the fingerprint, and then requests
the center to identify colluders. If the fingerprint is encoded as a codeword of a fingerprinting code,
the center needs to calculate a level of suspicion for each user by means of correlation of codewords.
Among the correlation scores of all users registered in a system, the users whose score exceeds a
threshold are judged guilty. Due to the secrecy of the parameters of the fingerprinting code, the
calculation of the score is considered to be the center’s task. Specifically, secret weighting parameters
derived from bias probabilities of symbols in the codeword are necessary to calculate the score in
bias-based fingerprinting codes (see, e.g., [21,32,33]).

Different from the study of asymmetric protocol at the time of content delivery, the tracing
protocol was investigated by Kuribayashi and Funabiki [50], who introduced the idea of a delegated
server. In this protocol, a trusted center is responsible to select secret parameters of a fingerprinting
code and to issue a unique codeword to each user. The delegated server helps a merchant to identify
illegal redistributors when a pirated copy is found while a trusted center works only at the time
of registration phase. Upon finding a pirated copy, the merchant extracts a codeword from the
pirated copy, and calculates the correlation of codewords in an encrypted domain by using encrypted
weighting parameters. Then, the merchant sends the ciphertexts of these scores to the delegated server,
who decrypts the ciphertext of correlation scores and returns a binary decision for each ciphertext.

The advantages of the decentralized system are the followings: (1) A trusted center’s task is to
issue secret parameters at the initialization phase. (2) The trusted center and illegal users do not need
to participate in the tracing protocol. After the identification of illegal users, the merchant can claim
the fact to a judge by showing collected proofs.
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For the dispersion of the task, the secrecy of parameters in a fingerprinting code must be
considered in the protocol. Once a list of users’ codewords are leaked to a malicious merchant,
innocent users may be accused from fake content distributed by the merchant because he/she can
produce a specific fingerprinted version of content by his/her choice. A delegated server generates
a public key and secret key pair of the public-key cryptosystem, and registers the public key at a
public key infrastructure (PKI). To ensure its independence, the trusted center does not know the
secret key. The trusted center allows the server to check a correlation score whether it exceeds the
threshold determined by the center. The server is blind to the setting of fingerprinting code except for
the threshold and the number of allowable colluders which is assumed at the setting. The server’s task
is to decrypt a ciphertext received from a merchant and return a binary decision.

The role of server is regarded as a decryption oracle that receives a ciphertext and returns the
decryption result. As discussed in the cryptographic community, the number of queries to the server
should be limited for security reasons. The more queries a merchant requests, the more information
about the codeword bias probability he/she obtains. As there are many users, the merchant requests
multiple ciphertexts simultaneously to find suspicious users whose score exceeds the threshold.
To manage the information leakage, three restrictions are introduced into the check at the server:
(1) The number of ciphertexts at each request must be equal to the number of users in a system, (2) Due
to the limitation of traceability in a fingerprinting code, the number of suspicious users must be
lower than the number of allowable colluders. If the number of the scores exceeding the threshold
is larger than the number of allowable colluders, the server rejects the request, (3) The statistical
distribution of scores: It is known that the scores of innocent users follow a Gaussian distribution
with zero mean [51,52]. Except for a few scores of colluders, the scores observed after the decryption
of requested ciphertexts must follow the distribution. Hence, a server checks the soundness of the
request by the above three restrictions.

Although the protocol requires no participation of the trusted center and the users in tracing
protocol, the communication costs for the merchant are considerably high due to the use of the
database encrypted with Paillier’s cryptosystem [53]. Recently, Kuribayashi and Funabiki [54]
proposed an improved version of the scheme in [50] by introducing the lifted Elliptic Curve-ElGamal
cryptosystem [55,56] into the tracing protocol. This lifted ElGamal cryptosystem over Elliptic Curve
(EC) results in reduction in the size of the encrypted database as well as the computational complexity.
The size of encrypted database can be further reduced by introducing an index table under the
characteristics of discretized bias distribution of Nuida codes [32,33].

The scores calculated in the above protocol are independent from the collusion strategy and the
number of colluders, which is said to be non-informed. If the information about the collusion attack is
available at the detector side, an optimal scoring function can be employed to discriminate colluders’
scores from innocents’ ones as much as possible [57]. Because of the difficulty in the realization of an
optimal scoring function, the scoring function has been adjusted for a certain fixed collusion strategy
to achieve better performance [58–61].

In binary fingerprinting codes, the number of symbols ‘0’ and ‘1’ is generally balanced because of
the design of the codeword. After a collusion attack, the number of symbols is not always balanced
in a pirated codeword. Such a bias of symbols is utilized to calculate weights for correlation scores
in [62,63], which provide traceability close to the optimal scoring function. Yasui et al. [64] proposed
an accurate estimation of collusion attack and the traceability is much close to the optimal detector.

Although the employment of complicated scoring functions is difficult in the encrypted domain,
the idea of bias equalizer presented in [63] can be used because the bias of the number of symbols ‘1’
and ‘0’ can be measured from the observation of the codeword extracted from a pirated copy.
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6. Analysis and Discussion

Almost all the schemes presented in the previous sections guarantee piracy tracing, but there are
differences between them regarding privacy, collusion resistance, resilience against communication
attacks, and applicability in real-time streaming scenarios. These differences are discussed below.

Regarding privacy and anonymity, the following considerations can be made:

• The schemes in [22,24–31] provide revocable privacy. These systems hide the real identity of
the buyers that is only revealed by a trusted third party in case of illegal redistribution. On the
other hand, the schemes in [34–37] do not consider buyers’ privacy. In the broadcasting system
[47,48], a broadcaster cannot obtain any information about users who receive the broadcasted
content unless an illegal redistribution is detected. In this sense, the trusted third party should
securely manage the anonymity of users in the system. The systems proposed in [43,44,46] have
not addressed users’ privacy concerns.

• The schemes in [22,24–31] also provide mutual anonymity between the users of the distribution
system, using pseudonyms, and anonymous authentication and communication techniques.
Again, mutual anonymity is not discussed in [34–37]. On the other hand, the broadcasting
system [47,48] offers the anonymity of users, but the users know who broadcasts the content.
None of the systems proposed in [43,44,46] provide mutual anonymity.

• Furthermore, in the P2P distribution systems proposed by the authors of [22,24–31], the privacy
of the users is preserved against malicious or coalition attacks that attempt to deanonymize
the users. Although the systems in [34–37] provide copyright protection through asymmetric
fingerprinting protocols, the privacy of the users is not preserved against any type of malicious
attack. Since the private information about users is managed by the trusted third party, the
privacy of the users is preserved in the broadcasting system [47,48].

• The schemes in [22,24–31,34–37] guarantee data protection through the use of different
cryptographic solutions (either symmetric, public key or hybrid). Similarly, the data are protected
against eavesdropping of broadcast channel because of the enciphering before the broadcasting
in [43,44,46–48].

• The P2P distribution systems proposed by the authors of [22,24–31,34–37] guarantee
the traceability of copyright violators through either a tracing function of employed
collusion-resistant codes or proposed detection/tracing algorithms and/or protocols. The scheme
in [47,48] provides the traceability from a user’s decryption keys as well as a pirated copy.
It means the fingerprint is insulated into the decryption key. On the other hand, the schemes
in [38,39] cannot trace illegal users from a pirated copy. Although the traceability from a pirated
copy is possible in [40–42], the asymmetric property is not satisfied. The system proposed by
Bianchi and Piva [43] detects copyright violators by means of blind decoding, whereas, in the
improved version [44], the traceability from a pirated copy is performed through Tardos’s tracing
algorithm [21]. Although the system in [46] is based on anti-collusion codes, the traceability
mechanism is not provided.

As security against collusion and communication attacks are concerned, the following differences
must be taken into account:

• In the methods proposed by the authors of [22,25–31,35,36,44,47,48], collusion-resistant
fingerprinting codes are used, whereas the schemes in [34,37,43,46] do not provide security
against collusion attacks.

• The communication channel for transferring the content between users of the systems in [25–31,
47,48] are secure against communication attacks. In the other systems, the protection against
communication attacks is either not provided or not discussed.

A collusion attack may be performed at secret keys issued to buyers as well as fingerprinted
copies. In a broadcasting system [47,48], there are two kinds of keys: one is a time-bound key and
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the other is a decryption key, which is updated by using the time-bound key at the reception of
content in a certain time. Due to the characteristics of the time-bound key management scheme,
a coalition of buyers can share their keys. Although it is difficult to restrict the sharing of time periods,
the production of time-bound keys at the expired period can be prohibited. On the other hand, the
decryption key is produced at a trusted center by interleaving a key sequence of the broadcaster
according to a fingerprint. Basically, the tolerance against collusion attacks is considered to encode a
fingerprint by a collusion-resistant fingerprinting code.

To identify illegal users, a tracing algorithm tries to find suspicious users by calculating the
similarity between the codeword extracted from a pirated copy and the user’s codeword [21,32,33].
The tracing algorithm can be classified into three types: catch-one, catch-many, and catch-all [65].
In the case of catch-one, the most suspicious user whose similarity score becomes maximum is detected
as guilty. All illegal users can be identified from a pirated copy in the case of catch-all, although the
false-negative rate that no illegal user is detected becomes larger. A catch-many type can identify as
many illegal users as possible while the false-positive detection is controlled to be negligibly small.
According to an information theoretical analysis, an optimal-tracing algorithm is investigated in [57,58]
to discriminate illegal users from innocents as much as possible. For both P2P-based and broadcasting
schemes, there is no restriction regarding the use of such a tracing algorithm.

In a real environment, the communication and computational costs should be kept as small as
possible. In a broadcasting system [47,48], two differently watermarked segments are produced for
each partitioned segment of content. Thus, the size of data becomes double from the original. Generally,
a watermarking method is robust against lossy compression, and the watermarked segments must be
compressed before transmission. Therefore, a broadcaster can produce the watermarked segments
and compress them in advance, which enables reduction in both computational costs for encryption
and amount of data for transmission. Only the enciphering operation is carried out by a broadcaster
during the on-line protocol; hence, real-time streaming is possible.

Regarding the use for real-time streaming (broadcasting) applications, the P2P-based systems
proposed in [26,28,29,31] may also be used in a broadcasting scenarios, since fingerprint embedding
is either pre-computed or carried out for a small number of seed buyers and, thus, is not required
to be carried out during transmission. In this case, the cryptographic protocols should be revised
in order to include the requirements for key distribution in broadcasting scenarios. In other P2P
systems [34–36], the encrypted content embedded with a watermark is sent to the peers, which upon
decryption by using the private keys and/or peer IDs generate the fingerprinted content. Thus, by
incorporation of secure key management schemes within these systems, the merchants can use them
in broadcasting scenarios.

A comparison of the reviewed methods is provided in Table 1. The systems proposed in [34–36]
are P2P-based distribution systems, which can be improved to be used in broadcasting scenarios.
However, these schemes do not fully satisfy the required properties of an asymmetric fingerprinting
protocol. Although the P2P distribution system proposed in [37] provides buyer frameproofness, the
high communication complexity at the merchant’s end makes it impractical to be used for real-time
streaming applications. The systems in [22,23] in principle satisfy all the requirements, but the P2P
distribution is tree-like and requires that the complete file is distributed from a single node. Hence, the
applicability of the technique is somewhat limited, and the properties of full P2P distribution are not
exploited. The systems in [24–26] also provide a good solution for P2P distribution, but they still require
the unicast transmission of the base file from the merchant to each buyer. Only the supplementary file
is transmitted in P2P fashion. The methods in [28–30] also have good performance and exploit the
P2P network fully, but offer limited collusion resistance due to the need of the “two-layer” encoding
of the fingerprint. The broadcasting systems in [43,44,46] satisfy requirements of an asymmetric
fingerprinting protocol, but fail to provide user privacy. In addition, the security of the key management
protocol has not been addressed in these systems.
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Table 1. Comparative analysis.

Scheme P2P Broadcasting Collusion Buyer PrivacyResistance Frameproofness

Chen and Lian [34] Yes (super-node) Maybe No No No

Hu and Li [35] Yes Maybe Limited Yes No

Gao et al. [36] Yes Maybe Limited No No

Domingo-Ferrer [23] Yes (Tree) No Yes Yes Yes (Revocable)

Terelius [37] Yes No No Yes No

Domingo-Ferrer and
Megías [22] Yes (Tree) No Yes Yes Yes (Revocable)

Megías and
Domingo-Ferrer [28,29] Yes Maybe Limited Yes Yes (Revocable)

Megías [30] Yes Maybe Limited Yes Yes (Revocable)

Qureshi et al. [24,25] Yes (Supl. file) No Yes Yes Yes (Revocable)

Bianchi and Piva [43] No Yes No Yes No

Bianchi et al. [44] No Yes Yes Yes No

Kuribayashi [47,48] No Yes Yes Yes Yes (Revocable)

Qureshi et al. [26] Yes (Supl. file) Maybe Yes Yes Yes (Revocable)

Megías and Qureshi [31] Yes Maybe Yes Yes Yes (Revocable)

Qureshi and Megías [27] Yes No Yes Yes Yes (Revocable)

Table 1 shows that the systems in [26,31] and those in [47,48] can be applied successfully for
P2P distribution and broadcasting, respectively. These systems take quite a different approach in
each case, although they share a few similar characteristics. In their domain of application, the
systems in[26,31,47,48] stand out among the best technologies available for solving the anonymous
fingerprinting problem. It is worth analyzing whether the properties of these different approaches
could be incorporated into each other to improve the solutions in their respective domains (P2P and
broadcasting) or, even better, yield a new solution that can be applied in a more general scenario.

In the light of the analysis provided above, we consider that the most relevant open challenge
of fingerprinting applications is concerned with the streaming of live events (such as sports). Such
a challenge requires, first, a robust watermarking scheme for video that can resist strong attacks
(such as using a capturing device to record the video from a TV and then streaming the captured
video). Second, embedding should be carried out in real time, and the fingerprinting solution should
provide collusion resistance, buyer frameproofness, traceability, and revocable privacy to the end
users. The efficiency of the distribution can be attained if P2P protocols are used and, hence, the
combination of the technologies surveyed in this paper can be a promising research area that can
contribute to the technological solution of the most difficult open problems in copyright protection
during the decentralized distribution of multimedia contents.

7. Conclusions

Copyright infringement of multimedia contents is a relevant research topic from both the legal
and the technological points of view. Digital fingerprinting consists of embedding an identification
sequence into a content in such a way that each receiver obtains a slightly different copy that can be
traced back to him/her. In this way, an illegal redistributor can be identified and legal action can be
taken against him/her. In addition, the anonymous property guarantees that the identity of the buyer
is not known during distribution as per the requirement of GDPR. However, if a buyer is found to be
involved in copyright infringement, his/her privacy can be revoked.
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This paper focuses on anonymous fingerprinting solutions that have been proposed for the two
most challenging scenarios of multimedia distribution: P2P networks and broadcasting. While the
distribution of multimedia contents preserving copyright in unicast contexts (from merchant to buyer)
has been deeply investigated in the last few decades, decentralized and broadcast scenarios require
more research in order to attain solutions that can be deployed in real-life applications.

This work reviews the most relevant recent schemes that have been proposed in both broadcasting
and P2P distribution contexts. Some recent works seem to provide quite effective and efficient
methods for each case, but, after some analysis, it becomes apparent that fingerprinting schemes for
the broadcasting of live events (e.g., sports) is still an open research challenge due to the extreme
requirements of such applications. The paper also reviews solutions for the decentralization of the
tracing protocol, which is a convenient approach for the proposed scenario. Real-time embedding of
the fingerprints, collusion resistance, efficient distribution without delay, traceability, and time-bound
cryptographic keys are, among others, the most relevant issues to be tackled in such case. Combining
the properties of recent schemes that address the P2P and the broadcasting problems, together with
decentralized tracing, seems to be a convenient research direction for the academic community
focused on copyright protection. Consequently, we invite the data hiding and the multimedia security
research communities to address this research topic and explore new solutions to face this very
demanding challenge.
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