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Abstract: Contemporary risk assessment makes reference to current world trends, whereby there
is increased emphasis on safety. This paper has thus sought mainly to present new approaches to
failure risk assessment where the functioning of a water distribution network (WDN) is concerned.
The framework for the research involved here has comprised of: (a) an analysis of WDN failure
in regard to an urban agglomeration in south-east Poland; (b) failure rate analysis, taking account
of the type of a water pipe (mains, distribution, service connections (SC)) and months of the year,
with an assessment of results in terms of criterion values for failure rate; (c) a determination—by
reference to analyses performed previously—of the compatibility of experts’ assessments in terms of
standards of failure and obtained results, through rank analysis; and (d) the proposing of a modified
Multi-Criteria Decision Analysis with implementation of an Analytical Hierarchy Process, to allow
failure risk assessment for the WDN to be performed, on the basis of the calculated additive value
of obtained risk. The analysis in question was based on real operating data, as collected from the
water distribution company. It deals with failures in the WDN over a period of 13 years in operation,
from 2005 to 2017.

Keywords: safety of water supply consumers; risk; water supply system; failure risk analysis;
decision making model; risk assessment methodology

1. Introduction

The second half of the twentieth century brought many major accidents and disasters relating to
the functioning of public water supply systems (WSS) in urban and industrial agglomerations. In this
regard, there can be no doubt that WSS operations are subject to risk [1–6], hence the key importance
of risk analysis that determines the location and size of such risk, as well as the actions to be taken
with a view to its reduction or elimination [7]. Activities allowing these relations to be studied fall
under the heading of risk management, which should be organized and comprehensive, in relation
to both the entire WSS and elements associated with it [8]. The risk function is a measure of security
loss [9]. There is always the possibility of a domino effect, so events are related to risk escalation [7].
In this regard, the specialist scientific literature makes it clear that methods of quantitative analysis
and risk assessment form the basis for safety management in regard to WSS [8,9]. Results of hybrid
risk-based decision making gain implementation by reference to pipe design parameters, with authors
in work [10] prioritizing pipes in line with their rehabilitation needs. Comparisons of the use of
a vulnerability assessment model based on Bayesian Belief Networks and the related uncertainty
assessment model were in turn performed in [11], with respect to the emergency management of
systems supplying drinking water.
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Research on risk in technical systems includes the class of cognitive and practical methods
of analysis and assessment, which constitute important elements of comprehensive research into
their safety [12]. The following trends of safety research can be distinguished, as risk analysis,
where assessment models form the basis for building decision models; and risk engineering, where
the assessment of design options in terms of safety is the basis for choosing the best solution [13–15].
A water supply system’s (WSS) loss of safety may result directly from the failure of its individual
subsystems or elements, such as water intakes, pumping stations, the water distribution network
(WDN) or its utilities [16–20]; from the failure of other technical systems (e.g., sewerage, energy, water
structures) [21]; from undesirable extreme natural phenomena like floods and droughts; or from the
incidental pollution of water sources [22,23]. Risk analysis of the WSS should be preceded by analysis
of the reliability of all subsystems in terms of interruptions to water supply [24,25], as well as failure to
meet quality requirements for health posing threats to consumers of water [26].

In water supply companies, records of breaks should be gathered, as these come to represent the
basic source of information for reliability and safety analyses. Water supply companies should thus
have guidelines about the way they collect information, also in the form of expert opinions, so that
these can be used in the decision-making model [27–30]. The registers concerned should not only relate
to the number of undesirable events, but should also contain precise data on the locations and causes
of failure, their duration, repair time, possible consequences and other information required if the
basic indicators used in the analysis of the safety of the WSS are to be determined [31–34], with these
inter alia including the numbers of failures over the examined period of operation of the WSS, average
working time without failure, average repair time, etc. [35–37]. Failures may be due to mistakes in
design, construction or operation [38]. On the other hand, the causes of failure can be classified on the
basis of the phenomena giving rise to them [39]. The formation of failures in a WDN is in fact a complex
problem and each time requires a detailed analysis of the root causes [40–42]. Failures of the WDN can
arise from errors directly attributable to activities of the designer, the contractor or the operator of the
water supply system, through incorrect assumptions in the design and shortcomings at the stage of
performance, mismatched material or improper service [43,44]. Also, the failure of a WDN may be
caused by factory defective materials, defective sealing or anti-corrosive coatings [45,46]. There are also
environmental causes reflecting meteorological conditions, including sudden changes in temperature
and landslides, as well as causes resulting from the functioning of the WDN in combination with
improper monitoring [47,48].

The process of risk analysis in regard to the operational safety of the WDN takes place via steps
comprising of: determination of the WDN type, limiting values for rates of failure of water supply
and the nuisance of performed repairs. These are followed by determination of the types of protection
related to the functioning of the WDN, as well as risk levels, where these are assigned to the categories
of tolerated, controlled and unacceptable risks [3].

The literature review shows that analysis based on failure rate is suggested for a WDN, as a proper
tool for decision support when it comes to managing failures in such a system. The main objective
of the work detailed here has then been the proposing of methods by which to identify and assess
the risks associated with the functioning of a WSS in Poland, in relation to different implemented
approaches. The results of the research allowed for the identification of areas and procedures able to
mitigate risk of failure effectively.

2. Legal Regulations Regarding Safety of the Water Supply for Consumers

It is important to underline that the main task of water supply companies is to provide consumers
with water of adequate quantity and quality which meets the requirements of the Drinking Water
Directive (Council Directive 98/83/EC of 3 November 1998 on the quality of water intended for
human consumption), with its latest amendments including Commission Directive (EU) 2015/1787
of 6 October 2015. In turn, in 2004, the World Health Organization (WHO) published guidelines for
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the application of water safety plans in which proposed analysis took in the chain of water supply
intended for human consumption, inter alia, the water distribution network.

Analyses and assessments of WSS failure have been conducted in many countries since the second
half of the last century [49–57], with obtained conclusions used to improve the programming, design,
implementation and operation of the WSS; to inspire improvement and amendment of technical
regulations, design standards, guidelines and instructions for the performance and acceptance of
facilities; and to raise levels of technical knowledge and professional qualifications among designers,
contractors and operators [58]. A very important issue is determination of the criterion value of risk,
as a risk may be considered controlled when expected losses resulting from failure are acceptable to
both a water company and the consumers of its water [2].

Risk acceptance criteria can be used in the decision-making process regarding the operation
of such a system [3]. These criteria should take into account requirements relating to the reliability
of subsystem operation, in terms of both quantity and quality, in accordance with applicable legal
regulations, as well as social and economic conditions [59–61].

The management of the WSS should be improved constantly, through the pursuit of risk analysis
and assessment and risk management in accordance with the recommendations of the WHO and
existing regulations. The offer of water supply companies in terms of reliability of operation and water
supply system safety should likewise improve constantly, notwithstanding changing economic and
legal conditions, and not least in the circumstances of increasing pressure imposed by environmentalists
and tougher quality standards relating to water for consumption [62,63].

For the purposes of Poland’s Act on Crisis Management, a water supply system falls within the
category of critical infrastructure, representing a system of key importance to the functioning of society
and the state. As improper functioning of the above systems may pose a threat to human health
or life, a high level of reliability and safety must be assured. The Crisis Management Act regulates
the principles for the development of crisis management plans aimed at preventing crisis situations
from arising, but also reacting should emergencies arise and ensuring the removal of consequences.
Steps in the critical infrastructure protection process include risk assessment and indications as to
priority activity, with a hierarchy being developed in line with the results of risk assessment carried out.
The subject matter under consideration is thus of key importance in ensuring the proper functioning
of a WSS.

3. Materials and Methods

3.1. The Failure Risk Approaches of Failure Framework and Data Source

The factors used in analyzing the failure rate among WDN were:

• type of a water pipe (mains, distribution or service connections),
• months in which the network was damaged.

The analysis presented represents a starting point for analysis of failure in a WDN. With this
aim in mind, the research started with failure-rate analysis in respect of the aforementioned factors,
with analysis of failure rates in line with risk acceptance criteria. To compare different criteria in the
assessment of failure rates, and to establish the compatibility of expert assessments, a rank analysis
was applied. After this, a proposal for modified Multi-Criteria Decision Analysis as regards assessment
of the risk of failure in a WDN was presented.

Data regarding failures of the WDN cover a period of 13 years’ operation, from 2005 to 2017.
The analysis was carried out with Statsoft software [64]. Operational data were provided from the
functioning of a real water supply system controlled by a municipal water company. Data on technical
documentation and information obtained from the managers and services were also used.
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3.2. Description of the Study Area

The distinguished water supply system is located in Poland’s Subcarpathian province.
The supplied city is located on the right bank of the Vistula, in south-eastern Poland, where it covers a
total area of 86 km2 and is located at 50◦34′ N and 21◦40′ E (Figure 1). The city has an urbanization rate
of 555 inhabitant/km2 and is at 160 m above sea level. The area within the city boundary is dominated
by arable land, which accounts for some 5500 ha or as much as 65% of the total. About 3000 ha (36% of
the area) is genuinely urban in character. The most limited form of cover (accounting for just 140 ha) in
turn involves industrial areas, which thus represent no more than about 2% of the city. Climatically,
this city is in the zone of lowlands and foothills. This denotes hot summers, relatively small amounts
of rainfall (circa 600 mm) and winters that are not especially severe.
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3.3. Characteristics of the Research Object

The urban water supply under study is currently used by the entire population of the
distinguished city of some 51,000 people, as well as by some 3000 people living in other localities.
Currently, the coverage by this water supply is close to 100%, with only single houses not being
covered by the collective municipal water supply. In total, the length of the WDN is of 309.95 km.

The transmission of water from the clean water tanks takes place via two mains of diameters 400
and 500 mm. As the sections of mains connect twice in connection chambers, switch offs are possible
in case of emergency. The water intake consists of two pumping intakes: the first consists of five
drilling wells with a capacity of Qemax = 183 m3/h and the other consisting of 22 drilling wells with a
capacity of Qemax = 715 m3/h. Expressed per day, this gives a value of 17,160 m3/day. The volume
of water taken from the intake is 2.92 million m3/year. The Water Treatment Plant (WTP) is fed from
a Quaternary aquifer with a free water table from a depth of about 15 m below ground level (BGL).
The designed maximum capacity of the WTP is 715 m3/h. The treated water flows from a clean tank
to two water mains by means of three pumps. Two of these have a capacity of 440 m3/h and a third
one of 280 m3/h. Their lifting capacity is 58 m.

The city’s WDN consists of 16.8 km of mains and 191.7 km of distribution network. The water
household connections network consists of 5000 connections and has a length of 100.85 km. The WDN
is characterized by a mixed structure. The city center has a network with many loops, thanks to
which, when a failure occurs, there is a possibility of residents continuing to be supplied with water
thanks to a changing in the direction of water flow and inflow from another water line. The areas of
suburban housing estates, in which there are single-family houses, are mostly supplied from a branched
network. Investment activities in the area of construction and modernization of the WDN have been
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engaged in over the last few years, thanks to which more and more settlements are characterized by a
looped system.

The largest share, about 43% of the entire WDN, is in the form of pipes less than 20 years old,
but more than 11 years old. Approximately 90.2 km of the network is made of materials less than
10 years old, and this represents 31% of the entire WDN. The material structure of WDN is as follows:
grey cast iron (37.7%), polyvinyl chloride (24.7%), galvanized steel (19.7%) and polyethylene (17.9%).
The majority of house connections are made of cast iron and steel. It is only recently that pipes made
of PVC (polyvinyl chloride) and PE (polyethylene) have been used. At present, no pipes forming the
WDN are more than 40 years old. About 30.09% of the entire WDN is made up of pipes less than
10 years old, while about 42.7% is 11–20 years old and 26.4% of the entire WDN is above 20 years old.

3.4. Methods

3.4.1. Failure Rate Analysis

The analysis of failure rate in the WDN was performed by reference to the following
formula [65,66]:

λj =
nj(t, t + ∆t)

Nj × ∆t
(1)

where nj(t, t + ∆t) is the number of all failures in the time interval ∆t for the jth type of network; Nj is
the length of the WDN of the jth type of network (km) and j is the type of WDN (e.g., for M—mains,
R—distribution pipes, SC—service connections).

Standards as regards failure rate were proposed in the following works [6,67]. The former
standards [6] provide that failure rates should not exceed criterion values as follows. In the case
of mains λMcrit is of less than 0.3 failures/(km−1·year−1), as compared with less than 0.5 for the
distribution pipe λDcrit, and ≤1.0 failures/(km−1·year−1) for service connections λSCcrit. In [67],
proposals for the classification of criteria values of failure rates for the whole WDN were presented
and classified in terms of reliability, with a high failure rate concerning low reliability when λlr_crit ≥
0.5 failures/(km−1·year−1), high reliability when λhr_crit ≤ 0.1 failures/(km−1·year−1), and average
reliability between the criteria values mentioned 0.1 < λar_crit < 0.5 failures/(km−1·year−1).

3.4.2. A Rank Analysis of Failure-Rate Criteria

To check the correlation between levels of compliance for individual criteria used to assess
monthly failure rates, a rank analysis was applied, with its task being to determine correlations
between two failure-rate criteria. Prior to the correlation calculation, data were sorted according to
the degree of specific statistical characteristic, expressing them on ordinal scales, in line with the limit
failure criteria given in Section 3.4.1.

The Spearman correlation coefficient is calculated as follows [1,68]:

rS = 1−
6×∑ d2

i
n(n2 − 1)

(2)

where di is the difference between the two ranks of each observation and n the number of observations.
The failure rates for each month were ordered from the lowest to the highest for each year, with a

rank assigned, whereby unity denotes the lowest failure rate and non-exceeded criterion of failure rate.
The two separate assessments accorded with criteria presented in either [27] or [67].

3.4.3. Seasonal Analysis of Failure Rates

To assess variability due to the action of the factor of season, seasonal analysis was carried out
after [69], by reference to:

• the seasonal index Si given by:
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Si =
yi × d

d
∑

i=1
yi

, (3)

where the arithmetic mean for failure rate in homonymous sub-periods (January, February,...,
December) (yi) is:

yi =

d
∑

i=1
ki

12
, (4)

where d is an annual cycle of fluctuations within which the monthly sub-periods were distinguished
(d = 12, e.g., in January, February, etc.), and ki the failure rate in a given month and year.

• absolute levels of seasonal fluctuations for individual sub-periods, calculated using:

gi = Si × y− y (5)

where gi is the absolute level of seasonal fluctuation and y the average value given by:

y =
∑ yi
d× t

, (6)

where t is the number of years of observation.

• the standard deviation (SD) characterizing absolute levels of seasonal variation, with these
representing an assessment of variability due to the factor of season over a period of 13 years in
operation:

SD(gi) =

√√√√√ d
∑

i=1
g2

i

d
. (7)

With these dependent relationships taken account of, seasonal fluctuations in the occurrence of
failures around WDNs were determined.

3.4.4. A Proposed Modified Multi-Criteria Decision Analysis Implementing an Analytic Hierarchy
Process for Risk Assessment as Regards Failures in a WDN

Modified Multi-Criteria Decision Analysis (mMCDA) entails a choice of criteria influencing
the risk of failure in a WDN, and the future occurrence thereof. The method suggested is based on
risk-criteria grouping as regards failure in a WDN, with assessment then carried out by reference to
determined points values under the Analytic Hierarchy Process (AHP) method [1,40,70,71]. It was
assumed that risk means a measure by which to assess a hazard or threat resulting either from probable
events beyond our control or from the possible consequences of a decision. Impacts are distinguished
through the additive value of risk, which includes the category criterion of the size of possible financial
losses resulting where failures arise. Evaluation criteria weights, as criterion of financial losses. The risk
is interpreted by us in terms of expected losses.

In this way, the appropriate risk measure is calculated using Equation (8).

rA =
m
Σ

j=1
wj × Fj(A), (8)

where r is the additive value of risk, wj the point weight for each subcategory criterion j relating to
design, performance or operation, or social or financial environment or surroundings, where j = {1, 2,
. . . , m}, and Fj means category preference for alternatives taken into account by the method considered.



Water 2018, 10, 1679 7 of 21

Depending on its influence on the risk index, each category was assigned a percentage weight
that took account of importance in line with the Analytic Hierarchy Process (AHP), introduced by
Thomas L. Saaty [72]. The procedure for using the AHP involves definition and analysis of the decision
problem and goal-setting decisions. A set of criteria that have to be comparable are then established.
The method also accepts criteria expressed quantitatively and qualitatively. Another important step in
the procedure overall is the selection of relevant alternatives and the determination of implications of
variations in the defined criteria. It is then possible to structure the hierarchical model. Input data are
subject to comparisons of selected elements in pairs, with the advantage of one element over another
determined in this way, in line with a nine-point pairwise comparison scale. The final decision is
based on a synthesis of partial evaluation and selection of the best variant, through the creation of
overall assessment scales using criteria and partial evaluation of alternatives. This relative preference
is determined on a linear scale and verbally, taking into account the same significance or the strength
of any advantage. Individual preferences and specific degrees of advantage in line with the Saaty scale
are as shown in Table 1 [72,73].

Table 1. Scale of relative importance (after Saaty).

Interpretation Value of aij Definition

1 1 i and j are equally important equal importance
3 1/3 i is slightly more important than j moderate importance
5 1/5 i is more important than j strong importance
7 1/7 i is far more important than j very strong or demonstrated importance
9 1/9 i is absolutely more important than j extreme importance

2, 4, 5, 8 1/2, 1/4, 1/5, 1/8 intermediate values for comprise between the above values

Giving a relative preference means that the selection and evaluation of individual parameters are
closer to reality. An expert’s opinion is used to increase the substantive correctness of results. In the
first place, the pairwise comparison of criteria allows them to be ordered qualitatively and as a matrix
is being constructed in a quantitative way from the value of 1/9 to that of 9, with seventeen possible
evaluations thus provided for.

In pairwise comparison by reference to an n by n matrix (A), so-called reversible pairwise
comparisons are made, as already mentioned, and can be written as [72,73]:

A = [aij] for i, j = 1, . . . , n (9)

where
aij =

1
aji

, (10)

and
aii = 1 (11)

the matrix is consistent, if:
aij =

wi
wj

(12)

The matrix takes the following form:

A =



1 a12 . . . a1n
1

a12
1 . . . a2n

. . . .

. . . .

. . . .
1

a1n
1

a2n
. . . 1


(13)

As a result of calculations of the comparison matrix in pairs, vectors of the priorities w = (w1, ...,
wn), concerning the significance of elements, are obtained.
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The obtained priority vectors can be presented in the form of a matrix of normalized grades, using
Saaty’s fundamental comparison scale:

Aw =



w1
w1

w1
w2
· · · w1

wn
w2
w1

w2
w2
· · · w2

wn

. . . .

. . . .

. . . .
wn
w1

wn
w2
· · · wn

wn


×



w1

w2

.

.

.
wn


= n×



w1

w2

.

.

.
wn


(14)

hence equality occurs:
Aw = nw (15)

To check if the matrix is consistent, the principal eigenvalue λmax corresponding to the greatest
value of the eigenvector, should be calculated in line with Equation (16):

λmax =
1
wi

n

∑
j

aijwj, (16)

The matrix of pairwise comparisons A = (aij) is said to be consistent when its principal eigenvalue
is close to n. To assess the compatibility of deviations, a Consistency Index (CI) is determined, in line
with the dependence relationship:

CI =
λmax − n

n− 1
, (17)

Next, a Consistency Ratio (CR) is determined, defining the degree to which comparison of the
validity of characteristics is characterized by incompatibility. This is given by:

CR =
CI
RI

, (18)

where RI is the Random Index, depending on the number of comparable items, according to the matrix
dimensions listed in Table 2.

Table 2. RI values corresponding to matrix dimensions.

n 3 4 5 6 7 8 9 10 11 12

RI 0.52 0.89 1.11 1.25 1.35 1.40 1.45 1.49 1.52 1.54

To calculate weighting factors and consistency indexes, with a view to calculations performed
being checked for their accuracy, use was made of methods involving the arithmetic and geometric
means, as well as matrix multiplication. Depending on the designated consistency ratio, preferential
information can be adopted or rejected. If the value of CR is greater than the permitted 0.1,
an inconsistent matrix is present, and preferential information will need to be verified by decision
makers. In such a case, actions will need to be taken to reduce low-quality observations and
inconsistencies relating to them. It is very important that a decision problem taken up should not be
too difficult and should be in line with assumptions adopted.

What is described here can combine with the experience and knowledge of experts to form a
basis for expert opinions as regards the risk of failure. Indeed, the preparation of the categories and
subcategories of criteria presented in Table 3 involved cooperation with designers, contractors and
operators of the studied WDN. The key variables were also based on the relevant literature cited in
the text. Expert opinion provides an opportunity for the experience of experts in a given field to be
brought together, such that all the most important factors affecting the risk values associated with
failures in a WDN may then be taken into account. Values for assessment subcategories of criteria are



Water 2018, 10, 1679 9 of 21

adopted in line with the importance of the damaged pipe, using a scale whereby a low hazard is on 1,
a moderate hazard on 2 and a severe hazard on 3. If a given factor is not present in an analysis, a value
of 1 for the subcategory is assumed.

Table 3 sets out proposed categories and subcategories of criteria for the analysis and identification
of areas at risk of WDN failure [6,10,23,71].

For the mMCDA method a three-step scale to obtain the additive value of a risk category
was adopted, risk assessment thus being provided for via implementation of AHP in line with a
scale comprising tolerable risk (2.567 ÷ 3.06), controlled risk (3.06 ÷ 6.02) and unacceptable risk
(6.02 ÷ 7.701). The proposed scale was based on the opinions of experts, who on the basis of their
knowledge, experience and data in litteris assess risk categories. Assessment of the additive value
of risk obtained supports the taking of decisions that relate to the operation or modernization of the
system. Should a value indicating tolerable risk be obtained, no extra actions are required and the
system is running in a proper and reliable way, with no preventive actions in the system needed
either. Controlled risk means that the system is permitted to function but under the condition
that modernization or renovation will commence. If an unacceptable level is found to have arisen,
an immediate undertaking should be given, to the effect that the additive value of the risk category
will be reduced. It should be noted that the consequences of failure to the water distribution subsystem
are what cause periodic breaks in the delivery of water supply that is anyway of inadequate quality.
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Table 3. Evaluation criteria weights.

No. Categories and Subcategories of Criteria Point Weighting of
Subcategories

1 2 3 4 5

I Ia)

Design

a reputable design office with a quality certificate, having completed projects on the reference list, and engaging
in design using proven computer programs, 1

Ib) design office has certified designs and legitimizes itself by virtue of a list of references, 2
Ic) a person engaging in business activity, having in his portfolio partial projects for the expansion of WDN, 3
Id)

network monitoring *
above-standard, 1

Ie) standard, 2
If) none, 3
Ig)

corrosion protection
full, 1

Ih) standard, 2
Ii) none, 3

II IIa)
Performance

construction company is certified and has completed investments in the reference list, procedures related to the
acceptance of investments, pipes laid in accordance with the best available technology, 1

IIb) construction company has a reference list of completed investments, verification of material specifications and
acceptance procedures is performed, 2

IIc) construction company is entering the water supply market, but has no experience in this area, 3

III IIIa)

Operation

type of WDN according to higher priority to repair
SC, 1

IIIb) distribution network, 2
IIIc) mains, 3
IIId)

failure rate, λ
to 0.5 km−1·year−1, 1

IIIe) from 0.5 km−1·year−1 to 1.0 km−1·year−1, 2
IIIf) >1.0 km−1·year−1, 3
IIIg)

dynamic loads, including difficulty of repairs in area in
which a network is situated

pipeline in non-urbanized areas, 1
IIIh) pipeline in pedestrian traffic (under pavements), 2
IIIi) pipeline in the street, 3
IIIj)

WDN age
to 20 years, 1

IIIk) from 20 to 50 years, 2
IIIl) above 50 years, 3

IIIm)
WDN material

plastics, 1
IIIn) steel, 2
IIIo) grey cast iron, 3

IV IVa)
Social nuisance resulting from road occupation and green area

pipeline in non-urbanized area, 1
IVb) pipeline in pedestrian traffic, 2
IVc) pipeline in street, 3
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Table 3. Cont.

No. Categories and Subcategories of Criteria Point Weighting of
Subcategories

V Va)

Financial

size of possible losses arising should failure occur
financial loss of up to 104 EUR, 1

Vb) financial loss from 104 to 105 EUR, 2
Vc) financial loss above 105 EUR, 3

Vd)
difficulty of repairing damage

repair brigades are organized and equipped
appropriately and are in full readiness for 24 h, 1

Ve) basic equipment to repair a failure, one-shift work, 2
Vf) lack of mechanized equipment to repair a failure, 3

VI VIa)

Environment and
surroundings

hydrogeological conditions
good, 1

VIb) average, 2
VIc) poor, 3
VId)

density of underground infrastructure in the vicinity of
the network

low, 1
VIe) average, 2
VIf) high. 3

Notes: * Above-standard network monitoring: full monitoring of the WDN through measurement of water pressure and flow rate, possession of specialized apparatus to detect water leaks
by acoustic methods, unrestricted communication with the public via a phone line active 24 h a day, monitoring of water quality in a WDN by means of a protection and warning system.
Standard: simplified monitoring of WDN by way of pressure measurement, inability to respond to minor leaks, water quality tests in WDN conducted. None: lack of monitoring of
network and water quality.
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4. Results and Discussion

4.1. Failure Rate Analysis

The failure risk analysis is found to contribute significantly to a reduction of failure overall, and a
limiting of their consequences. The analysis question was based on operational data obtained over
13 years of observation. The λWN values for failure rates over the network as a whole (Figure 2), and for
mains λM (Figure 3), distribution pipes λD (Figure 4), and SCs λSC (Figure 5), were determined in line
with Equation (1). The failure rate for WDN pipes in subsequent months of the analyzed 2005–2017
period was then determined. To show seasonal fluctuations, Figure 6 was presented, with this
supplying basic statistical characteristics for monthly values where failure rates are concerned. Results
from seasonal calculations are as shown in Figure 7.
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Over the analyzed period of time, the average number of failures amounted to 1862 (on
average 143 failures per year of observation), while the corresponding average failure rate is 0.522
failures/(km−1·year−1). Before the analysis was commenced, verification of operational data was
performed, in respect of the classification of data on the failure rate of individual types of pipes and
changes resulting from repairs and modernizations. The determined SD for the whole network was
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of 0.171 failures/(km−1·year−1), as compared with 0.178 failures/(km−1·year−1) for the mains, 0.113
for distribution pipes, and 0.483 failures/(km−1·year−1) for SCs. Where the whole network is taken
into account (in line with the data presented in Figure 2), the highest failure rates were found to
have occurred in 2010 and 2012, with 199 and 260 failures. The lowest failure rates occurred in 2008
and 2015, with 78 and 85 failures respectively. The highest failure rate in 2010 may be related to
flooding, which took place twice that year and gave rise to consequences as regards liquidation that
caused the number of failures to increase. The detailed analysis in turn indicated that the high failure
rate in 2012 reflected low temperature, which caused the freezing of SC. Dependence is observed in
failure-rate distribution over the month-long span of time in the analyzed years, and this is primarily
seen to be due to changes in ground temperature in the winter-spring period. In 2012, about 24%
of all failures (about 63 in absolute terms) occurred in February, with this mainly reflecting changes
in ground temperature during periods of the winter season. An increased number of failures also
occurs in July, with this probably owing to heat-driven drying of soil leaving pipes more prone to
cracking. Such a situation arises with the superficial laying of pipes and low water flow at night then
causing the freezing of water in the pipes more prone to frost. Over the last few years, the length
of distribution pipes and SCs has increased significantly. Since 2005, about 22.2 km of water-supply
connections and 45.8 km of distribution pipes have been constructed. It is worth underlining that
failures of the main network do not cause a break in water supply because the mains consists of two
pipelines. According to data presented (Figures 3 and 5), water supply connections (λSCavg = 1.012
failures/(km−1·year−1) are most often damaged, while the main network is least often damaged
(λMavg = 0.22 failures/(km−1·year−1). The occurrence of more failures in distribution pipes and SCs is
related to the age and type of material from which they are made. Over the years, the failure rate of
distribution pipes has declined; attesting to modernization work on the WDN in the city. According
to the data presented in Figure 4, in recent years there has been a tendency for the failure rate along
distribution pipes to decrease. The significant reduction in failure rate occurred after 2010, it was due
to the start of the modernization of the WDN. The distribution network meets the criteria that the
failure rate should be less than 0.5 failures/(km−1·year−1), except in the year 2010 when the criterion
value of about 12% was slightly exceeded. In the case of SC there was a decrease in the failure rate
after 2012. In that period SCs have met the standards (λSC ≤ 1.0 failure/(km−1·year−1), and, as was
mentioned above, this reflects modernization and a change in the material from which the network is
made, given the use of the PVC and PE pipes less prone to failure and characterized by lower failure
rates than pipes made from steel or cast iron. Taking into account the criteria presented in work [67]
and the mean failure rate, the network as a whole is characterized by low reliability, with λ ≥ 0.5
failures/(km−1·year−1), while distribution pipes and SCs are of average reliability, with mean values
for failure rates between 0.1 and 0.5 failures/(km−1·year−1). The results of calculations show that, in
every year of the analyzed period, due to seasonal fluctuations (as Figure 6 shows), the total number of
failures in February was higher than the monthly average (100%) by approximately 47.6%, in January
by 25.3% and in July by 22.2%. In turn, in April the value is lower than the average by 31.7%, and so on
(Figure 7). Such tendencies are also present in other systems [44]. Absolute seasonal fluctuation in gi
informs us that, in January, the total number of failures is higher than in an average month (at y = 0.569
failures/(km−1·year−1)), and therefore by 0.271 failures/(km−1·year−1). In turn, in April, the figure is
lower than the average by 0.18 failures/(km−1·year−1) (Figure 8). SD for absolute seasonal variation
levels, over the period of 13 years in operation is at the level of 0.123 failures/(km−1·year−1).

The box-whisker plot for mean values of failure rates allowed for assessment overall, and the
most marked variation was shown for the winter month of January, which is characterized by a SD
equal to 0.75. The most limited differentiation in turn occurs in the summer month of July, for which
the SD value is at the level of 0.39. The detailed analysis in the last year of observation indicates
that the highest indicator values for failure rate characterizes pipes made of steel, representing 0.23
failures/(km−1·year −1), as compared with the lowest failure rate determined for PE, at the level of
about 0.09 failures/(km−1·year −1).
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The Spearman’s rank correlation coefficient was used to compare the assessment of the different
criteria in regard to each monthly failure rates. When the obtained values for coefficients were
compared, a high level of agreement regarding the assessment and classification of failure rate was
only found in the case of mains (at the level of 0.589, and hence significant at p < 0.05). In the case of
service connections, the average value achieved for the relationship was of 0.395. The lack of failure
rates below 0.1 failures/(km−1·year −1), caused the same assessment according to two criteria for
the whole network and for the distribution pipes, and there was also functional dependence noted
between these two assessments.
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4.2. Results of Failure Risk Assessment for WDN

The performed analysis focused in on a section of the distribution network along with traffic
difficulties caused by repairs of the WDN which arise very often. The examined section is of total
length 2.4 km, and forms part of the WDN in the city under consideration supplying 50,000 inhabitants.
The expert analysis revolved around six main criteria, which were compared in terms of pairs of
individual criteria, in line with the scale developed that is presented in Table 4.

Table 4. Matrix construction and weighting calculation for categories associated with the failure
risk assessment.

Category I II III IV V VI Weight

I 1 2 2 4 4 3 0.3262
II 0.5 1 2 4 4 3 0.2589
III 0.5 0.5 1 4 3 3 0.1959
IV 0.25 0.25 0.25 1 2 2 0.0856
V 0.25 0.25 0.333 0.5 1 2 0.0712
VI 0.333 0.333 0.333 0.5 0.5 1 0.0622

Total 2.833 4.333 5.917 14 14.5 14 0.3262

λmax = 6.3071; CI = 0.0614; RI = 1.25; CR = 0.0491

As the determined CR is acceptable (<0.1), the results obtained may be adopted. The preference
vectors determined on this basis are shown in Table 5 [72].
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Table 5. A characterisation of the network.

No. Categories and Subcategories of Criteria

Weight

Point
Weight of

Subcategories
Categories

1 2 3 4 5 6

I Ib)
Designing

design office has certified designs and legitimizes itself by virtue of a list of
references, 2 0.3262

Ie) network monitoring
standard, simplified monitoring of

water- WDN with the use of pressure
measurement,

2 0.3262

Ii) corrosion protection not applicable 3 0.3262

II IIb) Performance construction company has a reference list of completed investments,
verification of material specifications and acceptance procedures is performed, 2 0.2589

III IIIb)

Operation

type of WDN distribution network, 2 0.1959
IIId) failure rate, λ to 0.5 km−1·year−1, 1 0.1959
IIIg) dynamic loads pipeline in not urbanized areas, 1 0.1959
IIIk) WDN age from 20 to 50 years, 2 0.1959
IIIm) WDN material plastics, 1 0.1959

IV IVa) Social nuisance of road and green area users pipeline in non-urbanized area, 1 0.0856

V Va)
Financial

size of possible losses arising should
failure occur financial loss of up to 104 EUR, 1 0.0712

Ve) difficulty of repairing damage basic equipment to repair a failure,
one-shift work, 2 0.0712

VI VIc) Environment
and

surroundings

hydrogeological conditions poor, 3 0.0622

VId) density of underground infrastructure
in the vicinity of the network low. 1 0.0622

According to Table 2, the value of r(A) was 4.72, which corresponds to the category of a controlled
risk level. The obtained value indicates that some improvement in the work of the WDN, or repair of
certain sections of the WDN, should be considered to minimize risk of failure. Directions proposed for
the WDN operator responsible for the monitoring of proper functioning Included the introduction of
preventive measures, with a view to conditions leading directly to a WDN threat not arising. At this
stage, the possibilities of undesirable events occurring should be analyzed from the point of view
of the reliability of the water supply system, through water reserving, and the monitoring of failure
around the WDN–as can be achieved by introducing repair brigades that are properly organized and
fully ready 24 h a day. Introduction of a satisfactory level of protection, with a view to protecting the
consumers of drinking water using the public WSS, also seeks to minimize possible losses. Minimizing
the effects of unintentional events is also advocated, with water taken from alternative sources if
necessary and the process of informing the public about interruptions in water supply checked for
its effectiveness.

5. Conclusions and Perspectives

The issues presented may prove of great interest to authorities managing the operation of a WSS
in water supply companies, as well as to the scientific community, doctoral students and students of
technical and agricultural universities, employees of design companies and people who deal with
water treatment technologies, and the operation of WDN and internal installations.

The methodology in question can gain direct application even in relation to water supply systems,
given the relative universality of the approach presented here. Moreover, the presented method
by which to pursue failure analysis should be a major element of any comprehensive management.
If numerous failures arise in a WDN, the water company is obliged to modernize and renovate, so as
to minimize pipeline failures. In its initial stages, managing of WDN safety entails creating a database
of weak points of system functioning, with particular emphasis placed on frequency of occurrence and
associated negative effects. In safety management, decisions are made as regards the selection of risk
protection measures, implementation into operational practice and checks needing to be carried out in
regard to the effectiveness of applied solutions.
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Further work in this area will be focused on researching exposure to failure using operational
data, field investigations and analyses of experts, with this facilitating identification of particular
areas with high and unacceptable failure rates, in this way achieving a classification of sections of the
network risk-mapped as in need of renovation. A further important aspect will entail analysis of failure
assessment in the context of the determination of acceptance criteria vis-à-vis failure. The suggested
method of failure risk assessment for WDNs is among expert methods that may be deployed, and may
form part of the decision making process as regards plans for the modernization of a WSS. It can
also be used where operational data prove insufficient and can be combined with the experience and
knowledge of experts as a basis for opinions regarding the risk of failure. Furthermore, this type of
analysis is very helpful in classifying those segments of a WDN that need repairing. The multi-criteria
methods in failure risk assessment involve cooperation between designers, contractors and operators
of the WDN, so this denotes an opportunity to combine the experience of experts in given fields.
The methods proposed here from work based on operational data and expert knowledge can form
a basis for a comprehensive risk management program that forms part of the water safety plans
recommended by the WHO, which will be obligatory, given the need for modern standards regarding
the safety of drinking water to be met.
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