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Abstract: While the rapid growth of mobile mental health applications has offered an avenue of
support unbridled by physical distance, time, and cost, the digitalization of traditional interventions
has also triggered doubts surrounding their effectiveness and safety. Given the need for a more
comprehensive and up-to-date understanding of mobile mental health apps in traditional treatment,
this umbrella review provides a holistic summary of their key potential and pitfalls. A total of
36 reviews published between 2014 and 2022—including systematic reviews, meta-analyses, scoping
reviews, and literature reviews—were identified from the Cochrane library, Medline (via PubMed
Central), and Scopus databases. The majority of results supported the key potential of apps in helping
to (1) provide timely support, (2) ease the costs of mental healthcare, (3) combat stigma in help-
seeking, and (4) enhance therapeutic outcomes. Our results also identified common themes of apps’
pitfalls (i.e., challenges faced by app users), including (1) user engagement issues, (2) safety issues in
emergencies, (3) privacy and confidentiality breaches, and (4) the utilization of non-evidence-based
approaches. We synthesize the potential and pitfalls of mental health apps provided by the reviews
and outline critical avenues for future research.

Keywords: mobile applications; mental health; technology-based care

1. Introduction

Mobile mental health applications (i.e., apps) are virtual, smartphone-delivered plat-
forms which provide self-directed or remotely facilitated mental health services in the areas
of communication, self-monitoring, diagnosis, and treatment [1-3]. In order to circumvent
user barriers associated with traditional treatment methods—including issues of poor avail-
ability, accessibility, and acceptability—these apps offer timely, cost-effective, and discreet
channels for users to manage their mental health [3-6]. Specifically, help-seekers can over-
come constraints of traditional clinical settings, such as long waitlists, restricted clinic hours,
and living in regions with poor access to mental healthcare [3-5,7]. Instead of waiting
an average of 14.5 days to consult a clinician [8], relevant information and interventions
may be accessed in a timely manner and users may utilize apps for on-demand venting of
thoughts and emotions [9,10]. Rather than seeking mental health support in face-to-face
settings that require individuals to identify themselves, individuals may access support via
apps anonymously and remotely, thus evading negative social evaluation [3-5,7].

Critically, as a reflection of the growing demand for mental healthcare [11], mental
health apps have undoubtedly seen a rapid increase in their development and adoption.
Between 2016 and 2018, they have grown threefold in number [5], offering help-seekers
over 10,000 mental health apps to choose from [12]. Further, in a survey of 320 outpatient
help-seekers from four clinics in the United States, 70% indicated interest in using apps to
facilitate self-monitoring and management of mental health difficulties [13]. Considering
their prominence and growing demand, therefore, it is important to inquire into how
mental health apps may be utilized in conjunction with traditional interventions.
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While an emerging body of research has investigated the utilization of mobile mental
health apps in traditional treatment, however, findings have been scant and somewhat
polarized. For instance, Torous et al. [14] focused on examination of challenges generated
by mental health smartphone apps, while Eisenstadt et al. [15] concentrated on possibilities
created by apps. On one hand, several studies have revealed the utility of mental health
apps in supplementing different stages of traditional intervention, such as by providing
education about treatment techniques prior to enrolment, facilitating symptoms-monitoring
during the treatment process, and ensuring continued access to interventions after the
treatment period [4,7,16]. On the other hand, a growing body of research has highlighted
risks associated with app usage, such as the lack of safeguards around the privacy of users’
information as well as utilization of non-evidence-based approaches [3,5,6]. Given this
equivocality, there is a need for a more comprehensive view of the current mobile mental
health apps landscape, to guide interested researchers toward a holistic understanding of
apps as an adjunct to traditional treatment. As there is an increasing volume of reviews
looking into the present mobile mental health landscape, we have chosen to conduct an
umbrella review in the hope of presenting a big picture of the evidence base, as well as to
discuss congruous or inconsistent findings. An umbrella review is a synthesis of systematic
reviews, offering readers opportunities to look at a broad scope of factors investigated
by scholars and consider whether consensus in the field has been met. Thus far, past
investigations have provided an insightful outline of the current mobile mental health
landscape, yet there is a relative lack of umbrella reviews that examined existing overviews.
We aim to compile evidence from existing reviews to offer a higher level of summary.

2. Methods
2.1. Search Strategy and Selection Criteria

We included reviews of mental health apps that reported on: (1) the effectiveness
and pitfalls of mobile mental health intervention program(s); and are (2) quantitative or
qualitative reviews, rather than individual studies, aimed at reducing subclinical or clinical
mental health symptoms. Eligible reviews, up to 31 May 2022, were identified from the
Cochrane library, Medline (via PubMed Central), and Scopus databases by two co-authors
(J.K., G.T.), using the following search terms: “mental health app *” OR “e%mental health” OR
“mobile%based psychotherapy intervention *” OR “app“%based mental health intervention *” OR
“smartphone%based mental health intervention *” OR “digital mental health” OR “digital app * for
mental health” OR “technology in psychotherapy” OR “mental health smartphone app *”) AND
(“review*” OR “synthesis” OR “meta-analysis” OR “meta-analytic”).

2.2. Quality Assessment

We conducted a methodological quality assessment, using the JBI critical appraisal tool
for systematic reviews [17], to evaluate the systematic reviews and meta-analyses included
in our umbrella review. This critical appraisal tool comprises eleven items which are rated
as “yes”, “no”, “unclear”, or “not applicable”. These include methodological evaluations of
each review’s inclusion criteria, search strategy, data synthesis, and strategies to minimize
biases in data extraction and study appraisal. For each appraisal item, ] K. and G.T.
conducted their evaluations independently and any disagreements were resolved through
discussion after independent review. Assessments with at least five “yes” responses were
included. In sum, the score (i.e., number of “yes” ratings) of the eligible reviews ranged
from a moderate score of five or six (n = 4) to a high score of seven and above (1 = 10).
Our quality assessment identified that items four (i.e., “were the sources and resources
used to search for studies adequate?”) and six (i.e., “was critical appraisal conducted by
two or more reviewers independently?”) had the lowest proportion of “yes” ratings. This
highlighted that (1) ensuring a comprehensive search strategy including grey literature; and
(2) minimizing bias in critical appraisals are common methodological issues in systematic
reviews and meta-analyses. Nevertheless, all fourteen eligible reviews for assessment had
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at least five “yes” ratings and, therefore, none were excluded from our umbrella review
(see Table 1 for critical appraisal results).

Table 1. JBI critical appraisal of systematic reviews.

Systematic Review/Meta-Analysis

Question ! Borghouts Eisenstadt Firth Garrido Larsen Lattie Leech

etal. [18] etal.[15] etal. [19] etal. [20] etal.[21] etal. [22] etal. [23]

1.1Is .t}}e review question clearly and Undclear Yes Yes Yes Yes Yes Yes

explicitly stated?

2. Were ?he inclusion c1j1ter1a . Yes Yes Yes Yes Yes Yes Yes

appropriate for the review question?

3. Was the search strategy appropriate? Yes Yes Yes Yes Yes Yes Yes

4. Were the sources and resources used Unclear Unclear Yes Unclear Yes Unclear Yes

for the study adequate?

5. W.ere the cr1te.r1a for appraising Yes Yes NA Yes NA Yes Yes

studies appropriate?

6. Was critical appralsal. conducted by No Yes NA No NA Yes No

two or more reviewers independently?

7. Wer§ there methoc}s to minimize No Yes No Yes Unclear Yes No

errors in data extraction?

8. W.ere the met}}ods used to combine Yes Yes Yes Yes Yes Yes Yes

studies appropriate?

9.. Was the likelihood of publication NA NA Yes No NA NA NA

bias assessed?

10. Were recommendations for policy

and/or practice supported by the Yes Yes NA Yes Yes NA NA

reported data?

11. Were the SpeC}flC directives for new Yes Yes Yes Yes Unclear Yes Yes

research appropriate?

Overall appraisal 2 Incl. Incl. Incl. Incl. Incl. Incl. Incl.

Systematic Review/Meta-Analysis
Question ! Lehtimaki Liverpool Nicholas Simblett Sixetal. Struthers  Zhang

etal. [24] etal.[25] etal.[26] etal. [27] [28] etal. [29] etal. [30]

1.1Is .t}.le review question clearly and Yes Yes Yes Unclear Yes Yes Yes

explicitly stated?

2. Were ?he inclusion C1T1ter1a . Yes Yes Yes Yes Yes Yes Yes

appropriate for the review question?

3. Was the search strategy appropriate? Yes Yes Yes Yes Yes No Yes

4. Were the sources and resources used Unclear Unclear Yes Unclear Unclear Yes Unclear

for the study adequate?

5. W.ere the crlte.rla for appraising Yes Yes NA Yes Yes Yes Yes

studies appropriate?

6. Was critical aPpralsal. conducted by Yes Yes NA No No Yes Yes

two or more reviewers independently?

7. Were there methods to minimize Yes Yes Unclear No Yes Yes Yes

errors in data extraction?
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Systematic Review/Meta-Analysis

Question ! Lehtimaki Liverpool Nicholas Simblett Six etal.  Struthers Zhang
etal. [24] etal. [25] etal.[26] etal.[27] [28] etal. [29] etal. [30]

8. erre the met}}ods used to combine Yes Yes Yes Unclear Yes Yes Yes
studies appropriate?
9.. Was the likelihood of publication NA NA NA No Yes NA NA
bias assessed?
10. Were recommendations for policy
and/or practice supported by the Yes Yes Yes Yes Yes Yes Yes
reported data?
11. Were the SPEC}fIC directives for new Yes Yes Unclear Yes Yes Yes Yes
research appropriate?
Overall appraisal 2 Incl. Incl. Incl. Incl. Incl. Incl. Incl.

! Possible responses: yes/no/unclear/not applicable. 2 Possible responses: include/exclude/seek furt-
her information.

2.3. Data Extraction

In line with Aromataris et al.’s [31] data extraction protocols for umbrella reviews,
the following information was extracted from included reviews: (a) review details (author,
year of publication, type of review, review objectives including interventions and outcomes
assessed, total sample size, participant demographics, country), (b) search details (number
of databases/sources searched, date range of included studies, number of studies included),
and (c) analysis details (method of analysis, key findings). The extracted characteristics of
included reviews are summarized in Table 2.
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Table 2. Characteristics of included reviews.
- Date (Year)
Authors, Participant Number of Number of
Year of Review Type  Review Objective TotalSiSZa;nple Demographics Country Sources ﬁlacrlllgl(eigé Studies I\gegilloc;i(;f Key Findings
Publication (Age) Searched Studies Included y
Apps interface and
user-friendliness
: . Examine strengths 2 (Apple’s app . are strengths.
Algahtani User review 13,549 user 106 mental Thematic
and Orji [32]  analysis and weaknesses of  1ovievyg NA NA store, Google NA health apps analysis Apps lack content,
apps Play) personalization,
security, and
privacy.
Bakker Lit . fergovrir(liriendations 27 mental NA NA g C(cl)’SﬁgInfo, Mar 1975-Mar 27 mental NA E‘};rl{ebr;‘;(lezck of
etal. [33] 1t review for future apps health apps pus, 2015 health apps evidence for apps,
PP ProQuest) pp
development need more RCTs.
Apps’ real-time
function helpful
Summarize and ééﬁﬁgli/led for symptom
Balcombe Lit. review ~ cvaluate digital NA NA NA Directory of 2016-2020 NA Systematic  tracking and
etal. [34] mental health for Open Adcess review mental health
athletes Journals) screening. Apps
face engagement
issues.
7 (ACM Digital
Library, _
Examine current ScienceDirect, Enr;;e(r)l‘tgls health
: trend of e-mental IEEE Eplore, :
Binhadyan Lit. review health and issues NA 16 and above NA SpringerLink After 2004 74 Sysﬁematlc treatment
etal. [35] : v review accessibility,
related with ProQuest,
b reduces cost, and
ADHD Australian enhances qualit
Standards, quality.
Google Scholar)
Barriers: severe
mental health,
Identify barriers %fl%%/[(ngS/ apps have
: and facilitators ( : technical and lack
eBtO ;igh[(;g]t S ?gsitsﬁanc affecting e-mental ~ NA 16 and above NA Efs}éigfcg Web After 2010 208 articles ?gsits‘r/\rllatlc of personalization

health user
engagement

Cochrane
Library)

issues. Facilitators:
social connections

and mental health

awareness.
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Date (Year)

. Participant Number of Number of
(?fli’tﬂgfisc’;t{f:; Review Type Oll{;‘e,z:i‘lze TotalSiS::‘lple Demographics Country Sources ﬁlacrlllglfl:c{ Studies l\gﬂlloiizf Key Findings
) (Age) Searched Studies Included y
Provide East, Central, o
benefits of South Asia, Digital mental
digital mental Central Latin health can help to
health America, . detect, diagnose,
gta;fér:% 6 Lit. review interventions NA NA Middle East, 1 (Medline) 2016-2020 37 articles Systematic prevent, and treat
[36] in low-middle Eastern review mental health
and middle gura}l)e, . disorders in these
income outheas tries.
countries Asia, Africa countries
gﬁ?&ggaénk Apps are useful
Identify users 18 and above %urOPE,’ASia’, 4 (CINAHL, f:ez}t)éfgﬁn]’;:;e of
Chan and : . perception of with mental ominican Embase, . Integrative ‘
Honey [9] Lit. review mental health NA health Republic, Medline, After 2000 17 articles review use, content, and
apps condition Canada, PsycInfo) privacy are
Germany, concerns of apps
Australia usage.
. Promote
Denecke Identltfy fCBT 3 (PubMed, IEEE Narrati self-monitoring
Lit. review aspects o NA 18and above  NA Xplore, ACM 2007-2020 34 articles arratiye and
etal. [37] in mental dieital lib synthesis T
health apps igital library) self-management
strategies.
Identify China, UK, 5 (IEEE, ACM, E-mental health
Drissi : . e-mental Iran, Canada, ScienceDirect, . Systematic helpful but lacks
etal. [38] Lit. review health for NA NA USA, Scopus, 2020 onwards 11 articles roview empirical
healthcare staff Malaysia PubMed) evidence.
Identify 5 (Medline,

' Systematic features of Embase, Narrative g‘nlzgtsigéomom
Eisenstadt review and mental health 48 mental 18-45 15 countries Psycinfo, Web of Up to 2021 52 articles synthesis regulation, mental
etal. [15] meta-analvsis apps and health apps Science, and meta- health. and

Y evaluate Cochrane analysis ezh be iy
potential Central) well-being.
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Table 2. Cont.
. Date (Year)
Authors, Participant Number of Number of
Year of Review Type  Review Objective TotalSiS::‘lple Demographics Country Sources ﬁlacrlllglfl:c{ Studies l\gerg‘loii:f Key Findings
Publication (Age) Searched . Included y
Studies
Privacy and safety
Assess e-mental USA, 4 (Medline, regulations, lack
Ellis Scoping health gaps in Australia, Embase, . . Narrative integration into
etal. [39] review relation to NA NA Canada, UK,  PsycInfo, 2019-2021 356 articles techniques healthcare models
COVID-19. India CINAHL) and accountability
framework.
7 (Cochrane
Central, Health
Examine efficacy of rgescs}gsl:rlr?é%rzlt Comprehen- ~ Smartphones are a
Firth Meta- using smartphones . . sive Meta- promising
etal. [19] analysis for treatment of 3414 18-59.3 NA Eﬁ%%,s%MIC, Until 2017 18 RCTs gnalysis self-managemer}t
depression Ovid Medline, 0 tool for depression.
Embase,
PsycInfo)
Examine Australia, Treatment effect
Systematic Ceif.fe‘ctilveness ?f USA, Asia, 4 (PsycInfo, Thematic high when
Garrido review and igital menta North PubMed, . analysisand  supervision was
etal. [20] meta- health for anxiety NA 12-25 Europe, ProQuest, Web of 2007-2017 41 articles narerItive present, content
analysis and depression in South Science) analysis and interface
young people America important to users.
There is evidence
Summarize for feasibility and
feasibility, . acceptability,
Gould Lit. review  usability, efficacy, ~ NA NA NA 1(EBSCOhost)  Until 2018 22 articles Systematic - rch for
etal. [40] effectiveness of review efficacy and
mental health apps effectiveness is
scarce.
Digital
Australia 5 (PubMed, interventions were
Synthesize and ’ Psychology and effective;
Harith Umbrell evaluate digital Universit gg;éiA, Behavioral Narrati effectiveness
etal [41] review interventions NA tudent ¥ Norway, Science 2000-2021 7 articles . artrﬁegse depended on
’ targeting students Spain z/hina Collection, Web yn delivery format,
university students Egrop,e ’ of Science, ERIC, mental health

Scopus)

condition, and
population.
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Table 2. Cont.

Authors,

Participant

Number of

Date (Year)

Number of

. . A Total Sample . Range of . Method of ..
Year of Review Type  Review Objective : Demographics Country Sources Studies . Key Findings
Publication Size (Age) Searched Included Included Analysis
Studies
Smartphones
enhance therapy
Determine digital engagement and
therapeutic 4 (PubMed, adherence,
Henson . . alliance in _ PsycInfo, . Systematic therapeutic
etal. [12] Lit. review smartphone NA 17-65 NA Embase, Web of 2018 onwards 5 articles review allianrt):e in
interventions for Science) allowing
mental illnesses communication
outside therapy
hours was key.
8 (RISS, DBpia,
Medline,
Examine effects of CINAHL, gggfel:isaeld on
Hwang Scoping mobile mental Embase, . Systematic
etal. [42] review health apps for NA 18 and above NA PsycInfo, 2010-2019 14 articles rgview knovylgdge a.nd
adults Cochrane emplrlcal.ewdence
Library, Google were lacking.
Scholar)
Examine User experience
relationship does not predict
among subjective 4 (MARS, Apple Statistical erllsgt:égislent with
Kaveladze Secondary user experience App Store,
etal. [43] data analysis  and objective NA NA NA Google Play, 2020-2021 56 apps ?fs‘?r{ysﬁs apps. Need to
measures of apps MAU) 8 understand the
opularity and link between user
Enpa ement experience and
838 engagement.
E-mental health
Efe‘;iaetvljrtehgn agglications
address
Rapid e-mental health, USA information
Lal and ) including its " Descriptive provision;
Adair [44] literature applications, NA NA Australia, the 1 (MEDLINE) 2000-2010 115 review screening,
review Netherlands
strengths, assessment, and
limitations, and monitoring;

evidence base

intervention; and
social support.
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Date (Year)

Authors, Participant Number of Number of
Year of Review Type  Review Objective TotalSiSZample Demogrel:phics Country Sources }{arllgg OC{ Studies l\gethlod_of Key Findings
Publication € (Age) Searched gtculnlii:s Included nalysis
Strongest evidence
of suicide
Compare prevention
evidence-based strategies found
strategies for facilitating
undeétaken for é (Aulstrlz;lllian o access ’ftO XlilSiS
Larsen Systematic suicide prevention oogle Pla stematic support.
etal. [21] ozerview with thg) content of NA NA NA ston;g, Austl}r]alian NA 123 apps rgview reviewed apps
publicly available iTunes store) employed at least
apps providing one strategy that
tools for suicide aligned with
prevention best-practice or
evidence-based
guidelines.
Identify the
effectiveness,
usability,
acceptability, The majority of
uptake, and programs were
agoption of digital %%}ig]ﬁlNE’ effectiveor
Lattie Systematic mental health Mexico PsycINFO, Web Systematic partially effective
etal. [22] raview }nterventlons NA NA Canad a’, USA  of Science, and Up to 2019 89 roview in pro.d.ucmg
ocused on the Cochrane beneﬁaal. changes
depression, Library) in the main

anxiety, and
enhancement of
psychological
well-being among
college students

psychological

outcome variables.
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Date (Year)

Authors, Participant Number of Number of
Year of Review Type  Review Objective TotalSiS::‘lple Demographics Country Sources ﬁlacrlllglfl:c{ Studies l\gerg‘loii:f Key Findings
Publication (Age) Searched Studi Included y
udies
Provide a
systematic,
quantitative review
of current research App interventions
to address whether produced
app-based significant
interventions are Mostly 4 (Emba sygmptom
‘ effectlye in adolescent ) Co chransee/ (depression, stress)
Leech Systematic managing 1706 females (65% Australia, Librar 2011-2020 11 RCT: Meta- improvement
etal. [23] review adolescents and female; Mean UK, USA A - 5 analysis ltin]
young adults’ age = 189 ' PsycINFO, acrtoss s, T
= lo. outcomes,
mental health years, SD = 3.5) PubMed) compared to
symptoms wait-list or
compared to attention control
waitﬁist controls or conditions.
another
comparison
condition.
Evidence of
Synthesize the effeCtiVen.eSS of
current evidence compu.terlzed CBT
on digital health gﬂ anxiety and
interventions epression;
targeting interventions with
adolescents and an in-person
young people . 4 (MEDLINE element with a
Lehtimaki Systematic (aged 10-24 years) China, HK, Pt(1bMed, ' Systematic professional, peer,
. with mental health ~ Not reported Not reported the PsvcINEFO 2013-2019 18 . or parent were
etal. [24] overview m . Netherlands syc , review iated with
conditions, with a Cochrane) associated wit
focus on greater
effectiveness, effectiveness,

cost-effectiveness,
and
generalizability to
low-resource
settings

adherence, and
lower dropout
than fully
automatized or
self-administered
interventions.
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Date (Year)

Authors, Participant Number of Number of o
Year of Review Type  Review Objective TotalSiS::‘lple Demogrel:phics Country Sources ﬁlacrlllglfl:c{ Studies l\gerg‘l;ii:f Key Findings
Publication (Age) Searched Studies Included
Six modes of
delivery were
identified: (1)
(1) Identify modes websites, (2) games
of delivery used in and computer-
children and assisted programs,
young people’s (3) apps, (4) robots
digital mental and digital devices,
health (5) virtual reality,
interventions and (6) mobile text
(DHI), (2) explore USA i gfochrane messaging.
: ' influencing factors ) ibrary, '
Liverpool Systematic on usea e agnd Not reported Not reported Canada, EMBA}éE, 2001-2018 83 Narftlye T"}EO thertr}es _Of
etal. [25] réview e Australi MEDLINE synthesis s o bl
implementation, ustralia INFO, specific (suitability,
and (3) investigate Psyc ) usability, and
ways in which the acceptability of the
interventions have DHI) and person-
bei{n e}\iaiﬁated specific (motivation,
and whether 7
children and g;%aciltl;%ty)
young people barriers and
engage in DHIs facilitators to CYP’s
engagement
emerged.
(1) Identifies
populations in the
APEC region that
are at higher risk of Evidence that
the negative mental e-mental
health impacts of healthcare can be a
CO\éID—lf?, 4 3 (Medli viable option for
Rapid 2) identifies needs . edline, . i
Murphy sco%ing grzd gaps in access Not reported Not reported USA, China, Embase, 2019-2020 132 Narrative iﬁ;(: S eélc‘;grcy but
etal. [45] review to standard and Philippines PsycINFO) review sy
accessibility and
e-mental health acceptability
care among these factors must be
populations, and considered.

(3) explores the
potential of
e-mental health to
address these needs




J. Pers. Med. 2022, 12,1376 12 of 27
Table 2. Cont.
Authors, Number of
Year of Review Type  Review Objective Total Sample Demographics Sources Key Findings
Publication Searched
22% of apps
. addressed privacy
Ic}entlfy the types and security by
o -
self-management gf'io\ye:g}lrnf?o?icy' 36%
Nicholas Systematic apps avai.lable for 2 (Australian and 15% appliled
etal. [26] review bipolar disorder Gooogle Play and core
’ i iOs stores .
ot e ’ peychoeducaton
quality of their principles and
content best-practice
guidelines,
respectively.
Identified
21 negative themes
(usability issues,
content issues,
ethical issues,
customer support
Ezsllgla;% I:1:1Se]1;1}’c,al %ssues; bilgng
- Lo issues) an
;)C})es?ttil\f/}élgr% 4 29 positive themes
Oyebode Thematic : . 2 (Google Play, (aesthetically
etal. [46] analysis Zfef%i:ilr‘ig i;cetors 88, 125 reviews App Store) pleasing interface,
i i app stability,
effective delivery customizability,

of mental health
apps

high-quality
content, content
variation/diversity,
personalized
content, privacy
and security, low-
subscription cost).




J. Pers. Med. 2022, 12, 1376 13 of 27
Table 2. Cont.
Authors, Participant Number of o
Year of Review Type  Review Objective TotalSiS::‘lple Demographics Country Sources Key Findings
Publication (Age) Searched
Investigate and Overall, digital
thematicall mental health
synthesize Zhe interventions
existing literature lcrggttlrclll;ugt?[ }’:g
;(t)altlél glfe ltrlslt;gi the 3 (Summon car;givler burden,
. . digital mental search box, with a limitation in
g‘:‘gg{éﬁ ?2‘7:1] fecgirélxg he%ilth tools for Not reported Not reported Not reported C%chrane addressing specific
managing burden, Library, coping skills or
stressfgangd overall PubMed) education
adverse mental regarding illnesses
health outcomes such as )
for the informal Alzheimer’s
caregivers of disease and
older adults dementia.
The results of the
primary
meta-analysis
revealed a
significant
. improvement in
] Examn}e the scope 4 (Cochrane PTSD symptoms,

. Systematic and efficacy of 3832 (eligible USA, The Library, in favor of the
Simblett review and g-mental health for meta- Not reported Netherlands, ¥ MEDLINE, active intervention
etal. [27] meta- interventions to analysis) Australia EMBAGSE, group,

analysis treat symptoms of PsycINFO) independent of the
FTSD comparison
condition, type of
CBT-based

intervention, and
level of guidance
provided.
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Table 2. Cont.
. . Date (Year)
Authors, Participant Number of Number of
Year of Review Type  Review Objective TotalgSample Demogrel:phics Country Sources }{arllgg OC{ Studies l\gethlod_of Key Findings
Publication 1ze (Age) Searched gtc ude Included nalysis
udies
Results indicated a
small to moderate
. effect size across
Examlﬁel wlh}elther all mental health
mental health apps apps in reducing
with gamification 5 (PubMed, depressive
; lements differ in PsycINFO b
Systematic fheir effectiveness 58.3% female, Cochrane ' symptoms
Sixetal. [28]  Teviewand i reduce 8110 Jaean age = Not reported  Clinical Trials 2011-2020 38 lavr[;tlé}il-sis ggr‘ﬁfgrseigo
analysis gerlilrets sgs 7.9 years ggglstr y, Web of difference in
ymp CIENCE, effectiveness
compared to apps PsyArXiv) between mental
that lack these health apps with
elements and without
gamification
elements.
11 (PubMed/
Medline,
EMBASE,
CINAHL,
Examine the PsycINFO, Clients are
acceptability of Google Scholar, generally satisfied
e-mental health Science Citation with e-mental
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2.4. Data Synthesis

Due to the heterogeneity of the included reviews in the study aims, mental health
interventions, and outcome variables investigated across the included reviews, it was un-
feasible to synthesize our results statistically. Instead, we narratively synthesized evidence
from various systematic reviews, meta-analyses, scoping reviews, and literature reviews
based on the primary findings of each review.

3. Results

The main search string returned 103 unique articles (see Figure 1 for PRISMA dia-
gram [51]); and two additional articles were identified via Google Scholar. Thereafter, the
article review proceeded in two phases. First, two co-authors reviewed the title and abstract
for all 105 articles to determine initial eligibility based on our aforesaid selection criteria,
and 48 articles were removed at this phase as they were protocols for literature reviews or
articles that did not constitute quantitative or qualitative reviews (e.g., individual studies).
In the second phase of article review, the remaining 57 articles were reviewed in full by
two co-authors. At this stage, we excluded 13 articles which examined web-based mental
health interventions and 5 articles which focused on the implementation of mobile mental
health services (e.g., role of therapeutic alliances or gamification elements) [52,53]. In
addition, three other reviews were excluded because they focused on outcomes other than
mental health (i.e., academic performance [54]), the assessment of mobile mental health
services [42], and the types of e-mental health systems and their degree of technological ad-
vancement [55]. As a result, a total of 21 articles were excluded at this stage, and 36 articles
were included in the final review.

113 records identified through 2 additional records identified
database scarching through Google Scholar

N7

103 records retained after
removing duplicates

48 records excluded based on
abstracts

57 full-text records assessed for
cligibility

~ 13 full-text records excluded as
they focused on web-based mental
health interventions

~ 5 full-text records excluded as
they focused on implementation of
mobile mental health services

~ 3 full-text records excluded as
they focused on outcomes other
than mental health, assessment of
mobile mental health services, and
types of e-mental health systems

r

36 records included for final
review

Figure 1. PRISMA diagram of reviews selected for inclusion in the umbrella review.
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3.1. Potential of Mobile Mental Health Apps in Traditional Treatment
3.1.1. Timely Support

In total, 16 out of 36 studies cited timely support as an advantage which mental health
apps have provided, by transcending traditional help-seeking boundaries associated with
waiting time and physical distance [9,12,15,25,29,33-36,39,40,42,44,45,49,50]. Given that
mental health apps provide in-the-moment support at the user’s convenience, help-seekers
can overcome constraints of traditional clinical settings, such as long waitlists, restricted
clinic hours, and living in regions with poor access to mental healthcare [8]. For example,
Struthers et al.’s [29] systematic review of 24 studies found that time-associated flexibility
and level of control over treatment encourage the use of e-mental health services among
youths, their parents, and their healthcare providers. Further, Chan and Honey’s [9]
integrative review identified that users perceive mobile mental health apps as being “easy
to use”, since app usage may be accessed on demand and can be easily integrated into the
user’s daily routines. Considering that delayed treatment contributes to more severe and
enduring mental health difficulties [4,8,56], the timely nature of mobile mental healthcare
is especially helpful in situations when an in-the-moment experience of relief is needed
and traditional support might not be as helpful by the time it becomes available [33].

3.1.2. Cost-Effective

Further, as cited in 11 reviews, mental health apps afford users with the oppo-
rtunity to access cost-effective treatment options according to their financial abili-
ties [25,32,34-36,42,44,46,48-50]. For instance, Binhadyan et al.’s [35] literature review
of 74 articles—which addressed e-mental health interventions for university students with
ADHD—identified that the minimal (or no) fees for app-based interventions played a
key role in enabling help-seekers to circumvent barriers to traditional mental healthcare.
Echoing this, Oyebode et al.’s [46] thematic analyses of user reviews of 106 mental health
apps found that the average price of 11 fee-based apps was USD 5.26, which is significantly
lower than average psychotherapy fees ranging from USD 100 to USD 200 per session
in the United States [57]. Hence, the lower cost of digital apps, compared to traditional
psychotherapy, renders mental health apps a more accessible psychological tool for people
of varying financial abilities.

3.1.3. Combat Stigma in Help-Seeking

Notably, eight studies noted that mental health apps provide the ability to access
mental healthcare discreetly and thus circumvent the adverse stigma surrounding help-
seeking [15,35,36,39,44,48,49]. For example, in Lal and Adair’s [44] literature review of
115 articles about e-mental health interventions, it was highlighted that digital mental
health interventions allow individuals who are uncomfortable with in-person treatment to
receive help anonymously and bypass discomforts associated with identifying themselves
and facing negative social evaluations. This may be especially helpful for people from
collectivist cultures with prevalent “face” concerns, where conventional help-seeking has
been found to be associated with poorer life satisfaction and lower positive affect [58].
Moreover, Wies et al.’s [50] review of 26 digital mental health treatments revealed that
apps could serve as an initial point of contact and gradually facilitate transition to face-
to-face interventions. In sum, mobile mental health apps potentially allow their users to
overcome help-seeking barriers stemming from stigmatized attitudes toward conventional
mental healthcare.

3.1.4. Enhance Therapeutic Outcomes

As highlighted in 25 studies, mobile mental health apps may also enhance therapeutic
outcomes (see Table 3 for a summary of the target populations of the included reviews) includ-
ing reducing symptoms of mood disorders [9,12,15,19,20,22-25,27-30,35-38,40-42,46-50]. For
instance, in Firth et al.’s [19] meta-analysis of 18 randomized controlled trials, smartphone
interventions had a small-to-moderate effect in reducing depressive symptoms in an overall
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sample of 3, 414 adults from both clinical and nonclinical populations. Further, Petrovic
and Gaggioli’s [47] review of eight studies on mobile-based mental health tools showed
that participants experienced reduced stress levels and improved coping skills after three
weeks of app usage, suggesting that apps increase the likelihood of treatment success
by providing opportunities to practice coping strategies in clients” natural environments.
Harith et al.’s [41] umbrella review of seven studies also found significant evidence of
the effectiveness of digital mental health interventions, including app-based programs, in
alleviating depression, anxiety, stress, and eating disorder symptoms in university students.

Table 3. Target population of included reviews.

Included Reviews

Algahtani & Orji [32]
Bakker et al. [33]
Balcombe et al. [34]
Carter et al. [36]
Denecke et al. [37]
Drissi et al. [38]
Ellis et al. [39]
Gould et al. [40]
Hwang et al. [42]
Kaveladze et al. [43]
Lal & Adair [44]
Lehtimaki et al. [24]
Liverpool et al. [25]
Murphy et al. [45]
Oyebode et al. [46]
Struthers et al. [29]
Torous et al. [14]
Wies et al. [50]
Zhang et al. [30]

Binhadyan et al. [35] ADHD

Borghouts et al. [18]
Eisenstadt et al. [15]
Firth et al. [19]
Garrido et al. [20]
Harith et al. [41]
Lattie et al. [22]
Leech et al. [23]
Nicholas et al. [26]
Petrovic & Gaggioli [47]
Six et al. [28]

Thach [48]

Thach [49]

Chan & Honey [9]
Henson et al. [12]

Larsen et al. [21]
Simblett et al. [27]

Target Population

No restriction on the type of mental health condition

Anxiety /Depression/Stress/Well-being

Anxiety, Depression, Schizophrenia spectrum and psychotic disorders

Suicide/Self-harm
Post-traumatic stress disorder (PTSD)

More specifically, mental health apps can amplify treatment outcomes by comple-
menting different stages of traditional interventions in line with their specific purpose. For
example, in Hwang et al.’s [42] scoping review, certain mental health apps (e.g., MoodPrism,
mHealth)—which track and monitor users” emotional state and psychological stress—were
found to reduce symptoms of depression, anxiety, and stress. Hence, by providing on-the-
go documentation of users’ psychological well-being, these apps can tailor relevant goals
for each user in real-time and supplement traditional treatment. In addition, Oyebode
et al.’s [46] thematic analysis of user reviews of 104 mental health apps revealed positive
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themes such as “reminder and notification”, “in-app support”, “logging”, “analytics and
visualization”, “assessment”, and “data export”; which indicate the unique features of
mental health apps that are valued by help-seekers. Together, this suggests that users could
utilize mental health apps in conjunction with traditional treatment to enjoy higher thera-
peutic success as compared to only receiving the traditional face-to-face intervention alone.
Nonetheless, common themes for the pitfalls of mental health apps have been identified

as well.

3.2. Pitfalls of Mobile Mental Health Apps in Traditional Treatment
3.2.1. User Engagement Challenges

Six reviews referred to high attrition rates and poor rates of sustained engagement
prevalent among mental health apps [14,20,22,24,29,30]. For instance, Garrido et al.’s [20]
review of 32 digital mental health interventions found that 39% of studies reported attri-
tion rates of over 20%—Ilevels indicative of potential attrition bias. Further, in Struthers
etal.’s [29] review of 24 studies on acceptability of e-mental health for youths, the number of
participants who completed the full intervention ranged widely across studies from 29.4%
to 87.5%, with two studies suggesting the decreasing usage of e-mental health interventions
over time. As theorized by Torous et al. [14], user engagement may be hindered by factors
including unsatisfactory functionality of these apps and usability concerns (i.e., difficulties

using apps).

3.2.2. Safety Issues in Case of Emergency

According to two reviews [14,21], mental health apps may also be poorly equipped
to assist users through emergencies. For instance, Larsen et al. [21] reviewed publicly
available apps which address suicide, and found that none of these apps abided with the
best practice of providing visible crisis support information within the app. Similarly,
in Torous et al.’s [14] clinical review of challenges surrounding user engagement, it was
suggested that the vast majority of apps are limited in their ability to respond effectively
during emergencies related to suicide or self-harm, or recognize anticipatory warning
signs. In the event of a time-sensitive mental health emergency such as risk of suicide,
therefore, help-seekers might not be able to access critical support needed through mental
health apps).

3.2.3. Confidentiality Breaches

In 12 out of 36 included reviews, privacy and confidentiality breaches were consistently
cited as a key concern among mental health app users, with these concerns falling into
two categories: (1) third-party access to confidential information; and (2) lack of an explicit
privacy policy [9,14,18,21,26,29,32,39,45,46,49,50].

First, eight reviews found that mental health app users were commonly concerned
with their confidential information being shared with third parties or used for unauthorized
purposes such as marketing [9,14,18,29,39,45,46,50]. In Wies et al.’s [50] scoping review of
ethical challenges in digital mental health, it was shown that mental health app users’ main
concerns centered around the consequences of confidential information being leaked to
third parties, which would implicate professional, personal, and social domains of their
lives. In particular, two reviews identified inadequate passcode protection (i.e., to prevent
external access to users’ data) as a privacy-related weakness of mental health apps [32,49].
For instance, a thematic analysis of user reviews of 106 mobile mental health apps revealed
that mental health app users were dissatisfied with the lack of passcode protection (e.g., a
unique PIN) to prevent external access to sensitive information [32].

A second concern was the lack of clear privacy policies which explain the protection
of users” information, as highlighted by five reviews [21,26,32,46,49]. More specifically,
only 22% of apps targeted at bipolar disorder and 29% of apps targeted at suicide or
deliberate self-harm provided a clear privacy policy which informs users on how their
data are used [21,26]. Moreover, Wies et al. [50] reported that there is insufficient clarity
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about the adequacy of consent obtained through digital mental health apps, in particular
regarding the type of data processing or intervention that the user is consenting to. Taken
together, therefore, the use of mental health apps is often accompanied by risks of being
identified as a help-seeker or the leakage of personal information to third parties, thus
endangering users’ privacy and impeding trust and engagement with these apps.

3.2.4. Utilization of Non-Evidence-Based Approaches

Lastly, limited empirical and theoretical evidence has been found for both (1) the
efficacy of mental health apps and (2) the basis of therapeutic interventions used in mental
health apps.

First, 10 reviews found limited evidence for the effectiveness of mental health apps
in reducing symptoms of psychological distress (e.g., depression, anxiety, stress) and
improving socioemotional competency [14,23,24,36,38,40,42,45,47,50]. For example, Drissi
etal.’s [38] systematic review of studies examining e-mental health interventions developed
for healthcare workers found that only two studies (27%) included empirical evaluations of
the reported interventions, and the empirical evaluations were based on a limited number
of participants. Similarly, Gould et al.’s [40] review of mental-health-related apps created
by the Veteran Affairs or the Department of Defense showed a pressing lack of evidence
for the effectiveness of these apps, with the exception of two apps (PTSD Coach, Virtual
Hope Box). Further, in studies examining the efficacy of app interventions, there has been a
lack of empirical support for their long-term effectiveness. In Carter et al.’s [36] review of
37 digital mental health intervention studies, for instance, 23 studies (62%) reported results
from less than 6-months follow-up. In addition, in Leech et al.’s [23] systematic review of
mental health apps for adolescents and young adults, all 11 randomized controlled trials
examined the immediate or short-term effects of app interventions, except four studies
which incorporated 6-week to 6-month follow-up assessments. Together, this suggests
that the long-term benefits of mental health app usage have not been established by
empirical evidence, and help-seekers should not rely entirely on these platforms for mental
health treatment.

Second, apart from the efficacy of mobile mental health apps, four reviews cited
an insufficient theoretical and empirical basis for therapeutic techniques employed by
mental health apps [14,42,47,50]. For example, Petrovic and Gaggioli [47] conducted a
scoping review of digital mental health tools catered to informal caregivers in Europe, and
found that only a small portion of their 16 reviewed papers defined a clear therapeutic
rationale behind the interventions used, such as adopting principles of cognitive behavioral
therapy or stress inoculation training. In addition, Hwang et al. [42] conducted a scoping
review of 14 studies about mental-health-related apps for adults over 18 years of age,
and identified two studies that did not provide theoretical evidence for their intervention
methods, involving a breathing exercise app and mood-monitoring app. Seeing as such
unsupported practices could unintentionally pose serious risks to the well-being of help-
seekers in dangerous situations, it is crucial that clinicians and researchers remain astute as
to the scientific evidence informing app-based mental healthcare.

4. Discussion and Conclusions
4.1. Key Findings

In sum, mobile mental health apps can potentially circumvent barriers of traditional
mental healthcare to provide timely, cost-effective, and discreet support which facilitates
various stages of treatment and improves outcomes. On the other hand, it is imperative
that app users (clinicians and help-seekers) are mindful of the pitfalls surrounding apps
usage: these involve engagement challenges, safety issues, confidentiality breaches, and a
lack of evidence-based practices (see Figure 2 for an overview).
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Figure 2. Potential and pitfalls of mobile mental health apps.

4.2. Strengths and Limitations

Our review has several limitations that should be noted. First, given that our um-
brella review provided a higher-level synthesis of a wide range of previous reviews, this
introduced significant heterogeneity—regarding review methodologies (e.g., systematic
reviews, narrative reviews, thematic analyses), primary focus of the reviews (e.g., efficacy,
user engagement, ethical challenges), sample demographics (e.g., adolescents, caregivers,
young adults), and outcome measures used (e.g., posttraumatic stress symptoms, depres-
sion symptoms, emotion regulation)—hence introducing difficulties with interpretation of
common potential and pitfalls of mobile mental health apps. Nonetheless, this cross-review
heterogeneity reinforces the need for the present umbrella review which identifies converg-
ing themes of mental health apps” advantages and downfalls despite varying aims and
measures. Second, since we included only published peer-reviewed reviews written in En-
glish, unpublished work and reviews in other language mediums were not included in our
search strategy; hence, this may have influenced the findings of this review. Further, as we
searched three key databases, our search strategy may have excluded relevant reviews from
other databases such as PsycINFO and EMBASE. Our inclusion criteria for reviews may
have resulted in overlap of primary studies between reviews. Finally, due to the rapidly ad-
vancing nature of digital mental health interventions, it is possible that some of the mobile
mental health apps assessed may now be outdated. In spite of these limitations, strengths
of the present umbrella review include its strict adherence to methodology protocols for
umbrella reviews (e.g., utilization of JBI critical appraisal checklist), holistic synthesis of
evidence for both potential and pitfalls of mobile mental health applications, and inclusion
of a broad evidence base including systematic reviews, meta-analyses, scoping reviews,
and literature reviews.

4.3. Future Research Directions

To support the continued examination of app usage as an adjunct to traditional
treatment, future research could inquire into three key areas.

4.3.1. App Functions

First, in terms of app functions, further research should examine the efficacy of mental
health apps in supporting individuals with differing degrees of symptom severity. Con-
sidering that mental health apps are commonly designed and utilized to manage and
relieve mild symptomatology [59], there is currently a lack of understanding regarding
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how these approaches may be applied to more severe symptoms. As app effectiveness
may vary across the mild, moderate, and severe ranges of mental health conditions, future
investigations could probe into how people with different levels of symptom severity (e.g.,
depression severity) respond to symptom relief provided by mental health apps.

4.3.2. App Regulation

Second, regarding app regulation, there is a need for further research to develop
overarching evaluation guidelines for mental health apps. Due to the present lack of
such guidelines, standardized criteria for “approved-for-use” apps remain unclear to both
app developers and clinicians alike [5,60]. Hence, future studies should examine key
elements for the regulation of mental health apps, such as the presence of evidenced-based
approaches, existing randomized controlled trials conducted to assess app efficacy, as well
as visibility of emergency services contacts. In so doing, both app developers and mental
health professionals may achieve a shared understanding of the key elements guiding
evaluation and regulation of mental health apps.

4.3.3. Individual Differences in Apps Usage

Finally, with regard to individual differences in apps usage, future research should look
into the role of individual differences—including demographic factors and individual needs
and preferences—in modulating the effectiveness of mental health apps [61,62]. Research
has suggested that trait-like demographic and usage factors, including socioeconomic
background, individual motivations underlying digital technology use, perceptions of
usefulness, and smartphone use preferences could potentially influence access to and well-
being outcomes of digital technology, including mental health apps [5,62,63]. Given that
the potential of mental health apps has primarily been examined in adolescents and young
adults (see [23] for a review), however, there is currently a lack of understanding about
the role of these individual differences, such as demographics (e.g., socioeconomic status,
age) and other usage factors, in shaping engagement with and effectiveness of mental
health apps. Therefore, subsequent research should inspect how these individual difference
factors influence apps effectiveness.

4.4. Conclusions

In sum, this umbrella review provided a comprehensive synthesis of existing quantita-
tive and qualitative evidence regarding the potential and pitfalls of mobile mental health
apps as an adjunct to traditional psychotherapy. Further, we offer three key areas for
future research, concerning app functionality, app regulation, and individual differences
in app usage. Our review highlights that mobile mental health apps” unique potential,
such as providing timely support, being cost-effective, combating stigma surrounding
help-seeking, and enhancing treatment outcomes, could be tapped into to supplement
mental health interventions, although associated risks (i.e., user engagement challenges,
safety issues, confidentiality breaches, and non-evidence-based approaches) need to be
understood and managed. Specifically, one viable risk management strategy would be
adhering to the American Psychiatric Association’s hierarchal framework that emphasizes
clinicians’ responsibilities to examine stages of the framework with clients, discuss queries,
and support shared decision-making on app usage [61].
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