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1. Introduction

Privacy laws and the use of information technology that guarantee confidentiality and information
integrity1 are components of an individual’s rights in German jurisprudence. The protection of a
person’s identity, information, ideas, feelings, emotions and particularly the way to communicate
themis considered essential to human dignity [1].2 The extent of studies in these areas has made these
topics a central pillar of law-related research in Germany.

Article 1(1) of the Grundgesetz (Basic Law) imposes an affirmative obligation upon the government
to protect human dignity ([2], pp. 194–95). Regarding data protection, Germany was amongst the first
countries to enact a national law protecting data. In fact, in 1970, the State of Hesse passed the first
data protection law in the world. The first German data protection act on a federal level came into
effect in 1979.

The German approach to privacy seems clear. The Bundesgerichtshof (Constitutional Court)
has ruled to include within the right of privacy anything the individual may wish to do; only
able to be restricted by law, satisfying all substantive and procedural requirements set by the
constitution ([2], pp. 165–66). More specifically, limits to the scope of the right to privacy are much
more broadly defined than in the United States or other European Union members. In the realm of
data protection, the Constitutional Court has developed the right to informational self-determination,
by which personal data in Germany are constitutionally protected. German jurisprudence has been

1 1BvR370/07.
2 The Federal Constitutional Court has consistently held in its case-law that a core area of a person’s private life is inviolable

and enjoys absolute protection because of its particular proximity to human dignity (see BVerfGE 6, 32 (41); 6, 389 (433);
27, 344 (350–351); 32, 373 (378–379); 34, 238 (245); 35, 35 (39); 38, 312 (320); 54, 143 (146); 65, 1 (46); 80, 367 (373–374); 89, 69
(82–83); 109, 279 (313)).
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used by international law makers as a leading example to protect data and respect human dignity.
For instance, the United States legislature adopted a new data protection law following the German
Constitutional Court criteria. American interest in Germany’s national security jurisprudence arose
because, like the United States, Germany is a constitutional democracy. Yet, in contrast to the United
States, modern Germany’s historical encounters with violent authoritarian, anti-democratic, and
terrorist movements have endowed it with a wealth of constitutional experience in balancing security
and liberty [3].

2. Purpose of this Paper

German and European Courts provide a series of principles upon which legislation is governed
on both local and international platforms. The authors chose to focus on two major principles, namely
the principle of solidarity and the principle of proportionality in their relation to the protection of
privacy and security. Understanding both principles may help to shed light on challenges provided by
the advancement of information technologies. The paper will discuss how information technology
affects German jurisdiction considering that privacy and anonymity set a stage for the application of
the solidarity and proportionality principles. The discussion will be concluded by an examination of
the value of privacy and confidentiality. The authors will then review a set of five cases in which those
principles were applied in order to demonstrate how courts may respond to unprecedented legislative
scenarios that were not directly addressed in previous jurisdiction. Finally, an in-depth discussion of
both principles in their struggle to adapt to new technological circumstances and the respective role of
the state in this process concludes the paper.

3. Information Technology, Privacy, Proportionality and Solidarity

In order to understand the working forces involved in the dynamic legal triangle of
privacy-solidarity-technology, it is important to comprehend the complexity of computational systems
and the cloud. Technology has two basic resources: time (the number of steps involved processing
digital data) and space (location and amount of memory used to store data). The availability of
these two elements, time and space, determines, in principle, the solution of many technological
problems [4]. The World Wide Web and the “cloud” are complex open-computer networks of
autonomous spaces (hosts, routers, gateways) that are self-organizing and autonomous with no
intervention from any central devices. It works, learns and adapts continually by information added
and retrieved. Intelligent virtual organisms (agents) learn and organize themselves, and attempt
to adapt to information preferences set by the users. However, the real power of the World Wide
Web does not come from any one of these individual devices; rather, it comes from the collective
interaction of all of them. In fact, processors, chips and displays of these smart devices do not even
require user interfaces, but just a pleasant and effective place to get things done [5]. Cyberspace
has now become ever more invisible to users as technologies become ubiquitous and more diffused.
Cloud computing therefore means that information and programs are run and retrieved from many
locations simultaneously. In other words, information technology assigns resources from where they
are available to where they are needed.

How to regulate “the Web” is constantly debated, as it entails crucial issues for democracies.
In many countries, the notion of “privacy” is still developing and certainly perceived in different
ways. Technology can both guarantee and threaten privacy. Some sophisticated users may prefer
using programs allowing almost total privacy, while others are far from being aware of the extreme
transparency of their online interactions. Nevertheless, the Internet is considered a realm of freedom.
Implementing boundaries on digital content may threaten to undermine public information, which
is a democratic right, and it may even interfere with the very idea of accumulation of knowledge for
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scientific purposes3 [6]. However, there is an opposite and easier alternative, that is, to simply consider
technological knowledge as a public good [7].

Additional challenges have entered the privacy and solidarity discussion, as governments now
have access to more data than ever by surveilling Internet activities. Also challenging is the fact that
the Internet is ubiquitous and therefore governments are confronted with the extraterritoriality of
data privacy laws. In addition, since technology has made it possible to collect data and all types
of information, and data storage has become inexpensive, it is no longer necessary to decide which
information to keep and which to delete. Some IT corporations and governments may be inclined to
keep information forever [8]. This may lead to the challenge that intelligence agencies around the world
store huge amounts of information indiscriminately. “Wholesale blanket surveillance” [8] is being
carried out around the world and intelligence agencies are capturing every conversation, search or
email sent anywhere. For example, Section 702 of the FISA Amendments Act of 2008 allows the United
States National Security Agency (NSA) to use data-mining programs (such as PRISM) and requires
from telecommunication and Internet providers to turn over any data matching court-approved search
terms [9]. The NSA also allegedly uses XKeyscore (XKS), another computer system, to search and
analyze Internet data about foreign nationals across the world. The National Security Agency in the
US is (lawfully) collecting and storing almost 200 million messages per day all over the world [10].
According to news magazine Der Spiegel, Xkeyscore, which has the ability to retroactively import
several days’ worth of queued metadata, has been used by Germany’s foreign intelligence service, the
BND, and by the Federal Office for the Protection of the Constitution [11].

Clearly, the multifaceted nature of data privacy laws requires new approaches. Two main
challenges of privacy in technology-related legislation are: confidentiality, as in privacy of content;
and anonymity, as in privacy of identity [9]. Technology allows for confidentiality and anonymity to
be possible, although absolute privacy is a considerable risk to law enforcement and national security.
Likewise, complete lack of anonymity and confidentiality may breach basic human rights. Regulating
privacy issues and yet enabling proper law enforcement is currently one of the most urgent public
debates. As both of these extreme options are unacceptable, a balance between privacy and public
safety is needed. An adequate solution would be to ensure that individuals may enjoy privacy and
confidentiality, while law enforcement may effectively operate where society for reasons of solidarity
considers these operations appropriate [12]. Furthermore, when addressing difficulties created by
the extraterritorial application of data privacy laws, one may consider incorporating the solidarity
principle as a reference for privacy and data protection laws.

For example, technological solidarity makes information available for technical reasons, while
legal solidarity requires information to be available for various social needs. There is no reasonable
expectation for information to be unavailable. There is, however, a reasonable expectation for
information not be used for purposes other than those previously established by law and by authorized
judicial (or equivalent) request. This conceptualization of the solidarity principle therefore makes
solidarity a legal instrument compatible with the plurality of legal systems across Europe while still
allowing minimal common standards among individual countries. The solidarity principle as stated
by the German Constitutional Court is, arguably, extraterritorial and can be a helpful element to
incorporate in the interpretation of uniform statutes around the world.

3 Luciano Gallino develops this concept extensively in his book [6] and Stefano Rodotà also works with this idea in his
book [7].
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4. The Value of Privacy and Confidentiality

4.1. Privacy

In the era of information, privacy has become an increasingly important concern. Two key
elements of privacy include dissemination and concealment. The Basic Law has determined privacy
as valuable in and of itself and not as an intermediate good. However, Posner argues that the will
of privacy is the will to manipulate other people’s opinions about themselves by misrepresentation
of the facts [13]. At some point, nondisclosure becomes fraud, and concealment may lead to faulty
information. Viewing privacy from the angle of an economic analysis of the law, Posner further argues
that people should not have the right to conceal material about themselves and that reticence to let
other people access personal information comes from fear that others may gain some kind of benefit.

In a non-legal approach, IT leaders such as Scott McNealy (CEO and co-founder of Sun
Microsystems, Inc.), Eric Schmidt (former CEO of Google), Mark Zuckerberg (co-founder of Facebook)
have repeatedly stated that there is zero privacy in the technology age. Search engines retain all
information, and privacy is an outdated concept and no longer a social norm [14]. Nevertheless, even
detractors still highly value privacy in areas and circumstances where sensitive government-related
issues appear. However, these arguments are in stark contrast to and incompatible with the rights to
personality, privacy, and the protection of data as expressed by the German Basic Law. Nevertheless, a
diversity of viewpoints helps to give the legal discussion a wider scope and perspective, and opens
doors to further discussion and debate.

4.2. Confidentiality

The key notion to the principle of confidentiality is whether the person in question has a reasonable
expectation of privacy regarding the disclosed facts, or, in other words, if the person who discloses
the said information knows or ought to know that the other person can reasonably expect his or her
privacy to be protected.

The intimate aspects of a person’s sexuality, for example, are confidential matters, which no one
has the right to disclose and, certainly, cannot force others to disclose. This occurred as an example in
the case of Ms. Van Kueck versus Germany that was brought to the European Court of Human Rights4

because German courts failed to acknowledge Ms. Van Kück’s legitimate expectation of privacy. The
European Court ruled in her favor.

The argument can be built that confidential information (all private data) must be treated
confidentially, meaning it may be used to fight crime, to enforce the law, to plan health and security
or to protect other socially valuable interests. In the Information Age, individuals are aware that
communication and Internet data are used, tracked, shared, and stored. Such exceptions to the
duty of confidentiality is the issue of “public interest”. Should there be a public interest involved,
confidentiality yields a social good. Confidentiality can also lose its protection when it has become
generally accessible and therefore no longer regarded confidential, or, when the information is
considered “trivial” even though it might be confidential, or when the disclosure is required by
law, and if the claimant consented to its disclosure [15].

The issue of confidentiality among parties continues to be disputed among German legislators.
For instance, if confidentiality is not expressively addressed during an arbitration process, the duty of
confidentiality may be void [16]. However, it is widely accepted and part of standard procedure that
all parties involved in arbitration proceedings are under an obligation to maintain confidentiality. In
any case, confidentiality does not prevent complying with statutory duties of information, particularly
those of regulatory, administrative and penal proceedings.

4 ECHR: Van Kück v. Germany Publication: 2003-VII.
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5. The Principle of Solidarity

The philosophical discussion in Germany has emphasized the importance of solidarity [17,18] in
connection with every major social, legal, scientific and technological breaking point. It is particularly
the case for health and biomedicine, as well as genetic engineering of humans [19], but also for
information technology, digital universal inclusion [20] and, as argued here, privacy right and
data protection.

Consensus on core values such as solidarity is therefore essential to the promotion of human
dignity. Solidarity is one of the basic human experiences, since it is generally acknowledged that
membership in a group affords greater protection. Children, the weak and ill, the poor and the elderly
have always depended on solidarity and support from immediate or extended family, as well as from
their neighbors [21]. Communities of solidarity have been the long-standing answer to communal
dangers. However, this concept is not always clear and its role remains frequently quite obscure.
Scholars throughout history have addressed it in different ways, but, if considered from a modern
point of view, it is easy to see that fraternity can be interpreted as a synonym of solidarity and that this
very solidarity is directly related to personal freedom and equality. A person is supportive of another
as long as this other is considered worthy, equal and free. Solidarity therefore holds the same value
and status as freedom and equality [22].

Solidarity is one of the founding values of the European Bill of Basic Rights, and is considered
to be an essential ethical value because it is an expression of support, and enables assistance to and
cooperation with worthy and respected peers. Solidarity is therefore a central value in Western
civilization and springs from core civil structures, constitutions and bills of rights, the very foundation
of peaceful human coexistence. The idea behind these claims is that solidarity may serve as a corrective
to the currently prevalent emphasis placed on individual choice and autonomy in socio-political and
legal trends, with the ensuing high cost to the wider social grouping.

Collaborative behavior and trust mechanics are not only moral and legal trends but also
technological phenomena of the highest importance. The perception of solidarity with respect to
the virtual world spontaneously moves individuals to share, link, group, save, collaborate, torrent and join
in spaces and ways not previously anticipated. Every time someone engages in any of these actions,
a collective process of communication is established. Every individual communication tends to be
perceived to add a value to solidarity when virtually shared. Every action leaves a trail which cannot
be deleted and may actually be followed to generate trends, consumption preferences and profiles
accommodating a system’s transparency. The information revolution is changing the world profoundly
and irreversibly at a breathtaking pace and in an unprecedented scope [23].

6. The Principle of Proportionality

The concept of proportionality can be found among most European countries. However, it is most
elaborate in Germany. Even though a definition of this principle is hard to come by, for the purpose of
this paper we define this principle as a legal principle binding the executive, judicial and legislative
powers of a country to the protection of the freedom of citizens of that country. Emiliou defines the
principle of proportionality stricto ensu as a “Principle that requires a proper balance between the injury
to the individual and the gain to the community caused by a state measure” [24]. Emiliou further
states that this principle “prohibits measures whose disadvantage to the individual clearly outweighs
the advantage to the community” [4].

Even though the principle of proportionality is not directly reflected in the German Grundgesetz,
BVerfGE 19 S 342 states that “as an expression of the general right of the citizen towards the State
that his freedom should be limited by the public authorities only to the extent indispensable for the
protection of the public interest.”

Proportionality was most fully developed within German law, in which it appeared initially to
challenge policing measures that were excessive or unnecessary in relation to the objective being
pursued [24]. Craig reviews proportionality as positive law on a normative foundation and discusses
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both narrow and broad rationality approaches [24]. Nevertheless, proportionality is now established
as a general principle of community law [24–27]. The principle of proportionality has therefore entered
many aspects of our daily life, including biotech ethics, medical ethics and certainly information
technology ethics and subsequently cybersecurity and cybercrime. The principle attempts to balance to
which degree computer or internet users may be surveyed. The principle of proportionality encounters
particular challenges as interpretations of the principle vary vastly within an international scope. One
interesting observations] may be stated at this point with respect to the different interpretations of the
surveillance imposed on major European Leaders by the United States government in 2015.

7. Decisions of the Bundesverfassungsgericht

The following section analyzes decisions made by the Bundesverfassungsgericht on issues related
to privacy and data protection laws. The analysis undertaken here is meant to help understand the
court’s rationale regarding these topics, so as to establish an argumentative thread on the solidarity
and proportionality principles as a reference for privacy and data protections laws.

We are looking at a total of five key court decisions regarding data protection in cases such as
the “Automatic Plate Numbers Recognition”; “Precaution Storage of Data”; “Acoustic Surveillance of
Housing Space”; “Admission of Personal Information in Criminal Proceedings Collected Unlawfully”
and the “Protection of the North Rhine-Westphalia Constitution Act”. All the above cases are leading
decisions of the court regarding data protection.

7.1. Automatic Plate Numbers Recognition—1 BvR 2074/05; 1 BvR 1254/07

The First Senate of the Federal Constitutional Court upheld the complaints by several registered
motor vehicle holders against provisions under police law in the states of Hesse and Schleswig-Holstein
authorizing automatic recognition of vehicle number plates.

The court ruled such automated processes as in violation of information self-determination
rights since the provisions lack the required definition and clarity, and fail to establish the cause
and the purpose of such recognition. However, should the data collected be deleted right after they
are matched, without further evaluation, the process would not necessarily violate constitutional
standards. What is deemed a threat to the right of personality is the automatic collection and retention
of such personal information for possible further use.

Nevertheless, data recognition by itself does not constitute a dangerous act. However, when
number plates are kept and can become the basis for further measures, an interference with
fundamental rights does exist. This ruling is therefore relevant to us because the Constitutional
Court establishes the circumstances in which data collection is compatible with the Basic Law.

7.2. Precaution Storage—1BvR 256/08; 1BvR 263/08; 1BvR 586/08

A constitutional complaint challenged the provisions for data storage in the German
Telecommunications Surveillance Act and required an amendment in December 2007 to implement
a European Union directive on data retention specifically in German law. The challenged provision
ordered that, in the case of individuals who in their business capacity provide telecommunication
services or assist in providing such services, data should be stored by way of precaution. In addition,
such information providers shall in the individual case supply, without delay, information to the
competent agencies, upon their request, on the data collected pursuant to §§ 95 and 111. This
precautionary data storage should be done if particular information were necessary (a) for the
prosecution of criminal or regulatory offences; (b) to ward off dangers to public security; (c) to perform
the statutory duties of Federal and state authorities concerning the protection of the constitution; and
(d) for use by the Federal Intelligence Services and the Military Counterintelligence Service.

The constitutional complainants’ argument that this provision violates articles 1.1 and 2.1 in
conjunction with articles 1.1, 10.1 and 19.2 of the Grundgesetz, in particular since Art. 10.1 guarantees
the secrecy of telecommunications, protects the incorporeal transmission of information to individual
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recipients by means of telecommunication traffic against the observation by state authority and beyond
state authorities’ bearing. This protection not only relates to the contents of the communications
undertaken, but also covers confidentiality of the immediate circumstances wherein the process of
telecommunication is taking place, in particular whether, when and how often telecommunication
traffic occurred or was attempted between specific persons or telecommunication equipment. The court
considered that an encroachment upon fundamental rights includes every observation, recording and
evaluation of communication data, and every analysis of their content or other use by state authorities.

Likewise, the Constitutional Court ruled such encroachments upon the secrecy of
telecommunications to be substantively constitutional if their purpose is of public interest and if
they comply with the principle of proportionality. Thus, as an exception to the rule, storage of
telecommunications traffic data without cause for six months, for qualified uses in the course of
prosecution, to insure the warding off of danger and for intelligence service duties is therefore not in
itself incompatible with article 10 of the Grundgesetz.

The court also claimed legitimacy for the legislature to order such six-month storage as a way
to create detection possibilities otherwise not possible. In other words: data storage is not by itself
a threat to privacy. Arguably it is, for a limited period of time, a kind of common good, available to
all. Nevertheless, in the above case, the court ruled that the challenged provisions did not meet the
particular high standards of data security required by the proportionality principle.

7.3. Acoustic Surveillance of Housing Space—1 BvR 2378/98

On 3 March 2004, the Constitutional Court decided that some provisions included in the Code of
Criminal Procedure concerning acoustic surveillance of dwellings partly violate the Basic Law. Article
13.3 of the Basic Law allows acoustic surveillance of dwellings for reasons of prosecution of severe
crimes defined individually by law and other means if exploration of the facts using other means
would be unproportionally difficult or futile.

The court determined confidentiality of communication as secure in private dwellings, therefore
acoustic surveillance of housing space should not be allowed in this sphere of privacy. Even
predominant public interests cannot justify such encroachment. However, not all acoustic supervision
violates human dignity, as there are certain conversations which do not integrate such intimate space,
i.e., those concerning committed criminal offences. In this way, the court introduced a flexible method
to distinguish between constitutional and unconstitutional acoustic surveillance of conversations in
private rooms.

However, some provisions of the Code of Criminal Procedure were considered unconstitutional
because they did not fulfill certain requirements, such as the need to hold a judicial order concerning
the surveillance of dwellings, details of the duration of the surveillance, and the extent of the measures
to be used for the surveillance.

7.4. Admission of Personal Information Collected Unlawfully in Criminal Proceedings and the Issue of Life
Insurance Policies—2 BvR 2500/09, 2 BvR 1857/10

The complainants, convicted for being members of and supporting terrorist activities, applied for
life insurance policies in 28 cases, nine of which were concluded. The complainants were apprehended
before being able to further enact their planned offence. The conviction evidence was collected from
preventive dwelling police monitoring carried out during several months in 2004, prior to starting the
criminal investigation proceedings against the complainants suspected of planning terrorist attacks.

The required judicial order for preventive surveillance in cases of imminent risk of public security
was carried out lawfully according to Rhineland-Palatinate Police and Regulatory Authorities Act
(Rheinland-Pfälzisches Polizei-und Ordnungsbehördengesetz—POG RP).

The Federal Court of Justice (Bundesgerichtshof ) confirmed the information obtained by preventive
police monitoring of dwellings could be admitted, but amended the guilty verdict to distinguish
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between “fraud”, where life insurance policies had been issued versus “attempted fraud” where life
insurances were not issued.

The Constitutional Court remitted the case, ruling that the guilty verdict for completed or
attempted fraud violates the principle of determinedness set in Article 103.2 GG, which states an act
can be punished only if the criminality was determined by law before the act is committed. However,
it upheld the Federal Court’s criteria by which the admission of information from the monitoring of
dwellings does not violate the complainants’ fundamental rights.

Regarding personal information obtained by monitoring dwellings, the court decided it did
not violate the complainants’ general right of personality. The legal foundation was to consider that
admission of personal information handed down by a criminal court is constitutional. In particular, it is
consistent with the proportionality principle when it serves purposes having constitutional status, such
as the state obligation to guarantee the administration of criminal law. The admission of information is
hence also proportional, in principle, if—as in the original proceedings—the information is originally
collected for another purpose and further used in criminal proceedings.

7.5. Protection of the Constitution in the North Rhine-Westphalia Act—1 BvR 595/07

The Constitutional Court considered some aspects of this act (Gesetz über den Verfassungsschutz in
Nordrhein-Westfalen as of 20 December 2006) to be null and void, particularly because various instances
of data collection and handling by information technology systems were considered incompatible with
Article 2.1 of the Basic Law in conjunction with Articles 1.1, 10.1 and 19.1 sentence 2 of the same law.

This provision allows the constitution protection authority to carry out two types of investigative
measures: first, secret monitoring and other Internet reconnaissance (alternative 1), and second, secret
access to information technology systems (alternative 2).

The state provision was the first explicit empowerment of a German authority to engage in
“online searches”.

The Constitutional Court determined that the general right of personality (Article 2.1 in
conjunction with Article 1.1 of the Basic Law) includes the fundamental right to confidentiality
and integrity of information technology systems:

“Secret infiltration of an information technology system to monitor the use of that system
and read its storage is constitutionally permissible only if factual indications of a concrete
danger to a predominantly important legal interest exist. Predominantly important are a
person’s life, limb and freedom or the threat to certain public interests affecting the basis or
continued existence of the State or of human existence” [28].

The court went on to state: “Secret infiltration of an information technology system is in principle
to be placed under the reservation of a judicial order. The statute granting powers to perform such an
encroachment must contain precautions in order to protect the core area of private life” [28].

Insofar as empowerment is restricted to a state measure by means of which the contents and
circumstances of ongoing telecommunication are collected in the computer network, or the data related
thereto is evaluated, the encroachment is to be measured against Article 10.1 of the Basic Law alone,
namely, that the privacy of correspondence, posts and telecommunications shall be inviolable.

If the state obtains knowledge of communication contents publicly accessible on the Internet, or if
it participates in publicly accessible communication processes, in principle there is no encroachment
on fundamental rights.

8. Adapting to New Technological Circumstances and the Principle of Proportionality

Technology continues to provide ever-new ways of human interaction and has therefore required
judges to have an open mind. Many existing legal categories have been considered inappropriate to
provide protection of basic human rights. As a result, the German Constitutional Court developed
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traditional civil-law categories, adapting them to the Basic Law and to new social needs and modern
life. Thus, the German Constitutional Court has reshaped legal guarantees.

The German Constitutional Court has also addressed issues concerning gender, property, private
and public life, technology-related challenges, and matters concerning the new role of state sovereignty.
The court has furthermore heightened the concept of the free development of personality beyond
cultural or social limitations, based on the concept of equality. This development sets the German
Constitutional Court at the forefront of social events, as individual initiative in search of identity
shapes the future path of society. In response to such demands, the court has established and defined
new dimensions of property, privacy and the Internet. Arguably, it has evolved towards the idea of
global public goods, limiting property and privacy when the proportionality principle calls for such
limitations on the basis of social good. In so doing, the court has found a new balance between the
rights of personality and a democratic society.

Likewise, the rulings of the Constitutional Court analyzed above show that, in giving proper
protection to fundamental rights, the court is pragmatic and acknowledges the different scopes of state,
legislature, lower courts, as well as international and supranational jurisdictions.

9. The Affirmative Role of the State and the Solidarity Principle

Another axiomatic principle the German Constitutional Court advances is the affirmative
obligation of the state to further human dignity and to encourage solidarity among its citizens. In
doing so, protection of freedom and security becomes one of its first duties. Respect for private and
family life, marriage, home and communications, as well as protection of personal data is always
present in the court’s doctrine. Special consideration has been given to fair processing of such data
and to the requirement of consent for its use.

The court has proven to be open to a complete redesign of legal structures if required by the
demands of contemporary societal life. It is open to redefine what is public and what is private. The
court furthermore has outlined the human condition as being in a reciprocal relationship with other
individuals and with the state. The court rejects the idea that a human being is first alone and only
enters into relations with others humans later. In fact, the doctrine for the German Constitutional Court
has determined fundamental rights as part of the whole of the human condition in which solidarity is
what unites the group according to the qualitative degrees of participation of its members in a society.
Examples of the above are the court’s rulings that privacy rights depend not on the condition of certain
individuals alone, but rather on those authentic privacy expectations such persons might have.

The court rulings analyzed here deal with the notion that rights belong not to abstract individuals
but rather to actual, everyday people. The court frequently uses the principle of proportionality to
fine-tune and balance its decision, specifically, the court is attempting to reach a balance between
fundamental rights of an individual and popular sovereignty. It is therefore possible to state that
the court’s reasoning changed regarding what counts as key elements of the legal system. There
is a transition from the old supremacy of specific legislation to a system in which legal principles
are of the most and highest importance; the proportionality principle being one frequently used by
the Constitutional Court. Furthermore, the Bundesversfassungsgericht created specific rights such as
the right to information self-determination, which is crucial to data protection, as well as corporal
and psychological integrity, non-discrimination, and solidarity among all citizens, particularly the
unemployed, children, the elderly and the physically and mentally challenged.

10. Conclusions

Nevertheless, the right to privacy does not come without limitations. The principle of solidarity,
for instance, entails certain restrictions to privacy. Likewise, national security and certain requirements
regarding democratic transparency call for and allow for some restrictions on privacy. For this reason,
data storage for a certain amount of time can also be deemed legitimate and may be accepted by
the court. In particular, regarding information technology, data and the Internet, the court now
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allows access to this information regardless of ownership. Current technological circumstances have
genuinely led the court to move from a discourse of exclusiveness to one of accessibility.

The ruling of the Constitutional Court regarding temporary data storage by Internet and
communication providers may be interpreted as being open to the idea of online data as a common
good. There is a point in which data does not belong to anyone; in a cloud with no center, everyone
shares this property and, as such, the property becomes available to everyone, for different social
needs. Protection of an individual’s rights is not related to exclusiveness, but rather refers to the
way a particular good is used. Thus, at least for six months in the German case, data is a collective
good accessible to all those who have a legitimate interest. Common goods have a diffuse and
non-concentrated ownership; belonging to all and to no one at the same time, they are accessible to
all and no one can feign exclusiveness. The data must be managed, consequently, by the solidarity
principle [6].

Knowledge has become a common good, just as technological innovation, cultural and artistic
goods are common goods. The court has stated that the greater the information value of a fact for the
general public, the more the right to protection has to yield. Conversely, where the interest in public
information decreases, protection of the person concerned carries greater weight. It is relevant, states
the court, to weigh the importance of an encroachment or trespass on privacy against the information
value of an issue for the makeup of public opinion.

An individual’s private life is inviolable and enjoys absolute protection. This has consistently
been the stance on human dignity of the Bundesverfassungsgericht.5 All possible interpretations of
the court’s reasoning (liberal, institutional, value-oriented, democratic and social) agree that human
dignity is an absolute value. Thus, any instance marking a distinction between a life being not worthy
or less worthy is void of legitimacy. Protection of human dignity and fundamental rights allows the
legislature to impose restrictions on other rights or to assign solidarity duties to the community or
individuals as long as certain constitutional provisions are taken care of. And for this intent, the
principle of proportionality is of paramount importance.
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