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Abstract: Online harassment has become a growing menace worldwide for which every nation is
trying to find a solution. Existing literature demonstrates that online harassment is widespread in
diverse forms and so is its impact on the victims. Despite the lack of any comprehensive studies in
this area, there is sufficient evidence to demonstrate the prevalence of online harassment in Sri Lanka
and the need to find effective solutions to it. In such circumstances, this study aims to understand the
nature of online harassment in the Sri Lankan context using qualitative research methodology. To
that end, the study uses thematic analysis for analysing the data collected through semi-structured
interviews. The thematic analysis was employed for the study as it assists in classifying complex
qualitative data into different and simplified themes for better understanding and interpretation of
such data. Among other findings, the analysis revealed three global themes, namely the motives of
the perpetrators, the impact on victims, and remedies. Under each global theme, the study revealed
various organising and basic themes, also indicating that the motives of the perpetrators and the
impact on the victims are closely connected. It further reveals that impacts could be extremely serious,
ranging from helplessness to suicidal thoughts, humiliation to broken relationships, and even having
adverse impacts on the careers of victims. The study also found that the available remedies are not
systematic or strong enough to meet the expectations of the victims. Thus, we conclude that the threat
from online harassment in Sri Lanka is similar to that in any other country, requiring immediate and

well-planned legal and policy responses, as exposed by the key themes identified in the study.
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1. Introduction

Technology has invaded the everyday lives of people to an unimaginable extent. The
extended use of digital technologies for a variety of reasons has not only brought benefits
but has also exposed users to threats, harms, and challenges in various forms, including
online harassment.

Online harassment can be defined as a catch-all term that embraces multiple forms
of online misconduct such as cyberstalking, flaming, revenge porn, cyber sextortion, etc.,
which could be sexual or non-sexual (Betts et al. 2017). Existing studies reveal that these
different forms of online harassment have increased in recent times. According to some
studies, cyber victimisation ranges from 6.5% to 72% worldwide (Hinduja and Patchin 2008;
Smith et al. 2008; Juvonen and Gross 2008). A recent survey found that roughly four in ten
Americans have personally experienced online harassment and 55% considered it a major
problem (Pew Research Center 2021). Research also reveals that online harassment results
in significant psychological, physical, and social harm to its victims, ranging from feelings
of anger and frustration to suicidal tendencies, social stigma, and job loss (Vazsonyi et al.
2017; Beran and Li 2005; Patchin and Hinduja 2006).

Despite the constant reports of online harassment in the news and other media, no
comprehensive studies have been conducted to investigate the state of online harassment
in Sri Lanka. The limited existing research available suggests that the situation in Sri Lanka
is no different from any other country (Suriyabandara 2017; Weerasekara 2016).
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In this context, the objective of this qualitative study was to explore the nature of online
harassment in Sri Lanka by analysing the data collected from the interviews conducted
with victims of online harassment. The study used the thematic analysis methodology to
analyse the data. The thematic analysis provides a systematic way of classifying complex
qualitative data into different themes for better understanding and interpretation of such
data. It led to the identification of three levels of related themes, namely basic, organising,
and global, which results in a better understanding of the relationship between these factors.
The findings of this study contribute to a better understanding of the problem of online
harassment in Sri Lanka, which could lead to the formulation of an effective policy to
address the problem.

2. Literature Review

The term “online harassment” is defined in various ways in the existing literature,
and it is difficult to find consensus on it. Many commentators define it broadly to include
a wide range of behaviours. For instance, Nancy S. Kim defines it as “internet postings
intended to embarrass, annoy, threaten, or bother another individual or a group of per-
sons” (Kim 2009). According to Burke Winkleman et al., online harassment refers to any
conduct which is committed via network and telecommunication media with the intent
“to threaten, humiliate, and harass the victims by causing emotional distress, demanding
submission, spreading lies, and compromising the economic and social wellbeing of the vic-
tim” (Winkelman et al. 2015). For the purpose of this study, “online harassment” is defined
broadly as any intentional conduct that is committed via network or telecommunication
media to threaten, humiliate, and harass victims by engaging in activities such as, but not
limited to, publishing embarrassing/intimate images or videos online without consent,
posting embarrassing personal information on online platforms, making unwelcome sexual
advances/requesting sexual favours, cyber-stalking, online defamation, making threats,
impersonation, etc. (Jayamaha et al. 2021).

A review of the related literature reveals that there is a significant number of studies
focussing on different aspects of online harassment such as the different forms of online
harassment, their prevalence, their impacts, etc. Some early literature focusses more on
identifying the nature of these different types, defining them, and explaining them, while
a large amount of research focusses on empirically assessing the prevalence of different
types of online harassment, aimed at understanding the gravity of the issue. For instance, a
study carried out by Pew Research Center in 2020 (Pew Research Center 2021) revealed
that 41% of U.S. adults have personally experienced harassing or abusive behaviour online,
with 25% having experienced severe forms of harassment such as physical threats and
sexual harassment. This is a 7% increase from 2017, although the overall number of
victims of online harassment remained the same, as indicated in the survey conducted
by the same institution in 2017. A survey on cyber-bullying conducted in 2020 in the
U.K. (Ditch the Label 2020) by an NGO revealed that one in three young people reported
having experienced online bullying before the age of 20. Research conducted among Italian
university students in 2019 revealed that up to 46% of the respondents had experienced
cyberstalking, all of these signalling an increase in the prevalence of this harmful behaviour
(Maran and Begotti 2019). In terms of gender-wise victimisation, many studies reveal that
women are more likely to be abused online than men. For instance, the official E-safety
commissioner’s site maintained by the Australian Government refers to a range of surveys
conducted and reports that women are more vulnerable than men to online abuse in all its
forms (Australian Government n.d.). UN Broadband Commission (2015) also reports that
females are more likely to be victims of online harassment than males. According to the
report, women are 27 times more likely to be abused online than men, and women between
the ages of 18 and 24 are at particular risk.'

While existing research suggests that incidents of online harassment are on the rise,
some research also investigates the effects of online harassment. They uncover that it results
in severe negative impacts on the well-being of the person affected, including their physical
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and psychological well-being, as well as affecting the social dimension of the victim's life
during and after the incident. Studies conducted in the U.S., UK., New Zealand, and Japan
have revealed serious psychosocial, affective, and workplace/academic problems, as well
as suicidal tendencies and potential long-term damage to victims’ ability to maintain social
relationships as impacts associated with victimisation to online harassment (Kowalski
and Limber 2007). Raskauskas and Stoltz, reporting on the negative impacts of cyberbul-
lying, observe that, to date, all studies in this area have shown negative effects similar
to traditional bullying, including stress, fear, embarrassment, and feelings of depression,
hopelessness, and powerlessness (Raskauskas and Stoltz 2007), while some research on cy-
berstalking adds pain, betrayal, anger, paranoia, and insomnia to the list (Short et al. 2015).
Beyens and Lievens (2016) find that non-consensual pornography (hereinafter referred to
as NCP) can leave the victims “emotionally and psychologically paralyzed” and “socially
and professionally ostracized.” Other research identifies substance abuse, eating disorders,
self-harm, etc., as negative physical impacts of cyberstalking (Perry 2015). Researchers
also argue that the impacts of online harassment are much more pervasive and pernicious
that those of traditional harassment due to factors associated with cyberspace such as a
potentially limitless audience, ease of access to relevant content, and the availability of
content almost indefinitely.

In the case of Sri Lanka, media reports suggest that the country regularly grapples
with the issue of cyber-harassment and cyber-violence, and its manifestations range from
creating abusive memes to hateful anonymous spam messages, sharing personal informa-
tion on social media, impersonation, etc. (Nazeer and Pathmeswaran 2017). However, a
clear understanding of the nature, prevalence, and impacts of online harassment in Sri
Lanka is lacking due to a dearth of academic literature on this area. A few studies such
as the study conducted by Weerasekara (2016) on cyber-harassment among university
students provide some understanding of the most prevalent forms of cyber-harassment
among university students and the common perpetrators of such harassment. However,
such studies often narrowly focus on one segment of society (i.e., university students), and
fail to capture qualitative information such as impacts of online harassment on the victims,
the remedies sought by victims, and so forth.

The objective of this research, therefore, is to fill this gap in the literature with a
qualitative approach which would be able to provide a holistic understanding of online
harassment in Sri Lanka, including its impacts on victims that in turn can contribute to the
formulation of effective policies and strategies to address it.

3. Research Methodology

As previously mentioned, the objective of this research was to investigate the nature,
prevalence, and impacts of online harassment in Sri Lanka. To achieve this objective, the
qualitative research methodology was adopted in this study. Semi-structured interviews
were used for data collection and the interview questions were developed based on a
comprehensive review of related literature. The interview questions were designed to
collect demographic data, online behavioural data, experiences of the participants with
online harassment, and its impacts. The questions were originally developed in English and
later translated into Sinhala and Tamil. Due to the sensitive nature of the information to be
collected for this study, ethical approval for the interview questions in all three languages
was obtained from the Ethics Committee of the research team’s university. Furthermore,
interviews were conducted on a voluntary basis and it was explained to the interviewees
that they had the freedom to withdraw from the interview at any point and could refrain
from answering any question that they did not want to answer.

The purposive sampling method was used for the selection of an appropriate sample,
as this sampling method allows the researcher to determine whether a particular individual
should or should not be interviewed and helps researchers to gain a deeper understanding
of the problem studied (Neuman 2006; Creswell and Creswell 2009). All participants for
the interviews were approached at the premises of the Sri Lanka Computer Emergency
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Readiness Team (hereinafter referred to as the CERT), the focal point for cyber security
in Sri Lanka. The research team approached complainants who visited CERT premises
for reporting various cyber-related incidents between September and October 2019. After
explaining the term “online harassment” to the potential respondents, the team asked them
whether they were willing to take part in a voluntary interview regarding their experiences
with online harassment. The respondents who volunteered to take part in the interviews
were interviewed by a team member in the language preferred by the respondent.

Once conducted, the interviews were recorded with the permission of the participants
and subsequently transcribed verbatim into a textual format. Altogether, 21 participants
were interviewed, and among them were participants aged between 20 and 40 years,
including both males and females from different parts of the country.

The qualitative data gathered through the interviews were analysed using the the-
matic analysis methodology to identify, analyse, and report the patterns contained in the
data. Thematic analysis affords a systematic way of categorising complex qualitative data
into different broader themes for increasing accuracy in understanding and interpreting
experiences or observations about people, events, and situations (Howitt and Cramer 2010;
Attride-Stirling 2001). Through its theoretical freedom, thematic analysis provides a highly
flexible approach that is adaptable to a variety of needs of many studies, providing a
substantial and complex account of data (Braun and Clarke 2006). Additionally, it affords a
relatively easy and quick method to analyse such large and complex qualitative data while
producing the findings of the research in a manner that is accessible and clearly understood
by a wide range of stakeholders. Thematic analysis was chosen as the theoretical basis for
the data analysis of this study for these reasons.

Thematic analysis involves three kinds of themes, namely the basic (the lowest level of
an individual theme), organising (which organises many individual/basic themes together),
and global-level (a collection of two or more organising themes) themes. These three
themes together create a “thematic network map” which enables the researcher to develop
a pictorial depiction of interrelated factors at multiple levels, summing up the underlying
themes drawn from the qualitative data collected (Attride-Stirling 2001). The network
map contributes to a broader and deeper understanding of the matter, resulting in a
better understanding of the relationship among the related factors. Furthermore, the
use of thematic analysis includes six main steps, namely familiarising the data obtained,
generating initial codes, searching for themes, reviewing themes, defining and naming
themes, and producing the report (Braun and Clarke 2006). Following these six main steps,
this research reveals the themes emerging from the qualitative data collected to gain an
in-depth understanding of the impact of different interrelated factors on online harassment
in Sri Lanka.

4. Research Findings and Discussion

For the purpose of a clear presentation of the findings, we first describe the findings
that were revealed from the qualitative data collected and then present the themes identified
under the thematic analysis methodology.

Nineteen (19) of the twenty-one (21) participants interviewed were female adults.
The remaining two participants were two institutions (represented by two males) against
whom false information was spread through fake accounts to attack their reputation in the
industry. From the incidents complained of by the females, two incidents were reported
to be faced by females together with their spouses and another family member. It could
also be deduced that in the case of female complainants, the harassment experienced was
personal in nature, whereas in the case of male complainants, it was their businesses which
were targeted by the perpetrators. The gender distribution of the victims evidenced in
this study appears to be in line with the findings of other studies that most victims of
online harassment are females. For instance, figures from the U.K.’s Revenge Porn Helpline
also show that 75% of complaints are from women (Government Equalities Office 2015).
A study conducted in the U.S. revealed that over 90% of the victims of NCP are women
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(Cyberrights Organization n.d.). Similar trends in NCP-related incidents are reported from
countries in Asia such as Singapore and India (Desmond Ng 2020; Devika Agarwal 2017).
However, it must be acknowledged that this study could only tentatively conclude on the
gender distribution among the victims of online harassment in Sri Lanka; a quantitative
study is required to support this contention more accurately.

The participants of the interviews were adults aged 20 to 40, indicating that people
from all age groups (those active on social media) are potential victims of online harassment.
It should be noted that children aged 16-19 years are also a group of the population who
access cyberspace without any parental or adult supervision. This is even more heightened
with the commencement of online schooling (even for children below that age group) during
the COVID-19 pandemic, exposing them to the threat of online harassment. However,
this segment may not have been captured in the interviews as they were conducted a few
months prior to the pandemic and the lockdown. In one of the incidents faced by the
victims, the suspected perpetrator himself was a schoolboy addicted to online gaming,
indicating that children are also exposed to this threat either as victims or perpetrators.

As revealed by the study, all participants experienced harassment on social media
platforms, mostly on Facebook, and in some cases, through Instagram and WhatsApp. In
the majority of cases, they used the respective social media platform for social interactions
to connect with people, share their pictures, and so on, while in two of the instances, this
cyberspace was used for promoting their businesses. The report by Pew Research Center
(2021) indicates that 75% of online harassment takes place on social media (Pew Research
Center 2021). More specifically, coinciding with the current research findings, research from
the Anti-Defamation League of the U.S. reported that 79% of those who had encountered
online abuse claimed it to have occurred on Facebook (Anti-Defamation League 2019).

Although there is potential for businesses to be targeted by perpetrators of on-
line harassment, in most cases, the attack was personal in nature. Regarding the com-
puter/internet literacy of people, in most cases, victims appear to have followed basic
protectionist protocols, except in a case or two, where the victims had shared passwords
with others and asked the perpetrator to create an account for them.

Furthermore, the analysis of interview data also reveals that Sri Lankans experience
both sexual and non-sexual harassment, but sexual harassment is the most common form,
comprising non-consensual pornography and unwanted sexualisation of content on online
platforms. This is evidenced by the fact that 16 of 21 victims who participated in the inter-
views were subject to online sexual harassment. Online sexual harassment encompasses a
wide range of activities (posting, sharing, commenting, threatening, etc.) of sexual nature
on any digital platform, and involves the use of digital content such as images, videos,
posts, messages, and pages on a variety of different platforms that may be private or public.
The study revealed 12 of the 21 participants as victims of non-consensual pornography.
Non-consensual pornography is defined as distributing sexually explicit photos or videos
over the internet without the victim’s consent and with the intent to embarrass or shame
the victim (Poole 2015). Most of them complained of perpetrators editing their photos
with sexually explicit photos/videos and posting/sharing them on different platforms
such as Facebook, adult content-related sites, and WhatsApp and Messenger chat groups.
In one case, the perpetrator obtained sexually “explicit pictures of a couple” and shared
those on social media without their consent. Two of the participants complained that the
perpetrators had circulated their photos, which created a false impression that they had an
extramarital relationship with the perpetrator, while in three instances, the perpetrator had
threatened the victims that they would circulate the victim’s pictures if they do not fulfil
various demands, inter alia, to hang out with them in social media, video chat with them,
keep talking to them, etc.

Some participants interviewed have experienced unwanted sexualisation, which is
commonly committed by sending the victims unwanted sexual content such as images,
messages, etc., posting sexualised comments about the victim’s photos/videos, making
jokes of a sexual nature, rating victims on their attractiveness/sexual activity, requesting
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sexual favours, and demanding the victim to engage in sexual conversations without
their consent (Ybarra and Mitchell 2007). In the study sample, four of twenty-one victims
received sexually explicit messages, images, and videos from the perpetrators. Moreover,
offensive sexual language has been used against three of the victims while two had received
threats that their sensitive information would be published on social media if they refuse
to adhere to the demands of the perpetrators. In addition, five participants complained
of fake social media accounts being created using their personal information and images.
These findings that the most common form of online harassment is sexual is consistent
with the findings from other countries (Pew Research Center 2021).

In cases where the perpetrators intended to harm the victims in particular, they
spread false information about the victims using fake social media accounts. In two cases,
the perpetrators had hacked the online accounts of victims in order to obtain sensitive
information and threatened to share explicit content with the victims’ contacts, etc.

Participants have also experienced various forms of non-sexual online harassment
such as trolling, hacking, and cyber deception. Trolling can be defined as malicious online
behaviour effected through aggressive and deliberate provocation, upsetting and harming
others via inflammatory messages and posts (Kurtca and Demirci 2022). Some of the
participants also experienced trolling in terms of social media comments and posts, which
were offensive and thereby negatively affecting them in various ways identified below.
As evidenced by the data collected, two of the incidents indicated trolling directed at two
business entities spreading false information as to their credibility and shaming them.
Some incidents involved hacking into social media accounts and then posting sexually
explicit content, followed by stalking or trolling. The findings suggest that some forms
of online harassment are interconnected and interdependent, with one leading to another.
Therefore, it is observed that the type of online harassment experienced by a victim cannot
be categorically denoted as sexual or non-sexual, as some cases could have a mix of
both elements.

For a more precise analysis of the data, we employed the bottom-up inductive thematic
analysis method to analyse the responses provided by the participants during the inter-
views, which produced three recurrent global themes. The three global themes identified
are the motives of perpetrators, the impact on the victims, and remedies. Each of the global
themes consists of several organising themes derived from basic-level themes. Based on the
outcomes of the interviews conducted, the following thematic map was developed, which
we elaborate on in the forthcoming sections of this paper.

4.1. Global Theme 1: Motives of the Perpetrators

The first global theme as identified in the thematic map (Figure 1) above, is the
“motives of the perpetrator”. The perpetrators often harass victims either to cause fear, to
humiliate, to take revenge, or to extort favours, which are recognised as organising themes
under this global theme.

The existing literature also suggests a wide variety of factors as motives of online
harassment, including fun, financial gain, notoriety, bragging, sexual gratification, control,
harassment, and/or blackmail/extortion (Livingstone et al. 2019). Accordingly, Franks
reports that non-consensual pornography is motivated by, inter alia, revenge, financial
gain, entertainment, and gaining social media likes (Franks 2015). Other studies point
out that online harassment is often conducted with the intention to humiliate, threaten,
intimidate, or punish the identified individual (Douglas 2016). Thus, most studies suggest
that different types of online harassment may be motivated by different factors, while there
may be some common to all.

This could be seen in the case of the current study, which indicated that irrespective of
whether the online harassment was sexual or non-sexual in nature, the motives of the per-
petrators were categorically the same. In the case of most participants, they indicated that
the perpetrator wanted to tarnish their reputation. The images, videos, and texts connected
to the victims that were shared were mostly private in nature and clearly disapproved of by
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the recipients. Consequently, the victims explained how they felt humiliated irrespective of
the form in which it was shared (known and unknown to them). Revenge was identified
to be another factor that was motivating the perpetrators, more clearly in cases related to
broken relationships. This refers to the release of images and videos of the victim at the
end of a romantic relationship in order to avenge some relationship-related issues.
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Figure 1. Thematic map.

Another motive for online harassment was extorting favours or demands from the
victim. In these cases, the threat serves to compel the victim to perform a particular task as
demanded by the perpetrators, and it could often be to sexually engage with or to send
explicit content to the perpetrator. The perpetrator’s intention is to cause fear to the victim
and coerce the victim to comply with his/her demands. This threat is effected by the use of
content that is already available to the perpetrator, indicating to the victim that the former
will release such content if the latter does not meet the demands. The victims of some
incidents shared their experiences as follows.

Participant 10: “The wrongdoer hacked my WhatsApp account and gained access to
sensitive pictures that I had shared with my boyfriend and blackmailed me through email
threatening me of publishing the sensitive content online if I do not chat with him via
google hangouts.”

Participant 13: “My photo was edited with a nude image and was threatened to release it
to the internet. Subsequently, the wrongdoer sent a screenshot to me depicting the edited
image posted on a WhatsApp group.”

4.2. Global Theme 2: Impacts on Victims

The second global theme that emerged from the interviews is the impact of online
harassment on the victims. Under this global theme, the following organising themes were
identified: psychological impact, social impact, and impact on education/career.

It is noteworthy that almost all the participants have experienced psychological im-
pacts ranging from severe emotional distress to feeling scared and helpless due to various
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forms of abusive online conduct. These incidents have been extraordinarily stressful and
had shattered the victims’ sense of security, making them feel helpless in general and
specifically in cyberspace. This is the most common impact faced by victims of harassment
worldwide, as also supported by the survey conducted by Plan International (2020), which
states that 42% of the victims complained of mental and emotional stress, among other
impacts. Some participants of the current study indicated that the upsetting emotions and
memories caused by the incident have even aggravated to the level of anxiety that cannot
be easily contained.

”

Participant 20: “It resulted in an extreme anxiety and stress for me . ..

”

Participant 11: “I blamed myself for my carelessness and felt depressed and insecure . . .

The victims not only face psychological impacts but also grave social impacts where
their relationships with spouses, family members, relatives, and friends were negatively
affected. In one incident where the perpetrator edited and circulated images to demon-
strate that the victim was having an extramarital relationship with him, the participant’s
relationship with her husband broke down.

Participant 1: “I received death threats from my husband who believed in the misinforma-
tion circulated by the harasser.”

Participant 9: “This created a wrong impression of my character ... I'm planning to get
married soon but now I fear that this would negatively impact my marriage.”

This is evidence of how far-reaching the consequences of online harassment may be,
and how such incidents could give rise to misconceptions even among the victim’s closest
family. At a broader level of social interactions, the victims felt humiliated and were subject
to the disapproval of friends and peers at educational institutions, workplaces, etc.

Participant 21: “I felt humiliated.”
Participant 17: “My good name was damaged.”

Participant 15: “Tarnished my and my family’s image.”

”

Participant 8: “This negatively influenced my children . ..

Although it was noted that reputational damage and damage to goodwill may be
common to all victims of online harassment globally, it is also noted that particularly in Sri
Lanka, this impact could be comparatively severe due to the conventional societal structure
which could associate a lack of “character” with the victim and trigger victim-blaming.
However, this may be a tentative assertion, and a quantitative study may be required to
support this further.

Online harassment can also have negative effects on the education/career and busi-
nesses of the victims, having a close connection to the mental and emotional distress the
victims experience. The participants of this study clearly mentioned that they were unable
to concentrate on their studies and career due to the psychological and social repercussions
they had to face. Moreover, some of the misleading information published about the victims
and their businesses damaged their goodwill and negatively affected the sustainability of
their businesses.

Participant 12: “I'm finding it difficult to study for the approaching university examinations.”

Participant 3: “I feared that this would also affect the online business that I was handling
through my account.”

Participant 2: .. . lowered the standards of the institute and discouraged new enrolments.”
Participant 19: “I had to change my place of work as I was extremely embarrassed.”

This was also seen in the Plan International (2020), where 18% of the victims had
issues with school and 7% of the victims complained of trouble finding or maintaining
a job, thus confirming that the findings of this study are consistent with the existing
research worldwide.



Soc. Sci. 2023,12,176

90f13

These impacts suggest that online harassment could even have an impact on the
economic capacity of the victims, due to their negatively affected education, career, and
business goodwill.

An interesting point in this regard is that these impacts appear common to all partici-
pants, although they have experienced them to varying degrees. This may be due to the
inherent difference among the participants regarding their age, gender, level of maturity,
education, response to the harassing experience, and the support system they have in terms
of their family and friends, among many other factors. Needless to say, from an objective
point of view, these impacts of online harassment are severe and require the immediate
attention of policy makers and lawmakers to effectively combat online harassment.

4.3. Global Theme 3: Remedies

The final global theme extracted from the analysis is “remedies”. This global theme has
three identified organising themes, namely expected remedies, awareness of the available
remedies, and perceptions of the available remedies.

Under the expected remedies, the most sought-after remedy by the victims is the
removal of explicit content. All types and occurrences of online harassment involve some
explicit material that causes harm to the victim. While this material could be in the form
of text, images, or videos, it could also be personal in nature or false and fabricated. The
continued existence of such material on online platforms is a continued threat to the privacy
and the reputation of the victim. This is due to the very nature of online platforms which
allows the material to be shared among its users easily, at the click of a button. For the
removal of such content, many victims have been directed to CERT by the local police.
After that, the common remedy sought by victims is for law enforcement to track the
perpetrator in cases where the perpetrator is unknown. In cases where the perpetrator is
known or identified with the help of the authorities, the victims then seek to take legal
action against them. The following extracts from the interviews evidence such remedies
expected by participants.

Participant 4: “CERT agreed to remove the explicit content. However, they were unable
to trace down the wrongdoer.”

Participant 9: . .. lodged a complaint at the local police to remove the content and was
directed to CERT ... CERT took measures to remove the abusive content.”

Participant 10: “CERT informed me that it’ s not within their mandate to trace the
wrongdoer and redirected me to CID.”

Participant 11: “CERT took measures to delete the hacked account and instructed me to
activate two-factor authentication.”

Participant 17: “I didn’t take any action to report the content to the Youtube ad-
ministration as I thought that removing the content would make it difficult to trace
the wrongdoer.”

Participant 21: “I came to CERT as I want to find out who did this since there is a
possibility of multiple accounts being created in the future by the harasser ... ”

In comparison, the research conducted by Plan International (2020) suggests that in
addition to the above expectations in dealing with their harassment experience, those
victims have expressed and emphasised how social media itself should be responsible and
fight against online harassment. The participants in the current study, however, seem to
believe that the authorities alone should take action, as none of them referred to the liability
nor the responsibility of social media platforms.

The data collected suggest that victims lack awareness of the remedies available for
online harassment in Sri Lanka. In most cases, victims have approached the local police
hoping that the police will be able to meet all the expectations above. It has been the
police who referred the incidents to the Sri Lanka CERT to remove the content, and in turn,
CERT has referred the victims to the Cybercrimes Investigation Unit of the Sri Lanka Police
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(CCID) to take legal action if they wish to punish the wrongdoers. It was apparent that
most of the victims were unaware of the functions of the CERT, the existence of the CCID,
and what authority to seek redress from, as indicated in the excerpts below.

Participant 5: “We tried to contact TRCSL but were informed that the office is no longer
in operation, and we were redirected to CERT” “CERT informed us that they are not able
to take any action and redirected us to the Cyber Crimes Division of Sri Lanka Police.”

Participant 21: “I came to CERT as I want to find out who did this since there is a
possibility of multiple accounts being created in the future by the harasser. However, as
told by the CERT finding the wrongdoer was not within their mandate and they directed
me to CID for legal action.”

Further, the victims appeared disappointed with the limited assistance they could
receive from authorities and having to approach different institutions to seek redress. The
victims had learned of the existence of different institutions and their functionalities which
are limited in scope. In some incidents, they demonstrated their dissatisfaction with the
absence of a proper legal framework to combat this menace of online harassment. This
dissatisfaction is seen demonstrated in the following interview extract.

Participant 3: “CERT informed me that they can only remove the content of the hacked
account and said that they cannot take any action regarding the fake account as it is not
illegal to have account operating under similar names.”

Participant 13: “CERT said that they couldn’t take any step to remove the content from
the WhatsApp group as they do not have authority and that they were unable to prevent
any future conduct until the threat is made into action by any other means.”

The analysis facilitated by the thematic map is indicative of the similarities between
the online harassment experience in Sri Lanka and many other countries. However, it is also
noted that Sri Lanka fails to meet the expectations of the victims in terms of providing them
with the justice they demand. This is plausibly due to various institutional limitations in
terms of their authority (mandate) and lack of resources, which would have to be remedied
through the enactment of new legislation and an effective policy framework to that effect.

5. Conclusions

The aim of this study was to investigate the nature, prevalence, and impacts of online
harassment in Sri Lanka using qualitative research and employing the thematic analysis
methodology for analysing the data collected.

Sri Lankans experience both sexual and non-sexual types of online harassment within
which various subcategories could be identified, although many of the incidents were
sexual harassment. The analysis also revealed that females were the most vulnerable to
online harassment, in line with global trends. More pertinently, the study revealed three
global themes: the motives of the perpetrators, the impact on the victims, and remedies.
Revenge, humiliation, and extorting demands by causing fear were the organising themes
under the first global theme of “perpetrator’s motive”. Moreover, these motives could be
identified as closely connected to the impact of online harassment from the viewpoint of
the victim. It was recognised that the victim could suffer from psychological, social, and
economic harm, in turn identifying them as organising themes within the global theme of
“impact”. Psychological harm could be seen in terms of helplessness, emotional distress,
and suicidal thoughts, whereas social harm appeared in terms of humiliation by peers,
misunderstanding created among family and relatives, and broken relationships. These
were the surface-level basic themes that emerged under previously identified organising
themes. Additionally, effects on the education, career, and goodwill of the business were
the basic themes recognised under the third organising theme “economic harm”. Finally,
the third global theme identified remedies expected by the victims, their awareness of
remedies, and their perceptions of remedies as the three organising themes thereunder.
The victims take interest in seeking redress to remove the harmful online content, tracking
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the perpetrator if unknown, and taking legal actions against them. These were the basic
themes that emerged under the organising theme of expected remedies. According to
the analysis, the participants lacked awareness of the role of the CERT and lacked overall
awareness about the CCID, which were identified as basic themes under the organising
theme “awareness of remedies”. The organising theme “perception on remedies” identified
the existence of various institutions and their limited capacity as the underlying basic
themes. As such, thematic analysis contributed to a graphical and clear understanding of
the factors linked to online harassment in Sri Lanka and their interrelatedness.

When comparing the findings of the study based on the thematic analysis with the
wider literature, it is apparent that the Sri Lankan experience of online harassment is similar
to that of the rest of the world. However, it is also acknowledged that this study is limited
to identifying the underlying themes of the issue, and conclusions on the prevalence of
certain factors (different types, most common motive, etc.) are tentative and will have to be
supported by a quantitative research survey.

The study revealed that the current legal and policy framework of Sri Lanka lacks in
many aspects to effectively combat this issue of online harassment. It is observed that the
lack of proper legal framework, lack of resources (technology, staff, etc.), lack of awareness
among general public and other related institutions, and lack of a coordination point are
factors which contribute to this disappointment of the victims seeking timely redress for
their distress. Although the Sri Lankan penal code covers sexual harassment, there is no
legal provision that resists non-sexual forms of harassment. Thus, policy makers must
seriously consider the adequacy of the current laws on this matter. The need for a reform
of existing legal and policy framework is even more intensified with the nature of online
harassment, which is undeniably complex due to rapidly changing technology. Impacts
highlight the need to provide the necessary institutional support to the victims in terms
of psychiatric help and counselling to both the family and the victim so that the family
members are able to provide the necessary support to the victim.

The study thus concludes that Sri Lanka is currently experiencing a similar threat from
online harassment as other countries, which requires an immediate and well-planned legal
and policy response, as exposed by all the key themes identified in the analysis.
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