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Abstract: Cybersecurity attacks are still causing significant threats to individuals and organizations,
affecting almost all aspects of life. Therefore, many countries worldwide try to overcome this by
introducing and applying cybersecurity regularity frameworks to maintain organizations” informa-
tion and digital resources. Saudi Arabia has taken practical steps in this direction by developing
the essential cybersecurity control (ECC) as a national cybersecurity regulation reference. Generally,
the compliance assessment processes of different international cybersecurity standards and controls
(ISO2700x, PCI, and NIST) are generic for all organizations with different scopes, business functional-
ity, and criticality level, where the overall compliance score is absent with no consideration of the
security control risk. Therefore, to address all of these shortcomings, this research takes the ECC as a
baseline to build a comprehensive and customized risk-based cybersecurity compliance assessment
system (RC2AS). ECC has been chosen because it is well-defined and inspired by many international
standards. Another motive for this choice is the limited related works that have deeply studied ECC.
RC2AS is developed to be compatible with the current ECC tool. It offers an offline self-assessment
tool that helps the organization expedite the assessment process, identify current weaknesses, and
provide better planning to enhance its level based on its priorities. Additionally, RC2AS proposes
four methods to calculate the overall compliance score with ECC. Several scenarios are conducted to
assess these methods and compare their performance. The goal is to reflect the accurate compliance
score of an organization while considering its domain, needs, resources, and risk level of its security
controls. Finally, the outputs of the assessment process are displayed through rich dashboards that
comprehensively present the organization’s cybersecurity maturity and suggest an improvement
plan for its level of compliance.

Keywords: compliance assessment; maturity model; cybersecurity; risk; ECC; Saudi Arabia

1. Introduction

Currently, many organizations have amalgamated cyberspace solutions within their
conventional business processes [1]. The more a business integrates digital solutions and
increases its online presence, the more it becomes vulnerable to cybersecurity threats. The
COVID-19 pandemic was a motivating factor for many companies to embrace technology-
based solutions to aid online learning and virtual communication, support vulnerable
supply chains, and avail autonomous systems [2]. Cyberattackers also took advantage of
the increased online presence of many businesses to intensify their attacks [3]. Reports
indicate that 43% of all cyberattacks targeted small and medium enterprises (SMEs) and
their employees by initiating attacks such as SQL injections, distributed denial of services,
man-in-the-middle, spam, phishing, and email malware [4]. A significant impediment
to depending on cyberspace is the emergence of security complexities that could lead to
financial losses and, subsequently, adversely affect organizational reputation and good-
will [5] .Based on the numerous benefits associated with the use of cyberspace in work
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environments, cybersecurity remains a requirement that businesses must acquire while
implementing various types of online technologies to manage their activities.

Several cyber security standards have been established for accountability and obliga-
tion to ensure that senior leadership in organizations handles risk and security problems
thoughtfully and strategically. The enactment of harmonized international cybersecurity
regulations has provided a framework for the development of consistent data protection in
many organizations, increasing innovation and interoperability and reducing costs, and
minimizing the complexity of implementing security and privacy controls as noted by [6].
The implementation of general cybersecurity practices by organizations has enabled busi-
nesses to exercise best practices that reduce the risk of access or loss of data, the disruption
of business processes, and the loss of assets due to cyberattacks [7]. The implementation of
cybersecurity compliance policies improves the protection of an enterprise’s information
system and related resources from cyberattacks coming from internal or external cyber
attackers. Organizations and entities that fail to comply with already set cybersecurity reg-
ulations could subject their assets, information systems, and data in cyberspace to massive
losses accrued due to penalties, litigation of cyberattack issues, and loss of reliability of
their services, which could impact their performances and competitiveness.

Most recent developments in cybersecurity models are in line with the needs of enter-
prises using cyberspace to manage their operations and databases. Currently, the most used
international cybersecurity standard is the National Institute of Standards and Technology
(NIST), which provides security guidelines to companies and individuals in the United
States to protect their critical infrastructure from cyberattacks. Such standards are also pro-
vided by the International Organization for Standardization/International Electrotechnical
Commission (ISO/IEC) 27001 [8] and the Payment Card Industry Data Security Standard
(PCI DSS). Muhammad and Alsaleh [9] noted that organizations are required to comply
with cybersecurity because failure to do so increases the risk of undesirable cybersecurity
habits that can expose an entity’s assets to cyberattacks. Despite the awareness of many
organizations about threats to cybersecurity, compliance with cybersecurity standards has
been ineffective in most organizations.

Various institutions and government agencies ensure enterprises abide by regulations
and compliance policies. In the United States, the major agencies are the NIST and the
Cybersecurity and Infrastructure Security Agency (CISA). The United Kingdom has similar
agencies that enforce cybersecurity compliance policies. The National Cyber Security
Centre (NCSC) provides detailed advice, regulation compliance, and management of
cybersecurity incidents [10].

On the other hand, Saudi Arabia (SA) currently aims to change its economic patterns,
reduce its reliance on oil, and expand its public service industries throughout its 2030 vision
plan. An example of this strategy is the implementation of cybersecurity policies as an ad-
vancement toward its Vision 2030 [11]. According to Almudaires et al. [11], cybersecurity
has become increasingly significant in Saudi Arabia’s economy due to its reliance on tech-
nology to sustain its economic activities. The Saudi authorities are potentially threatened
by cyber criminals as many incidences of cyberattacks have been reported such as phishing
and ransomware. With the contemporary cybersecurity challenges and to maintain the
organization’s information and digital resources, the Royal Decree established the National
Cybersecurity Authority (NCA) on 31 October 2017. The primary responsibility of the NCA
is to perform administrative and regulatory roles in the field of cybersecurity in Saudi Ara-
bia. In 2020, based on the collective efforts of NCA and the collaboration of national entities,
Saudi Arabia ranked (2) globally in the Global Cybersecurity Index issued by the United
Nations specialized agency for Information and Communication Technologies [12]. NCA
has developed essential cybersecurity control (ECC), an adequate cybersecurity regulation
in Saudi Arabia. ECC aims to ensure the development of services in a coordinated, safe, and
secure manner. This includes providing security, meeting demands, managing the scarcity
of resources, ensuring market development, protecting users, and supporting innovations.
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Compliance with the ECC regulation is mandatory for all of Saudi Arabia’s organi-
zations with IT systems [13]. However, (a) there are limitations in the existing research
works that highlighted and studied the compliance assessment process of the ECC, (b) the
compliance assessment processes of different international cybersecurity standards and
controls such as (ISO2700x, PCI and NIST) are usually generic for all organizations with
different scopes, business functionalities, and criticality levels. A better understanding
of the organization’s domain and status should be considered to reflect compliance accu-
rately. Incorporating additional factors to differentiate between the compliance of different
organizations prioritizes the compliance level and provides a more reliable cybersecurity
landscape at the national level. Therefore, this research proposes a risk-based cybersecurity
compliance assessment system (RC2AS) that improves the current assessment process by
considering the organization’s domain and integrating the corresponding risk in the over-
all compliance score calculations, consequently continually enhancing the cybersecurity
compliance assessment process.

Accordingly, the benefits of proposing a risk-based cybersecurity compliance system
in terms of a well-developed system can be summarized in the following points:

(a) Measuring the organizations’ cybersecurity compliance level using a self-assessment
questionnaire (SAQ) approach.

(b) Choosing one of the proposed overall compliance-calculation methods based on the
organizations’ domains, needs, and resources.

(c) Using color-coding techniques to better reflect the compliance status based on the
risk level.

(d) Determining the critical risk controls based on the domain risk level and the impact
that is based on the organizations’ criticality, scope, and business functionality.

(e) Producing rich dashboards to present the organization’s cybersecurity maturity and
compliance status.

(f) Setting a clear improvement and action plan to reach the organization’s target compliance.

(g) Offering a cybersecurity tool to help the assessor to perform the audit assessment.

Therefore, this paper presents a customized and comprehensive cybersecurity compli-
ance system based on ECC, the national cybersecurity reference regulation in Saudi Arabia.
The ECC has well-defined regulations built based on different international standards.
Thus, using the ECC for this research will support adopting the RC2AS system for other
international standards. The system services are offered through an offline standalone
assessment tool for organizations to measure their cybersecurity compliance level efficiently.
The assessment results are presented through rich dashboards to reflect the organization’s
current status. Additionally, the proposed system guides the organization to an action plan
to reach its target compliance level. Figure 1 shows our overall methodology to create the
proposed RC2AS.

The rest of the paper is organized as follows. Section 2 presents the overall methodol-
ogy followed to build the proposed RC2AS. Section 3 introduces the current cybersecurity
standards and recent related works. Section 4 presents the details of the proposed risk-based
cybersecurity compliance assessment system (RC2AS). Section 5 shows the evaluation of
RC2AS and discusses its results. Finally, section 6 draws conclusions and suggests possible
future works.
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Figure 1. Overall RC2AS building methodology.

2. Methodology

The methodology we followed to solve the research problem addressed in this study
is summarized as follows. The main inputs to our proposed solution are the current ECC
tool beside the organization risk level of each subdomains. The risk level is identified
based on the domain and the nature of the organization, which can be decided by the
cybersecurity authority in any country. The proposed solution (RC2AS) includes but is
not limited to (a) the RC2AS self-assessment supporting tool, (b) suggested well-studied
compliance-calculation methods (four methods), and (c) RC2AS color-coding schemes.
Finally, the outcome of our proposed solution and the assessment process are presented in
terms of a compliance report, RC2AS’s rich dashboards, and future action plans. Figure 1
presents the overall methodology followed to build the proposed RC2AS.

3. Background and Related Work

This section presents the background to national and international cybersecurity
frameworks and standards. Additionally, it discusses and compares recent related works.

3.1. International Cybersecurity Framework and Standards

Developing a cybersecurity maturity model aims to help organizations systemati-
cally improve their cybersecurity status over time and align it with their overall business
objectives. Most cybersecurity maturity models are currently developed according to in-
ternational standards such as NIST, ISO/IEC 27001, and PCI DSS. Various studies have
been proposed focusing on improving enterprises’ cybersecurity practices. For instance,
Gerl et al. [14] examined the utilization of control objectives for information technologies
(COBIT-19) in establishing an IT governance framework for collaboration in higher ed-
ucation settings in Bavaria. The authors hypothesized that the chief information officer
(CIO) role is critical to improving collaboration among universities. Based on the findings,
implementing COBIT enhanced the trust among collaborating partners. COBIT also creates
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a consistent model of the role of the CIO in defining the baseline of mutual understanding
of competencies and responsibilities. Since the article presented a case study, the general-
ization of the findings to other problems or settings can be challenging. Cybersecurity is an
essential subject in the industrial internet of things because the information equips indi-
viduals that use various practices and tools to protect individuals and organizations from
occurrences such as data breaches and ensures they comply with cybersecurity policies [15].
Implementing security controls could also involve incorporating blockchain technologies
to strengthen cybersecurity. For example, a study exploring a security framework based on
blockchain is presented in this study [16]. Thus, adjustments to the security regulations
arise because of the constantly shifting information technology environment.

Almuhammadi and Alsaleh [9] defined a five-level maturity model that includes the
twenty-two categories of the NIST cyber security framework for critical infrastructure (CSF)
to measure the implementation regularly and maintain the security posture. The model pre-
sented a comparison between NIST CSF and additional frameworks and standards related
to security such as ISO/IEC 27001 and COBIT. According to the authors of [17], Canada can
achieve better outcomes in managing health emergencies and maintaining privacy rights
by designing laws to comply with European Union (EU) in a way that freedoms relating to
privacy can only be limited for shorter periods. Additionally, Aliyu et al. [18] noted that the
challenge encountered was a lack of capability maturity models that integrate regulations
within the United Kingdom. As a result, they developed a novel framework that includes
all of the privacy and security regulations and best practices, such as the general data
protection regulation (GDPR), the data security and protection toolkit (DSPT), and PCI
DSS. These security standards can be leveraged to enhance the cybersecurity compliance
levels of higher education institutions. From a theoretical viewpoint, capability maturity
models offer a framework for improving process development operations. The proposed
model, which comprises fifteen categories related to security and six maturity levels, can
be developed into an online system to support self-assessment and automated compliance
reporting. A major weakness of the article is that it is largely theoretical. Indeed, an
empirical analysis of the model can provide insight into the effectiveness of its utilization
in practical environments.

Although the current maturity models are used to measure the security maturity level
of enterprises or specific systems, they cannot be used to create and establish cybersecurity
maturity models for protecting cyberspace. The existing maturity models have created
static security models and are not flexible to react to new security trends. Zarour et al. [19]
explains that the emergence of DevOps is informed by the need to produce fast and
high-quality releases by bringing the development and operations teams to work together.
DevOps still lack a clear definition in most studies, thereby creating challenges in some
quarters. DevOps maturity models are instrumental in providing critical insights regarding
what can be done in assessing DevOps-adopted practices. Therefore, there is a need to
incorporate perspectives from various levels, such as security experts, practitioners, and
management. This can help measure the enterprise’s overall security level or the critical
system from emerging security threats.

Many cybersecurity compliance and maturity models have been presented. Firstly,
Proenca and Borbinha [20] introduced a maturity model as an assessment tool for en-
terprises to provide the current state maturity model of the information security man-
agement system (ISMS) based on ISO/IEC 27001. Another approach was proposed by
Bolanio et al. [21] to improve the security network of higher education institutions based
on ISO27033. [22] Makupi and Masese [23] also created a model to compute the university’s
information security model based on ISO27001 using related clauses of higher education
institutions. Yaokumah and Dawson [24] applied ISO/IEC 21827 [25] to measure the
controls related to the security of higher education institutions (HEIs) in Ghana. Another
model proposed by [26] examined the maturity level of information systems from a security
perspective based on ISO 27001:2013. The idea was to help institutions identify vulnera-
ble areas and implement appropriate interventions to enhance cybersecurity compliance.
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Based on the results, most institutions of higher learning in Indonesia have not complied
with the requirements of ISO 27001:2013 for cybersecurity; the biggest domain gap has been
observed between the current and the expected maturity levels observed in compliance
and system acquisition, development, and maintenance. While using a questionnaire as the
study methodology helped answer the research questions, the subjectivity associated with
this research approach was not addressed. One study proposes a dynamic approach to
compliance assessment where organizations consider the return on investment relevant to
the savings an organization can realize pertinent to the losses that could arise when security
features are not implemented [27]. One of the significant guidelines for implementing
cybersecurity governance is ISO/IEC 27001, directing institutions and companies to create
specific protocols to mitigate, control, and supervise potential risks. Through the protocols,
implementing digital environment rules becomes easier [28]. Suwito et al. [29] applied
the assessment security maturity model by combining various models and standards such
as ISO/IEC 27001, COBIT 4.1, and ITIL v3 (information technology infrastructure library)
for higher education institutions in Indonesia. Hung et al. [30] examined the methods of
enhancing the information security governance (ISG) of Taiwanese universities through a
questionnaire by building the ISG maturity model by looking at appropriate features. A
similar model was designed by Bass [31] as derived from a documentary and the result
from selected Ethiopian universities. Ismail et al. [32] proposed a specialized information
security framework for Malaysia’s higher education institutions.

3.2. Importance of Security in Saudi Arabia

Cybersecurity threats are one of the primary concerns of the Saudi leadership in this
digitalized world. Since August 2017, the cyberattack on Saudi Aramco was inflicted
with the virus named Shamoon. It considers one of the renowned cyberattacks cases in
Saudi Arabia [33]. Due to the contemporary cybersecurity challenges and to maintain
the organization’s information and digital resources, the government of Saudi Arabia has
classified the strategics’ priority as cybersecurity and businesses are making it a priority
to avoid breaches reputationally and financially. In 2017, a Royal Decree was issued to
establish the National Cybersecurity Authority (NCA), which is the national and specialized
reference for matters related to cybersecurity in the Kingdom. The primary responsibility
of this organization is to realize the idea of a safe and reliable Saudi cyberspace that enables
growth and prosperity [34].

Based on the NCA's objectives and in continuation of its part in regulating and protect-
ing Saudi Arabia’s cyberspace, NCA has established and developed several cybersecurity
frameworks, controls, and guidelines at the national level within its scope to protect its
national security vital interests, government services, and critical infrastructure in line
with vision 2030 of Saudi [13]. The NCA has set out to establish the cybersecurity mini-
mum standards for national and government agencies at risk of cyberattacks to ensure the
safety of their data, for instance, essential cybersecurity controls (ECC), critical systems
cybersecurity controls (CSCC), and data cybersecurity controls (DCC).

3.3. Saudi Arabia Security, Frameworks Maturity, and Standards

Enterprise security is very important in Saudi Arabia because many incidences of cy-
berattacks have been reported compared to other countries. Saudi Arabia’s government is
committed to developing a powerful and operational cybersecurity framework to overcome
these issues. They have designed multiple frameworks, such as NCA creating essential
cybersecurity controls (ECC) to help the enterprise follow cybersecurity best practices [13].
The Communications and Information Technology Commission developed a cybersecurity
regulatory framework (CRF) for the Information and Communications Technology sec-
tor [35]. Moreso, a SAMA cybersecurity framework, was formerly developed by the Saudi
Central Bank (SAMA) to secure financial sectors such as banks, financing companies, and
financial market infrastructure from cyberattacks [36]. In academic literature, Al Hamed
and Alenezi [37] presented a maturity model to mature the ability of business continuity
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management (BCM) and disaster recovery (DR) for Saudi Arabia’s information technology
companies. Additionally, Nurunnabi [38] explains that the investigation of the differences
between International Financial Reporting Standards (IFRS) and Saudi accounting stan-
dards provides an opportunity for the areas that may need to improve further to ensure
better standards are realized in the financial sector. Moreover, it ensures that investors have
a clear understanding of the financial reporting strategies that they need to embrace in
different transactions.

The rationale behind this study was to address cybersecurity issues facing SMEs by
presenting an appropriate framework. According to [39], each SME is unique, hence the
need to utilize a model that aligns with its needs and wants. To this end, the authors
presented specific cybersecurity models for organizations in different industries, including
education, health care, and commerce. A holistic model that covers the different models to
enhance coordination was also presented. A major weakness of the study was that it merely
presented the models and did not evaluate their effectiveness and efficiency. Nevertheless,
the adoption of these models can help SMEs in Saudi Arabia improve their cybersecurity
implementation processes. Alsahafi et al. [40] stated that there is a need for institutions
to implement ISMS such as ISO/IEC 27001 to minimize the risks of cyberattacks on their
information assets. The ISO/IEC 27001 acts as a baseline cybersecurity framework. A
central hypothesis of the study could be whether universities with ISO/IEC 27001 are
fully compliant with NCA-ECC. The assumption here is that it is not fully understood to
what extent Saudi institutions with ISO/IEC are compliant with the NCA-ECC. The study
design was a qualitative survey. Instrumentation included the use of interviews presented
in an interview table from which the answers (data) were collected and analyzed. The
sample size used was three universities, whose cybersecurity officers were interviewed
on each clause and sub-clause. Research results indicated that ISO/IEC 27001 universities
are approximately 64% compliant with the NCA-ECC. Another proposed framework by
Almomani et al. [41] found that most cybersecurity models for high-education institutions
lacked practical mechanisms for the continual assessment of security levels. Accordingly,
they presented a new comprehensive and customized framework, "SCMAF", aligned
with international and local security standards. The research method adopted in this
study encompassed evaluating current cybersecurity maturity frameworks in Saudi Arabia,
mapping local and international frameworks, developing the SCMAF model, implementing
it, demonstrating the utilization of SCMAF, and highlighting the approach for keeping the
framework updated.

Table 1 presents a comparative analysis of related studies for cybersecurity compliance
and the maturity model, for both international and national standards, in terms of the
general idea and the technique used; the focus areas were both international or national,
the followed standard, and if the proposed solution included ECC . This enabled the
organization to measure the maturity level of cybersecurity among the international and
Saudi standards using a user self-assessment tool. Part of the presented maturity models
was based on international standards, for instance, those [9,18,20,23,24]. To improve
cybersecurity in Saudi Arabia other approaches were presented [39,41,42]. The table shows
the rest of the comparisons.

Although there are many existing attempts to propose compliance assessment tools
and maturity models, there is an apparent absence of studies that highlight the compliance
assessment process of the NCA-ECC. Therefore, due to the shortage in the related literature
and the importance for organizations to comply with the security regulations in Saudi
Arabia, this research takes the existing ECC cybersecurity compliance process as a baseline
to build a comprehensive and customized risk-based cybersecurity compliance assessment
system (RC2AS). As a result, RC2AS provides an accurate cybersecurity assessment that
reflects the organization’s current status considering its domain and risk ranges.
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Table 1. Comparative analysis of the related works.

Ref.  General Idea Approach Used Focus Area Standards NCA-ECC?
Present a five-level maturity model that
assesses twenty-three areas, which
include the twenty-two categories of Compared the scales anc}i * NIST CSF
. domains evaluated by different . e 15027001
[9] NIST CSF and the compliance . . . International ISE No
assessment to measure the maturity models to identify the ° CSOBIT s
. L]
implementation regularly and maintain gap in NIST CSE.
the target security posture.
Propose IT governance model for
universities in Bavaria. The model Universities taught applied
[14] defines governance relatlons'hlps sciences and' CIQ bo.ard's of International COBIT 2019 No
between cooperative IT service higher learning institutions
providers, CIOs, universities, and all in Bavaria.
Bavaria stakeholders.
Design framework for maturity .
assessment (HCYMAF) that higher ;2;%;?:?;2?;3% structured e GDPR
[18] education institutions in the UK can use L Y International e PCIDSS No
to assess their ISMS by using a evaluations, feedback, and an e DSPT NISD
web-based self-assessment model. online seminar.
Used design science researcher
Propose a maturity model that can be garii;g;}?-; :Ir: dltgggglea dontion
[20] used to plan, implement, review, and tepgmi ués such as P International ISO 27001 No
enhance an ISMS based on ISO 27001. ques L
configuration, specialization,
aggregation, and analogy.
Fropose s mode fr g nd The sty el n e
[21] ESE a tiongusing six compor}ients c%rawn standardized ISO 27033 International 1SO27033 No
from ISO 27033 framework. assessment questionnaire.
Used design research approach
Find solution that entails creating a and evaluated cumulative
maturity model that can be used to factors statistically to determine .
23] assess the information security their contribution to the International 15027001 No
management systems in universities. proposed model followed ISO
27001 standards.
A questionnaire based on ISO
Proposed use of ISO/IEC 21827 27033 standards was developed
[24] maturity model for assessing the IT and distributed to network International 15021827 No
security posture and security controls. security teams in different
learning institutions.
Develop a maturity framework that can
be used to assess and measure the The research evaluated 35
information security management universities in Indonesia and . .
[26] systems of higher learning institutions assessed their compliance with International 15027001:2013  No
in Indonesia for conformity to the ISO ISO 27001:2013 standards.
27001 standard.
Present an approach that combines e COBIT41
[29] different frameworks to improve the A case study on one university International o 15027001 No
effectiveness of security maturity in Indonesia. o ITIL v3
management assessments.
Propose an information security Evaluate the maturity of
governance (ISG) model for colleges and  information security .
(301 universities. The model proposes three ~ governance through a International None No
maturity levels: low, medium, and high.  questionnaire survey.
Adopted action research
Present an ICT maturity model for iour;gzghofr(l) ?Ssletsrsgvioblem
[31] higher education in Ethiopia comprising Pp P International None No

eight levels.

identification, planning, action,
and evaluation. The study
surveyed education institutions.
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Table 1. Cont.

Ref. General Idea Approach Used Focus Area Standards NCA-ECC?
Propose an information security Interviews and surveys were e COBIT
[32] management framework comprising conducted to gain International o 1SO27001 No
five constructs for HEIs in Malaysia. relevant insights.
Propose a model for evaluating the
maturity of business continuity and The study adopted an iterative
[37] disaster-recovery practices for approach to link existing National 15022301 No
information technology organizations theories to emerging data.
in SA.
Incorporate three models and a
combined model for cyber security The study considered
[39] countermeasures within SMEs in organizational special needs National NIST No
education, healthcare, and commerce in  and asset sensitivity.
Saudi Arabia.
e NCA-ECC
Propose a lightweight cybersecurity The study dgvelope.d a * CRF
. comprehensive policy that e GDPR
[41] maturity assessment framework for HEI . Both e NIST Yes
in SA bridges local1 needc_;, arclld . PCIDSS
’ ints ti t .
international standards « DSPT
Measure the extent to which certified The .Stufiy design s a .
- o qualitative survey that included
ISO/IEC 27001 Saudi organizations the use of interviews presented
[40] adhere to the NCA-ECC and proposea . . . P Both * NCA-ECC Yes
. . in an interview table from e ISO 27001
framework for complying with not fully .
. which the answers (data) were
implemented controls.
collected and analyzed.
A comprehensive and
customized risk-based
Propose a risk-based cybersecurity ;Z::;;;fgﬁ tsy z:)ergp ‘l:;:gce
RC2AS compliance assessment system based Y National NCA-ECC Yes

on ECC.

provided that reflects the
current status of the
organization, considering its
domain and risk ranges.

4. Risk-Based Cybersecurity Compliance Assessment System (RC2AS)

This section starts by discussing the existing ECC assessment and compliance tool.

Then, it introduces the proposed RC2AS with all its services.

4.1. Existing ECC Assessment and Compliance Tool

The objective of this sub-section is to fully understand and highlight the ECC-1:2018
assessment and compliance tool by studying their domains/controls, scope, objective,
and compliance assessment process. A better understanding of the tool will facilitate and
pave the way toward establishing the foundation of the RC2AS solution. The list of main
functions listed in this section was used as a starting point to build the functions of the
proposed system. Before diving into these functions, the key points of the ECC are:

*  Description: Minimum cybersecurity standards were customized and developed after
reviewing international cybersecurity standards, controls, frameworks, previous cy-
bersecurity attacks incidents, and international practices in cybersecurity to minimize
the risk of cyberattack to enterprises’ information and technical assets that are created
by external and internal threats.

*  Scope: It is mandatory for all Saudi Arabian entities within the government and
private sectors.

*  Objective: The essential objectives must be focused on to protect the information and
assets of organizations: confidentiality, availability, and integrity of information, with
attention paid to the pillars that cybersecurity focuses on (strategy, people, procedures,
and technology).
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e ECC Domains and Structure: As shown in Figure 2, ECC consists of 5 main cyberse-
curity domains, 29 cybersecurity subdomains, and 114 cybersecurity controls.

Currently, each organization should evaluate and assess its compliance with ECC
through self assessments and by using the compliance tool [13] . The only and latest
release of ECC is (ECC-1:2018). The current ECC self-assessment tool is based on an Excel
spreadsheet that is officially posted by the NCA.

(ECC-1:2018 Tool) [43]. The main domains of ECC are placed on separate Excel sheets
(ECC.1 Assessment, ECC.2 Assessment, ECC.3 Assessment, ECC.4 Assessment, and ECC.5
Assessment). In addition, the subdomain(s) related to that main domain are also displayed.
Table 2 shows the structure of each subdomain and a sample subdomain.

2-1: Asset Management 1-1: Cybersecurity Strategy

2-2: Identity and Access Management 1-2: Cybersecurity Management
2-3: Information System and Processing 1-3: Cybersecurity Policies and
Facilities Protection Procedures

2-4: Email Protection 1-4: Cybersecurity Roles and

2-5: Networks Security Management Responsibilities

2-6: Mobile Devices Security 1-5: Risk Management

2-7: Data and Information Protection 1-6: Cybersecurity in Information
2-8: Cryptography Technology Projects

2-9: Backup and Recovery Management 1-7: Cybersecurity Regulatory
2-10: Vulnerabilities Management Compliance

2-11: Penetration Testing 1-8: Cybersecurity Periodical
2-12: Cybersecurity Event Logs and Cybersecurity Cybersecurity Assessment and Audit

Monitoring Management Defense Governance 1-9: Cybersecurity in Human Resources
2-13: Cybersecurity Incident and Threat 1-10: Cybersecurity Awareness and
Management Training Program

2-14: Physical Security

2-15: Web Application Security

Essential

Cybersecurity @
Controls

q Industrial

Cybersecurity (ECC-1: 2018) ControTSysltems

Resilience Cybersecurity

Third-Party and : 5-1: ICS Protection i
Cloud Computing
Cybersecurity

3-1: Cybersecurity Resilience aspects of

I
I
Business Continuity Management - BCM :

i 4-1: Third-Party Cybersecurity
i 4-2: Cloud Computing and Hosting

Cybersecurity

Figure 2. Current ECC-1:2018 domains and subdomains.
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Table 2. Current ECC subdomain structure.

Subdomain Structure

Ref. No. subdomain’s Name

Control

Ref. No. Control Clause Compliance Status

Sample of subdomain Structure

1-1 Cybersecurity Strategy
A cybersecurity strategy must be defined, documented, and approved.
It must be supported by the head of the organization or his/her

1-1-1 delegate (referred to in this document as authorizing official). The Lhaajg remei=.
strategy goals must be in-line with related laws and regulations [13].

112 A roadmap must be executed to implement the cybersecurity NG A eyl
strategy [13].

1413 The cybersecurity strategy must be reviewed periodically according to NotImplemered

planned intervals or upon changes to related laws [13].

The compliance fulfillment of an organization is represented by one of the following
statuses: “Implemented”, “Partially Implemented”, “Not Implemented”, or “Not Appli-
cable”. Organizations measure and assess how they comply with each control clause’s
requirement(s). The “Implemented” status means that all of the requirements for this con-
trol clause are fully implemented. The “Partially Implemented” status means that some of
the control requirements have not been implemented; in other words, the implementation
percentage is greater than 0% and less than 100%. If all of the control requirements have not
been implemented, then the status will be “Not Implemented”. Lastly, the “Not Applicable”
status applies to any control that does not apply to the organization. Table 3 shows the
compliance status along with the implementation percentage.

Table 3. Current ECC compliance statuses along with implementation percentages.

Compliance Partially .
Status Implemented Implemented Not Implemented Not Applicable
Implementation 100% >0% to <100% 0% NA
Percentage

Currently, the self-assessment tool applies a color-coding technique for the compliance
status. Four different colors are used depending on the compliance status. Each status
has one color. The “Implemented” status is indicated by the color “Green”, “Partially
implemented by “Orange” color.“Not implemented” status is colored “Red”, and the
“Gray” color is used for “Not Applicable”. Table 4 illustrates the compliance status along
with the color coding.

Table 4. Current ECC compliance status along with the color-coding.

Compliance Partially
Status Implemented

Cotor-Coding [ S

Finally, after an organization fills out its compliance status in the self-assessment, a
summary of the compliance evaluation results will be generated, as shown in Figure 3. The
left side includes (a) the total number of security controls under each compliance status, and
(b) a chart indicating the percentage of controls in each compliance status. There will also be
a summary for each domain (five main domains) on the same sheet. For example, Figure 4
illustrates the summary of the overall result for domain 1: “Cybersecurity Governance”.

Implemented Not Implemented Not Applicable
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Summary Result of Complaince and Assessment of Essenatinal Cybersecurity Controls (ECC-1:2018)

The overall level of cybersecurity assessment of the entity

The Overall Cybersecurity Assessment of the entity

Compliance Status 7% %
Implemented - {15 Giho 71
Partially Implemented - s gibo 31
Not Implemented - @ibo pe 8 27%
Not Applicable - agall e Gibi U A

W Implemented - (115 Gibo Partially Implemented - (i @iho
M Not Implemented - Giho pe M Not Applicable - apall e @ihin U

Figure 3. Current ECC—Summary of the results of the overall assessment, Note: the current tool is
only available in the Arabic language. For this reason, we translated several sentences into English in
Figures 3 and 4 for illustration purposes.

Cybersecurity Governance

Status Cybersecurity Governance

Implemented - 1% giho 30 3% 0%
14%

Partially Implemented - [5j> Gibo 5

Not Implemented - gibo pé 1
Not Applicable - agall ,lc @ibiy I Q

W Implemented - 15 &uno Partially Implemented - Wia duno

W Not Implemented - b W Not Applicable - dgall ,lc Gibi; 1

Figure 4. Current ECC—Summary of the results of the main domain “Cybersecurity Governance”,
Note: the current tool is only available in the Arabic language. For this reason, we translated several
sentences into English in Figures 3 and 4 for illustration purposes.

The summary result of the compliance with ECC (Figure 3) shows the percentage of
each compliance status of security controls as there is no overall compliance score provided
in the current ECC tool. In the pie chart, each compliance status percentage (%) is calculated
based on the number of main controls on specific “compliance status” out of the total of
main controls (114 controls). For instance, the percentage of “Implemented” in Figure 3 is
calculated based on the number of “Implemented” controls (71). So, by using Equation (1),
the compliance percentage for “Implemented” compliance status is calculated as follows

ZL % 100), corresponding to (62%). The remaining compliance statuses are calculated in
the same way. The below Equations (1)—(4) illustrate the formula for how each compliance
status percentage is calculated as follows:

Z(FCOntrol) %

Implemented =
Teontrots

@
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Partially Implemented = Mo/o ()
Tcontrots
Not Implemented = M% 3)
Teontrols
Not Applicable = E(NAcontro) g, (4)
Teontrols

where; F = fully implemented control(s); P = partially implemented control(s); N = not
implemented control(s); NA = not applicable control(s); T = total controls.

4.2. Proposed Risk-Based Cybersecurity Compliance Assessment System (RC2AS)

As mentioned earlier, compliance with ECC is mandatory for all national Saudi orga-
nizations (public and private) with IT systems. So, all entities should evaluate and measure
their compliance by using the publishing tool (ECC-1:2018 Tool) [43].Many service provider
companies help national entities to assess and measure their compliance level through
dedicated services and tools. These tools help an entity to demonstrate its commitment to
different standards or regulations and enable it to perform gap assessments of its weak-
nesses and strengths. This will result in enabling the entity to develop its road map based
on its priorities.

Therefore, this research takes the existing ECC cybersecurity compliance tool as a
baseline to build a comprehensive and customized risk-based cybersecurity compliance
assessment system (RC2AS). RC2AS is developed to be compatible with the current ECC
tool. This system offers a self-assessment tool that helps the organization evaluate and
check its compliance with ECC. Moreover, RC2AS supports weakness identification and
provides better planning accordingly to enhance its compliance level based on its priorities
for future improvements. Lastly, RC2AS proposes several calculation methods for the
overall compliance score of ECC.

This section presents the proposed system that provides various services by highlight-
ing: (a) the RC2AS overall workflow, and (b) the RC2AS supporting tool that provides a
well-structured and comprehensive questionnaire derived from ECC controls. Such a tool
will provide a practical way to encourage entities to complete the questionnaire and obtain
their compliance level, (c) the proposed calculation methods of the overall cybersecurity
compliance of ECC, (d) the RC2AS compliance status color-coding scheme, and (e) the rich
dashboards RC2AS offer to reflect the current status of compliance with ECC, accurately.
Moreover, setting a clear improvement and action plan will allow them to reach their ECC
target compliance level.

Additional details of the RC2AS and the services it offers are described in the following:

4.2.1. RC2AS Workflow

The proposed system is offered as an offline version of the self-assessment tool that
organizations or auditors can use. To start using the system, there will be high-level ques-
tions to establish the applicable domain by answering predefined questions. Accordingly,
based on the answers, the appropriate domains/subdomains will be displayed to facili-
tate and speed up the assessment process by hiding the controls that do not apply to the
organization’s domain. In addition, the users will choose the recommended and preferable
calculation method (one or more) from the options list: (a) strict compliance, (b) semi-strict
compliance, (c) weighted compliance, or (d) RC2AS weighted compliance. Table 5 shows a
sample of the RC2AS high-level questionnaire.
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Table 5. RC2AS High-level questionnaire.

RC2AS High-Level Questionnaire

Entity Name:
General Question
1. Does the entity use cloud computing? Yes O No
2. Does the entity have a third party? Yes O No
3. Does the entity use industrial control systems and Yes No

operational technology (ICS/OT)?

Calculation Compliance Mode

Strict compliance

O  Semi-strict compliance
Select the compliance calculations method:

O  Weighted compliance

RC2AS weighted compliance

The proposed system assesses the domains one by one. Then, the subdomain(s) of this
domain will be fulfilled individually. If the subdomain is applicable to the organization and
this subdomain has dependent questions, the associated questions of this subdomain will
be shown. If the answers are yes, then the remaining questions will be displayed. The next
domain (if any) will appear only in case all questions have been answered, and so forth.
Once this domain’s subdomain(s) are examined, the following domain will repeat the same
steps. Ultimately, when all of the domains” questions are answered, the compliance level
will be calculated and displayed through rich dashboards. Figure 5 illustrates the workflow
of the proposed system.

4.2.2. RC2AS Supporting Tool

To facilitate the assessment process, the RC2AS supporting tool uses a questionnaire
approach. Accordingly, each control will have one or more questions to assess and measure
the organization’s compliance with a specific control. Table 6 highlights the RC2AS with
subdomain structure.

Table 6. RC2AS supporting tool with subdomain structure.

Ref. No. of .
Subdomain Name of Subdomain
Question(1) RC2AS compliance answer(1)
Control Ref. Control Clauses Question(2) RC2AS compliance answer(2) Compliance
No. e e Status
Question(n) ! RC2AS compliance answer(n) 1

! n: means the number of questions related to this control.

The questions on a particular control could depend on each other. An example of
questions” dependency is shown in Table 7. Only the first question on control (1-2-1) will
be presented. Only if the answer is “Yes” or “Partially Implemented” will Q2 and Q3 be
displayed. The following question will not appear if the answer to Q1 is “No”. This will
expedite the assessment process and make it more convenient. On the other hand, there
might be no dependency between the questions, as shown in control (1-2-2), where each
question does not depend on the others.
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Figure 5. The proposed risk-based cybersecurity compliance assessment system (RC2AS) workflow.
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Table 7. Sample of RC2AS subdomain structure (with and without dependency).

1-2 Cybersecurity Management

Sample of Control’s Question(s) with Dependency

Q1: Does the entity have a cybersecurity

A dedicated cybersecurity function (e.g., division,
department?

department) must be established within the orga-
nization. This function must be independent of
the information technology /information communi-
cation and technology (IT/ICT) functions (as per the

Q2: Is the cybersecurity department
independent of information technol-

-2 Royal Decree number 37140 dated 14/8/1438H). It _°8Y Management in the entity?
is highly recommended that this cybersecurity func- 3. Does the cybersecurity depart-
tion reports directly to the head of the organization  ent report directly to the organi-
or his/her delegate while ensuring that this doesnot  zation’s head or his/her delegate
result in a conflict of interest [13]. while ensuring that this does not re-
sult in a conflict of interest?
Sample of Control’s Question(s) without Dependency
Q1: Is the cybersecurity department func-
tion headed by full-time and experienced
The position of cybersecurity function head (e.g., Saudi cybersecurity professionals?
192 CISO), and related supervisory and critical positions

within the function, must be filled with full-time and ~ Q2: Do the related supervisory and criti-
experienced Saudi cybersecurity professionals [13].  cal positions in the cybersecurity depart-
ment function with full-time and experi-
enced Saudi cybersecurity professionals?

Accordingly, the organization answers each question to measure its compliance level.
The answer could be one of the following options. (a) If the organization accomplished
all of the requirements of an associated question, then the chosen answer is ‘Yes’. (b) If
the organization partially implements the requirements, then the organization selects the
percentage of this implementation (>0% to < 35%, >35% to < 85%, or >85% to <100%).
Otherwise, (c) the answer selection will be ‘No’. Lastly, (d) if it is not applicable, the answer
‘NA’ will be selected. These RC2AS compliance answers are derived and inspired by the
current compliance status of the ECC assessment tool shown in Table 3. The different
RC2AS answer options are shown in Table 8.

Table 8. RC2AS compliance answer options.

RC2AS Compliance Answer

Yes Partially Implemented with No NA

Implementation Percentage

100% >0% to <35% >35% to <85%  >85% to <100% 0% NA

4.2.3. Proposed Calculation Methods for the Overall Compliance Score of ECC

As we have mentioned in Section 4.1, what has been published by NCA and presented
in the current compliance and assessment tool of the ECC tool does not provide an overall
compliance score. Therefore, RC2AS proposes several possible calculation methods to
provide the overall compliance score:

*  Method (1): Strict compliance.

*  Method (2): Semi-strict compliance.

*  Method (3): Weighted compliance.

*  Method (4): RC2AS Weighted compliance.

Now, we will describe each method and the attributes and factors that are needed to
calculate the overall compliance score.

(A) Strict Compliance

This is the most strict method as it only considers the fully implemented controls.
The “Partiality Implemented” and “Not Implemented” controls are discarded. The fully
implemented control will have a weight value of (1), and the rest will have a (zero) value.
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This means that only fully implemented controls will be counted (100% implementation),
and other controls will not be counted (from > 0% to < 100% implementation). Equation (5)
shows how the compliance score of this method is calculated:

Z(FCOntrol) % (5)

Compliance Score =
TAcontrols

where;
F = No. Fully Implemented Control(s); TA = No. of Applicable Control(s);
(B) Semi-Strict Compliance

This method is less strict than the above method. Here, the compliance status “Imple-
mented” will have the same weighted value, which is (1), whereas “Partially Implemented”
has a weight value equal to (0.5). Otherwise, no weight value is given (zero value). Accord-
ingly, Equation (6) calculates the overall compliance score for this method:

Z(FControl + 1/2PControl)

Compliance Score =
TAcontrols

% ®)

where;

F = No. Fully Implemented Control(s); P = No. Partially Implemented Control(s);
TA = No. of Applicable Control(s);

(C) Weighted Compliance

Before we present the attributes of this compliance score equation, referring to the
RC2AS compliance answer options mentioned above in Table 8, where there are three
different levels of compliance status based on the implementations percentage of the
control, which are (a) >0% to <=35%, (b) >35% to <=85%, and (c) >85% to <100%. Thus,
weighted “Partiality Implemented” is embedded in this equation to impact the calculation
of the overall compliance score. We map each of these RC2AS compliance answer options
to dedicated weight values depending on the percentage of implementation of this control
as detailed in Table 9:

Table 9. Mapping RC2AS compliance answer options with weight values.

RC2AS Compliance Answer Yes Partially Implemented with No NA
Implementation Percentage 100% >0% to <=35%  >35% to <=85%  >85% to <100% 0% NA
Weight Value 1 0.75 0.5 0.25 0 -

Therefore, the overall compliance score is calculated in Equation (7):

" 1 (Weight Value;) % @)

Compliance Score =
TAControls

where;
n = No. of total Control(s); TA = No. of Applicable Control(s);

(D) RC2AS Weighted Compliance

A better understanding of the organization’s domain and status is needed to reflect
compliance levels accurately. Therefore, this method differentiates organizations by dif-
ferent scopes, business functionality, and criticality level. For this reason, the overall
compliance score should not be measured similarly.

This method includes the risk level of the subdomains to calculate the overall com-
pliance score. This means that the regulator predates a risk level for each subdomain in
ECC (29 subdomains) depending on different criteria and conditions. To clarify more, each
organization will have a risk level of one of the following (high, medium, or low) according
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to the risk impact in case the subdomain controls are not implemented. However, the
organization can officially request the regulator to change the risk level of the subdomains
(if required).

The following example elaborates more on how this method is used. There are
two organizations: the first is a university, and the second is a CNI (Critical National
Infrastructure) organization. Both organizations are not fully implementing control in
a subdomain (2-10). Accordingly, the impact of not fully implementing this control is
definitely not the same for both organizations. Thus, both organizations will be assigned to
a different risk level for the subdomain; subsequently, the overall compliance score will
be affected by the risk value of that subdomain. The above formula (Equation (7)) will be
modified to consider the risk value as shown in Equation (8):

Yo (Risk Based Weight Value;)

Compliance Score =
TAcontrols

% ®)

where
n = No. total Control(s); TA = No. of Applicable Control(s);

As mentioned before, there are three different risk levels (high, medium, and low),
each with a risk value (1, 0.75, and 0.5), respectively. To calculate the “Risk-based Weight
Value”, the compliance status weight value and the risk value are multiplied as shown in
Equation (9):

Risk Based Weight Value = Weight Value x Risk Value )

Table 10 describes the difference in the weight value, in case the risk is considered
or not.

4.2.4. RC2AS Color-Coding Scheme

Influenced by the current color coding highlighted in Table 4, RC2AS enhances the
color-coding scheme to reflect the risk level of the compliance status. So, in the case of low
risk, lighter degrees of the color are used, whereas, in the case of high risk, darker degrees
of the color are used. This new color-coding scheme is applied only to the “Implemented”
and “Partially Implemented” compliance statuses. There are no changes for the “Not
Implemented” and “Not Applicable” statuses. To elaborate, Table 11 shows the used color
depending on two factors: the compliance status and the risk-based weight value.

Table 10. RC2AS compliance answers along with the corresponding weight value while considering
the risk level or not.

RC2AS Compliance Risk-Based Weight

Answer Weight Value Risk Level Risk Value Value
High 1 1.00
Yes (100%) 1 Medium 0.75 0.75
Low 0.5 0.5
. High 1 0.75
Partially (>85% to 075 M eclgum 0.75 0.56
<100%) Low 05 0.38
. High 1 0.50
Partially (>35% to 0.50 Medium 0.75 0.38
<=85%) Low 05 0.25
. . High 1 025
Partially (>0% to 0.25 Medium 0.75 0.19
<=35%) Low 05 0.13
High
No (0%) 0 Medium 0 0.00
Low
High
Not Applicable (NA) NA Medium NA NA

Low
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Table 11. RC2AS color-coding scheme.

Compliance Status Risk-Based Weight Value Color
100%
Implemented 75%
50%
. >85% to <100%
Imﬁ:ﬁ:ze 4 >35% to < 85%
>0% to < 35%
Not Tmplemented 0 I
Not Applicable N/A

4.2.5. RC2AS Rich Dashboards

Lastly, the dashboard page will be displayed after filling out the self-assessment and
answering all of the questions related to all subdomains. First, the user needs to select the
model from the following options: (strict compliance, semi-strict compliance, weighted
compliance, and RC2AS weighted compliance) along with the date range. Accordingly,
comprehensive dashboards will be generated and displayed. These dashboards include (a)
the overall compliance score with ECC based on the selected model. Moreover, they include
the overall compliance score across all models (Figure 6), and (b) the compliance score for
each main domain per compliance statute is also based on the selected model (Figure 7).
Accordingly, they provide the organization with insight into its cybersecurity posture per
domain, and they provide a detailed view of each main domain and the compliance level
for each control. This helps the organization to gain valuable insight into the most critical
compliance concerns, which will support it in building its activities and actions to enhance
its cybersecurity controls and prepare action plans accordingly. (c) The RC2AS evaluation of
the organization among dates ranges across the main domains based on the selected model
(Figure 8), which allows for the close monitoring of the changes within the domain controls
along with the selected duration, and (d) the proposed action plan for the organization
based on its current compliance status.

As mentioned before, the ECC has 29 subdomains. Each subdomain has a risk level
(high, medium, and low) that the regulator redefines. Accordingly, based on compliance
level, the subdomains will be divided among these risk levels using the proposed color-
coding scheme. The visualized action plan helps the organization understand its current
compliance status with ECC. A complete summary is provided for all domains and sub-
domains, including their compliance and risk levels. Additionally, this plan helps the
organization to identify its weaknesses and design a well-structured strategy to enhance its
level based on its priorities and resources. To illustrate more, the chart in Figure 9 allows
the organization to prioritize its actions. For example, the subdomains that are not fully
implemented and have a high risk level should be considered first. Therefore, this will be
used as an action plan to draw future implementations based on the risk and compliance
levels. Moreover, such a summary encourages the organization to continuously implement
the subdomains that are categorized as high-risk and fully implemented.
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Evolution of RC2AS Weighted Compliance method
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Figure 8. RC2AS dashboard of ECC—(c).
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Figure 9. RC2AS dashboard of ECC—(d).

5. Proposed System Evaluation and Results Discussion

As highlighted before, the current ECC did not publish any compliance score cal-
culation methods. Therefore, to evaluate the effectiveness of the proposed risk-based
cybersecurity compliance assessment system (RC2AS) and examine all of its proposed cal-
culation methods, several scenarios have been considered. These scenarios aim to conduct
a deep comparative analysis OF these methods. Two entities, X and Y, will be utilized in
implementing the different calculation models. For simplicity, one of the ECC subdomains
is chosen to run these scenarios, which is subdomain (1-2) -“Cybersecurity Management”,
as shown in Table 12.
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Table 12. Subdomain (1-2)-“Cybersecurity Management”.

1-2 Cybersecurity Management

Control No. Control Clauses

A dedicated cybersecurity function (e.g., division, department) must be established within the organiza-
tion. This function must be independent of the information technology/information communication and

1-2-1 technology (IT/ICT) functions (as per the Royal Decree number 37140 dated 14/8/1438H). It is highly
recommended that this cybersecurity function reports directly to the head of the organization or his/her
delegate while ensuring that this does not result in a conflict of interest [13].

The position of cybersecurity function head (e.g., CISO), and related supervisory and critical positions

1-22 within the function, must be filled with full-time and experienced Saudi cybersecurity professionals [13].
A cybersecurity steering committee must be established by the authorizing official to ensure the support
and implementation of the cybersecurity programs and initiatives within the organization.

123 Committee members, roles and responsibilities, and governance framework must be defined, documented,

and approved. The committee must include the head of the cybersecurity function as one of its members.
It is highly recommended that the committee reports directly to the head of the organization or his/her
delegate while ensuring that this does not result in a conflict of interest [13].

5.1. Comparison Using the “Strict Compliance” Method

Assume that there are two entities (entity X and entity Y). Both entities implement
controls (1-2-1 and 1-2-2) in subdomains (1-2). On the other hand, control (1-2-3) is “Partially
Implemented” by entity X, while in entity Y it is “Not Implemented”. Table 13 compares
the number of each compliance status for subdomain (1-2) between the entities X and Y.

Table 13. Comparison of the number of each compliance status between two entities (X and Y).

. Partially .
Compliance Status Implemented Implemented Not Implemented Not Applicable
Entity X 2 1 0 0
Entity Y 2 0 1 0

Accordingly, applying (Equation (5)) of the compliance score for both entities will
result in achieving the same score value. Table 14 compares the overall compliance score
for entities X and Y using the “Strict Compliance” method. This equation considers only
the number of fully implemented controls out of the total controls. In this scenario, the
number of fully implemented controls for both entities is (2); then, the compliance score is
calculated as follows: (% * 100) = (66.67%).

Consequently, it is observed that this method does not reflect the accurate, current state
of compliance with subdomain (1-2). The implementation percentage on this subdomain is
supposed to measure the overall compliance score. However, this method counts only the
fully implemented controls and ignores everything else. So, “Partially Implemented” and
“Not Implemented” statuses are not included.

Table 14. Comparison of the overall compliance score between the two entities, using “Strict Compli-
ance” method.

Method Name Entity X Entity Y
Strict Compliance Method 66.67% 66.67%

5.2. Comparison Using the “Semi-Strict Compliance” Method

In this scenario, both entities have the same compliance status for all controls (1-2-1, 1-
2-2, and 1-2-3), which are (“Implemented”, “Implemented”, and “Partially Implemented”).
The main difference is in the implementation percentage for control (1-2-3). As illustrated
in Table 15, entity X implemented around 70% of this control, whereas entity Y imple-
mented 30%.
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Table 15. Comparison of the number of each compliance status between two entities (X and Y).

Partially

Compliance Status Implemented Implemented Not Implemented Not Applicable
Entity X 2 1 (70%) 0 0
Entity Y 2 1 (30%) 0 0

Nevertheless, by using (Equation (6)), the overall compliance score for entity X is
the same as entity Y. To be specific, the compliance calculated for both entities will be
(24“3,& *100) = (83.33%). In summary, both entities” “Partially Implemented” status will be
treated the same (weight value 0.5) even though the implementation percentage is different.
Therefore, this method still does not accurately reflect the overall compliance score, as
described in Table 16.

Table 16. Comparison of overall compliance score between two entities by using “Semi-Strict
Compliance Method”.

Method Name Entity X Entity Y
Strict Compliance Method 66.67% 66.67%
Semi-Strict Compliance Method 83.33% 83.33%

5.3. Comparison Using the “Weighted Compliance” Method

In this method, we include the weight of the “Partially Implemented” status as part of
the calculation. We will continue with the same scenario in the above method (Section 5.3),
but in this case, we will evaluate the weights for the level of "Partially Implemented"
(3 levels), which are ((a) >0% to <=35%, (b) >35% to<=85%, (c) >85% to <100%) taken into
account in the overall calculation compliance score. The RC2AS self-assessment for entity
Xis shown in Table 17, while entity Y is shown in Table 18.

Table 17. Sample of RC2AS self-assessment of entity X.

1-2 Cybersecurity Management
Control . RC2AS Compliance Compliance
No. Control Clauses Question Answer Status
Q1: Does the entity have a cybersecurity department? Yes (100%) Implemented
A dedicated cybersecurity K . . . .
function (e.g, division, Q2: Is the cybgrsecurlty dgpartment independent of information technology Yes (100%)
d b ; management in the entity?
1-2-1 epartment) must be es:
tablished within the orga-  3; Does the cybersecurity department report directly to the organization’s
nization. ete. [13]. head or his/her delegate while ensuring that this does not result in a conflict  Yes (100%)
of interest?
The position of cyberse-  QI: Is the cybersecurity department function headed by full-time and o
curity function head (e.g.,  experienced Saudi cybersecurity professionals? Yes (100%) Implemented
122 CISO), and related super-
visory and critical posi-  Q2: Have the related supervisory and critical positions in the cybersecurity
tions within the function, department functioned with full-time and experienced Saudi Yes (100%)
etc. [13]. cybersecurity professionals?
A cybersecurity steering Q1: Does tl:le_entilty have a cyb?rselsurity steering committe; to ensure the y .,
committee must be estab- su.pﬁ)‘ort han mp! em_ent?atlon of cybersecurity programs and initiatives ‘es (100 %)
lished by the Authoriz- within the organization?
ing Official ;D (_enstire the Q2: Does the entity have defined, documented, and approved the committee  Partially Imp.
support and implemen- o nphers roles and responsibilities, and governance framework? (>85% to <100%)
1-2-3  tation of the cybersecu-
rity programs and initia-  3: Does the committee in the entity include the head of the cybersecurity Yes (100%)
tives within the organiza-  function as one of its members? es °
tion. Committee mem-
bers, roles, etc. [13]. Q4: Does the committee report directly to the head of the organization or
his/her delegate while ensuring that this does not result in a conflict No (0%)

of interest?
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Table 18. Sample of RC2AS self-assessment of entity Y.
1-2 Cybersecurity Management
g](())ntrol Control Clauses Question igszvlteSrComphance g:; rtnu};hance
Q1: Does the entity have a cybersecurity department? Yes (100%) Implemented
ﬁl igtcilz)c::te(cl ngPerj‘fj:;I;Z Q2: Is the cybgrsecurity de;partment independent of information technology Yes (100%)
4 b s management in the entity?
1-2-1 epartment) must be es:
tablished within the orga- Q3: Does the cybersecurity department report directly to the organization’s
nization. This etc. [13]. head or his/her delegate while ensuring that this does not result in a conflict ~ Yes (100%)
of interest?
The position of cyberse-  Q1: Is the cybersecurity department function headed by full-time and o
curity function head (e.g., experienced Saudi cybersecurity professionals? Yes (100%) Implemented
122 CISO), and related super-
visory and critical posi-  Q2: Have the related supervisory and critical positions in the cybersecurity
tions within the function, department functioned with full-time and experienced Saudi Yes (100%)
etc. [13]. cybersecurity professionals?
A cvb ity steeri Q1: Does the entity have a cybersecurity steering committee to ensure the
s or;}rinietizzciits}; bs ee:{:::k% sulp}}l)'ort ;\nd imp'lem'ent;\tion of the cybersecurity programs and initiatives Yes (100%)
lished by the authoriz- within the organization?
ing official ? gnsulre the Q2: Does the entity have defined, documented, and approved the committee  Partially Imp.
supp ort and implemen- members, roles and responsibilities, and governance framework? (>0% to <35%)
1-2-3  tation of the cybersecu-
r_ity programs and ini'tia- Q3: Does the committee in the entity include the head of the cybersecurity No (0%)
tives within the organiza-  function as one of its members? 0%
tion. Committee mem-
bers, roles and responsi-  Q4: Does the committee report directly to the head of the organization or
bilities, etc. [13]. his/her delegate while ensuring that this does not result in a conflict No (0%)

of interest?

In summary, the difference in the implementation percentage for control (1-2-3) will
be presented in this method. To illustrate this further, the implementation percentage for
entity X on this control is around (70%), while for entity Y it is around (30%). Hence, by
using (Equation (7)), the weight value for entity X in control (1-2-3) will be (W) =
(0.69%), so the overall compliance score for entity X in subdomain (1-2) will be followed,
(%M * 100) = (89.67%). In the same way, the weight value for entity Y in control (1-2-3)
will be (Ho.zzﬂ) = (0.31%), so the overall compliance score for entity X in subdomain
(1-2) will be (3331 x100) = (77.00%).

Therefore, this method has two main advantages: (a) the reflective color coding for
the compliance status; and (b) the overall compliance score of this subdomain, which better
integrates the partially implemented control in the score calculation. Table 19 compares a
case of including the weight value for “Partially Implemented” status on subdomain (1-2):
“Cybersecurity Management”.

Table 19. Comparison of overall compliance score between two entities by using “Weighted Compli-
ance” Method.

Method Name Entity X Entity Y
Strict Compliance Method 66.67% 66.67%
Semi-Strict Compliance Method 83.33% 83.33%
Weighted Compliance Method 89.67% 77.00%

5.4. Comparison Using “RC2AS Weighted Compliance” Method

In the same way, we will continue with the example mentioned before in Section 5.2.
However, here we will evaluate the overall compliance score while considering (a) the
weight for the level of “Partially Implemented” status, and (b) the risk level of the subdo-
main that the regulator has predefined. Assume the risk level of subdomain (1-2) is “Low”
for both entities. The self-assessments for both entities are shown in Tables 20 and 21.

This method presented the difference in compliance for both entities, specifically for
control (1-2-3) with the risk values included. The overall compliance score of the subdomain
(1-2) for both entities has been reduced due to the risk value for this subdomain being
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“Low”. For more illustrations, the risk-based weight value for both entities in controls (1-2-1)
and (1-2-2) using Equations (8) and (9) will be reduced from value 1 without risk to 0.5
after a low-risk value. At the same time, the overall compliance score for entity X in control
(1-2-3) will be (W) =(0.343%). So, the overall compliance score for subdomain
(1-2) will be (w % 100) = (44.79%). Similarly, the risk-based weight value for entity
Y in control (1-2-3) will be (W) = (0.16%). So, the overall compliance score for

entity X in subdomain (1-2) will be followed, (1316 % 100) = (38.54%).

Table 20. Sample of RC2AS self-assessment of entity X.

12 Cybersecurity Management
Risk Level: Low
Control . RC2AS Compliance Compliance
No. Control Clauses Question Answer Status
Q1: Does the entity have a cybersecurity department? Yes (100%)
A dedicated cybersecurity i . . . .
1o function (eg, division, Q2: Is the cy:)‘ers;icurltt)ftdspartment independent of information technology Yes (100%)
department) must be es- _ anagementin the entity:
ta.bhs.hed within the orga- Q3: Does the cybersecurity department report directly to the head of the
nization, etc. [13]. organization or his/her delegate while ensuring that this does not resultina  Yes (100%)
conflict of interest?
The position of cyberse-  Q1: Is the cybersecurity department function headed by full-time and Yes (100%)
curity function head (e.g., experienced Saudi cybersecurity professionals? °
122 CISO), and related super-
visory and critical posi-  Q2: Do the related supervisory and critical positions in cybersecurity
tions within the function, department function with full-time and experienced Saudi Yes (100%)
etc. [13]. cybersecurity professionals?
A cybersecurity steering Q1: Does the entity have a cybersecurity steering committee to support and o
. : K . O s L Yes (100%)
committee must be estab implement cybersecurity programs and initiatives within the organization?
lished by the authoriz-
ing official to ensure the Q2: Does the entity have defined, documented, and approved the committee ~ Partially Imp.
support and implemen-  members, roles and responsibilities, and governance framework? (>85% to <100%)
1-2-3  tation of the cybersecu-

rity programs and initia-
tives within the organiza-
tion. Committee mem-
bers, roles, and etc.[13].

Q3: Does the committee in the entity include the head of the cybersecurity

0
function as one of its members? Yes (100%)
Q4: Does the committee report directly to the head of the organization or
his/her delegate while ensuring that this does not result in a conflict No (0%)

of interest?

Accordingly, by using this method it has been noticed that (b) the overall compliance
score has been reduced here as this is an indicator that the entity needs to focus first on
the subdomain with the highest level of impact. Furthermore, (a) the color coding for the
“Implemented” and “Partially Implemented” statuses are lighter than the normal ones,
as been affected by risk value as illustrated in Table 11. The comparison between the
compliance level by including “Risk Value” is shown in Table 22.

As another example, we will provide the advantage of adding the risk level to the
compliance score calculation method. Let us assume that we have two entities whose
compliance statuses are similar for subdomain (1-2). However, the risk level is different as
classified by the regulator. The risk level for subdomain (1-2) for entity X is “High”, while
for entity Y it is “Medium”. The self-assessment for entity X is presented in Table 23:
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Table 21. Sample of RC2AS self-assessment of entity Y.

1-2 Cybersecurity Management
Risk Level: Low
Control . RC2AS Compliance Compliance
No. Control Clauses Question Answer Status
Q1: Does the entity have a cybersecurity department? Yes (100%)
Y Y y dep
?dedicafed Cybeﬁ?c}l}'ity Q2: Ts the cybersecurity department independent of information technology .. (100%)
unction (e.g,, division, management in the entity? °
1-2-1 department) must be es-
tablished within the orga-  Q3: Does the cybersecurity department report directly to the head of the
nization. This etc. [13]. organization or his/her delegate while ensuring that this does not resultina  Yes (100%)
conflict of interest?
The position of cyberse- Q1: Is the cybersecurity department function headed by full-time and Yes (100%)
curity function head (e.g.,  experienced Saudi cybersecurity professionals? ’
1022 CISO), and related super-
visory and critical posi- Q2: Have the related supervisory and critical positions in the cybersecurity
tions within the function, department function with full-time and experienced Saudi Yes (100%)
etc. [13]. cybersecurity professionals?
A cybersecurity steering Q1: Does the entity haye a cybersecurlty_ steering committee to support and Yes (100%)
p implement cybersecurity programs and initiatives within the organization?
committee must be estab-
lished by the authoriz-  ga: Does the entity have defined, documented, and approved the committee  Partially Imp.
ing official to ensure the members, roles and responsibilities, and governance framework? (>0% to <35%)
123 support and implemen-
tation of the cybersecu- Q3: Does the committee in the entity include the head of the cybersecurity No (0%)
rity programs and initia-  function as one of its members? ’
tives within the organiza-
tion. Committee mem-  Q4: Does the committee report directly to the head of the organization or
bers, roles, etc. [13]. his/her delegate while ensuring that this does not result in a conflict No (0%)

of interest?

Table 22. Comparison of overall compliance score between two entities by using the “RC2AS

Weighted Compliance” method in case of low-risk control.

Method Name Entity X Entity Y
Strict Compliance Method 66.67% 66.67%
Semi-Strict Compliance Method 83.33% 83.33%
Weighted Compliance Method 89.67% 77.00%
RC2AS Weighted Compliance Method 44.79% 38.54%

Although both entities have the same implementation percentage and the only dif-
ference between the two entities is the risk level of this control, the compliance score will
be different since one entity has a “High” risk and the other has a “Low” risk level. Using
Equation (8) to calculate the overall compliance score for both entities, the compliance score
for entity X in subdomain (1-2) is calculated as (chjﬂ * 100) = (89.58%), whereas the
compliance score for entity Y is (22030343 4 100) = (44.79%). Entity X obtains a higher
compliance level for subdomain (1-2) than entity Y, even though entity Y implemented the
controls for this subdomain (1-2) similar to entity X. The compliance level of this subdo-
main is affected by the risk level. The comparison of the overall compliance score is shown

in Table 24.
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Table 23. Sample of self-assessment of entity X (risk level: high).

1-2 Cybersecurity Management
Risk Level: High
Control . Compliance
No. Control Clauses Question Answer Status
Q1: Does the entity have a cybersecurity department? Yes (100%) Implemented
A dedicated cybersecurity . . : . .
function (e.g, division, I?é.nlasgte};i szfgsti«;uer:t};;?partment independent of information technology Yes (100%)
1-2-1 department) must be es-
tablished within the orga-  Q3: Does the cybersecurity department report directly to the head of the
nization, etc. [13]. organization or his/her delegate while ensuring that this does not resultina  Yes (100%)
conflict of interest?
The position of cyberse-  Q1: Is the cybersecurity department function headed by full-time and o,
curity function head (e.g.,  experienced Saudi cybersecurity professionals? Yes (100%) Implemented
1022 CISO), and related super-
visory and critical posi-  Q2: Do the related supervisory and critical positions in cybersecurity
tions within the function, department function with full-time and experienced Saudi Yes (100%)
etc. [13]. cybersecurity professionals?
A cybersecurity steering Q1: Does the entity haye a cybersecurlty_ steering committee to support and Yes (100%)
s implement cybersecurity programs and initiatives within the organization?
committee must be estab-
lished by the Authoriz-  go: Does the entity have defined, documented, and approved the committee ~ Partially Imp.
ing Official to ensure the  pempers, roles and responsibilities, and governance framework? (>35% to <=85%)
123 support and implemen-

tation of the cybersecu-
rity programs and initia-
tives within the organiza-
tion. Committee mem-
bers, roles and, etc. [13].

Q3: Does the committee in the entity include the head of the cybersecurity

10,
function as one of its members? Yes (100%)
Q4: Does the committee report directly to the head of the organization or
his/her delegate while ensuring that this does not result in a conflict No (0%)

of interest?

Table 24. Comparison between two entities with different risks.

Method Name
RC2AS Weighted Compliance Method

Entity X Risk Level: High
89.58%

Entity Y Risk Level: Low
44.79%

5.5. Real Case Study

As part of the validation of the new proposed system RC2AS, we conducted a real
case study to provide a convincing argument for the efficacy of the proposed risk-based
cybersecurity compliance assessment system and demonstrate its services through a real-
life environment. We conducted a real study with a figure organization in Saudi Arabia in
the academic sector. The selected organization’s name is kept private here for confidentiality
and privacy (anonymity) reasons and be referred to as (Alpha). The Alpha has won several
accolades and distinctions for its outstanding academic and scientific achievements. An
effective way to learn about the advantages and disadvantages of the proposed solution is
to complete a case study with experts who are acquainted with the compliance assessment
process. This strategy ensures that the appropriate individuals review the tool, provide
inputs and insightful information about the suggested solution, and enhance its efficacy,
leading to a more thorough and informative assessment. The evaluation process has been
conducted with specialized experts at the Alpha organization. The phases of the evaluation
process are as follows:

(A) RC2AS Overview Description: In this phase, before the specialized experts start using
and experimenting with the proposed RC2AS self-assessment supporting tool, we
arranged several workshops with the organization introducing the RC2AS tool and
exploring its main features and functions. The proposed RC2AS tool has been offered
as an offline version through a dedicated Excel file.

RC2AS Experiment: This phase offered a live experiment, with the Alpa organization
given a chance to perform a live examination of the RC2AS supporting self-assessment
tool by itself and start answering the question(s) on each subdomain to assess its

(B)
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cybersecurity compliance based on its domain. The RC2AS supporting tool uses a
self-assessment questionnaire (SAQ) approach.

(C) RC2AS Evaluation: After finishing the assessment process, we conducted a final
workshop with them to obatin their insights, recommendations, and feedback.

In conclusion, based on the feedback from the participants, the RC2AS is useful and
valuable for the cybersecurity compliance assessment process, not only by expediting
the assessment process but also by letting the organization choose between one of the
proposed overall compliance-calculation methods based on their needs and resources.
Finally, we have incorporated some of their recommendations to enhance the RC2AS tool
functions and their user experience. Moreover, some of the suggestions will be considered
for improvement in the proposed RC2AS solution in future work.

5.6. Results Discussion

Based on the comparisons conducted among the proposed calculation methods, it can
be observed that the “RC2AS weighted compliance” method can provide organizations
with a fair and accurate assessment that measures the current cybersecurity compliance
level with ECC.

Additionally, there is no right or wrong method as each calculation method has a
different purpose and usage based on the organization’s needs and objectives and its
business functions. Therefore, the main comparisons among the calculation methods with
regard to purpose and usage are summarized in Table 25:

Table 25. The comparison among RC2AS proposed methods in terms of purpose and usage .

Method Name

Purpose and Usage

Strict Method
Semi-Strict Method
Weighted Compliance

RC2AS Weighted Compliance

This method helps the organization to fully comply with the controls and requirements. Having a weak hole within the control
will lead to exposing the entity and prevent achieving the objective of that control.

This method takes into consideration the efforts that the organization has made to comply with the requirements by increasing
the compliance score of the control’s requirements.

This method differentiates between the level of implementation and gives a more specific score on the requirements that have
been implemented. Thus, this will give a better idea of the progress of the entities’ current status.

This method provides a better understanding of the organization’s domain and status by differentiating between organizations
with different scopes, business functionalities, and criticality levels. This method includes the risk level of the subdomains.

6. Conclusions and Future Work

Complying with the cybersecurity regulatory framework becomes essential to re-
duce the risk of security attacks and protect the nation’s individuals, organizations, and
economies. Such compliance is encouraged regionally and internationally. Therefore, Saudi
Arabia is leading in defining a comprehensive cybersecurity regulatory standard that is
followed and assessed through the introduced essential cybersecurity control (ECC).

The compliance assessments of international cybersecurity standards are general for
all organizations regardless of their domains, business functionality, and criticality level.
In addition, their current assessment approach does not consider that the risk level in
case the security control is implemented or not in reference to the organization’s scope.
Having a unified compliance assessment process for all organizations may affect the
national cybersecurity landscape. To ensure the protection of organizations with critical
infrastructure, further factors need to be injected into the compliance assessment process.

Therefore, this research has been motivated to build a comprehensive and customized
risk-based cybersecurity compliance assessment system (RC2AS) based on ECC, which
is well-defined and inspired by many international standards. All national organizations
having IT systems as part of their infrastructure need to orient themselves toward ECC
using its assessment tool. RC2AS introduces a self-assessment tool that allows an organi-
zation to measure its compliance with the ECC and calculate the compliance score using
different compliance-calculation methods that meet the organization’s needs, criticality, and
resources. This will provide a realistic, fair, and accurate assessment of the organization’s
compliance with the ECC. The offered assessment tool by RC2AS provides enhancements
not only in regard to compliance score calculations but also to the assessment methodology,
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carried out in a very convenient way with expressive color-coding schemes. The assessment
results are visualized in rich dashboards that illustrate the organization’s current status
in fully complying with the ECC. The RC2AS tool guides the organization by addressing
its weaknesses, setting a proper plan to maintain what has been achieved and suggesting
possible solutions and ways to improve.

The proposed RC2AS has been evaluated by conducting several case studies that ex-
amine all of the suggested compliance-calculation methods, including “Strict Compliance”,
“Semi-Strict Compliance”, “Weighted Compliance”, and “RC2AS Weighted Compliance”
methods, where each method has different features and equations. The selection of the
method depends on the nature of the organization. A deep comparative analysis was
conducted to differentiate between these methods and recommend their application scopes.

Even though the proposed RC2AS solution considers many factors that facilitate
and help organizations assess their current cybersecurity compliance posture, it can be
customized to meet the organization’s needs, for instance, integrating the RC2AS with
the existing internal mechanisms in the organization to avoid duplication of efforts. The
employment of this feature will not only be effective but will also ensure a seamless
experience for users.

For future work, an online version of RC2AS could be offered. In addition, RC2AS
will be offered to be used by different types of organizations to take their inputs and
suggestions for improvements. Finally, RC2AS can be adopted by other international
standards and controls.
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