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Abstract


Current medical informatics systems face critical challenges, including limited scalability across distributed institutions, insufficient real-time AI-driven decision support, and lack of standardized interoperability for heterogeneous medical data exchange. To address these challenges, this paper proposes a novel distributed web system architecture for medical informatics, integrating artificial intelligence techniques and cloud-based services. The system ensures interoperability via HL7 FHIR standards and preserves data privacy and fault tolerance across interconnected medical institutions. A hybrid AI pipeline combining principal component analysis (PCA), K-Means clustering, and convolutional neural networks (CNNs) is applied to diffusion tensor imaging (DTI) data for early detection of neurological anomalies. The architecture leverages containerized microservices orchestrated with Docker Swarm, enabling adaptive resource management and high availability. Experimental validation confirms reduced latency, improved system reliability, and enhanced compliance with medical data exchange protocols. Results demonstrate superior performance with an average latency of 94 ms, a diagnostic accuracy of 91.3%, and enhanced clinical workflow efficiency compared to traditional monolithic architectures. The proposed solution successfully addresses scalability limitations while maintaining data security and regulatory compliance across multi-institutional deployments. This work contributes to the advancement of intelligent, interoperable, and scalable e-health infrastructures aligned with the evolution of digital healthcare ecosystems.
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1. Introduction


The exponential growth of medical data ranging from electronic health records (EHRs) and medical imaging to real-time sensor streams has emphasized the limitations of traditional centralized architectures in healthcare. Such systems often lack scalability, resilience, and integration capabilities across distributed medical institutions. In contrast, distributed web systems have emerged as a promising architectural paradigm, enabling fault-tolerant, modular, and scalable healthcare infrastructures [1,2].



Containerization technologies such as Docker Swarm provide robust orchestration and resource management capabilities, allowing healthcare systems to handle dynamic workloads efficiently and to respond flexibly to evolving requirements [1]. Moreover, the integration of distributed cloud-based architectures with EHRs and customer relationship management (CRM) modules is becoming essential for delivering personalized, patient-centered services [3,4].



An important requirement for modern medical information systems is interoperability. Health Level Seven’s Fast Healthcare Interoperability Resources (HL7 FHIR) standard has become a widely adopted framework for structuring and exchanging medical data across heterogeneous systems [5]. By adopting FHIR, medical institutions can ensure semantic alignment and data reusability across departments and platforms. Sfat et al. [6] demonstrated the effective use of FHIR-based web questionnaires for distributed medical applications, contributing to reliable and open health data exchange.



The emergence of advanced artificial intelligence (AI) techniques has further transformed medical informatics. Deep learning algorithms, including convolutional neural networks (CNNs), have proven effective in analyzing complex medical images such as MRI and CT scans. Cacovean et al. [7] offer a comprehensive review of AI-driven image analysis, highlighting its ability to enhance diagnostic precision. Similarly, Ileana [8] emphasizes the role of using the latest technologies in enabling predictive diagnosis and decision support in clinical contexts.



From a security and privacy standpoint, the use of cryptographic models to protect sensitive patient data is essential. Stanciu et al. [9] proposed a hyperchaotic encryption scheme tailored for biomedical imagery, demonstrating its applicability in secure medical environments. Such solutions are particularly relevant in distributed systems that span multiple nodes and require robust confidentiality mechanisms.



In parallel, CRM platforms in healthcare are evolving to support dynamic patient engagement, feedback loops, and context-aware services. Baashar et al. [10] present the transition from traditional CRM to smart CRM systems in healthcare, underlining the value of real-time data and distributed architecture for improving the quality of care.



This paper presents a novel distributed web system architecture that integrates scalable container-based deployment, AI modules for medical image processing, CRM-enhanced EHR management, and interoperability via HL7 FHIR. The architecture is validated through a case study involving diffusion tensor imaging (DTI) for early-stage neurological anomaly detection, deployed in a simulated multi-institutional setting [11,12,13].



The structure of the paper is as follows: Section 2 reviews related work in distributed systems, artificial intelligence, and medical informatics. Section 3 presents the proposed architecture, including its data acquisition, AI processing, data management, CRM-enhanced interaction, deployment model, technical implementation, AI pipeline, and evaluation metrics. Section 4 covers the case study and system evaluation, as well as practical integration prospects within Romanian eHealth infrastructure. Finally, Section 5 concludes the paper and outlines directions for future work.




2. Related Work


The intersection of distributed systems, artificial intelligence, and medical informatics has been the focus of numerous recent studies. One important direction involves the use of real-time sensor networks and localization technologies to optimize healthcare workflows. For example, Bluetooth Low Energy (BLE)-based indoor positioning systems have been proposed for tracking medical staff, assets, and patients, contributing to more efficient utilization of hospital operating rooms [14,15,16].



Intelligent debugging and verification have also seen applications in the context of high-assurance systems. Machine learning algorithms have been employed to support the debugging of FPGA-based infrastructures, with implications for the validation of embedded systems used in critical environments such as healthcare [17,18]. Complementing this, other approaches have investigated how functional verification metrics can be improved through supervised learning techniques, especially in distributed architectures requiring formal validation [19,20].



At the same time, studies on AI integration in image analysis highlight the potential of deep learning models such as convolutional neural networks (CNNs) to automate diagnostic processes. Prior research has shown that these models can be effective in identifying patterns in complex medical images and supporting early detection of neurological or oncological conditions [21,22]. Recent advances in parallel convolutional architectures have shown promising results in medical diagnostics under varying operational conditions. Similarly, dual-scale complementary approaches in medical image analysis demonstrate improved classification accuracy through multi-scale feature extraction. These developments align with our hybrid AI pipeline design, which combines multiple analytical techniques for enhanced diagnostic reliability.



Advanced transfer learning methodologies for medical fault diagnosis have proven effective in handling domain adaptation challenges commonly encountered in multi-institutional healthcare settings [23]. Such approaches complement our distributed architecture by enabling model adaptability across different institutional data characteristics and imaging protocols.



While existing work provides strong foundations for the adoption of AI and distributed infrastructures in healthcare, most approaches remain limited to specific tasks such as image classification, device level fault detection, or local resource tracking. In contrast, our work proposes a unified architecture that brings together containerized AI processing, interoperability via HL7 FHIR, CRM-enhanced electronic health record (EHR) management, and secure, scalable data communication across medical institutions [24,25]. The innovative aspect of the proposed architecture lies in its unified combination of AI-based diagnostics, HL7 FHIR interoperability, and CRM-enhanced patient engagement within a containerized, distributed system. Unlike prior works focusing on isolated components, this system integrates all critical layers for scalable, secure, and real-time medical decision support across institutions. Despite ongoing advancements in distributed medical informatics and artificial intelligence, the majority of research to date centers upon solving isolated technical problems or improving narrow subsystems—such as single-task classification, limited data sharing, or specific workflow automations. Broad, end-to-end integration of scalable AI processing, health data interoperability, and patient management remains relatively rare, with most architectures lacking seamless connectivity between clinical, administrative, and engagement modules. A further challenge is the consistent implementation of semantic standards and secure, privacy-preserving communication, particularly in heterogeneous, multi-institutional environments. This work addresses these gaps through a unified approach that brings together distributed web systems, advanced analytics, interoperability protocols, and patient-centered workflow tools within a modular, extensible framework.




3. Proposed Architecture


The architecture proposed in this paper is designed to support intelligent and interoperable healthcare workflows by leveraging distributed web systems and cloud-native technologies. It is structured in four major layers, each responsible for a critical functional component of the system [1,2].



3.1. Data Acquisition Layer


This layer interfaces directly with data sources, including medical imaging devices (e.g., MRI, CT), electronic health record (EHR) systems, and IoT-based wearable sensors. It is designed to support both structured and unstructured data formats. To ensure semantic compatibility, all data inputs are mapped into HL7 FHIR-compliant formats, facilitating downstream processing and interoperability [5,6].




3.2. Processing and AI Layer


At the core of the system lies an intelligent processing engine built on containerized microservices deployed via Docker Swarm, ensuring horizontal scalability and load balancing [1]. The AI pipeline includes



	
Principal component analysis (PCA): Used for dimensionality reduction in DTI (diffusion tensor imaging) data to minimize noise and reduce computational complexity [21].



	
K-Means clustering: Applied as a lightweight unsupervised method to segment potential anomalies or lesion clusters for subsequent analysis.



	
Convolutional neural networks (CNNs): Trained on annotated imaging datasets to classify regions of interest and support diagnosis tasks. CNNs have demonstrated good performance in prior medical image analysis research [21,22,26].






Each component runs in an isolated container and communicates asynchronously through RESTful APIs, which enhances modularity and fault isolation.




3.3. Data Management and Interoperability Layer


This layer handles secure storage, synchronization, and audit logging of medical records across the distributed infrastructure. The use of HL7 FHIR as the core communication standard ensures compatibility with existing hospital information systems [5,6]. For enhanced security and traceability, a permissioned blockchain ledger using the Hyperledger Fabric framework can be optionally implemented to monitor access control and log clinical activity. The implementation uses the Practical Byzantine Fault Tolerance (PBFT) consensus mechanism with smart contracts for automated audit trail generation. However, this component adds approximately 15–20 ms latency per transaction and requires additional computational resources.



The system implements comprehensive privacy protection measures aligned with GDPR and HIPAA requirements including: (1) role-based access control (RBAC) with fine-grained permissions for different user types (physicians, nurses, administrators); (2) data pseudonymization techniques for patient identifiers; (3) audit logging of all data access and modifications with tamper-evident timestamps; (4) right-to-be-forgotten mechanisms for patient data deletion requests; and (5) data minimization principles ensuring only necessary information is processed and stored.




3.4. Presentation and Customer Relationship Management (CRM)-Enhanced Interaction Layer


The top layer delivers personalized dashboards and clinical tools via a responsive web interface. Clinicians can access diagnostic visualizations, track progression over time, and receive AI-based alerts. Integration with CRM systems enables specific clinical workflows, such as automated patient follow-up reminders post-DTI analysis, personalized treatment pathway recommendations based on AI diagnostic results, and telemedicine appointment scheduling with specialists when anomalies are detected, and triggers family notification systems in case of critical findings. For example, when the CNN detects potential neurological anomalies, the CRM automatically triggers a workflow that schedules a neurologist consultation, sends educational materials for the patient, and creates reminder notifications for follow-up care. These features enhance engagement and ensure continuity of care beyond the clinical visit.




3.5. Deployment Model


The system is designed for multi-institutional deployment. Each healthcare provider operates a local cluster of AI and data services, connected to others through standardized FHIR interfaces. Docker Swarm orchestrates these services across the distributed environment, providing elasticity and self-healing capabilities [1,3].




3.6. Technical Implementation Details


The proposed architecture was implemented using a microservice-based design, with each component deployed as a Docker container. The orchestration was managed by Docker Swarm, which enabled service replication, load balancing, and fault recovery across multiple nodes. A typical deployment used a four-node cluster, with each node equipped with an 8-core Intel Xeon CPU, 32GB RAM, and optional NVIDIA A100 GPU acceleration for CNN-based inference.



The CNN model was built using TensorFlow 2.11 and trained on synthetic annotated DTI datasets generated specifically for this study. Each image was resized to   128 × 128   pixels and normalized between [0, 1]. The architecture consisted of three convolutional layers (ReLU activation), two max-pooling layers, and a dense softmax output for lesion classification. The training loss function was binary cross-entropy:


  L  ( y ,  y ^  )  = −  y log  (  y ^  )  +  ( 1 − y )  log  ( 1 −  y ^  )    











For data dimensionality reduction, PCA was implemented in Python version 3.13.5 using scikit-learn, with the following transformation:   Z = X W  , where W contains the principal eigenvectors of the covariance matrix   cov ( X )   corresponding to the largest eigenvalues.



The reduced matrix Z was clustered via K-Means (  k = 4  ) to isolate potential anomalous regions, which were then passed to the CNN for final classification.



Each processing component was described and deployed via a Docker Compose YAML descriptor. The deployment of the AI inference service is described through a Docker Compose configuration, as shown in Algorithm 1.






	Algorithm 1: Docker Compose configuration for AI inference service



	
Data: Containerized AI diagnostic service



Result: Deployment of CNN inference module in a distributed environment



Service Definition: ai_inference



Image: medical/cnn_inference:v2



Deployment Settings:



 replicas = 3



 cpus = 2.0



 memory = 4G



Port Mapping: 5000:5000



Network: ehr_net










Inter-container communication was achieved via an internal overlay network (ehr_net), ensuring isolation from external traffic and enabling secure RESTful API calls. The CNN was trained for 50 epochs, with a batch size of 32, using the Adam optimizer and a learning rate of 0.001. The dataset was split into 70% training, 15% validation, and 15% testing. K-Means clustering was initialized with   k = 4  , max_iter = 300 and random_state = 42. PCA retained 95% of the variance, resulting in 25 principal components. The HL7 FHIR data exchange layer was implemented using the open-source HAPI FHIR server, which allowed structured JSON-based EHR data to be validated and queried across institutions. All API traffic was encrypted via TLS 1.3 and audited through a secure logging service compatible with ElasticSearch.



The system’s overall architecture emphasized modularity, scalability, and maintainability, with real-time monitoring enabled via Prometheus and Grafana dashboards.




3.7. AI Diagnostic Pipeline: Pseudocode


The AI diagnostic process is structured as a modular pipeline consisting of four major steps: preprocessing, dimensionality reduction, unsupervised clustering, and CNN-based lesion classification, as presented in Algorithm 2.






	Algorithm 2: AI-Based Diagnostic Pipeline for DTI Data Processing



	
Input: DTI_Image



Output: Diagnosis_Label



Step 1: Preprocessing



Normalize(DTI_Image)



Resize(DTI_Image, 128 × 128)



Step 2: Dimensionality Reduction



PCA_Model ← Train_PCA(DTI_Training_Set)



Reduced_Features ← PCA_Model.Transform(DTI_Image)



Step 3: Unsupervised Clustering



KMeans_Model ← Fit_KMeans(Reduced_Features, k = 4)



Clustered_Image ← KMeans_Model.Labels



Step 4: Lesion Classification using CNN



CNN_Model ← Load_Trained_Model(‘cnn_dti_v2.h5’)



Diagnosis_Label ← CNN_Model.Predict(Clustered_Image)



return Diagnosis_Label










Each step in this pipeline was deployed as an independent containerized service communicating asynchronously through secure API endpoints. The modular design supports real-time scalability and ease of model updating without disrupting the entire system.




3.8. Performance Evaluation Metrics


To objectively assess the diagnostic capabilities of the proposed architecture, we used standard classification metrics: precision, recall, F1-score, and accuracy. These are defined as follows:


  Precision =    T P   T P + F P     










  Recall =    T P   T P + F N     










   F 1 -score  = 2  ·     Precision  ·  Recall   Precision + Recall     










  Accuracy =    T P + T N   T P + T N + F P + F N     








where



	
  T P  —True Positives.



	
  F P  —False Positives.



	
  T N  —True Negatives.



	
  F N  —False Negatives.






Experimental results using annotated DTI datasets yielded an average F1-score of 0.91 (95% CI: 0.89 to 0.93), with precision at 0.89 (95% CI: 0.87 to 0.91) and recall at 0.93 (95% CI: 0.91 to 0.95). A paired t-test comparison with the baseline CNN architecture showed statistically significant improvement (  p < 0.001  ). The model’s calibration was assessed using the Brier score (0.078), indicating good probability calibration. These values indicate a high degree of reliability for early-stage neurological anomaly detection.




3.9. System Robustness Evaluation


Beyond diagnostic accuracy, the system’s robustness was evaluated across multiple dimensions:




	
Fault tolerance: Measured system availability during individual node failures (achieved achieved 99.2% uptime).



	
Network latency impact: Evaluated performance degradation under varying network conditions (10 ms to 500 ms latency between nodes).



	
  T N   Load distribution: Assessed Docker Swarm’s load balancing efficiency under concurrent requests (up to 100 simultaneous DTI processing requests).



	
Recovery time: Measured mean time to recovery (MTTR) after simulated failures (average 3.4 s).










4. Case Study and Evaluation


To validate the proposed architecture, we developed a proof-of-concept system deployed in a simulated hospital environment using synthetic DTI (diffusion tensor imaging) data and emulated EHR inputs. Each architectural layer described in Figure 1 was instantiated using open-source technologies and containerized with Docker Swarm for scalability [27,28,29].



It should be noted that the use of synthetic DTI data presents certain limitations, including reduced noise variability, standardized patterns, and potentially less complex anomaly presentations compared to real clinical data. These factors may affect the generalizability of our results to real-world clinical environments where data exhibits greater heterogeneity and unpredictable variations. Future validation with real clinical datasets will be essential to confirm the robustness of the proposed architecture.



The system ingests medical imaging data from MRI-like sources and wearable devices to simulate real-time collection [30,31]. Data preprocessing includes standardization via HL7 FHIR and is mapped into interoperable formats compatible with existing Hospital Information Systems (HIS) platforms [5]. AI modules are then triggered in a pipeline: PCA reduces input dimensionality, K-Means clusters potential anomalies, and CNN models provide classification outputs based on annotated datasets [21,32,33,34].



Data exchange between institutions is secured through HL7 FHIR APIs and optionally recorded on a permissioned distributed ledger for auditability [35,36,37]. Clinicians access results via a web-based interface enhanced with CRM tools for patient engagement, scheduling, and follow-up personalization [4,10].



The evaluation metrics focus on



	
Latency and throughput under concurrent inference loads.



	
F1 score and precision of CNN classifications.



	
User satisfaction from simulated clinical sessions.






The results indicate an average system latency of 1.2 s per DTI scan analysis under a 4-node Docker Swarm deployment. CNN models achieved a mean F1 score of 0.91 on test images, with notable improvements in early-stage lesion detection. Subjective evaluation was conducted with five clinical staff members using the System Usability Scale (SUS), achieving an average score of 72.4 (±8.2), indicating above-average usability. Participants specifically noted improvements in follow-up workflow efficiency (reported 30% time reduction) and administrative task automation, though larger-scale validation is needed for statistical significance [38].



To further validate the performance and relevance of our proposed system, we compared it with existing architectural models described in recent medical informatics literature. Table 1 presents a summary of three representative systems: a traditional monolithic architecture based on HL7 v2, a cloud-oriented HL7 FHIR middleware approach, and our proposed architecture integrating distributed web systems, AI-enhanced analysis, and CRM-based communication modules.



The traditional HL7-based monolithic system [6] exhibits higher latency due to tight coupling and lacks modular extensibility, despite being widely used in hospital backends. In contrast, cloud-based middleware solutions [39,40] offer improved interoperability via HL7 FHIR and moderate performance gains.



Our architecture achieves superior latency (94 ms) and diagnostic accuracy (91.3%) due to the use of distributed processing nodes, real-time AI modules, and asynchronous APIs. Moreover, the integration of CRM components enhances patient engagement and care personalization—areas often overlooked in conventional systems.



This comparative analysis underlines the efficiency and adaptability of the proposed model, particularly for deployment in environments requiring scalable, standards-compliant, and patient-centric digital health solutions.



The comparison metrics in Table 1 were obtained through experimental testing on identical hardware configurations (4-node cluster, Intel Xeon CPUs, 32 GB RAM per node) using the same synthetic DTI dataset to ensure fair comparison. The traditional HL7-based system was implemented using Apache Tomcat with SOAP web services, while the cloud-based FHIR middleware utilized Spring Boot with RESTful APIs.



4.1. Practical Integration with Romanian eHealth Infrastructure


The proposed architecture has strong potential for integration into Romania’s emerging eHealth frameworks. While efforts such as SIUI (Integrated Unique Information System) and DES (Electronic Health Record-EHR) have laid foundational steps for digitization, their interoperability and real-time decision-making capacities remain limited. By incorporating HL7 FHIR standards, scalable microservices, and CRM modules focused on patient engagement, the system can complement existing national health infrastructures.



Potential pilot implementations could target university hospitals or regional health networks, enabling real-world validation and policy-level feedback. Furthermore, interoperability layers could be aligned with The National Health Insurance House of Romania guidelines and integrated into cloud solutions supported by national academic data centers.




4.2. Comparative Analysis with State-of-the-Art Approaches


To validate the reliability and advancement of our proposed architecture, we conducted comprehensive comparisons with recent state-of-the-art medical informatics systems. Our architecture demonstrates superior diagnostic accuracy (91.3%) compared to existing distributed medical AI systems, while achieving lower latency (94 ms) among evaluated approaches. The combination of HL7 FHIR compliance with secure API integration provides enhanced interoperability compared to proprietary or legacy protocol implementations. The scalability analysis reveals that our architecture achieves better performance per node efficiency [41]. The modular microservices design enables horizontal scaling without significant performance degradation, addressing key limitations identified in existing architectures. Furthermore, our integrated CRM functionality provides unique patient engagement capabilities not present in compared systems, demonstrating the practical value of our holistic approach to medical informatics architecture design [42]. In addition to latency and accuracy, the proposed system demonstrates higher deployment flexibility and fault tolerance [43,44,45]. While the monolithic system lacks modularity and the middleware approach has limited real-time AI capabilities, our system achieves better performance in concurrent processing, resource allocation, and patient follow-up workflows through CRM integration [46,47].





5. Conclusions and Future Work


5.1. Research Summary


This paper presented an integrated distributed web architecture that successfully combines electronic health records (EHR), artificial intelligence (AI) processing, and customer relationship management (CRM) functionalities within a unified medical informatics framework. The proposed system addresses three critical challenges in modern healthcare IT infrastructure: scalability limitations in multi-institutional environments, insufficient real-time AI-driven diagnostic support, and lack of standardized interoperability protocols.



The architecture employs a four-layer design incorporating HL7 FHIR standards for interoperability, containerized microservices via Docker Swarm for scalability, and a hybrid AI pipeline combining PCA, K-Means clustering, and CNNs for intelligent medical image analysis. Through validation using simulated diffusion tensor imaging (DTI) data, the system demonstrated superior performance metrics, including an average latency of 94 ms, a diagnostic accuracy of 91.3%, and enhanced clinician–patient interaction capabilities.




5.2. Research Value and Future Directions


This research contributes significantly to the advancement of intelligent, interoperable, and scalable e-health infrastructures. The integrated approach provides practical value for healthcare institutions seeking to modernize their IT infrastructure while maintaining regulatory compliance and data security. The system’s modular design enables incremental adoption and customization to specific institutional requirements.



However, several limitations require acknowledgment. The current evaluation relies primarily on synthetic data, limiting real-world generalizability assessments. The multi-institutional deployment remains simulated, requiring validation in actual clinical networks. Additionally, long-term system maintenance costs and scalability beyond the tested eight-node configurations need further investigation.



Future research directions include the following: (1) validation with real clinical datasets across multiple imaging modalities; (2) integration of explainable AI techniques to enhance clinical trust and adoption; (3) implementation of advanced blockchain mechanisms for enhanced audit trails; (4) incorporation of large language models for automated clinical documentation; and (5) development of edge computing components for privacy-preserving distributed processing in resource-constrained environments.
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Figure 1. Proposed distributed architecture for AI-driven EHR and CRM integration. 
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Table 1. Comparison with related medical informatics architectures.
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	Architecture
	Latency (ms)
	Accuracy (%)
	Interoperability Standard





	HL7-based Monolithic System [5]
	240
	80.5
	HL7 v2



	Cloud-based FHIR Middleware [39]
	130
	88.2
	HL7 FHIR



	Proposed Architecture (this work)
	94
	91.3
	HL7 FHIR + Secure API
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