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Abstract


Mobile cloud computing (MCC) is a representation of the interaction between cloud computing and mobile devices, reshaping the utilisation of technology for consumers and businesses. This level of mobility and decentralisation of devices in MCC necessitates a highly secured framework to facilitate it. This literature review on distributed firewalls and controllers for mobile cloud computing reveals the critical need for a security framework tailored to the dynamic and decentralised nature of MCC. This study further emphasises the importance of integrating distributed firewalls with central controllers to address the unique security challenges in MCC, such as nomadic device behaviour and resource allocation optimisation. Additionally, it highlights the significance of Cloud Access Security Brokers (CASBs) in improving data security and ensuring compliance within mobile cloud applications. This review also addresses specific research questions related to security concerns, scalable framework development, and the effectiveness of distributed firewall and controller systems in MCC. It explores the complexities involved in merging Software-Defined Networking (SDN), Network Function Virtualisation (NFV), and CASB into a cohesive system, focusing on the need to resolve interoperability issues and maintain low latency and high throughput while balancing performance across distributed firewalls and controllers. The review also points to the necessity of privacy-preserving methods within CASB to uphold privacy standards in MCC. Furthermore, it identifies the integration of NFV and SDN as crucial for enhancing security and performance in MCC environments, and stresses the importance of future research directions, such as the incorporation of machine learning and edge computing, to further improve the security and efficiency of MCC systems. To the best of our knowledge, this review is the first to comprehensively examine the integration of these advanced technologies within the context of MCC.
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1. Introduction


Mobile cloud computing (MCC) has evolved as a core concept in the digital era, effortlessly merging cloud computing’s capability with the mobility and adaptability of current mobile devices [1]. This convergence offers mobile access to a plethora of services and apps, altering how consumers and businesses use technology. The requirement for a strong and adaptable security system that effectively protects data and communication inside the mobile cloud-based system is critical [1,2]. MCC integrates wireless networking, mobile computing, and cloud computing to deliver cloud-based services to mobile users. Data storage and processing occur in the cloud, outside the mobile users’ devices. Collaboration between mobile users, mobile service operators, and cloud service providers is essential for the success of MCC technology. MCC facilitates mobility, enabling functions like mobile payment, ticketing, messaging, and access to educational resources [1]. Institutions adopt MCC applications for account transactions, payments, and balance checks for clients.



Despite its benefits, MCC faces several challenges, such as limited bandwidth, wireless network instability, varying data rates, latency, and coverage gaps, which affect its performance and reliability [1,3]. Security concerns include device theft, data interception, unauthorised access, and denial of service attacks [2,4]. To address these challenges, MCC platforms should integrate robust security measures like SSL and digital certificates, enforce privacy policies, and deploy security software for mobile users. Additionally, robust encryption techniques should be employed to safeguard the integrity and confidentiality of users’ data [5].



MCC has transformed how consumers and companies access and use computer resources and services [1]. It enables users to easily access data and apps on the go by exploiting the cloud’s huge computing capabilities [1]. However, this innovation brings with it several security challenges, including data breaches, unauthorised access, and the potential loss of critical information. Traditional security solutions have constraints in the context of MCC due to the environment’s dynamic and distributed character [2,6]. In this highly mobile and decentralised ecology, centralised firewall solutions, which are normally utilised in traditional networks, fail to offer effective security [7,8]. As a result, the need for an adaptable, efficient, and distributed security mechanism that addresses particular security issues develops [9,10].



The mobile cloud environment poses significant security concerns, particularly regarding protecting data and resources. Mobile devices are vulnerable to various security threats, including data breaches, unauthorised access, and malware attacks [11]. To address these challenges, it is essential to implement strong security measures such as encryption methods, access control systems, and secure authentication schemes [12,13]. Additionally, ensuring secure task allocation across mobile and traditional cloud resources is crucial, considering factors like data security, virtualisation security, and partitioning security. Leveraging machine learning algorithms can help achieve secure task allocation and optimise resource utilisation [11,14].



Furthermore, selecting optimal services in MCC must prioritise security considerations. This process requires evaluating the characteristics of mobile devices, the availability of cloud resources, and user needs. Adaptive context-aware service optimisation techniques can be employed to dynamically select and optimise services while taking security aspects into account [15].



Additionally, the security and privacy of personal data in MCC are major concerns, especially with the risk of sensitive information being exposed due to third-party access to a user’s mobile device. The interaction between mobile devices and cloud servers introduces potential threats to the confidentiality and integrity of personal data. Thus, it is essential to analyse and address security issues across various network components, including mobile devices, networks, mobile applications, and their security [16].



In distributed firewalls and controllers for MCC, it is important to focus on data protection, secure task allocation, optimal service selection, and the security and privacy of personal data. Using encryption, access control, authentication, and adaptive context-aware optimisation techniques can help create an effective and secure system [17,18,19]. It is recommended to integrate SDN, NFV, and CASB as these advanced technologies offer more versatile and efficient security mechanisms than conventional systems [19,20,21]. Figure 1 represents the network of the distributed firewalls in MCC, showing the well-distributed firewalls and the client’s device.



The integration of SDN allows for centralised control and programmable networks [20], enhancing visibility and control over network traffic for improved security threat detection and prevention [22]. On the other hand, NFV virtualises network functions, facilitating the scalable and adaptable deployment of security functions [23] to accommodate evolving security demands in MCC environments [24]. The integration of NFV enables organisations to deploy and manage security functions more efficiently, leading to reduced costs and improved scalability [25]. Additionally, CASB provides visibility and control over cloud-based applications and data, enforcing security policies and improving data security, authentication, and accountability in mobile cloud applications [26,27,28]. The integration of CASB allows organisations to enforce security policies and mitigate potential threats in the mobile cloud environment [29].



The integration of SDN and NFV into MCC can potentially improve performance, scalability, and network management. Mijumbi’s research [23] explores the interplay between NFV, SDN, and cloud computing, highlighting the innovative aspects of NFV and identifying potential areas for future research. Additionally, Martinez et al. [30] introduce a combined SDN/NFV orchestration framework designed for the deployment of virtual backhaul networks in mobile environments, showcasing the dynamic capabilities of such integration. Furthermore, Ghafoor and Koo [31] propose that combining SDN and NFV provides a practical approach to managing virtual networks on demand, effectively meeting the growing data traffic needs in smart city environments. This integration is also supported by Vilalta [32] who stresses that SDN and NFV architectures enable the optimisation of network and cloud resources, facilitating enhanced performance and flexibility. Leveraging SDN and NFV in MCC can lead to an improved quality of service, as discussed by Jawad et al. [33] who demonstrate the integration of SDN/NFV virtualisation in a 5G multi-RAT scenario for smart television services. However, there is a gap in the current literature regarding the insufficient attention given to security aspects and policies within the integrated system, which can be addressed by incorporating CASB.



While the current studies focus on the technical aspects of SDN, NFV, and cloud computing integration, there is a notable absence of in-depth analysis regarding the security implications and mechanisms necessary for ensuring secure data transmission and access control within the MCC environment. Introducing CASB into the integrated system could address this gap by providing security enforcement and monitoring across cloud services, applications, and data exchanges. CASB solutions offer data encryption, access control, threat detection, and compliance monitoring, which are essential for securing data flow within the dynamic MCC environment. Incorporating CASB into the system architecture allows for the dynamic application and enforcement of security policies in real time, ensuring data protection and compliance with regulatory requirements. Additionally, it enables better adaptation to emerging security threats and vulnerabilities, thereby strengthening the overall security of the MCC infrastructure.



Contributions and Outline of the Paper


This review paper primarily aims to investigate the following:




	
To conduct a comprehensive study to determine security issues emerging from the increased usage of mobile devices in cloud computing, identifying significant concerns and potential vulnerabilities.



	
To review the scalable and secure connection for controlling and protecting data flow between mobile devices and cloud-based services while assuring the integrity, availability, and security of the data.



	
To provide a detailed overview of the existing SDN-NFV and CASB strategies and how they are implemented in MCC.








This paper attempts to resolve the following questions:




	
What unique security concerns are arising due to the increasing use of mobile devices for cloud computing, and what types of solutions might successfully mitigate these challenges?



	
How can an organised distributed firewall and controller system offer full security for mobile devices and their interactions with cloud services?



	
What techniques and design concepts should be used to provide an effective and reliable system for controlling and protecting data flow among mobile devices and cloud resources?



	
To what extent do the established distributed firewall and controller systems improve mobile device and cloud service security?








Outline of the paper: The remaining part of this paper is organised as follows: Section 2 discusses the criteria and methods used to evaluate the security and performance of SDN, NFV, and CASBs. Section 3 details the principles, functionalities, advantages, and challenges of each technology within the MCC context. In Section 4, the research challenges and future research trends are discussed. Section 5 summarises the key findings of the review, reaffirming the necessity for advanced security frameworks in MCC.





2. Research Methodology


2.1. Evaluation Criteria for Assessing the Security and Performance of SDN, NFV, and CASB


In our review, we employed specific evaluation criteria to assess the security and performance of SDN, NFV, and CASB. These criteria allowed us to comprehensively analyse each technology’s capabilities and effectiveness in modern network environments.



	A.

	
Security Analysis Criteria:







We analysed the authentication and authorisation mechanisms employed by each technology to ensure secure access control. Furthermore, we explored the implementation of traffic encryption protocols to secure data during transmission and assessed the effectiveness of vulnerability management strategies in detecting and addressing security threats. Additionally, we investigated the security of SDN controllers, focusing on measures to prevent unauthorised access and the malicious manipulation of network configurations.



In the context of NFV, we analysed the hypervisor security to ensure the integrity and isolation of virtualised network functions (VNFs). Furthermore, we scrutinised the security measures implemented within VNFs and assessed the multi-tenancy security to prevent data leakage between tenants sharing the same infrastructure. For CASB, we examined the data protection techniques, such as encryption and tokenisation, used to secure sensitive information in the cloud. We also evaluated the access control mechanisms, including user access management and device profiling, designed to prevent unauthorised access to cloud resources. Furthermore, we analysed the threat detection features of CASB solutions to ensure timely identification and response to security incidents. Lastly, we examined the compliance of CASB solutions with regulatory standards, such as GDPR, to ensure adherence to data privacy regulations.



	B.

	
Performance Analysis Criteria:







We analysed each technology’s throughput and network bandwidth to determine its capacity to handle data traffic efficiently. Additionally, we assessed the latency and packet processing delay to understand the responsiveness of the network infrastructure. Furthermore, we investigated each technology’s scalability to accommodate changes in network size and traffic load dynamically.



Within the NFV framework, we analysed the efficiency of resource utilisation and assessed the performance of VNFs by examining throughput and latency. Moreover, we examined NFV’s elasticity and dynamic scaling capabilities to deploy and manage VNF instances flexibly according to demand. Additionally, we scrutinised the efficiency of service chaining through multiple VNFs to ensure optimal traffic routing and processing.



For CASB, we assessed the impact of inspection and enforcement mechanisms on application latency to minimise performance overhead. Furthermore, we analysed the throughput capacity of CASB solutions to handle large traffic volumes effectively. Finally, we examined the scalability of CASB solutions to support increasing numbers of users and cloud applications without compromising performance.




2.2. Criteria for Selecting State-of-the-Art Papers


A thorough review process was undertaken to assemble an extensive list of references pertinent to the distributed firewall and controller systems intended for MCC. Four key factors determined the selection criteria to ensure the relevance, quality, and impact of the reviewed works.



	
Firstly, we prioritised systems and implementations of the distributed firewall and controller solutions that are widely adopted and recognised in the field. This approach ensured that the selected works represent the most significant and influential advancements in the domain.



	
Secondly, we focused on the publications that specifically addressed systems relevant to MCC. Given the unique challenges and requirements of MCC, it was essential to include works that directly contribute to understanding and solving security issues in this context.



	
Thirdly, we considered works published in peer-reviewed journals, book chapters, or conference proceedings, emphasising those with a significant number of citations. The citation count serves as an indicator of the work’s influence and impact within the academic community, reflecting its acceptance and utilisation by other researchers.



	
Lastly, our search included the following well-known and reputable scholarly databases and journal platforms: Scopus, Web of Science, IEEE Xplore, Science Direct, and SpringerLink. These are known for their stringent quality control and indexing policies, ensuring the reliability and scholarly merit of the sources.






The initial search was conducted using keywords related to distributed firewall and controller systems in MCC. The retrieved papers were subsequently categorised into seven groups based on “theme clustering” using keywords associated with the application field.



In total, we reviewed 223 papers published between 2010 and 2024. During the selection process, 62 papers were excluded because they did not meet the established criteria. These excluded papers either lacked sufficient focus on MCC or did not present substantial advancements or implementations of distributed firewall and controller systems. Consequently, the final set of reviewed papers consisted of 161 sources that significantly contribute to the understanding and development of security frameworks in MCC.





3. SDN, NFV, and CASB Technologies


3.1. Software-Defined Network (SDN)


SDN is a networking paradigm that leverages software controllers and Application Programming Interfaces (APIs) to interface with and manage the underlying hardware infrastructure, such as switches and routers, for controlling network traffic [34]. This approach marks a major shift from traditional networking practices designed to address the constraints of conventional black-box network setups. The foundational principles of SDN include decoupling the control plane from the data plane, centralised control, a programmable architecture, and streamlined data plane operations [34,35].



3.1.1. Pillars of SDN


Figure 2 illustrates the architecture of a mobile cloud system based on SDN. It emphasises SDN’s centralised control and orchestration abilities, its support for programmability and automation, and the capability for network virtualisation, which allows for creating multiple virtual networks on the same infrastructure.



	
Centralised Control and Orchestration: SDN centralises the control plane, allowing network administrators to oversee and direct network devices and traffic from a central controller.



	
Programmability and Automation: SDN offers a programmable interface, facilitating the configuration and management of network devices.



	
Network Virtualisation: SDN separates the control plane from the data plane, enabling network virtualisation and allowing the creation of multiple virtual networks within the same physical infrastructure.







3.1.2. Functionality of SDN


The SDN controllers act as the centralised brain for the network, overseeing the management and orchestration of network traffic. It facilitates seamless communication between devices by dynamically programming and applying network policies throughout the infrastructure. The controllers’ key role is to centrally program and manage the forwarding actions of SDN devices within the network. This is accomplished using a detailed database that contains all the necessary information regarding the network’s operations. As the network’s central authority, the SDN controllers direct data flow and enforce policies based on insights gathered from various network components [36].




3.1.3. Advantages of SDN


SDN provides a flexible and programmable method for network management, enabling administrators to adjust and manage network resources dynamically in response to changing requirements. This adaptability allows for efficient resource allocation, enhanced network performance, and swift adjustments to changing network conditions. [37]. SDN enables the logical centralisation of network control, allowing for the deployment of distributed controllers throughout the network. This approach improves security and service quality by placing control logic nearer to the network’s edges, which helps reduce latency and enhances responsiveness to network activities [38]. The architecture of SDN distinctly separates the control plane—responsible for determining how traffic is directed—from the data plane, which manages the actual transmission of data packets. This division allows for centralised control, where network policies and configurations can be defined and enforced uniformly across the network [39]. Additionally, SDN enhances traffic management by offering a comprehensive view of network traffic and topology, enabling administrators to apply mechanisms like traffic shaping, load balancing, and Quality of Service (QoS) prioritisation to optimise network efficiency and resource utilisation [39].




3.1.4. Challenges of SDN


If the SDN controllers are compromised, attackers can take advantage of their control functions, threatening the integrity, confidentiality, and availability of SDN systems. This vulnerability makes the controllers an attractive target for attacks such as flooding and Distributed Denial-of-Service (DDoS) attacks [40]. A major security issue in SDN involves distinguishing legitimate flow rules from malicious or counterfeit ones. A compromised controllers could insert fake flow rules into the network, resulting in potential security breaches [36]. In SDN architectures, various vendors and third-party applications may use different configurations and programming models for routing policies. This diversity can create challenges in ensuring policy consistency and integrity [36]. Challenges arise in optimising the deployment of intercept access points, particularly in hybrid SDN environments. Achieving optimal placement and configuration of these access points is crucial for efficient network monitoring and security enforcement [41,42].




3.1.5. Current Solutions of SDN


SDN utilises an abstraction model that decouples the control plane from the forwarding plane, employing open APIs to prevent data compromise. This separation enhances security by isolating control functions and providing greater control over network operations [43]. SDN deployment involves separating the control and data planes, allowing for centralised network control and programmability. This division enhances the network’s flexibility, scalability, and management efficiency. Additionally, SDN facilitates the virtual deployment of essential security functions, like Network Address Translation (NAT) and firewalls, at a reduced cost compared to conventional hardware-based approaches [43,44].





3.2. Network Function Virtualisation (NFV)


NFV revolutionises network infrastructure by virtualising network functions and deploying them as software instances on commodity hardware [45]. NFV eliminates the dependency on proprietary hardware appliances by decoupling network functions, like firewalls and intrusion detection systems, from physical devices and enabling their implementation in software [46]. This approach offers greater flexibility and scalability, allowing network functions to be deployed wherever and whenever needed without being tied to specific hardware platforms [36].



3.2.1. Pillars of NFV


Figure 3 shows the structure of NFV in MCC. It illustrates how NFV decouples network functions from dedicated hardware, enabling flexible and scalable network infrastructures.



	
Virtualisation: NFV uses virtualisation technology to detach network operations from dedicated hardware, allowing them to operate on regular server hardware.



	
Automation and Orchestration: In NFV, orchestration coordinates and manages the lifetime of VNFs.



	
Isolation: NFV separates network operations from the underlying hardware, allowing for more agnostic and flexible service deployment and management.







3.2.2. Functionality of NFV


NFV allows telecommunications operators to centralise various network equipment into high-capacity switches, servers, and storage within data centres, network nodes, and at the end-user level. Through the virtualisation of network functions, NFV enhances hardware resource efficiency and supports the flexible, dynamic provisioning of services [36]. Additionally, NFV helps resolve the issue of vendor lock-in by allowing cloud tenants to deploy virtual appliances from multiple vendors across a range of hardware platforms and hypervisors. This flexibility allows organisations to adopt best-of-breed solutions and avoid being restricted to a single vendor’s offerings [47].




3.2.3. Advantages of NFV


NFV streamlines the administration and orchestration of network functions throughout their lifecycle. This capability streamlines deployment, scaling, and maintenance processes, leading to improved operational efficiency and reduced management overhead [48]. NFV’s decoupling of software from hardware provides flexibility in deploying network functions, which is particularly advantageous for evolving technologies like 5G networks. This flexibility allows operators to respond swiftly to evolving network requirements and launch new services quickly and efficiently [49,50]. NFV’s dynamic operation makes it well suited for dynamic network environments, such as those found in 5G networks. By dynamically allocating resources and scaling network functions in real time, NFV enables operators to meet fluctuating traffic demands and ensure optimal network performance [50].




3.2.4. Challenges of NFV


One of the primary security challenges in virtualised environments, particularly in NFV, stems from vulnerabilities in hypervisors [47]. Hypervisors, responsible for creating and managing VMs within the infrastructure, present considerable security challenges for NFV. Their capability to monitor each VM’s operating system introduces potential vulnerabilities related to the confidentiality, integrity, and availability (CIA) triad. Attackers can exploit vulnerabilities in hypervisors to gain unauthorised access to NFV resources, such as memory and storage, and manipulate operational state information [36]. Additionally, factors like multi-tenancy, application sharing, and the use of open-source software increase the risk of security threats, such as authentication issues, information leakage, and data corruption in cloud environments, including NFV [51,52]. Compromised virtual network functions within the NFV infrastructure can further exacerbate security risks by monitoring the activities of other virtual functions or sending deceptive commands through the hypervisor to disrupt their operations [35]. Moreover, a crash of any virtualised function within the NFV infrastructure (NFVI) can lead to serious security vulnerabilities, potentially granting attackers access to sensitive information stored on that component [45]. Deploying NFV in programmable fixed and mobile internet infrastructure requires a thorough understanding of its capabilities and use cases to ensure effective deployment and management [24,49].




3.2.5. Current Solutions of NFV


Several solutions are being implemented to address the security challenges associated with NFV deployment. Standardising the virtual hardware abstraction level during NFV deployment is essential to separate network functions from proprietary and physical hardware, thus reducing the risk of vulnerabilities [43]. Additionally, deploying proper virtualisation technologies to isolate VMs from one another helps mitigate the impact of crashes, hangs, loops, or compromises in one VM on others, enhancing the overall system resilience [47]. Testing and evaluation procedures are crucial to validate the applicability of NFV in different deployment scenarios and ensure its effectiveness in meeting performance and security requirements [43]. Furthermore, leveraging virtualisation methods in NFV contributes to better mobility management, policy creation, and the deployment of billing systems, enabling more efficient and secure network operations [44].





3.3. Cloud Access Security Broker (CASB)


CASB functions as a security intermediary between cloud service users and providers. They operate within Software-as-a-Service (SaaS) environments, managing access to cloud applications and data by implementing security controls like authentication [52]. CASBs enable enterprises to enforce security policies that regulate user and device access to cloud-based applications and data [53].



3.3.1. Pillars of CASB


Figure 4 shows the CASB framework. It presents the pillars of CASB, including control and visibility into cloud application usage, data security and compliance features like Data Loss Prevention (DLP), threat protection mechanisms, and detailed risk assessments. It also highlights the critical function of CASB in bolstering security and ensuring compliance within cloud environments.



	
Control and Visibility: CASBs enable insight into an organisation’s use of cloud applications, including tracking and monitoring user actions, data transfers, and cloud application settings.



	
Data Security and Compliance: CASBs provide DLP features to prevent unauthorised access or the exchange of sensitive data.



	
Threat Protection: CASBs identify and manage threats in real time by using sophisticated threat detection, behaviour data analysis, and machine learning.



	
Detailed Risk Assessment: CASBs perform risk assessments by examining cloud application security posture and determining related hazards.







3.3.2. Advantages of CASB


CASBs are essential in enhancing security and preventing data breaches in cloud computing, especially within MCC environments [54]. They strengthen the security of cloud environments by offering visibility, threat protection, and access control, and ensuring compliance [49,55]. Acting as security enforcement points between cloud service users and providers, CASBs help maintain a secure link between corporate networks and cloud service providers, ensuring that sensitive data remains protected and that security policies are consistently enforced across cloud applications and services [49,56].




3.3.3. Challenges of CASB


One major challenge of the CASB data privacy concern is that CASBs intercept and analyse data; sensitive information may be compromised by exposing them to unauthorised users by the organisation [57]. The use of SaaS is very high in organisations, which makes CASBs very expensive because many prominent vendors charge per-user pricing. The distributed and cooperative nature of the firewalls/controllers in cloud environments requires careful consideration for seamless integration and operation [49,58]. While enhancing security posture, CASBs may introduce complexities in management and configuration, particularly in distributed MCC environments [39,48,49].





3.4. Mobile Cloud Computing (MCC)


MCC introduces an innovative technological approach for mobile applications, wherein a substantial portion of the processing and data storage associated with these applications occurs on powerful, centralised computing platforms situated in the cloud [59]. This emerging infrastructure facilitates the processing, manipulating, and storing of data and information in the cloud environment. Leveraging connectivity, MCC enables users to access data or information remotely from the cloud, regardless of their location or distance. One significant advantage of MCC is the conservation of energy and storage space on mobile devices, as all image processing and transmission occur on cloud servers [60]. By subscribing to MCC services, users can mitigate the running costs associated with resource-intensive applications, which typically consume significant time and energy when executed on limited-resource mobile devices.



3.4.1. Actors Involved in MCC


In MCC, various key actors play a significant role in delivering smooth services, including both end-users and the infrastructure:




	
Mobile Devices: Smartphones, tablets, wearables, and other portable gadgets form the primary end-user interface. These devices execute applications, generate data, and connect to the cloud, acting as a bridge between users and the cloud infrastructure.



	
Cloud Servers: These servers process applications and data, store and manage vast amounts of information, perform complex computations, and ensure the reliability of services provided to users.



	
Cloudlets: Acting as intermediary servers between mobile devices and the cloud, cloudlets enable computation offloading, reduce latency, and improve the performance of real-time applications.



	
Network Infrastructure: Comprising the network components and protocols, this infrastructure facilitates communication between mobile devices, cloudlets, and cloud servers, ensuring seamless data transmission and connectivity.



	
Service Providers: Service providers manage the cloud infrastructure and its applications, ensuring reliability, security, and optimal performance for end-users.









3.4.2. Cloud Security Lifecycle


The cloud security lifecycle, as illustrated in Figure 5, includes the steps and processes to confirm the security of data, infrastructure and applications in a cloud-based environment. The steps involved in the cloud security lifecycle are as follows:




	
Evaluation and Planning: This process begins by identifying organisational requirements, regulatory requirements, and possible hazards. It then examines the architecture of the cloud environment and defines security specifications and objectives.



	
Architecture and Implementation: This requires an effective safety architecture for the cloud. Security controls, encryption technologies, access management, and regulations must all be implemented. These ascertain that security is incorporated at all levels of the cloud architecture.



	
Installation and Configuration: The installation ensures that security features and configurations in cloud services and platforms are properly configured. It implements the design’s access and identity management, network safety, and data protection features.



	
Monitoring along with Detection: This step involves monitoring technologies to track and investigate cloud-related activity. To discover possible security problems, we use intrusion systems detection, log evaluation, and real-time notifications.



	
Incident Response: This step involves developing and documenting an incident response plan to manage security incidents efficiently.









3.4.3. Vulnerability and Optimisation in MCC


In the ever-changing and resource-limited environment of mobile devices using cloud services, vulnerabilities can arise due to several factors, including the diversity of operating systems, limited computing capacity, and fluctuating network connectivity. An effective function for distributed firewalls and controllers in MCC is crucial for reducing these security risks. Inadequate access control can allow unauthorised access to personal data, while insufficient encryption mechanisms might expose personal information during transmission. Moreover, inadequate monitoring and detection mechanisms can lead to delayed detection of security breaches, enabling unauthorised access by malicious actors. Limited network visibility and monitoring may further hinder the ability to recognise and mitigate emerging threats [61,62,63,64,65].



Optimising MCC involves enhancing both security and performance through efficient distributed firewall and SDN controller function. A robust distributed firewall system is essential for protecting mobile devices and their data within the cloud computing environment. These firewalls should effectively filter and manage network traffic, ensuring that only authorised and secure interactions are permitted. The controller’s role is necessary for managing and overseeing the distributed firewall system to provide centralised control and the coordination of security policies, rule enforcement, and traffic management across the network. This facilitates effective oversight and the management of firewall operations, ensuring that security protocols are uniformly implemented and regularly updated.



The controllers should continually adapt firewall rules by actively monitoring mobile device activity, assessing network conditions, and evaluating security protocols. It should dynamically adjust firewall configurations and access permissions based on real-time data analysis, threat detection, and user behaviour patterns. This adaptive approach optimises security measures by responding dynamically to emerging threats and network changes. By continuously updating security policies, the firewall system can effectively counteract evolving security risks and ensure robust protection against potential vulnerabilities. This proactive approach enhances the system’s responsiveness to changing network dynamics and improves its ability to mitigate security threats in real time.



Despite the existing solutions, the need for better performance arises from the growing complexity and sophistication of security threats, the increasing demand for seamless and secure mobile cloud experiences, and the continuous evolution of network technologies. By optimising MCC through effectively distributed firewalls and controllers, organisations can achieve improved security, enhanced user experiences, and optimised resource utilisation, ensuring a higher level of protection and performance that meets the evolving demands of the dynamic mobile cloud environment [66,67,68,69,70,71].





3.5. Integrated Approach


Combining CASB with SDN and NFV offers a robust security framework specifically designed to address the distinct challenges arising from the growing reliance on mobile devices for cloud computing. CASB solutions provide essential functions like visibility, threat prevention, access management, and compliance enforcement. They help tackle issues such as data breaches, unauthorised access, and compliance violations. SDN and NFV provide the underlying infrastructure for implementing and enforcing security policies dynamically, allowing for efficient traffic monitoring and control across the network. By combining these technologies, organisations can effectively mitigate security challenges associated with MCC [54,72,73,74].



Integrating CASB with SDN and NFV allows for the creation of an organised, distributed firewall and controller system, providing robust security for mobile devices and their cloud interactions. CASB solutions serve as security enforcement points between cloud service users and providers, ensuring secure communication. SDN offers centralised control logic and separates control and data planes, streamlining the management and enforcement of security policies across distributed networks. NFV enables the deployment of network functions, like firewalls and intrusion detection systems, as virtual instances, enhancing flexibility and scalability in security enforcement [75].



Additionally, by integrating CASB with SDN and NFV, organisations can employ advanced techniques and design concepts to provide an effective and reliable system for controlling and protecting data flow among mobile devices and cloud resources. CASB solutions offer fine-grained policy definitions, allowing organisations to control access at multiple levels, including file, application, individual, device, or organisation. SDN and NFV enable the dynamic configuration and control of routing and forwarding planes, facilitating efficient traffic management and ensuring data integrity and confidentiality.



Furthermore, integrating CASB, SDN, and NFV into distributed firewall and controller systems greatly improves the security of mobile devices and cloud services. By utilising CASB’s capabilities in threat protection, access control, and compliance enforcement, along with the flexibility and programmability offered by SDN and NFV, organisations can improve security practices, including authentication, data encryption, and threat detection. This integrated approach strengthens security across the entire MCC ecosystem, mitigating risks and ensuring data confidentiality, integrity, and availability [76].



3.5.1. Integrating SDN with NFV


Integrating SDN with NFV introduces potential vulnerabilities, particularly related to hypervisor security. Misconfigurations in hypervisors can impact the functionality and security of SDN controllers, posing risks to the overall network infrastructure. Despite these challenges, the combination of SDN and NFV offers significant advantages. When combined, they enable centralised configuration and the management of routing and forwarding planes through standardised protocols, enhancing network flexibility, scalability, and management capabilities. This integration allows operators to deliver more agile and responsive network services, adapting quickly to changing demands and improving operational efficiency [36,48].




3.5.2. Integrating SDN with CASB


Integrating SDN with CASBs can greatly improve security and control in cloud environments. SDN provides a centralised approach to managing network traffic, allowing for dynamic adjustments and improvements in network efficiency. When combined with CASB, SDN can offer enhanced visibility and security enforcement across network traffic flowing to and from cloud services. This integration ensures that security policies are consistently applied and that sensitive data are protected as they move between corporate networks and cloud service providers. By leveraging SDN’s ability to route and manage traffic dynamically, organisations can ensure that CASB policies are enforced in real time, enhancing the security posture of the entire network infrastructure [36,56].




3.5.3. The ANSwer Architecture


Machado et al. [77] propose the ANSwer architecture, which integrates SDN and NFV capabilities to enhance network resilience strategies. This architecture leverages the programmability and flexibility of SDN combined with the virtualisation benefits of NFV to enhance network robustness and fault tolerance. The integration facilitates dynamic reconfiguration, efficient resource allocation, and proactive threat detection and mitigation, thereby improving the overall network resilience. The ANSwer architecture aligns with the evolving landscape of network technologies, where the convergence of SDN and NFV offers fresh opportunities to enhance network management, security, and performance. The proactive approach to resilience strategies, as facilitated by ANSwer, can help in addressing emerging challenges such as botnet detection and mitigation [77].



The gap in the ANSwer architecture that could be addressed by introducing CASB is the lack of a dedicated security enforcement mechanism for ensuring data protection and access control within the integrated SDN and NFV environment. While the ANSwer architecture focuses on enhancing network resilience strategies through the integration of SDN and NFV features, it does not explicitly address the comprehensive security requirements essential for safeguarding data transmissions and enforcing security policies within the network infrastructure. This gap is critical as the dynamic and virtualised nature of SDN and NFV environments introduces new security challenges related to data privacy, compliance, and threat mitigation. Introducing CASB into the ANSwer architecture could bridge this gap by providing a centralised security control point capable of monitoring, detecting, and enforcing security policies across the SDN and NFV components. CASB solutions provide features like threat detection, data encryption, access control, and compliance monitoring, which are crucial for securing data flow and ensuring regulatory compliance within the integrated system.



Integrating CASB into the ANSwer architecture allows researchers to investigate the dynamic application, monitoring, and enforcement of security policies in real time, aimed at safeguarding sensitive data and addressing security risks. CASB enhances the network’s overall security by offering insights into data transactions, blocking unauthorised access, and swiftly responding to security incidents.





3.6. Security and Performance Enhancements in MCC Through CASB, NFV, and SDN


MCC represents a paradigm shift in how mobile devices and cloud services interact, offering numerous benefits such as increased computational power, enhanced storage capabilities, and improved service delivery. MCC environments’ dynamic and resource-constrained nature necessitates innovative solutions that can effectively manage and protect the intricate interactions between cloud infrastructures and mobile devices, especially regarding security and performance.



Three pivotal technologies—CASB, NFV, and SDN—emerge as crucial components in enhancing both the security and performance of MCC. Each brings distinct capabilities and advantages, addressing specific vulnerabilities and performance issues inherent in MCC environments. Table 1 illustrates the role of CASBs in MCC, highlighting their ability to provide threat protection, access control, visibility, and compliance. CASBs are instrumental in mitigating security risks and ensuring efficient data transmission, thereby enhancing overall system performance.



CASBs significantly enhance security and performance in MCC. As can be seen in Table 1, CASBs bolster cloud environments by offering visibility, access control, threat protection and compliance. These functionalities are crucial in addressing security concerns related to identity management, access control, privacy, and data security in cloud computing. By preventing data breaches and improving the overall security features, CASBs are particularly beneficial for mobile cloud environments.



In terms of performance, as can be seen in Table 1, CASBs contribute to low latency by providing real-time visibility and threat protection, ensuring secure and efficient data transmission. They also enhance throughput by ensuring the integrity and availability of network resources, thereby boosting the overall performance in MCC environments. Additionally, CASBs enhance scalability by facilitating secure and efficient data transmission across expanding network infrastructures.



Consequently, CASBs are essential tools for enhancing the security infrastructure of cloud environments, particularly in scenarios involving distributed firewalls and controllers for MCC. However, deploying CASBs requires meticulous management and configuration due to the complexities inherent in distributed MCC environments.



Table 2 examines the contributions of NFV to MCC. NFV separates software from hardware, enabling the flexible and dynamic deployment of network functions. This flexibility is critical for addressing security concerns such as intrusion detection and firewall implementation while simultaneously optimising network performance through reduced latency and improved throughput.



NFV is another technology that significantly enhances security and performance in MCC. Table 2 demonstrates that NFV improves security by decoupling software from hardware, enabling the dynamic operation critical for 5G networks. This flexibility in deploying network functions is instrumental in addressing security concerns, such as intrusion detection, firewall implementation, and network topology vulnerabilities. Furthermore, NFV’s orchestration capabilities ensure the efficient deployment and management of security functions within MCC environments.



From a performance perspective, Table 2 shows that NFV reduces latency by allowing the dynamic deployment of functions closer to the network edge, thereby minimising the distance data must travel. By deploying functions near end-users, NFV enhances throughput through efficient resource allocation and reduced data transmission distances. NFV’s dynamic deployment and orchestration capabilities also enable scalability, efficient resource allocation, and virtualised function deployment as network demands evolve. Consequently, NFV is essential for improving the flexibility and management of network functions, benefiting distributed firewall and controller implementations in MCC. However, a comprehensive understanding of NFV’s capabilities and use cases is crucial for its effective deployment.



Table 3 focuses on SDN, which offers centralised control over network policies, traffic management, and access control. SDN simplifies network management and enhances security through centralised and distributed security mechanisms. Its ability to optimise traffic routing and resource allocation significantly improves throughput and scalability in MCC environments. As illustrated in Table 3, SDN offers substantial improvements in security and performance for MCC by providing centralised control for effective network policy management, traffic monitoring, and access control. SDN enhances security by logically centralising security functions, simplifying network management, and facilitating the implementation of distributed firewall and controller mechanisms.



SDN’s performance benefits are notable, as illustrated in Table 3. The decoupling of control and data planes allows for efficient traffic management, reducing latency. Centralised control optimises traffic routing and resource management, thereby improving throughput in MCC environments. Additionally, SDN’s centralised control facilitates efficient management, scalable distribution, and the dynamic allocation of resources, simplifying network management and ensuring scalability. Consequently, SDN offers significant advantages in network control and management, providing centralised and distributed security mechanisms.





4. Challenges and Future Trends


4.1. Research Challenges


Several key challenges concerning the research topic have been identified. Some of these challenges are outlined below:




	
Integration of SDN, NFV, and CASB into a Unified System: One of the most significant challenges in integrating SDN, NFV, and CASB is ensuring seamless interoperability. These technologies often rely on different protocols, standards, and configurations, making it difficult to achieve smooth interaction. Standardising communication protocols and developing interoperable frameworks are critical to overcoming this challenge. Variations in the protocols used by different SDN controllers and NFV orchestrators can create compatibility issues. Ensuring these protocols can work together without conflict is essential for the unified system’s effectiveness [63,90,91,92].



	
Performance Optimisation in Distributed Environments: Maintaining low latency and high throughput across distributed firewalls, SDN, NFV, and CASB is a significant challenge. Each component must be optimised to work together efficiently without compromising performance. This requires advanced resource management strategies and real-time monitoring to adjust the system’s configuration dynamically. Efficiently allocating and managing resources across distributed systems is complex. Ensuring that tasks are appropriately distributed to avoid bottlenecks while maintaining optimal performance is crucial [63,66].



	
Security Coordination and Compliance: Coordinating security measures across SDN, NFV, CASB, and distributed firewalls presents a complex challenge. Adhering to industry standards and regulations is essential, demanding strong security measures and confidentiality. Integrating these technologies calls for careful planning and coordination to build a solid security framework that protects data and network resources effectively. Additionally, implementing strict security protocols and encryption standards is critical for safeguarding sensitive information from potential breaches and unauthorised access. By adhering to industry best practices and regulatory guidelines, organisations can establish a comprehensive security strategy that mitigates risks and upholds the integrity of their network infrastructure and data assets [93,94,95,96].



	
Dynamic and Scalable Framework Design: Designing a framework that can scale dynamically in response to changing demands is essential. The system must handle varying loads efficiently, ensuring responsiveness and reliability. This requires advanced scaling algorithms and robust infrastructure to support dynamic adjustments. The framework must be adaptable to different network conditions and security threats. Implementing adaptive security measures that can respond to real-time threats and network changes is critical [97].



	
Resource Management in MCC: Effectively managing the workload demands across the distributed firewalls in MCC is a critical concern. The system must ensure optimal resource utilisation, avoiding overloading any single component while maintaining performance and security. Implementing dynamic resource allocation strategies to manage fluctuating workloads is necessary. This includes leveraging real-time data analytics and machine learning techniques to predict and adapt to resource requirements [98,99].








Addressing these issues is crucial in developing an effective and robust system of distributed firewalls for the MCC environment.




4.2. Future Trends


Future research will concentrate on advancing the integration and functionality of SDN and NFV technologies. These advancements are crucial for creating a robust and flexible security framework that can efficiently manage distributed firewalls and controllers. A significant trend will be the development of advanced orchestration techniques to streamline the deployment and management of these systems, thereby facilitating seamless integration and scalability.



A promising approach involves integrating machine learning (ML) and artificial intelligence (AI) into MCC’s security infrastructure. By embedding ML algorithms in distributed firewalls and controllers, it will be possible to facilitate real-time threat detection and the dynamic adjustment of security measures. Employing predictive analytics and automated response systems can significantly improve the security stance of MCC by identifying and addressing emerging threats effectively. For instance, anomaly detection systems powered by ML can monitor network traffic patterns, identify deviations indicative of potential security breaches, and autonomously adjust firewall rules to counteract these threats.



Another area of focus will be the convergence of edge computing with SDN and NFV. This integration seeks to utilise local computational resources for processing security policies near the data source, which helps reduce latency and enhance response times. This approach is especially important in MCC environments, where low latency is crucial for real-time applications such as mobile gaming, augmented reality, and autonomous vehicle navigation. By decentralising security processes, edge computing can also alleviate the burden on centralised cloud resources, ensuring more efficient and resilient security management.



In parallel, there will be a growing emphasis on developing privacy-preserving techniques within the architecture of CASB. As organisations increasingly adopt cloud services, ensuring compliance with stringent privacy regulations, such as GDPR and CCPA, will become a key concern. Future research is anticipated to delve into sophisticated cryptographic techniques, like homomorphic encryption and secure multi-party computation, to facilitate secure data processing without compromising user privacy. Additionally, incorporating differential privacy methods can enhance protection by adding noise to datasets, which helps obscure sensitive information even in aggregate analyses.



Investigating blockchain technology as a means to improve security and trust in MCC systems represents another promising research avenue. The decentralised and immutable nature of blockchain can provide a transparent and tamper-resistant record of transactions and configurations, thereby ensuring greater accountability and traceability. This could be particularly beneficial for verifying the integrity of distributed firewall rules and the provenance of software updates in controllers’ systems.



Furthermore, another research direction could be exploring the optimisation of the resource allocation strategies in MCC. This involves the intelligent distribution of tasks and services across cloud and edge resources, factoring in both security and performance metrics. For instance, AI-driven decision-making frameworks can allocate resources dynamically by analysing network conditions and security needs in real time, ensuring both optimal utilisation and improved security.



Finally, as 5G networks become more prevalent, their integration with SDN and NFV in MCC will be a critical area of research. The high-speed, low-latency capabilities of 5G will provide new opportunities for developing more responsive and adaptive security frameworks. Researchers must tackle issues concerning the security of 5G infrastructure, including potential vulnerabilities in network slicing and the management of massive IoT device deployments.



The future of MCC security will be defined by the confluence of advanced technologies like AI, edge computing, blockchain, and 5G. The continuous advancements in these fields are expected to deliver more advanced, adaptable, and efficient security solutions, addressing the distinctive challenges of today’s increasingly mobile and decentralised computing environments.





5. Conclusions


The study provides a comprehensive analysis of the current state of research on distributed firewalls and controller systems within MCC, with a particular emphasis on the integration of SDN, NFV, and CASB. These advanced technologies play a pivotal role in addressing the security challenges unique to MCC environments, where the dynamic and decentralised nature of mobile networks requires innovative solutions for securing data and infrastructure.



A key issue identified in this review is the lack of standardisation in terminology and procedures across the existing research, which complicates the direct comparisons and consistent evaluations of the technologies. Moreover, much of the current literature treats SDN, NFV, and CASB in isolation, leaving a significant gap in understanding how their combined use can holistically improve security in MCC environments. This review addresses that gap, making it the first to comprehensively explore the integration of these technologies within the MCC context.



By synthesising findings from the existing studies, the review highlights several unresolved issues, particularly related to the performance, scalability, and real-world implementation of distributed firewalls and controller systems in MCC. While theoretical advancements are well documented, practical challenges such as deployment strategies, interoperability, and performance optimisation remain underexplored.



In conclusion, this review underscores the critical importance of integrating SDN, NFV, and CASB to strengthen the security framework of MCC. It sets the path for future research to address performance issues, explore the practical utilisation of these technologies, and propose solutions for improving the security features of distributed firewalls in MCC. Bridging these gaps will require a focus on standardisation efforts, deeper exploration of real-world applications, and further refinement of security features to ensure the effective and secure use of MCC in increasingly complex cloud environments.
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Figure 1. Distributed Firewalls. 
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Figure 2. SDN-based mobile cloud overview. 
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Figure 3. NFV architectural framework. 
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Figure 4. The framework of CASB. 
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Figure 5. Cloud security lifecycle. 






Figure 5. Cloud security lifecycle.



[image: Applsci 15 01931 g005]







 





Table 1. Enhancing security and performance in MCC through CASB.
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Security

	
Performance




	
Low Latency

	
High Throughput

	
Scalability






	
CASBs strengthen the security posture of cloud environments by offering visibility, threat protection, access control, and compliance [78].



CASBs play a crucial role in addressing security concerns related to identity management, privacy access control, and data security in cloud computing [79]



CASBs help prevent data breaches and improve overall security features in cloud computing, making them well suited for mobile cloud environments [78].

	
CASBs enhance low latency with real-time visibility and threat protection [80,81].



CASBs contribute to minimising latency by ensuring secure and efficient data transmission in mobile cloud computing environments [80,81].

	
CASBs contribute to high throughput by providing real-time visibility and threat protection [78].



CASBs ensure secure and efficient data transmission, contributing to minimising latency and improving overall throughput in MCC environments [78].

	
CASBs contribute to scalability by providing real-time visibility and threat protection [81,82].



CASBs ensure secure and efficient data transmission, supporting scalability by preserving the integrity and availability of network resources [81,82].











 





Table 2. Enhancing security and performance in MCC through NFV.
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NFV’s decoupling of software from hardware and dynamic operation is pivotal for 5G networks [50].



NFV’s flexibility in deploying network functions addresses security concerns, including intrusion detection, firewall implementation, and network topology vulnerabilities [83].



NFV’s orchestration capabilities contribute to the efficient deployment and management of security functions in mobile cloud computing environments [61].

	
NFV enables dynamic deployment of functions closer to the edge, minimising data travel distance for low latency [84,85].



NFV’s orchestration places virtualised functions near end-users, enhancing overall latency performance in mobile cloud computing [84,85].

	
NFV’s dynamic deployment enhances throughput by efficiently allocating resources and deploying functions closer to end-users [84,85,86].



NFV’s orchestration reduces data transmission distances, minimising latency and enhancing overall throughput in MCC [84,85,86]

	
NFV’s dynamic deployment and orchestration capabilities enhance scalability by efficiently allocating resources and deploying virtualised functions [23,61].



Dynamic resource allocation allows NFV to scale in response to changing demands, ensuring efficient resource utilisation and management [23,61].











 





Table 3. Enhancing security and performance in MCC through SDN.
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Security
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SDN offers centralised control for effective network policy management, traffic monitoring, and access control [20,87].



The logical centralisation of security functions provides a comprehensive strategy, enhancing robustness and addressing security concerns comprehensively [68,88].



SDN’s separation of concerns simplifies network management, facilitating the implementation of distributed firewall and controller mechanisms for enhanced security [20,88].

	
SDN’s decoupling enables efficient traffic management and reduced latency [20,86].



Centralised control optimises traffic routing, dynamically managing resources for reduced latency in MCC [20,86].

	
SDN’s separation simplifies network management and facilitates network evolution for improved throughput [20,86].



Networking flexibility allows efficient resource allocation and traffic flow optimisation, leading to improved throughput in MCC [20,86].

	
SDN’s centralised control enables efficient management, scalable distribution, and dynamic allocation of resources [20,80,89].



SDN simplifies network management, ensuring scalability and efficient resource utilisation [20,88].
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