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Abstract: The number of damaging cyberattacks is increasing exponentially due in part to lack of
user awareness of risky online practices, such as visiting unsafe websites, ignoring warning messages,
and communicating with unauthenticated entities. Although research has established the role that
game-based learning can play in cognitive development and conceptual learning, relatively few
serious mobile games have been developed to educate users about different forms of cyberattack and
ways of avoiding them. This paper reports the development of an effective augmented reality (AR)
game designed to increase cybersecurity awareness and knowledge in an active and entertaining
way. The Cybersecurity Awareness using Augmented Reality (CybAR) game is an AR mobile
application that teaches not only cybersecurity concepts, but also demonstrates the consequences
of actual cybersecurity attacks through feedback. The design and evaluation of the application are
described in detail. A survey was conducted to verify the effectiveness of the game received positive
responses from 91 participants. The results indicate that CybAR is useful for players to develop an
understanding of cybersecurity attacks and vulnerabilities.
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1. Introduction

The past decade has witnessed phenomenal growth in cybercrime, including phishing,
financial fraud, identity theft and denial of service. In November 2018, the personal data of up
to 500 million people were stolen due to a hack on Marriott International [1]. Two months earlier, press
accounts reported that British Airways had experienced a data breach involving the personal and
financial details of almost 400,000 customers, while in the previous month hackers swiped the data of
2 million subscribers from T-Mobile [1].

Many security breaches are due to users’ lack of knowledge about unsafe behaviour, such as
sharing passwords, opening attachments from unknown emails, and running untrustworthy software
or applications. It is therefore vital that individuals become knowledgeable about cybersecurity
through appropriate training in how to protect themselves in cyberspace.

Although numerous organisations have installed technology-oriented safeguards such as firewalls
and intrusion detection systems, less attention has been paid to the human factors in cybersecurity [2].
Most users of computers and mobile devices lack awareness of cybersecurity due to inadequate
education and training [3]. Yet, according to many researchers, the human factor is the key to
cybersecurity [4,5]. Al-Janabi and Al-Shourbaji in [6] analysed cybersecurity awareness among
academic staff, researchers, undergraduate students and employees in the education sector in the
Middle East. The results revealed that the participants did not have the required knowledge and
understanding of the importance of cybersecurity principles and their practical application in daily
life. Such findings highlight the importance of educating individuals in how to protect themselves
when using online services.
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The information systems literature shows that awareness techniques are effective in improving
users’ cybersecurity-related knowledge and promoting cybersecurity-conscious decision-making [7],
therefore protecting them against cybersecurity attacks. Many organisations provide their employees
with information on how to defend against cybersecurity attacks in the form of email bulletins
or information security websites [8]. However, these types of materials only work if people pay
attention to them, and some researchers have recommended that cybersecurity awareness may be
more effectively created through specially developed mobile games applications [9].

Mobile games are played by millions of adolescents and adults around the world [10]. They are
highly diverse in relation to their purposes, interactivity and technology. Quality mobile games
have been shown to improve concentration [11], enhance retention of information [12] and bring
about behavioural change [13]. Over recent decades, mobile games—both serious games and
gamification—have been designed for serious purposes: to educate, motivate and persuade users in
health, educational and other settings [14]. Serious games use gaming as the primary medium [15],
whereas gamification involves the addition of game elements to non-game contexts. The potential
for employing serious games and gamification to educate users about cybersecurity has been
under-researched.

A small number of games to promote cyberattack awareness have been developed to better
engage learners and change user behaviour. It has been claimed that well-designed games for user
education can effectively mitigate cyberthreats [16]. Examples of such games include CyberCIEGE
and antiphishing gaming tools. Most of these games, however, are technically oriented and, more
importantly, are limited to web-based games. Although evaluations of these games have demonstrated
an improvement in players’ ability to identify phishing websites, their designs are not particularly
effective at teaching players how to detect other forms of cybersecurity threat such as identity theft,
ransomware and phishing through social media networks.

Accordingly, we developed a game that incorporates all potential cyberattack techniques and
provides a more engaging experience for the acquisition of practical and conceptual knowledge.
CybAR is a Mobile Augmented Reality (MAR) that increases awareness of safe cybersecurity practices
in an enjoyable, competitive environment. Although MAR applications are currently used in various
domains [17–19], their potential for educating people about cybersecurity threats and promoting safe
cybersecurity behaviour has been relatively less explored.

CybAR is a MAR-based serious game consistent with the situated learning theory [20],
which advocates that learning is more effective through collaborative authentic problem solving,
in the natural environment where the constructed knowledge is used [21]. CybAR game supports the
mixture of modern pedagogical approaches (e.g., constructivist, game-based, inquiry learning) for
the creation of authentic learning experiences, which enables participants to form their own learning
paths, to engage, and to interact meaningfully via digital narrative and virtual (role) identities [22].
For this purpose, CybAR employs quizzes and was developed using the Vuforia engine in Unity on
the android platform.

The main characteristics of the proposed AR game are to provide interactivity and display the
disastrous consequences of careless cybersecurity habits. The user is trained through an engaging
series of gamified tasks designed to educate them about important cybersecurity related concepts
through an interactive user interface. Each task requires players to make the correct choice to avoid
cyberthreats. The tasks are based on real cybersecurity case studies collected at Texas A & M University.
Unlike computer games such as CyberCIEGE [23] and What.Hack [16], CybAR is a competitive
game focusing on high-level user behaviours, rather than on detailed technical knowledge of system
software, with the aim of providing both conceptual and procedural knowledge about cyberthreats.
CybAR challenges each user to collect points while engaging in cybersecurity practices and avoiding
cybersecurity missteps. CybAR teaches several cybersecurity concepts to train users to stay safe online.
It tests the ability of users to recognise spoofed emails, SMS phishing, scam phone calls, identity theft,
ransomware and phishing through social media networks. It teaches users to avoid clicking on
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unsafe links, and to authenticate software downloads, perform integrity checks of system software,
keep antivirus protection up-to-date and choose strong passwords. In CybAR, we applied learning
principles, such as quizzes, to optimise the learning effect. Gamification elements, including clear
goals, points, achievements, feedback and leaderboards, were also incorporated to increase motivation.
We followed a user-centred design, including an initial survey to ascertain users’ preferences with
regard to an educational app. Key elements of the CybAR game interface were selected based on
Technology Threat Avoidance Theory (TTAT) [24,25] to enhance user interaction used in [26].

To test the effectiveness of the CybAR game for cybersecurity education, an experimental study
was conducted among students at Macquarie university. The results showed that 91 participants
indicated that the game was engaging and increased awareness of cybersecurity practices. It can be
concluded that this innovative pedagogical method makes cybersecurity concepts more accessible
to students.

2. Literature Review

There is no widely accepted definition of cybersecurity [27]. Kassicieh et al. [28] define
cybersecurity as a set of approaches that protect data, systems and networks from cyberattacks.
The United States Army defines cybersecurity as a combination of the underlying hardware,
communication nodes and a social layer of human and cognitive elements. According to
Dhamija et al. [2], the general public’s lack of awareness of cybersecurity means that hackers can
efficiently and effectively target users. Therefore, user education is vital to protect against cyberattacks.
Cybersecurity awareness involves assessing users’ vulnerabilities while providing knowledge about
how to detect and avoid cyberattacks. Materials widely used for cybersecurity training include notes,
videos and email bulletins. However, these materials are often not very engaging and separate the
learning material from the context in which users routinely apply the information [9]. Automated tools
have largely failed to mitigate cybersecurity attacks: even the best antiphishing tools have been
found to miss more than 20% of phishing attempts [29]. This situation is exacerbated by the fact that
most systems depend on humans to make sensitive trust decisions during their online activities [30].
Accordingly, there has been a shift in thinking about the best ways of combating cybercrime to
emphasise creating awareness and encouraging individuals to adopt better cybersecurity practices [31],
including gamified approaches to educate users and improve their threat avoidance behaviour.
Gamification shows promise as a technique to enhance the effectiveness of cybersecurity awareness
programs, and several cybersecurity games have been developed to engage users better and change
their behaviour to avoid cyberattacks [32].

Gamification emerged as a concept of interest in the field around 2010 [33,34]. Several researchers
have demonstrated multiple benefits from cybersecurity games such as Control-Alt-Hack, Protection
Poker, CyberCIEGE, Anti-Phishing Phil and What.Hack [16]. A few games have been designed to
teach cybersecurity concepts. For example, Control-Alt-Hack [35] is a board game that teaches players
about high-level security concepts such as phishing and social engineering. Although this does help to
increase awareness and understanding of cybersecurity issues as a whole, it is not sufficiently specific
to imitate the low-level decisions required for antiphishing strategies in practical contexts. Protection
Poker is a software security game designed to help software development teams estimate risks and
prevent most damaging attacks [36]. CyberCIEGE presents a virtual world interface that mimics the
role of a network manager in safeguarding the network with a limited budget [23]. Capture-The-Flag
(CTF) is a game-based computer security competition for students to practise the skills necessary to
defend against hackers [37]. In general, board games in information security do not teach hands-on
security skills, such as how to define cybersecurity attacks, which are the main purpose of our game.

Recently, new designs for antiphishing games [26,29] have drawn inspiration from the popular
framework for antiphishing training to teach users how to prevent computer system and network
settings from being compromised. Anti-Phishing Phil and What.Hack online games were developed to
challenge players to recognise real-life phishing URLs and emails in an entertaining way. These games
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have two main limitations: First, they only focus on phishing attacks and neglect other forms of
cybersecurity risk, leaving players vulnerable to content-based attacks such as social engineering,
identity fraud and social media scams. Therefore, one of the main aims of CybAR was to provide more
comprehensive education about cybersecurity attacks and to do so in a way that closely matches how
they occur in the real world. Second, their design fails to incorporate design elements from well-known
information system theories.

Augmented Reality (AR) has also recently emerged as a technology that can enhance users’
experience by overlaying computational information onto their reality. Azuma [38] defines augmented
reality as “An interactive experience of a real-world environment where the objects that reside
in the real world are enhanced by computer-generated perceptual information, sometimes across
multiple sensory modalities, including visual, auditory, haptic, somatosensory and olfactory.”
Despite the popularity of AR applications in various fields, such as education, marketing, medicine
and tourism [19], no previous AR-based application has been developed to educate users about
cybersecurity attacks and raise their cybersecurity awareness.

Serious games are also effective training tools for educating the users. Serious games are
goal-oriented games rather than purely for entertainment and have been effectively deployed to achieve
behavioural change in school education; healthcare; advertising; and, recently, in cybersecurity [39].
The game-based approach motivates players to move towards the goal using the appropriate actions
and allows them to observe the consequences of failure to do so without incurring real-life costs.
Compared to traditional training methods, game-based approaches are more engaging, relatively
cost-effective, easily transferrable to a large number of trainees and customised to each player [40].

The effectiveness of these games suggests that a mobile-based application focused on raising
cybersecurity awareness would be a useful tool. Thus, we develop an effective augmented reality
(AR)-based serious game called CybAR, which is designed to increase cybersecurity awareness and
knowledge in an active and entertaining way. The Cybersecurity Awareness using Augmented Reality
(CybAR) game is an AR mobile application that teaches not only cybersecurity concepts but also
demonstrates the consequences of actual cybersecurity attacks through feedback. CybAR’s design
considers safeguard effectiveness, perceived susceptibility and other elements derived from Technology
Threat Avoidance Theory (TTAT) [24], as shown in Figure 1. The goal of CybAR is to educate a less
technically sophisticated audience to increase their awareness of the potential for cybersecurity attacks
in their day-to-day online behaviour based on these elements from TTAT, rather than to teach specific
technical or management skills.

3. CybAR Game Development

3.1. Game Design Framework

The aim of the work reported in this paper was to develop a game design that improves users’
avoidance behaviour by motivating them to protect against cybersecurity attacks. A theoretical model
derived from Technology Threat Avoidance Theory (TTAT) was used to develop the game design
framework, which is shown in Figure 1 [25].

TTAT describes individual users’ behaviour to avoid the threat of cybersecurity attacks.
Consistent with TTAT, the user’s threat avoidance behaviour is identified by avoidance motivation.
Important determinants of avoidance motivation include Perceived threat, Safeguard effectiveness,
Safeguard cost and Self-efficacy. Perceived threat is affected by perceived severity and susceptibility.

Although the proposed framework identifies the issues that the game design needs to address,
it also suggests how information (content) should be structured and presented in a game context.
Therefore, a mobile game design based on this theoretical framework should meet the requirements
shown in Table 1, which contains a set of guidelines for designing an educational mobile game. The aim
is to develop threat perceptions, making individuals more motivated to avoid cybersecurity attacks
and use safeguarding measures.
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Table 1. Requirements for game design.

Elements of the Game Design Framework Game Design Sketch

Perceived Susceptibility:
An individual’s subjective probability that
a cyber attack will negatively affect him or
her [24,25].

Each task displayed in the game is associated with a
potential cybersecurity threat which appears as a case
study in the game. The game player’s job is to perform
the tasks correctly; each task performance is followed by
immediate positive or negative feedback. This element
of the game design addresses the user’s awareness of
susceptibility to the cybersecurity threat.

Perceived Severity: The extent to which
an individual perceives that negative
consequences caused by a cyberattack will be
severe [24].

If the game player makes the incorrect decision, each
wrong attempt loses one point out of a total of 20 points
needed to complete the game. This develops awareness
of the severity of the cybersecurity threat.

Perceived Threat: The extent to which an
individual perceives the cybersecurity threat
as dangerous or harmful [24,25].

The main goal of the game player is to avoid potential
cybersecurity threats in real life, therefore he or she
should be aware of the various ways in which hackers
can operate. This represents the development of threat
perception in the game design, and negative feedback
shows the damaging consequences of hacking.

Perceived Safeguard Effectiveness: The
individual’s assessment of the potential
effectiveness of a safeguarding measure
against a cybersecurity threat [24,30].

If a player finds it difficult to identify if something is
suspicious or not, the player can complete the task,
learn the expected consequences and replay later. The
feedback provides tips on how to identify cyberattacks.
This element addresses safeguard effectiveness in the
game design.

Perceived Safeguard Cost: This refers to
the physical and cognitive costs, such as
time, money, inconvenience and mental effort,
required to use the safeguard measure [24,41].

When the game player scores less than 65%, he or she
is asked to replay the game. This feature of the game
design addresses the costs involved in the safeguard.

Self-Efficacy: Individuals’ confidence in
adopting the safeguard measure [24–26].

The game is designed to educate users in safe online
behaviour. The player is with a series of tasks,
each of which is associated with a different form of
cybersecurity attack. As the player moves from task
to task through the game, he or she gains conceptual
knowledge of how to identify cyberthreats, thus helping
to develop self-efficacy.

Figure 1. Game design framework.
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3.2. Game Concept

The design of the CybAR app includes a core set of game tasks that could easily be adapted and
extended to other cybersecurity concepts. The game offers flexibility to create teachable moments
that maximise the educational impact. The main characteristics that distinguish our game from
some other cybersecurity awareness games are interactivity and the presentation of the damaging
consequences of careless cyber habits. These features will effectively increase awareness and contribute
to the development of a safer cybersecurity culture. This game focuses on the most common cyber
vulnerabilities of individuals, such as lack of awareness about social engineering, use of weak or
default passwords, URL manipulation, malicious attachment, two-factor authentication, identity fraud,
sharing location services, ransomware, social networking scams/spam and use of outdated apps and
public Wi-Fi.

The design of CybAR relies on components derived from a theoretical model that are embedded
in a task that simplifies the conceptual and procedural knowledge presented to the user by employing
persuasive design principles through an interactive interface. It familiarises players with important
cybersecurity attack phenomena through challenges (tasks) presented to them during the game.

To make the CybAR game more persuasive, we based its design on the knowledge model proposed
by Conde-pumpido [42], which was adopted in [32]. This onion model, shown in Figure 2, has three
spiral layers. The inner layer relates to visual, linguistic, haptic and sound signs. The middle layer
includes scripts and scenes that enhance the persuasiveness of the game. The outer layer refers to the
persuasiveness of the setting or context of the CybAR game. We utilised visual persuasion to satisfy
the first layer. As it is an AR game, other types signs, such as sound and linguistic signs, were included,
which was not possible in [32]. We employed narrative and procedural persuasion for the second layer
and tactical and affective persuasion for the third layer.

ACCEPTED MANUSCRIPT

Figure 13: Knowledge Model for Persuasive Game - Teresa De La Hera Model

The game is designed in a way that team players can achieve a common goal by collab-
orating.The last part of the discussion in the game can be more effective if every team has
at least two players.

5.6. Adding Various Attack Cards from Literature

In SREG, we include three types of attacks, namely Social Engineering attack, Physical
attack, and Technical attack. Social Engineering is the art of manipulating people to perform
actions you desire them to do. Social Engineering Attack framework captures the way a
particular attack usually takes place. SREG follows social engineering attack framework
proposed by Mouton’s [61]. The aim is to align the game processes with the published
security related processes.

To select the type of social engineering attacks for the card game, we searched for the
famous social engineering attacks in the published literature and further shortlisted them
on the basis of complexity. In order to make the learning curve of the players smooth, we
included the social engineering attacks mentioned in the Table 5 .

For physical attacks selection, we go through one of the most comprehensive attack
knowledge repository known as Common Attack Pattern Enumeration and Classification

24

Figure 2. Knowledge model for CybAR game.
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In the CybAR game, conceptual and procedural knowledge interact in mutually supportive
ways via an iterative process [43]. Each task is associated with three options (decisions) and can
be performed either correctly or incorrectly. As the player moves through the game, the diversity
of the tasks is apparent. This helps to develop procedural knowledge of different tasks. Each task
is in question and answer format. When the player moves through the game, options assigned
to each task are checked. In this process, the player learns the different patterns of cybersecurity
attacks. This helps to develop conceptual knowledge of different tasks. The game design also includes
specific procedural tips that appear after each task, such as “Don’t share your password with anyone.
Use strong, unique passwords on your accounts (see Figure 3a).” This aspect of game design addresses
conceptual-procedural knowledge of cybersecurity threats.

4. Game Description

4.1. Use Case

Layla is a 22-year-old graduate student in psychology and is not very computer savvy. She is
extensively engaged in social networking activities such as posting, commenting on friends’ posts,
liking and so on. She is always online and has downloaded many apps on her mobile phone, which she
uses and enjoys. Layla considers herself a lazy computer user as she never updates the apps on her
computer or mobile device. She frequently forgets the passwords she creates so she has decided to use
two simple passwords that she can remember. She is also constantly online chatting, sharing stories
or discussing issues. Layla’s days are very busy, and she does not have much time to do things like
improving her computer skills. She recently dealt with a phishing attack where she clicked on an
email that ultimately infected her computer. She lost a lot of data and was forced to reformat her
computer. Despite this incident, she still struggles to back up her computer, protect her account,
update her applications or even check her bank account statements. Recently, one of her friends was
the victim of a ransomware attack, which proved very costly. Layla knows she should protect her
data and computer access after these serious incidents, but she does not know exactly what she needs
to do. She started reading about cybersecurity attacks, and she is now aware of the importance of
cybersecurity awareness, as promoted by different sources of media and cybersecurity awareness
campaigns. However, she still does not practise safe cybersecurity behaviour. Walking around the
Macquarie University campus one day, she sees a poster about an AR game called CybAR. She decides
to download the mobile app because she is interested in playing mobile games. She then starts scanning
the poster using the CybAR app and the AR content appears on the poster showing important materials
related to cybersecurity. She is amazed because this is her first experience of interactive AR content.
The game shows her different forms of cyberattack. She starts playing the game and receives a different
score at each attempt. She continues to play to achieve the highest score to win the game. She finds
that her best score is not in the top ten, so she tries again to beat the other gamers. Eventually she
succeeds. By that time, she has been exposed to the AR cybersecurity content and her game playing
has positively changed her intention toward cybersecurity attacks. In this way, the CybAR app helps
her to develop and practise safe cybersecurity habits.

4.2. Tasks

The CybAR game contains 20 tasks. Each task is designed to provide players with a challenge in
relation to one form of potential cybersecurity threat and engage them in the activity by providing
interactive answers and feedback. We cover several common cybersecurity threats including
cybersecurity fundamentals such as phishing, ransomware and WiFi security, password creation,
use of data protection such as virtual private networks (VPNs) and file backups and best practice in
relation to activities such as social media sharing.

We chose the specific cybersecurity threats by first examining respected cybersecurity awareness
websites such as Accellis Technology Group and Texas A & M University to identify the most common
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cyberthreats. The feedback content was chosen based on reports from cybersecurity awareness
programs conducted at SANS Institute. Following consultations on our findings with professionals
in the Cyber Hub at Macquarie University, we identified 20 threats that represent today’s pervasive
threats. An example of the tasks is shown in Figure 3b.

(a) (b)

Figure 3. (a) Feedback after making a wrong decision. (b) Example of CybAR Task.

4.3. Mobile Game Design

Because our aim was to create a user-centred and interactive interface for CybAR, we conducted
a focus group to identify key components that needed to be addressed in the design. This was
done to ensure that users’ preferences were included during the design process to maximise user
interaction. After all, users will only learn about cybersecurity concepts if they enjoy playing the
game, and interaction is essential to enhancing awareness. We invited 10 individuals from Macquarie
University aged 22 to 37 to share their opinions about how the game should be designed. All the
participants had been using smartphones for at least 6 years. They were provided with a description
of the CybAR game before the discussion, during which they were encouraged to describe how they
visualised the design and flow of the game. The moderator asked specific questions about the look
and feel of the CybAR game to elicit ideas for representing its features and the training elements.
Analysis of the data from the focus group identified the following components that needed to be
incorporated into the game design:

• Rules: Rules organise the game. Each task was based on rules derived from the game design
framework (TTAT). The participants were unanimous in their opinion that the game, while being
educational and aiming to spread awareness of cybersecurity attacks, should have an evolving
format that would keep the player engaged.

• Goals and objectives: Goals and objectives are what the player works to achieve. The goal is to
perform all tasks correctly. This is reflected in the game design by providing three options (one
correct, two false) for each task.

An important aspect of cybersecurity training is teaching learners to appreciate the risks of a bad
decision. Existing training materials often describe these as high-level risks, but do not really
show the learner what will happen if something goes wrong. Therefore, CybAR simulates how
the player’s decisions lead to various outcomes, both positive and negative. If the player makes a
wrong decision, a violation feedback will appear, as shown in Figure 2. Similarly, if the player
thinks an unsafe email is a phishing email, the immediate feedback will be that that this decision
is correct. This approach helps players reflect on unfamiliar cyberattacks, which helps retain
knowledge.

• Outcome and feedback: Outcome and feedback measure progress against goals. The user obtains
feedback on the current status in the game. The feedback provides timely opportunities to explain
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consequences and deliver information. This ability to provide players with immediate and specific
feedback based on their decisions optimises learning by explaining how their errors occurred and
how their expectations failed [44]. Players also receive positive feedback when they make sound
cybersecurity choices.

In each task, we apply protection motivation theory [45] in immediate feedback when players
accomplish the task. Two PMT-inspired guidelines are designed to trigger more secure behaviour
after the task has been completed: If the task is performed correctly, a coping message appears
telling the user it is easy to minimise the chances of cyberattacks by making the right decision
for the task. For example: “GOOD JOB! It was easy to neglect such tweets because you are
aware of cyberattacks. Fake social media profiles are easily created by scammers.” If the task is
performed incorrectly, a message warns users that their action could leave them vulnerable to
cyberattacks. For example, “Oops. That was not a legit pop up and your account has been hacked”
(see Figure 4).

(a) (b)

Figure 4. (a) Correct answer feedback. (b) Wrong answer feedback.

• Rewards: These are addressed in the mobile game design as the opportunity to gain points.
The game should incorporate a rewards mechanism to incentivise players and keep their
engagement levels high by rewarding them for their performance in the game. In CybAR, rewards
are available by completing each task correctly and learning about cybersecurity-related concepts.
If the user identifies all decisions correctly while avoiding all incorrect decisions, the player is
awarded 20 points (for each attempt it is possible to score 1 point). If the user makes the wrong
decisions, each attempt loses one point out of the total points remaining to complete the game.
Participants can play the game as many times as they wish until they achieve a winning score.
They can continue to play until their score is in the top ten on the leaderboard. If a player’s score
is less than 65% (13 points out of 20), he or she is encouraged to replay the game to learn how to
be safe online.

• Interaction: Interaction is the social aspect in the game design. This is accomplished by
providing immediate feedback, a progress bar and scores. Players are able to view their progress.
According to the focus group participants, the player’s progress should be contextualised in
relation to the remaining game threats to convince them that successfully completing the game is
an achievable target. They also recommended that players should not feel they were navigating
away from the game when feedback was provided.
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5. Implementation and Development Cycles

We implemented CybAR with two main sets of components—front-end and back-end.
The back-end is the server software running the game, whereas the front-end is a client’s mobile
phone running the CybAR game.

Back-end component. CybAR is hosted on a dedicated server. The server runs a LAMP stack (Linux,
Apache, MySQL and PHP). The back-end component is hosted on a Linux virtual machine. It consists
of HTTP handlers, which deal with all requests from the front-end components; CybAR MySQL
DB, which contain user profiles, tasks and play data; CybAR Admin Portal, through which the
administrator of the CybAR app can update some of the content and see a range of information about
the app; and the File Resources Directory, which stores all the photos and videos used by the app.

Front-end component. The CybAR application was developed for Android devices. Android is
an open source mobile operating system (OS) developed by Google. The CybAR application
was built using the game engine Unity3d which supports cross-platform development; therefore,
different platforms can be targeted in future studies. Vuforia SDK was used to build the AR
functionality. The CybAR game can be downloaded via Google Play Store.

5.1. Development Cycles

We paid particular attention to evaluation throughout the creation and development of CybAR.
Each step of the game development cycle was iterative, alternating focus on appearance and interface
with new game features. For example, the first version was tested by 10 participants during the
design stage at Macquarie University. Student feedback included requests for a greater variety of
cybersecurity concepts, increased speed, and better graphics. The second development cycle focused
on the visual appearance of the game, including images for all tasks. We also added short video
materials to increase users’ knowledge of cybersecurity. The final version was more formally evaluated
using usability testing.

5.2. User Interfaces

This section illustrates interface for the CybAR app. A successful installation of CybAR app will
result to access the app interface presented Figure 5 with login interface depicted in Figure 6a.

(a) (b)

Figure 5. (a) CybAR app. (b) CybAR home UI.

New users are required registration for login into CybAR app. After logging into CybAR app,
users are allowed to access cybersecurity awareness materials (Figure 6) as cybersecurity videos.
The awareness materials can also be accessed by using mobile camera view to recognise the study
marker as depicted in Figure 7.
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(a) (b)

Figure 6. (a) CybAR app. (b) CybAR login UI.

(a) (b)

Figure 7. (a) CybAR awareness materials. (b) CybAR awareness materials marker.

Users can access the CybAR game by clicking the CybAR game button (Figure 6b). Then, they are
taken to the AR game UI (Figure 8a). The AR game UI contains two main options on the right of the
screen: How to play and About buttons. When users click on the About and How to play buttons,
some static information about the application is displayed (Figure 8b).

(a) (b)

Figure 8. (a) CybAR Game UI. (b) CybAR Game About and How to play buttons.

Before players begin a CybAR game, they can access an electronic booklet that contains all 20
tasks. They can see the AR contents for each task by moving the camera on the target image inside the
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booklet. As shown in Figure 9a, users perform the first task by targeting the phone’s camera on the
SCAN ME QR code to view the answers and select the best option, as shown in Figure 9b. The user
can move to the next task by pressing on the arrow in the bottom left corner (Figure 8a) after reading
the task’s instruction in the CybAR booklet. The user cannot move to the next task before the previous
task has been completed.

(a) (b)

Figure 9. (a) Example of CybAR task 1. (b) Example of CybAR task 2.

The score increases after the right decision for each task has been chosen, and the progress bar
shows the game’s progression (Figure 4a). The score will not increase if an incorrect choice is made
(Figure 4b). The messages for correct and incorrect answers are displayed in green and red, respectively,
accompanied by different sounds to increase engagement.

On completion of the game, one of two messages is displayed: an encouraging message if the
player scores more than 13 points (Figure 10a), or a fear message that encourages the user to play the
game again to avoid cyberattacks (Figure 10b). Both messages have two button options: Restart (which
restarts the game) and Exit which takes the user to the main CybAR game interface (Figure 6b).

(a) (b)

Figure 10. (a) Final Message (Score > 13). (b) Final Message (Score < 13).

The Leaderboard button, which shows the top scores, is in the bottom right corner (Figure 11a).
When the user presses this button, it shows the top ten users’ highest scores (Figure 11b).
Participants can play the game as many times as they wish until they achieve their best score or
until their score is in the top ten in the leaderboard.
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(a) (b)

Figure 11. (a) Leaderboard button. (b) Leaderboard (top scores).

6. Research Methodology

CybAR Evaluation

The primary aim of the CybAR game is to increase interest in cybersecurity and raise general
awareness of cybersecurity attacks; therefore, CybAR helps users to understand appropriate and
safe online behaviour. To evaluate the effectiveness of the developed cybersecurity education game,
an invitation to participate in a study was disseminated via email and social media (FaceBook and
Twitter) among students at Macquarie University. The eligibility criteria were that participants should
be aged between 18 and 65 years and participation was voluntary. Those who accepted the invitation
were asked to complete an online survey after using the CybAR game. The survey questions were
adapted from a previously validated instrument in [32] and were carefully reviewed by academic
experts at Macquarie University. Some amendments were made to the original questions to make
the items more clearly related to our study. One item (“The game trains us working in team”) was
excluded because CybAR is a single-player game. The final 11-item questionnaire (Table 2) contained
four demographic questions and seven questions requiring responses on a five-point Likert scale with
anchors for strongly agree and strongly disagree. The survey aimed to assess features of the CybAR
game such as clarity, content and enjoyment, to measure the effectiveness of CybAR in improving
players’ understanding of cybersecurity concepts and to estimate the extent to which it increased
players’ motivation. During the evaluation phase, participants were provided with an educational
video explaining how to use the CybAR game.

Demographic information included gender, level of education, self-rating of cybersecurity
knowledge (expert, good or poor) and awareness of cybersecurity attacks such as social engineering,
phishing, ransomware, malware and identity fraud (very aware, neither aware nor unaware or
very unaware).

Table 2. Survey Questions.

Item Questions

Q1 CybAR game is an effective method of learning cybersecurity related concepts.
Q2 CybAR game helps me to learn more about cybersecurity attacks from mistakes.
Q3 CybAR game is a fun method of learning cybersecurity.
Q4 CybAR game has motivated me to learn more about cybersecurity.
Q5 CybAR game is easy to understand and play.
Q6 CybAR game mimics a real-life cybersecurity scenario in a presentable way.
Q7 I am motivated to play CybAR game in future.
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7. Results and Analysis

The questionnaire was completed by 91 participants who were students at Macquarie University.
The invitation letter included an explanation of the CybAR game to ensure that participants would be
ready to engage with it as soon as the developer released the game in Google Play.

As shown in Figure 12, 59% of participants were male and 41% were female. The majority
(45%) were studying for a bachelor degree, whereas 37% and 18% were Masters and PhD students,
respectively (see Figure 12).

Figure 12. Gender and Level of Education Charts.

In relation to the item on cybersecurity knowledge, only 14 participants rated themselves as expert,
whereas 37 and 40 participants chose good and poor, respectively, as shown in Figure 13. In other
words, 44% of participants had poor prior knowledge of cybersecurity, 41% had good knowledge and
only 15% rated themselves as expert (Figure 13). This finding that the majority of respondents did not
consider themselves to have a good understanding of cybersecurity concepts is consistent with the
results from previous research [46].

In relation to the item on awareness of cybersecurity attacks, 56% (51) of respondents were
very unaware of cybersecurity attacks, and 30% (27) and 14% (13) were very aware or neutral,
respectively (Figure 13) . As suggested in [33], this indicates an urgent need for a creative curriculum
and pedagogical methods in cybersecurity education.

Figure 13. Cybersecurity Knowledge and Awareness Survey Charts.

In relation to the items in Table 2, the majority of respondents (more than 90%) agreed, which was
a promising result, indicating that the CybAR game and the concept of gamification were well received
by participants (Figure 14).
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Figure 14. Survey responses on CybAR game.

In response to the statement CybAR game is an effective method of learning cybersecurity related
concepts, the majority agreed or strongly agreed (mode = 4, mean = 4.18) (Figure 14). More importantly,
88% of participants stated that they understood cybersecurity better after playing the CybAR game
and that the challenges were very interesting. The results in relation to the perceived effectiveness of
gamification were in line with previous research [16,33].

In relation to cybersecurity awareness, the majority of respondents agreed that the CybAR game
helped participants learn more about cybersecurity attacks from mistakes, as shown in Figure 14 and
Table 3 (mode = 4, mean = 4.01). The participants agreed that the feedback displayed in the CybAR app
is informative and helpful. Previous studies have shown that students learn only 20% of what they
hear and read, but can learn 90% of what they have practised [47]. In this study, CybAR users stated
that the game was more helpful in avoiding risky cybersecurity online behaviour than just reading
paper-based information about cybersecurity awareness.

Table 3. Survey items mean.

No Questions Mean

1 CybAR game is an effective method of learning cybersecurity
related oncepts.

4.18

2 CybAR game helps me to learn more about cybersecurity attacks
from mistakes.

4.01

3 CybAR game is a fun method of learning cybersecurity. 3.97
4 CybAR game has motivated me to learn more about cybersecurity. 3.93
5 CybAR game is easy to understand and play. 3.91
6 CybAR game mimics a real life cybersecurity scenario in a

presentable way.
3.93

7 I am motivated to play CybAR game in future. 4.16

The majority of participants strongly agreed that CybAR game is a fun method of learning
cybersecurity and the mode indicated agreement (mean = 3.97) (Figure 14). The participants felt they
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benefited from the use of gamification techniques in cybersecurity learning. This is consistent with
research by Giannakas et al. [48], who developed a mobile game-based app that helped users learn
about potential phishing attacks in a fun and interactive way. However, 19% of our respondents
selected neutral or disagree. This result indicates that the presentation of the game needs to be
improved to make it more enjoyable. In relation to learning material about the game, the majority of
participants preferred that it be included in the game itself rather than in the CybAR booklet. This result
strengthened our view about the importance of minimising the volume of information provided.

In response to the item “CybAR game has motivated me to learn more about cybersecurity”, 84%
of participants strongly agreed (mean = 3.93). Consistent with these results, previous studies [16,47,48]
showed that games designed to promote cybersecurity education and awareness helped users learn
more about the most common cybersecurity attacks. In our study, eight participants disagreed, possibly
because they had only played the game once and did not concentrate on the feedback displayed on
the screen. This suggests that more needs to be done to make the game more enjoyable and increase
player motivation to learn.

In response to the item “CybAR game is easy to understand and play”, only 15 participants
selected the neutral or strongly disagree options. This indicates that some aspect of the game
(mechanisms, rules or explanations) may be overly complex and need to be improved. However,
the majority of participants did not encounter any problems while playing the game, as shown in
Table 3 (mean = 3.91).

In response to the item “CybAR game mimics a real life cybersecurity scenario in a presentable
way”, 82% of participants agreed (mean = 3.93), which is consistent with a previous study by
Jin et al. [33]. In our study, however, six players selected neutral, four selected disagree and four
selected strongly disagree. A possible explanation for this is that these players did not read the CybAR
booklet first. The booklet could be improved by describing and representing real life examples rather
than only photos of cybersecurity attacks.

In relation to the final item, I am motivated to play CybAR game in future, the mode indicated
that the majority of participants agreed (mean = 4.16) (Figure 14)

In summary, the results of the survey indicate three main benefits the game: it is very easy to
play, it helps players improve their cybersecurity awareness and it increases their understanding of
cybersecurity problems and solutions.

8. Conclusions and Future Work

A consistent, continuous and timely education to individuals can enable them to improve their
awareness and transform their behaviour. This paper has described a design, implementation and
evaluation of MAR-based serious game called CybAR, an innovative gamified approach to educate
users about cybersecurity attacks and enhance their avoidance behaviour, which integrates elements
derived from a theoretical model, TTAT. It has an interactive user interface designed around key
components that have been identified through empirical investigation.

The game was played and evaluated by 91 university students. The results indicated that CybAR
can be an effective and fun way of learning cybersecurity related concepts. CybAR mimics a real life
cybersecurity problem setting in an enjoyable and understandable way. CybAR also motivates players
to learn more about cybersecurity related concepts in future. Additionally, participants reported that
gamification elements were an important means of raising cybersecurity awareness. The reporting
results of CybAR app for raising their awareness about cybersecurity and adopting them to avoidance
mechanism for a small group of 91 university students justify the effectiveness of Cybar app for impact
for a variety of age group peoples. Thus, our future work will seek to extend the CybAR game into a
comprehensive cybersecurity awareness application, covering a range of technical and non-technical
topics for different age groups. In addition, Risky Cybersecurity Behaviours (RCsB) survey can also
be incorporated into CybAR app to examine knowledge flow that impacts users’ self-efficacy and
ultimately improves their cybersecurity threat avoidance behaviour. This work is validated using a
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small sample size of 91 participants only. The research, however, can be expanded in a number of
ways in future. First, it was an experimental study, with small sample size. In future, we will plan to
evaluate its effectiveness using a large sample size from geographical distributed locations. Second,
we will include a long-term evaluation regarding the retention of knowledge about cybersecurity
attacks. Third, the game will be improved to make it more enjoyable since it is not good at making
much enjoyment for players by including more gamification elements. To overcome this limitation,
in our future work, we will embed the quiz within an overarching storyline to make the experience
more immersive and also add more actions and elements derived from game refinement theory or
other frameworks to enhance enjoyment. Finally, we will conduct longitudinal research to explore the
memorability of the cybersecurity-related concepts delivered through CybAR in future.
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