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Abstract: In-band full duplex wireless medium access control (MAC) protocol is essential in order to
enable higher layers of the protocol stack to exploit the maximum benefits from physical layer full
duplex technology. Unlike half duplex wireless local area network, a full duplex MAC protocol has to
deal with several unique issues and challenges that arise because of the dynamic nature of the wireless
environment. In this paper, we have discussed several existing full duplex MAC protocols and have
shown qualitative comparisons among these full duplex MAC protocols. Full duplex in-band wireless
communication has the potential to double the capacity of wireless network. Inter-client Interference
(ICI) is a hindrance in achieving double spectral efficiency of the in-band full-duplex wireless medium.
In this paper, we have classified existing solutions to the ICI problem and compared the solutions
with respect to the proposed approaches, their advantages and disadvantages.We have also identified
and discussed several issues and challenges of designing a full duplex MAC protocol. Results of
qualitative comparisons of various wireless full duplex MAC protocols may be applied to design
new protocols as well as researchers may find the identified issues and challenges helpful to solve
various problems of a full duplex MAC protocol.

Keywords: in-band full duplex wireless; inter-client interference; CSMA /CA; MAG; IEEE 802.11 DCF; BEB

1. Introduction

At present, wireless local area networks (WLANS) are half duplex. The physical layer technologies
of current wLANs do not support transmission and reception of wireless signal at the same time in the
same frequency band. The main hurdle to making wireless physical layer an in-band full duplex (FD) is
the self-interference that results from the transmission signal of the sender’s antenna. The signal strength
of self-interference is millions time higher than that of the received signal. But the recent advancement
in self-interference cancellation has paved the path to develop full duplex antenna that can transmit
and receive wireless signal simultaneously in the same frequency band [1,2]. Previous medium access
control strategies for wLANSs are developed and implemented taking into consideration that physical
layer is half duplex in nature. Those strategies are standardized and integrated in wireless network
interface cards. A recent development of an in-band full duplex antenna [3] which can transmit and
receive signals at the same time in the same frequency has motivated the researchers to shift the
wLANSs physical layer technologies to a new paradigm. The authors [3] have shown that this full
duplex antenna supports wide band and high power which makes it suitable for deployment in
wireless devices to bring FD wireless LANs technologies a reality.

In-band full duplex radio provides several benefits over half duplex because it offers higher
throughput and higher spectral efficiency. In addition to usual applications of wireless LANSs,
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full duplex wireless LANs may extend the domain of its applications to smart home, health care,
multi-hop relaying and mobile networks in future. These applications generate enormous amount of
data traffics. To transmit these high volumes of data through wireless network with the provision of
quality of services, the capacity of the wireless network has to be increased.The amount of wireless
data traffics are expected to grow exponentially in future [4]. Wireless mesh network is a low cost and
easily deployable wireless half-duplex (HD) network. If FD wireless technology is used in wireless
mesh network, the increased throughput of the network could make it more suitable for commercial
deployment. To provide quality of services (QoS), a fair scheduling algorithm for FD wireless devices
has to be re-designed as such an algorithm was designed for HD wireless devices in Reference [5].
However, the upper layers, especially the medium access control (MAC) of the TCP/IP protocol suite
have to be modified to maximize the benefits of this in-band FD physical layer technology. In-band
FD wireless radio poses few unique issues at the MAC layer and these issues have to be solved by
devising suitable solutions which can exploit the pledged advantages of an in-band FD physical layer.

The hidden and exposed nodes [6] are the two well-known problems in carrier sense multiple
access (CSMA) based MAC protocols. To mitigate those problems during medium access, overheads that
is, request-to-send (RTS) and clear-to-send (CTS) are incurred in IEEE 802.11 distributed coordination
function (DCF) protocol which is the de-facto standard for shared medium access in wireless LANSs.
An FD-MAC protocol must resolve these two issues. Another common issue of wireless communication
is the jamming in physical layer. One of the reasons for the occurrence of jamming is because of the
scarce and crowded bandwidth of the wireless medium [7]. FD wireless technology has the potential
to remove jamming from from the physical layer as it provide higher bandwidth. IEEE 802.11 DCF
provides distributed medium access to the wireless nodes based on binary exponential back-off (BEB)
and network allocation vector (NAV). Several other issues such as uses of BEB, inter-node interference,
inter-operability among half duplex and full duplex nodes, fairness in access time among nodes,
synchronization of clocks during FD transmission have to be considered when it comes to design an
FD-MAC for wireless LANS.

A number of FD-MAC protocols have been proposed in the literature [3,8-16]. Most of these
protocols tried to modify the existing IEEE 802.11 DCF MAC to enable it to be operable in in-band FD
wireless networks. In-band full duplex wireless transmission itself produces some basic challenges that
are not present in half duplex wireless networks. Each of these existing MAC protocol have addressed
only a few issues that arise in in-band FD wireless networks. Some researchers proposed centralized
FD MAC [3,9,10] and other proposed distributed FD-MAC protocols [3,13,14].

A few survey papers [17-19] on FD-MAC protocols have been found in the literature. No review
has been carried out so far on the proposed solutions of Inter-Client Interference (ICI) which is a
major problem in designing a in-band full-duplex MAC protocols for wireless networks. The authors
of Reference [17] have classified and compared self-interference techniques in which most of the
works focused on the available physical layer schemes for successful operation of in-band full duplex
radios. Only a few in-band FD-MAC protocols have been discussed and classified. In Reference [18],
the authors have classified the existing FD-MAC protocols, but a few discussions have been carried out
about the problems that persist in designing a FD-MAC protocol.Similar to the previous review works,
Dibaei and Ghaffari in Reference [19] have investigated the existing FD-MAC protocols as well as they
have classified and made comparisons among these protocols. Although only a few problems related
to the design of a FD-MAC are identified in Reference [19], the authors have omitted a large numbers of
issues that arise during medium access control in full-duplex wireless radio. Moreover, the paper lacks
the discussions about the solutions to ICI problem which significantly reduces the spectral efficiency of
the FD wireless medium. The differences between this survey and the previous surveys on FD-MAC
protocols are shown in Table 1. Thus, more research on this field are necessary and a comprehensive
survey on the existing FD MAC protocols is very essential for understanding the ongoing research.
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Table 1. Comparison among existing surveys and this survey.

Classification . Comparison
Issues and Inter-Client -
Survey of FD-MAC Challenges Interference among Existing
Protocols 8 FD-MAC
Mostly
Moderately . moderately
[17] done physical No done
layer
[18] Moderately Moderately No Moderately
done done done
[19] Yes A little No Yes
Our Work Comprehensively Elaborately Yes Yes
done done

The objective of this study is to investigate the existing in-band full duplex MAC protocols
and their advantages and disadvantages over half duplex wireless MAC protocols. This exploration
includes the identification of future research directions for FD-MAC protocols and formulation of a
comprehensive qualitative comparison among the existing FD-MAC protocols. In this study, we have
also conducted a survey on the existing solutions to minimize the inter-client interference that emerges
during medium access in full-duplex wireless network. This inter-client interference scenario is shown
in Figure 1.

The contributions of this paper are outlined as follows:

e Identification of in-band wireless full duplex scenarios for the operations of FD-MAC protocols.

e A comprehensive analysis why existing half duplex MAC protocols are not suitable for FD
wireless environment.

e Categorization of the existing in-band wireless FD-MAC protocols

e A qualitative comparisons among the existing in-band wireless FD-MAC protocols by considering
different performance factors for FD wireless MAC protocols.

e (Categorization and comparison of existing solutions proposed in various FD-MAC protocols to
minimize the inter-client interference problem with respect to their mode of operations.

e  Listing out the problems that should be considered during the design of in-band wireless FD-MAC
protocols along with comprehensive discussions of these problems

The rest of the paper is organised as follows. Section 2 explores the common goals of designing a
MAC protocols for wireless networks. In Section 3, We describe the reasons of not using existing half
duplex MAC protocols in FD wireless LANSs. Existing in-band FD-MAC protocols and their approaches
to solve different issues in-band full duplex wireless networks are discussed in Section 4. A qualitative
comparison among different existing in-band FD-MAC protocols are depicted in Section 5. In Section 5,
we have also explained various qualitative metrics that are used for comparing and contrasting
among these existing FD-MAC protocols. In Section 8, We have discussed and classified the existing
state-of-the art solutions to ICI problem of full-duplex wireless LANs. Section 7 discusses few issues
regarding the design of an FD-MAC protocol. In Section 7, we also explore different topological
scenarios for the applicability of full duplex MAC. Section 8 concludes this paper with few future
research goals.
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2. Common Goals of MAC Protocols in Wireless Networks

Unlike Ethernet (IEEE 802.3), the design of medium access control protocol for wireless LANs
imposes several challenges due to the dynamically varying nature of the underlying radio channel.
As the radio channel in WLAN is broadcast in nature, a controlled and distributed mechanism is
required to provide access of the wireless devices to the medium. Carrier sense multiple access [20],
which is the most widely used medium access mechanism used in wireless network, paved the way to
design MAC protocols by considering various factors of the shared radio channel. There are several
common issues that must be resolved to design a MAC protocol for both half duplex and full duplex
radios. Apart from those complex issues, there are a few basic issues that are required to be fulfilled by
a MAC protocol:

2.1. Throughput

It is quantified as “the fraction of the capacity of a radio link used for data transmission” [21].
It depends on the numerous factors such as spectral efficiency achieved by the MAC protocol,
overheads incurred in MAC protocol, Multiple Access Interference (MAI), transmission impairments
of the channel and so forth. An FD-MAC protocol should have the potential to double the throughput
as compared to other half duplex MAC protocols. An FD-MAC have to deal with the issues that are
raised due to the simultaneous transmission and reception of radio signal at the same frequency band.

2.2. Delay

Delay in MAC layer refers the amount of time a frame has to wait at the sender node before its
successful delivery to the receiver node. It is quantified as the difference between the time of en-queue
of a frame at the sender’s MAC queue and the time the frame is de-queued from the MAC queue.
A FD MAC should have the potential to minimize the average delay of each frame so that time critical
applications get better goodput.

2.3. Fairness

Fairness in MAC layer means providing each node equal access time to the medium. A MAC
protocol of distributed nature is preferred most in wireless environment. During the design of a
distributed MAC protocol, medium access mechanism should be incorporated in such a way that the
MAC does not favor any particular node. But different traffics from various time critical applications
may have higher priority over normal data traffic. Therefore, applications having same priority traffic
class should get equal access time to the medium to maintain application level fairness. A well-designed
full duplex MAC should take fairness into consideration during the assignment of radio channel to
full duplex nodes. Jain et al. [22] have proposed a fairness index which is widely used in various field
of computer science where resource allocation is an important factor.
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2.4. Energy Consumption

Energy is a very scarce resource for mobile devices. It is expected that by 2030 global mobile
data traffics will be increased to 5016 exabytes per month [23]. Video streaming applications which
are more energy hungry than email or http traffic will account for two-third of these mobile data
traffic. At a particular time, the network interface of a mobile device can reside in any of the
following states: active (transmit/receive), idle, switching, sleep and off. While a device is in the
idle state, it continues sensing the medium to detect ongoing activities. A wLAN interface in a
mobile device consumes significant portion of the battery power while it stays in the active and
idle states [24,25]. In the MAC layer, a device’s energy in wLAN is wasted due to re-transmissions,
erroneous frame reception, collisions, overheads transmission, for example, RTS, CTS and sensing
the medium for detecting idleness [26]. An in-band FD-MAC protocol must have the characteristics
to reduce unnecessary energy usages during data transmission. Therefore, minimizing the energy
consumption of the wireless interface of a station is an important design goal of any MAC protocol.

2.5. Lower Overheads and Packet Error Rate

All of the MAC protocols that are present in the literature introduce extra control frames or add
extra bytes with data before transmission of original data bits.These overheads consumes much of
the wireless bandwidth which lowers the spectral efficiency of the wireless medium [27]. A receipt
frame at MAC layer of the receiver could be failed due to collisions that occur during simultaneous
transmissions from multiple stations.An erroneous frame has to be re-transmitted by the sender and
this re-transmission reduces the bandwidth utilization of the wireless medium [28]. A wireless MAC
protocol must address these issues such that it incurs less overheads and lower packet error rate during
data transmission.

3. Applicability of HD MAC Protocols for FD Wireless LANs

The design and development of MAC protocol for wireless local area network has received
enormous attentions from the research community. Existing MAC protocols for wireless LANs are
based on the fact that wireless nodes operates in half duplex mode. MAC protocols found in literature
for HD wireless network can be broadly categorized into three classes: contention based protocols,
contention free protocols and controlled access protocols [29]. The taxonomy of the existing HD MAC
protocols are depicted in Figure 2.

3.1. Contention Based MAC Protocols

These protocols are suitable to make multiple access mechanism a distributed process. In order to
access the medium, all nodes contend with each other to gain control of the shared medium.
Collisions among the contending nodes are common in these contention based protocols. It is due
to the fact that an HD wireless node cannot sense the medium while it is in transmit mode. Binary
exponential back-off (BEB) algorithm is widely used by these access schemes. Contention window
(CW) size and back-off slot are the two dominant factors that contribute most in all sorts of contention
based access scheme. A node chooses back-slots randomly from its current contention window.
The node waits until the back-off time reaches to zero. As soon as the back-off time reaches to zero,
it starts transmitting a frame. If a collision takes place, a node doubles its contention window for each
successive collision until the CW size reaches to a maximum size. If a frame is transmitted successfully,
a node resets its contention window to the initial size.

Moreover, in Quality of Service (QoS) supported wLANSs, applications with different priorities also
contend among themselves. In a dense QoS enabled wLAN, adjustment of the back-off time of a node
impacts on the performance of the network. Ali et al. [30] proposed machine learning enabled enhance
distributed channel access (MEDCA) mechanism in which the nodes infer the network density and
adjust their back-time accordingly. Reference [31] proposed a contention based MAC protocol which
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exploits the benefits of machine learning in order to provide access of the medium to nodes in internet
of things (IoT) based e-health networks. The authors of Reference [32] proposed a cognitive back-off
procedure which sets the size of CW dynamically according to the density of nodes in a network.
Hidden and exposed terminals are the two common problems in these contention based protocols.
An intelligent Q-learning based resource allocation scheme is proposed in Reference [33]. A scaled
contention window procedure is proposed in Reference [34] in which the size of CW changed based
on the number of collisions and successful transmissions of frames in dense network. Ali et al. [35]
proposed observation based scaled back-off procedure to provide coordinated medium access in highly
populated wireless networks which operate in unlicensed band.

Multiple Access Protocols

Controlled Access

Random Access Protocol Channelization
Protocol Protocol
— ALOHA — R i
A e]T:rvatlon L FDMA
Ezk:rllgPassin TDMA
CSMA/CD g CDMA
——CSMA/CA

Figure 2. Taxonomy of existing medium access control (MAC) protocols for wireless local area
network (WLAN).

Because of hidden terminals an ongoing transmission experiences collisions and exposed terminal
results in waste of bandwidth utilization. Therefore, the spectral efficiency of the wireless medium
remain underutilized. The most widely used medium access protocols is IEEE 802.11 DCF and
this protocol is based on carrier sense multiple access with collision avoidance (CSMA/CA) [36].
To mitigate the problem of hidden node, this protocol incurs additional control packets (RTS/CTS)
which consume bandwidth. As an FD wireless node can transmit and receive simultaneously in-band,
these RTS-CTS overheads are not necessary in FD wireless. When a node initiates a transmission in an
infrastructure wLAN, it transmits data to the access point. The FD access point can transmit a busy
tone in the same frequency band while it is receiving data from the sender. As other nodes overhear
this busy tone, they can suspend their transmissions till the end of the current transmission. In this
way it can suppress the hidden terminal problem without sending RTS-CTS control frames. Discarding
the transmission of these overheads during channel access period could increase the channel capacity.
Thus, existing IEEE 802.11 DCF MAC is not a suitable candidate for in-band FD wireless LANS.

3.2. Contention Free and Controlled Access Protocols

These protocols undergoes specific issues during their respective transmission operations.
These protocols have limited flexibility in the presence of dynamic wireless environment. A single point
of failure is a major disadvantage of such protocols. The channel efficiency of these protocols are very
low while the traffic loads of the network are low. It is because of the fact that these protocols allow the
transmitting node to take turns for getting access to the medium. Sometimes the medium may remain
idle, but a node that has data to send might have to wait a longer time for its own turn. Applications
of these protocols in in-band FD wireless network results the same advantages and disadvantages if
these are applied in HD wireless network. To make FD MAC protocol distributed, these protocols are
not best candidates as their operations may under-utilize the FD capacity of wireless radio.
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4. Existing Full Duplex MAC Protocols

Although in-band full duplex wLAN is in rudimentary state, several works have been carried
out to design MAC protocol for in-band full duplex wireless networks. Due to the advancement of
self-interference cancellation technologies and promising results of various experiments discussed
in Section 1, IEEE 802.11ax working group has considered the adoption of simultaneous transmit
and receive mode (STR) for the next generation wLANSs [37,38]. In Reference [39] IEEE 802.11 WG
have decided that in-band FD technology can yield enormous benefits like increased throughput per
station, reduced latency, collision detection and hidden node elimination [40] in a dense infrastructure
based wLAN. Some of the protocols have paid attention in modifying the legacy IEEE802.11 DCF
protocol, some have modified the back-off procedure and some of the works have exploited the Head
of Line (HOL) packet of the MAC and others concentrated on designing a centralized protocol. No
full duplex MAC protocol has been standardized yet. Some researchers have proposed that carrier
sensing during data transmission could reduce the collision duration as well as the length of a collided
data packet [8]. The legacy IEEE CSMA /CA protocol is the most widely deployed medium access
protocol in existing wireless devices. Most of the proposed protocols in literature have modified the
frame structure either (data frame/control frame) of IEEE 802.11 DCE. If full duplex devices need to
co-exist with half duplex devices, these works did not mention how these devices will be compatible
with their operations. None of the existing protocols have proposed the back-ward compatibility half
duplex wireless devices.

The main job of a MAC protocol is to provide the wireless nodes a coordinated access to the
medium through resolving channel contention and minimizing collision among their transmissions.
Researchers have devised solutions to make full duplex MAC a reality through effective measures to
solve channel contention and collision minimization. Existing FD-MAC protocols can be categorized
broadly into two classes according to their modes of operations.These are (i) centralized (ii) distributed.
Some of the protocols have taken only topological scenarios for traffic scheduling and others have
developed a decentralized methods for transmission scheduling. Carrier sense, contention window,
back-off time and re-transmission are the four parameters for a distributed MAC protocol. Most of the
existing distributed protocols have exploited these parameters in different manners. A few protocols
allow the devices to share the random back-off time among the nodes, some snoops the header of the
source packet in determining FD transmission opportunity and some utilizes RTC/CTS exchanges to
avoid collision. Carrier sensing imposes hidden and exposed terminal problems in wireless medium
access. To alleviate hidden and exposed terminal problems some existing protocols used only busy tone
that carries no data. Some protocols are proposed in literature but the authors did not analyze the three
basic parameters of the MAC protocol—fairness, throughput and end-to-end delay. A classification of
the existing protocols which have considered these three basic parameters are shown in Table 2.

Most of the protocols in Table 2 have considered carrier sensing as the basis of their scheduling
operations and these protocols aim to bestow upon the choice of transmission at each wireless node in
the network.

Table 2. Category of Full Duplex MAC Protocols.

Nature Analysis Protocols
Fairness [10,11]
Centralized Throughput [9,11,4143]
End-To-End Delay [11]
Fairness [3,14,44]
Distributed Throughput [3,12,14,15,20,44-46]
End-to-End Delay [44]

A qualitative comparisons of the existing FD MAC protocols which are available in literature are
shown in Tables 3 and 4. Modes of scheduling mechanisms, applications of the protocol, capability of
mitigating hidden and exposed terminal problems, advantages and disadvantages, contention resolutions
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during three node FD transmission are taken into considerations to compare these protocols. Degree of
co-existence with HD devices is also a big factor while evaluating a FD MAC protocol. If an FD MAC
protocol is not back-ward compatible with existing HD MAC protocol standards, then nodes of two
domains with two different technologies are formed in the same network where neither of them can
communicate with each other. These nodes may use the same frequency band for data transmission.

4.1. Centralized FD-MAC Protocols

These centralized FD MAC protocols are operated in infrastructure based networks. Access Point
(AP) plays the role of central arbiter that determines which nodes get access to the medium at a specific
time and how much time a node can use the medium for transferring its data.

In Janus [10], AP acts as an information collector which sends a probe request to each of the
node in its vicinity by asking all of the nodes to send length of data packets that they wish to send.
It determines scheduling in cyclic order. Each node also sends the interference information they
received from their concurrent counterpart nodes. Janus forms a conflict map. Conflict map and
outgoing queue of the AP are used to schedule data transmission. Janus uses Deficit, Round Robin
Technique [47] to achieve fairness and control latency. The flow graph of Janus is shown in Figure 3.
If the packet sizes of uplink and down link are not equal, AP controls the data rate through adaptation
to finish the transmission duration at the same time.

AP sends Probe and Signals the
Nodes

AP collects responses(length and
interference level) from each node

!

AP schedules the nodes and send the
timing to the nodes

!

Nodes and AP exchanges data
packets

v

Acknowledges the received packets
L afterall packets are transmitted

Figure 3. Janus, A Centralized FD-MAC protocol.
4.2. Contention Based FD MAC Protocols

In Reference [9], a centralized D2D FD-MAC protocol has been proposed, which schedules
transmissions by five distinct phases. Access point selects a node that should transmit packet in each
time slot. Request, Collect, Schedule, Data and Acknowledgement are the fives phases of the protocol.
It uses three types of control packets—Request, Information and Schedule packets. AP sends request
packets to each node at the beginning of a time slot. All other nodes which have data to send responds
with the information packets. After scheduling all of the requested transmissions, AP sends schedule
packets to all of the nodes to inform them about the transmission schedule. During scheduling
decision, AP takes neighbors of a node into consideration. It allocates a slot to a transmission which
has a destination node with the smallest number of neighbor nodes. It searches for transmission which
is symmetric in order to schedule it concurrently with the first transmission in same time slot. Until all
of the possible transmissions are scheduled, AP continues to find matches for secondary transmissions.
pFD-MAC [11] is an AP based FD MAC protocol that addressed the issues of inter-node interference
and asymmetric traffics during medium access. Two timing sequences are defined: contentions free
period and contention period.Two distinct operations of pFD-MAC during two contentions periods
are depicted in Figure 4. During contention period, network management is carried out such as
incoming and outgoing activities of mobile nodes. In contention free period, scheduling process
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and data transmission process take place simultaneously. During contention free period AP collects
relevant info from mobile nodes such as traffic length, interference level. AP updates polling profile
accordingly. Workflow diagram of the protocol is depicted in Figure 5. In this protocol, polling profile
is used to schedule the transmissions. As generating polling profile is an NP-hard problem, the authors
have produced heuristic solution to resolve the contention problem among the nodes. The main goal of
this protocol is to minimize the traffic transmission time. Fairness among the nodes is calculated using
Deficit Round Robin Algorithm [47]. Polling based scheduler which is the soul of the protocol is used
to generate and update polling profiles in each cycle of the protocol is shown in Figure 5. To prevent
collision due to inter-node interference, each node reports its interference level to AP. SIR is calculated
using the following formula:

PriP (i)

SIR;j = ——
Pr(i)

, )

where SIR; ; represents signal to interference ratio from node j to node i. PAP(i) is power received

from AP at node i and P} (i) is power of interference signal receive at node i from node j.

Network Management:
Mobile nodes enters and exits the network

+

AP Collects Information From nodes:
sends probes, collects traffic info and
interference info

Il

A 4

Contention
Period

I Polling Based Scheduler ‘
A

Contention Free Period

a[oig fuyjog
Traffic Info

A
l Packet Transmission |

Figure 4. pFDMAC activity during two different timing periods.

A-Duplex [48] is a centralized contention based FD MAC protocol which is designed for
infrastructure based wLANSs. AP works as a full-duplex transceiver and other clients are half-duplex.
This protocol relies on the capture effect to minimize the ICI problem. Only three node full duplex
scenario is supported by this protocol. When a client gets access to the medium, it sends an RTS.
Upon receiving the RTS frame, AP sends CTS to the client and if AP has a packet for another client,
it immediate sends packet to the second client. If AP does not have a packet for any other client,
half-duplex transmission is established. AP maintains a Signal to Interference Ratio (SIR) map about
the client pairs. SIR is used to select a second client to construct a three node FD transmission link. If AP
gets access to the medium, no in-band full duplex transmission is established. Moreover, maintaining
a SIR map about all the client pairs is a complex job.

Deficit Round Robin Traffic Info
(DRR) policy for Fairness Heuristic Algorithm '
to generate polling »| Polling
" " profile Profile
SIR (Signal to +| Non-conflict
Interferece) Map g Graph

Figure 5. Polling Based Scheduler of pFD-MAC protocol.
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PoCMAC [49] works in a network scenario where AP has in-band full duplex radio capability and
the clients are traditional half-duplex wireless devices. Client that gains access to the medium sends
an RTS to AP. Then access point sends a CTS-U frame that includes the address of TX and addresses
of eligible down link receivers. These down link clients contend with each other with their newly
calculated contention window based on received signal strength (RSSB) from AP to RX and TX to RX.
The down link client that has smaller contention window size gets the access to the medium and sends
CTS-D frame to AP. Three node full duplex transmission link initiated by the secondary transmitter is
established (PT to AP and AP to SR). AP determines the optimal transmit power of primary transmitter
and itself such that ICI at SR is minimized. This protocol has introduced several new control frames
which are not compatible with existing half-duplex wireless devices. Collision resolution among
multiple down link clients with same back-off slots are not discussed. In these scenarios, the protocol
operates in half-duplex mode.

FuPlex [50] defines two transmission procedures: primary and secondary. In primary procedure,
a client or the AP gets access to the medium after successful contention resolution according to
CSMA /CA. If a client starts the primary transmission, AP selects a secondary client and establish a
secondary transmission. If AP starts a primary transmission, all of the up-link clients start a secondary
contention by choosing a back-off time from each one’s SNIR based contention window. The up-link
client with the lowest back-off time starts transmission to AP and AP starts transmission to down link
client.Collisions among up-link clients(ST) with same secondary back-off slots reduces the spectrum
efficiency of the wireless medium. Asymmetric traffics are made symmetric by adding padding bits.

The proposed FD MAC [51] is suitable for infrastructure wLANs in which both AP and
clients operate in full /half duplex mode. Bi-directional(BFD) and Unidirectional (UFD) full duplex
transmissions are considered in Reference [51]. The protocol exploited a reserved bit in the legacy
CTS control frame to initiate a BFD or UFD transmission. AP uses neighborhood information about
the clients to select a suitable SR for enabling a UFD transmission. This protocol lacks a proper ICI
cancellation procedure. Moreover, for asymmetric traffics in UFD and BFD transmissions, throughput
performance is an issue.

In full duplex transmission, channel under-utilization occurs in infrastructure based wLANs
while the time difference between up-link and down link transmission is very large [43]. The author
has proposed a secondary contention window for the clients according to the duration field of the
overheard RTS and CTS control frames. If time gap is short, symmetric FD transmission takes place
without collision. On the other hand, if the uplink transmission time is larger, Station that possesses
lower contention window size gets access to the medium and starts its transmission immediately after
client—AP TX time is over. The protocol does not offer any ICI cancellation strategy. Stations that are
hidden from each other, they receive either an RTS or a CTS. The values of duration fields in RTS and
CTS are not the same according to the current standard. Therefore, Clients that receive either an RTS
or a CTS might miscalculate the size of its secondary contention window.

4.3. Distributed FD MAC Protocols

Most of the FD MAC protocols in literature are similar to the legacy CSMA /CA protocol. An FD
node can overhear collision while it is transmitting /receiving data from its neighbor nodes. If collisions
are heard during data transmission session, a node can stop its transmission reducing further collisions
in the network. Some of the distributed protocols consider only bidirectional topology depicted in
Figure 6a in which FD transmission only occurs while the receiver station also has data for the sender
station during the same data transmission session. In this case FD opportunity may happen depending
on the availability of a data packet in the head of line (HOL) position of the receiver’s queue for
the sender. Other protocols have taken topological scenarios into consideration for scheduling data
transmission among nodes depicted in Figure 6b,c. The main objective of these MAC protocols is to
maximize the capacity of the wireless network. Some of the protocols have also considered fairness
issues in assigning transmission time of the medium to the nodes. These protocols can be classified
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into three categories according to their scheduling operations which exploits RTS-CTS, back off time
and header of the MAC frame.

-
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Figure 6. Full duplex (FD) Opportunity Scenarios.

In FD wireless MAC, proposed in [3] used basic transmission mechanism of IEEE 802.11 DCFE.
It uses back off procedure and contention window size similar to IEEE 802.11 CSMA. While a receiver
receives a frame from the sender, the receiver sends busy tones to its neighbor. This busy tone prevents
hidden nodes from interfering with the receiving nodes.

The utility optimal FD MAC [52] operates similarly to the IEEE 802.11 CSMA /CA MAC. It is an
RTS-CTS based MAC protocol. In this protocol, a primary node (PT) initiates a transmission session
following carrier sensing and binary exponential back off mechanism. The channel contention
procedure of this protocol is similar to 802.11 DCF protocol. While the primary receiver (PR) is
in receiving mode, it continues to sense the channel status. A bidirectional FD opportunity takes only
when both the sender and receivers transmission overlap. Sender sends RTS to the receiver. If receiver
has data to send, it sends RTS to its neighbor nodes. Sender which is in transmitting mode decodes
RTS and temporarily suspends its transmission. It replies with CTS to the receiver and resumes its
transmission. Receiver starts transmission to the sender. This protocols uses RTS/CTS to exploit FD
transmission. RTS/CTS imposes exposed terminal problems which can be solved using an offline
conflict graph [53]. To solve the asynchronous contention, a shared random back off based FD MAC has
been proposed [54]. It exploits the back off and contention mechanism of legacy IEEE 802.11 CSMA/CA
protocol but the protocol modifies RTS/CTS structure to incorporate the back off information into
frame. Due to node density, the backoff time duration of primary transmitter and primary receiver
may not be same. If a PT has more data frames to send to PR and vice-versa. A bidirectional FD
transmission is preferred. At first PT wins the contention and initiates a transmission to PR. PT selects
a back off time and add this in the RTS frame.

PR upon receiving RTS comes to know that PT has more data to send. PR now sets its back off
time proposed by PT for subsequent data transmission. PR can also propose a new back-off time
during ACK frame transmission to the PT.

Contraflow [14] is a header snooping based FD MAC protocol which deals with the scenarios
depicted in Figure 6a,b. This protocol considered three parameters during medium access: contention
resolution among nodes which may cause inter-node interference, efficiency and fairness. As soon as a
PR receives a frame from PT, it decodes the header. If PR does not have data for the PT, it can choose
a secondary receiver among its neighbor. Only primary receiver is allowed to initiate a secondary
transmission. PR chooses an ST from a list which contains the addresses of nodes and the weight of
each node. The higher weighted node is selected as the secondary receiver node. The weight represents
proportion of successfully secondary transmissions in the past using the same asymmetric dual link.
Packet transmission diagram of contraflow for asymmetric link is shown in Figure 7.
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Figure 7. Frame transmission sequence of contraflow [14] in asymmetric link.

Song et al. [55] proposed an energy efficient MAC protocol in which three new control frames have
been introduced like CSMA /CA. The protocol schedules only bi-directional full-duplex transmissions
or half-duplex transmission. Initially, A primary transmitter (PT) sends an RTS-SIC which includes
self-interference co-efficient (SIC) to a primary receiver. Upon receiving an RTS-SIC, PR calculates
whether or not its transmission to PT with maximum TX power exceeds the minimum SINR at PT
for successful packet reception.If minimum SINR at PT is not satisfied, PR replies with CTS-P with
the minimum desired transmit power from PT and a HD transmission from PT to PR is constructed.
Otherwise, PR replies with MTS-SIC control to initiate a bi-directional full duplex transmission.In the
case of BFD, PT and PR transmit using optimized power calculated from minimum SINR and received
power. In a dense ad-hoc network, collision among the nodes increases as more nodes get access to the
medium for transmission. Moreover, three node full-duplex transmission scenario is not considered.

A CSMA/CA based full-duplex MAC is proposed in Reference [45] which tries to increase
throughput gain opportunistically allowing only bi-directional full-duplex transmissions. According to
the protocol, each node contends for the medium like CSMA /CA.While a nodes (PT) gets access, it
starts transmission and as well as overhears if there is other on-going transmission. If PT does not
sense any signal, it continues with it on-going transmission. The PR, upon receiving the frame header,
starts a secondary transmission (passive) to PT. If PT overhears other signal and it cannot decode it,
PT and other transmitting nodes stop their transmission. If PT can decode the overheard signal, three
scenarios are possible.

e PRis transmitting to PT
e A third node is sending data to PR
e A third node is sending data to a node other than PR

For the first case, PT continues its transmission. For the second and third case, a priority based
approach is adopted in which lower priority node abort its transmission. The protocol does not depict
the construction of a three node full duplex transmission. A markov chain based analytical model is
proposed in which throughput gain is calculated in these network scenarios. Hidden node problem is
not considered to formulate the analytical model of this protocol.

Marlali and Grubuz [56] have proposed a shared random back-off based full duplex MAC protocol
in which a PT and PR shares their chosen back-off slots with each other for the next FD transmission.
The protocol operates in both HD and FD mode. Two reserved bits of Frame Control (FC) field in a
data frame of IEEE 802.11 DCF protocol is used to add this information. These two bits also determines
the master and slave role of an FD transmission link. A 10-bit extra field (next_bo) which indicates
next random back-off value, is added to the data frame structure. Only bi-directional full-duplex
transmission link allowed in this protocol. ICI cancellation is missing in this protocol. The 10-bit
next_bo field is the main overhead in this protocol.

5. Qualitative Comparison among Existing FD MAC Protocols

A qualitative comparison of existing FD MAC protocols is shown in Table 3 in page 14 and Table 4
in page 15. Various factors are considered to figure out the differences among these MAC protocols.
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Some protocols are suitable for specific applications. These also differ from their basic access schemes
and solutions to particular problems in FD wireless environment. Different protocols address to solve
inter-node interference in different ways. The FD scenarios in which a MAC protocol is operable is also
listed in this comparison. Not all protocols addressed all of the FD scenarios. Only a few of the existing
MAC protocols are backward compatible with the legacy IEEE 802.11 DCF MAC. Compatibility checks
whether an FD MAC changes the basic frame structures of standardized IEEE 802.11 DCF protocol.

5.1. Access Mechanism

In wireless network, the medium is shared among the nodes as these nodes transmit and receive
in the same frequency band. Medium access mechanisms plays a significant role in maximizing the
throughput of network, minimizing the end-to-end delay of a transmission and providing quality
of services to different applications. Existing MAC protocols adhere the approaches of centralized
and distributed nature in designing a FD MAC. In centralized approach, a single node controls other
wireless devices for accessing the medium. This device collects topological information of the wireless
networks. It may poll a device to transmit data for a complete data transmission session [9] or grant
time slotted access duration to each node collecting and sending control information and data to the
nodes [10]. On the other hand, distributed FD-MAC utilizes modified CSMA /CA access schemes.
Most of distributed FD-MAC [14,52] modify either the control frame structures of IEEE802.11 DCF or
introduce new control frames for their FD operations [16,54].

5.2. Applications

FD MAC protocols are devised to be operable in particular wireless networks. Each wireless
network has its own requirements for medium access. Some of the FD-MAC protocols are deploy-able
in infrastructure wireless LANs and some are designed to be operable in D2D (Device to Device
communication), ad-hoc and multi-hop wireless networks.A few of the existing mac protocols are
designed to be applicable for wireless sensor networks and wireless multi-hop networks.

5.3. HD Compatibility

Existing wireless networks are half duplex(HD) in nature. Standardized half duplex MAC
protocols are integrated in half duplex wireless devices.If an FD MAC protocol and an in-band
FD wireless device are to be introduced in the industry, these FD devices must be inter-operable with
existing HD devices.Otherwise a sudden paradigm shift to FD wireless network would incur loss of
billions of dollars in the industry.FD-MAC protocols that have introduced new control frame or have
modified the frame structures of IEEE 802.11 DCF protocol are not compatible with the existing HD
wireless devices.

5.4. FD Scenario

An FD-MAC must be able to exploit all the full duplex opportunities for data transmission.
FD opportunity scenarios are depicted in Figure 6. Three cases are possible: (i) a sender and a receiver
may have data for simultaneous transmission, (ii) a primary receiver may not have data for its primary
transmitter but it may have data to send to other secondary receiver, and (iii) a primary receiver may
not have data for any secondary receiver but a secondary node within the vicinity of the primary
transmitter may have data to send to the primary transmitter.Existing FD MAC protocols are compared
according to their data transmission operations as well as the FD scenarios these protocols had
addressed to solve.
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Table 3. Qualitative comparison of existing full duplex (FD) MAC protocols.
HD
MAC Access .. . . FD
Protocol Mechanism Applications Advantages Disadvantages Ei(;;lt\;)atl- Scenario
FD Cen-trahzed, D2D, wireless ‘Packet transmission time Sulta}ble only for symmetric Figure 6b
MAC [9] Polling sensor networks 15 low. packet loss does traffic. It does not solve No Figure 6¢
Based MAC not occur due to collision  inter-node interference problem
Centralized, wireless sensor Fairness in access time, No QoS support because it does
Janus Slotted time Collision free, Support of SUppo : -
[10] network, . .. not consider differentiated No Figure 6b
access asymmetric transmission . . . .
wLAN services. Single point of failure
scheme queues.
A node uses history based
number of successfully received
Throughput efficiency packets. from another node to
¢ determine interference level
L wLAN, D2D, and fairness are traded . L.
Distributed, . during ICI minimization but .
Wireless off. Inter-node . Figure 6a
Contraflow CSMA/CA R . . history may be outdated. No )
4 based MAC multi-hop interference cancellation Considers only highest data rate Figure 6b
(4] networks is established. Support of R ¥y hughest data
. . during interference estimation.
asymmetric traffics . S
Ol’lly primary receiver 1s
allowed to initiate secondary
transmission.
Hld?l?n statlon.pr'ob.lem 1 Only bi-directional FD wireless
significantly minimized. e .
_ A transmission is considered. Busy
. Distributed, Optimized network . R
Utility CSMA /CA throughput is obtained tone is used which consumes
Optimal wLAN, D2D &P . bandwidth without sending No Figure 6a
based Access through controlling the .
MAC . data bits.Interference has not
[52] Method links data rate. No change been considered in formulatin
in IEEE 802.11 DCF frame [ consiaere g
optimization.
structures.
Fairness to each node in Packet structures of IEEE 802.11
_ terms of channel access
Distributed, . . DCEF control frames are
time is provided through e e
Shared . modified. Only bi-directional
Infrastructure shared random back off is . N .
FD MAC random . FD wireless transmission is No Figure 6a
, wLAN, process. Virtual . .
[54] back-off contention resolution is possible.Reordering the packets
CSMA/CA . inside a MAC buffer incurs
used to maximize FD . .
) delay in transmission.
opportunity.
Solved hidden terminal Used in infrastructure WLAN
. Distributed, problem through busy only. Busy tone is used only to
Simple . Infrastructure Iy, . . . .
ED Basic WLAN tone.No modifications of ~ reduce hidden terminal problem  compatible Figure 6b
MAC [3] CSMA/CA IEEE 802.11 DCF frame which does not carry data.No
: structure. modification of back-off slots
IClLis
minimized.Asymmetric .
. Interference modeling have not
traffics are allowed. . - . °
. - considered incoming interfered
Centralized, Concurrent transmission . . .
. Infrastructure L . signals from multiple Figure 6a
FD-MAC Polling metric is used to provide . No X
[1] based wLAN, D2D access fairness to nodes transmitter. Frame structures of Figure 6b
’ . ; IEEE 802.11 Pcf protocol have
Packet transmission and i
. . been modified.
scheduling works in
parallel.
Ad-hoc and ICI f}rom TX‘ to RX Asymmetric
Distributed Infrastructure traffic condition is not
RTS/FCTS e ’ Supports opportunistic considered. No solution to Figure 6a
Modified wLAN, LA X . No )
FD MAC . FD transmissions. asymmetric contention problem. Figure 6b
CSMA/CA multi-hop .. .
[16] network Collision may occur during the

reception of HCTS frame.
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Table 4. Qualitative comparison of existing full duplex (FD) MAC protocols (continued).

MAC Access A . HD FD
Protocol  Mechanism Applications Advantages Disadvantages Compati-bility ~ Scenario

Uses capture effect to

Centralized, minimize ICL It has modified
A-Duplex Contention Infrastructure Supports asymmetric the basic frame structure of No Fiere 6b
[48] based wLAN, D2D traffics IEEE 802.11 DCF g
CSMA/CA protocol.Bi-directional
transmission is not possible.
. No bi-directional FD
Energy optimal because P bl
Centralized Infrastructure AP controls transmit transmission is possible.
PoCMAC entralized, Collision among down link No Figure 6b
, CSMA/CA wLAN power of PT and itself. ICI .
[49] I clients reduces the spectral
is minimized. -
efficiency
No bi-directional FD
transmission is possible.
Centralized, Simplicity in scheduling of Selection of secondary back-off
L2 I slots from SNIR based .
CSMA/CA Infrastructure transmissions. Distributed . X Figure 6b
FuPlex . contention window forces Yes .
= RTS-CTS wLANs up-link secondary Iy . Figure 6¢
[50] . ) collisions among up-link
based transmitter selection. . .
clients. Asymmetric frames
size is made symmetric adding
padding bits.
Centralized, Simplicity in transmission
Contention scheduling for both UFD AP uses neighborhood
based Infrastructure and BFD links. information to cancel ICL Yes Figure 6a
[51] CSMA/CA wLANSs Compeatibility with HD Asymmetric traffics pose Figure 6b
with capable devices. Fairness threat to throughput gain.
RTS-CTS among the clients
Centralized, Collision occurs during
Contention . secondary .
based Infrastructure E«l;rf)fri’;rtlgif ?;Z?Irigllfm contention.Miscalculation of No ggzi ?;
[43] CSMA/CA wLANs, D2D thes. Hig P secondary back-off window '8 )
- efficient. ) d ) Figure 6¢
with size by clients that receive
RTS-CTS either RTS or CTS only.
Collisions occurs in dense
Ad-hoc ah-hoc networks. Only
Distributed networks, Energy efficient. Suitable b1—d1rec.t1(?nal'full—duplex No Figure 6a
[55] sensor for ad-hoc networks. transmission is
networks, D2D supported.fairness in access
time is not solved.
Distributed, Ad-hoc Simple transmission Hidden station exists. Only
. networks, scheduling process. No e 1 e .
Contention . PN opportunistic bi-directional FD  Yes Figure 6a
[45] infrastructure modification of legacy R .
based transmission is possible.
wLANs control frame structure.
ad-hoc and ICI problem prevents it from
_— . Supports both Half duplex  establishing three node FD
Distributed, infrastructure .
. and full duplex mode of transmissions. Lack of access .
Contention wLANSs, . . . No Figure 6a
[56] operation. Support of time fairness among the nodes
based Cellular and . X
asymmetric traffics. becasue of shared random
Relay networks
back-off slots.

6. A Survey on Inter-Client Interference Free FD MAC Protocols for Wireless Networks

Inter-node interference significantly reduces the spectral efficiency of the wireless medium
in full duplex wireless LANs. Inter-node interference occurs in both infrastructure based wireless
LANSs [57-59] and ad-hoc wireless networks.In case of infrastructure based wireless network depicted
in Figure 8, AP operates in in-band full duplex mode and other stations might work both in HD and
FD mode. If an HD station (primary transmitter) initiates a data transmission session and AP has
data to send to a secondary receiver, transmission signal from the primary station can corrupt the
frame at the secondary receiver. In ad-hoc mode, while a primary transmitter starts a transmission for
the primary receiver and the primary receiver does not have data for the primary transmitter but it
has to send to a secondary receiver, an interference occurs at the secondary receiver.An in-band full
duplex MAC protocol must address this issue and has the capability to keep this interference level
in limited range [60]. This scenario is shown in Figure 1, where Node A is the primary transmitter,
Node H acts both as primary receiver and secondary transmitter and Node I is the secondary receiver.
Due to A’s transmission inter-client interference occurs at node I. To achieve better performances on
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the parameters described in Section 2, an in-band full duplex MAC protocol must have the capability
to minimize the inter-client interference in wireless networks.

Primary Tr

--------- #  Secondary Transmission
_______ - Internode Interference

Figure 8. Inter-node Interference in Infrastructure Wireless Networks.
Existing State of the Art in-Band FD-MAC Protocols with Inter-Client Interference Cancellation

Although nullifying the self-interference in in-band wireless network is still a research issue at
the physical layer of the TCP/IP protocol stack, the recent advancement described in the previous
sections are very much promising and it is expected that in-band full duplex radio will be available for
mass usages in the near future. Inter-client interference is a critical factor that gives rise to conduct
research on the MAC sub-layer of the data link in TCP/IP protocol suite.Unless inter-client interference
is minimized to 0 dBm, it is not possible to achieve two-fold spectral efficiency of the wireless medium
than the current half duplex wireless standards [14,57,58,61]. Some researchers have considered
active inter-client interference cancellation by introducing physical layer signaling system and other
have cancelled ICI passively utilizing MAC layer properties. In the literature, a few researchers have
proposed various techniques for minimizing this inter-node interference issue in FD wireless networks.
This section discusses various strategies proposed by the recent in-band FD wireless MAC designers.

Janus [10] proposed a centralized approach suitable for infrastructure based wireless LANs in
which a conflict map is maintained by the AP. AP collects information about the pair-wise signal to
noise ratio (SNR) among the clients and schedules full duplex transmission on the basis of probability
among those pairs. This pair-wise concurrent transmission and reception schedule may limit the
throughput performances of in-band full duplex wireless LANSs if the clients are located near to each
other. In Janus, AP sends periodic control overheads for collecting the CSI from the clients, which
consumes bandwidth of the wireless medium.

Goyal et al. [12] have adopted a passive approach to minimize ICI. In this FD MAC protocol,
an additional control frame called FD acknowledgement(FDA) is used before initiation of any data
transmission. If a primary receiver does not have data for the primary transmitter, it sends data to the
secondary receiver (SR). The SR calculate signal to interference and noise ratio (SNIR) of the received
signal from ST. If this SNIR is above the required threshold, SR sends FDA to the ST and three node
bi-directional transmission takes place. The main drawback of this solution is that SR must have
channel state information (CSI) of PT to itself and ST to itself. Moreover, due to dynamic nature of
wireless radio, this CSI varies with time and it could lead to miscalculation of SNIR at the secondary
transmitter, thereby resulting in erroneous reception at the secondary receiver.

Shai et al. [54] have proposed a passive solution in which AP keeps track of the hidden stations
of each half-duplex (HD) clients in an infrastructure based wireless network. While a client node
initiates a transmission to the AP, the AP starts a simultaneous transmission to any of the hidden nodes
(secondary receiver) of the primary transmitter. Thus it avoids inter-client interference. The weak point
of this solution is that if AP does not have data for any of the hidden station then simultaneous full
duplex transmission is not taken place.

Tang et al. [48] exploited the capture effect [62] capabilities of the receiver station. But capture
effects has some serious dis-advantages because it requires stringent packet-alignment for better
performance. At receiver, the packet that arrives first can be decoded easily and the packet that arrives
later becomes difficult to decode by the receiver circuitry [63]. Due to asymmetric dual links where
one link’s data rate is lower than the other, the throughput performance of this solution is degraded.
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Moreover, this proposal operates only in network scenarios where AP is full duplex and other clients
are half-duplex.

In PoCMAC [49], authors have proposed a Received Signal Strength Based (RSSB) contention
window size for all of the down link (DL) receiver clients (RX). A DL client calculates the SNRs
from both AP and primary transmitter and sets the size of their contention window according to
the calculated RSSBs. DL client(RX) with higher SNR for AP—RX link and lower SNR for PT—RX
link usually has smaller size contention window.It indicates that this DL client would undergo lower
ICI from the PT’s transmission.AP collects these contention window information about the clients
and selects the lower contention windows size station for the DL transmission.After the selection
of DL client, AP calculates the optimal transmission power for the PT and itself such ICI is reduced
and collision does not occur at DL client.This solution is suitable for infra-structured wireless LANs.
Furthermore,if two or more down link clients possess the same RSSB contention window size, this
MAC protocol operates in half-duplex mode.

In FD2 [64], each client is equipped with directional antenna in which up-link client transmits
its signal towards the AP. This directional transmission does not interfere with the down link clients.
Thus, it avoids ICI at the secondary receiver station. Although use of directional antenna can
reduce interferences, it also increases number of collisions in a wLAN. Due to increased collisions,
packet losses are also higher in wLANSs in which nodes are equipped with directional antennas.
Moreover, the existing half-duplex wireless terminals have omni-directional antennas.

Hsu et al. [61] have proposed an active ICI cancellation technique for infrastructure based wireless
networks. It exploits the AP’s FD capability by transmitting an opposite signal of the received signal
from the primary transmitter. AP sends both the nullifying signal and data signal to down link client.
The nullifying signal helps the down link client to thwart the interference signal from the primary
transmitter. For down link client selection, AP keeps track of the CSI information of all of the client
pairs within the wireless network. AP uses this historical CSI information while it starts to initiate
a simultaneous down link transmission with the transmission from the primary transmitter. CSIs of
each pair of clients vary with the dynamic nature of the wireless medium. CSI may become obsolete
with time, thus there are possibilities of selecting an inappropriate down link client. Moreover, as AP
has to send two signals, higher power consumption is an issue.

Lee et al. [65] considered the similar approach described in [61], but the authors have proposed
a comparatively lower signal processing complexity at the AP by incorporating a large number of
antennas. This solution is acceptable in infrastructure based wireless networks, but it cannot be applied
to ad-hoc networks where power constraints are very important issues.

In IFFD [41], if a down link client is out of the interference range of the primary transmitter,
it sends a control frame through which it informs the AP for the initiation of down link transmission.
From the overheard Clear-to-send (CTS) control frame, the down link client calculates distance between
primary transmitter and itself and examines whether or not it falls within the interference range of the
primary transmitter. This solution only enable FD down link transmission with hidden stations of the
primary transmitter.

Hu et al. [57] proposed a hybrid MAC protocol in which the authors demonstrated a two fold
contention approach to minimize the ICI among the clients in infrastructure based wireless LAN.
In the first phase, a primary transmitter upon getting access to medium sends UE-RTS control frame
to the AP. Then AP chooses a random number between 0 and 1 and if the number is greater than a
predefined threshold it sends AP-CTS which contains time duration for internal contention among
the down link clients. Within this internal contention, station that access the medium first and SNIR
requirements is chosen as the down link client. This scheme introduces several overheads which
consume much of the bandwidth of the wireless medium. Moreover, if no client accesses the medium
within the internal contention duration, half-duplex transmission is followed. In this case, medium
remains idle for internal contention duration and affects the performances of the MAC protocol.



Information 2020, 11, 216 18 of 26

Kai et al. [66] proposed a centralized pair wise solution among the up-link and down link clients
in which AP selects the down link client for a particular up-link transmission. AP maintains SNIRs
of each pair of up-link and down link client links. AP uses hungarian algorithm [67] to select a
down link receiver for a particular up-link transmission based on SNIRs. Then AP assigns access
intensity adjustment value to the pair to calculate the maximum down link aggregate utility. Based on
the up-link data rate requirement, this solution finds the optimal down link client for secondary
transmission. In this solution, it is assumed that each node is within the carrier sensing range of
each other.

Tables 5 and 6 depict various MAC protocols which have proposed solutions for ICI and comparisons
among those proposed solutions in terms of basic ideas, applications, advantages and drawbacks.

Table 5. Comparisons among various solutions of inter-client interference cancellation in full duplex

MAC protocols and their characteristics.

Protocol Strategy Type Advantages Drawbacks
pair-wise up-link and down-link Fairness among the Conflict map may become
client selection. AP uses conflict ) . . : X .
L. . down-link clients and It is obsolete, down-link client is
Janus [10] ~ map which is constructed based  passive . . .
on SNRs of each up-link and suitable for infrastructure selected based on a fixed
) ch up wLANS. probability threshold.
down link pair
Secondary receiver announces
itself for the candidate of Extra controls frames consumes
becoming a down link client by Suitable for ad-hoc wireless ~ bandwidth. If any of SRs does
[12] sending Full-duplex ACKs passive  networks, distributed not meet the required SNIR
(FDA) to the primary receiver. selection of ST to SR link. threshold, no concurrent
Candidacy is measured through transmissions take place.
received SNIRs.
No inter-client interference .
Only hidden nodes of the and it is suitable for Reduced 51mu1.tar.1eous full
. o . . . duplex transmission. AP always
[54] primary transmitter is allowed passive  infrastructure wireless
- may not have data for any of the
to become a secondary receiver. LANSs. No overheads for ICI hidden node of the PT
cancellation. ’
Exploitation of Capture effect.
Primary receiver initiates a In asymmetric dual link scenario
secondary transmission as soon R . throughput performance
as it receives a transmission . $1mp11c1ty and Suitable for become worse. Stringent packet
[48] L s active infrastructure and ad-hoc .
from PT, it is the responsibility wireless LANs alignment between the two
of SR to decode the appropriate ’ transmission is required for
data signal through capture better performance.
effect.
Received Signal Strength Based Infrastructure wLANS It introduces overheads and
(RSSB) contention window(CW) better throughput ’ changes frame structure of IEEE
PoCMAC  for down link clients.Lowest CW ssiv forman gbp ause it 802.11 DCF protocol. If clients
[49] station has better channel from passive Sﬁo:ses SRCsetatGilfmuvi?th high stations are closer to each other,
AP— SR client and is selected to uality link & there is possibility that no full
become an SR. q y ' duplex transmission takes place.
It is not suitable for handheld
Due to directional antenna, devices where installation large
ICI does not occur at the SR, number of antennas is not
FD2 [64] Directional up-link antenna active Useful for infrastructure possible. It is not compatible
wLANS and cellular with the existing devices as the
networks. antenna of the existing wireless
devices are omni-directional.
Expos APSFD apabily o L nilied Thoeore
send SR the opposite signal of V\?LI.) ANs. No overhead AP consumes enormous number
the received signal from PT re uiresci R(e)z fc; r:jnci [ 6:] has of power for sending two signals
[61,65] along with the data signal. Due  active d ) N to the SR. These are not suitable

to nullifying of the ICI signal,
an SR receives the original data
signal.

lower complexity because it
suggests for AP to be
equipped with a large
number of antennas

for ad-hoc networks where
devices have limited energy.
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Table 6. Comparisons among various solutions of inter-client interference cancellation in full duplex

MAC protocols and their characteristics(continued).

Protocol Strategy Type Advantages Drawbacks
Exploits the Interference
Range(IR) and Transmission If all of the clients are
Range(TR) of the transmitter. Tt minimizes ICL Tt is closer to each other, no
A clients calculates its ) applicable to bot.h ad-hoc SR is selected. ICI can
IFFD [41] distance from TX through passive aﬁs infrastructure wLANS occur due to high
overheard control frames and ’ transmission power of
decides whether or not it can the PT.
become a secondary receiver.
It uses two contention
windows:external and
1nternal'. Dur%ng internal Competent SR which has It has introduced new
contention window, higher SNIR between control frames which
competent secondary clients AI§%SR link wot the chance  consumes bandwidth of
[57] content with each other to ; <8 the link.Internal
2 passive  to take part in the secondary : Lo
become a secondary L N contention duration is
. . transmission. It is suitable . L
receiver(SR). AP decides the . wasted, if no DL client is
. . for infrastructure wLANSs.
duration of internal selected.
contention duration based on
a random number.
AP uses SNIRs to determine It works in a network
the optimal down-link client No extra signal processing scenario only when all
for a particular up-link client ) complexity at the client. the clients are within the
[66] using Hungarian’s algorithm ~ Passivé  Optimal down link client transmission range of

and adjusting access intensity
of each client.

selection.

each other and the data
traffics are symmetric.

7. Issues and Challenges in Full Duplex MAC Protocol

As the physical layer technologies of a full duplex device differ from those of the half duplex
devices, an FD MAC protocol has to consider these variations such as self-interference cancellation,
carrier signal sensing procedures, full duplex gain, and heterogeneous full duplex transmission
scenarios. Interference range and transmission range of a node limits the capacity gain of an FD MAC
protocol in a wLAN. As interference range of a transmitter reduces the number of simultaneous active
links in a fixed geographic region, it significantly affects the performance gain of an FD MAC [52]
protocol. In order to convey the maximum benefits of FD wireless physical layer to the upper layers,
an FD MAC protocol must address several unique issues that are not present in half-duplex wireless
radio environment. Several challenges pertaining to the design of an FD MAC protocol are described
in the following subsections.

7.1. Residual Self-Interference Cancellation

Physical layer technologies must ensure that an FD node has the capability to transmit and receive
in-band signal at the same time. Receiver circuit must be able to detect the amount of interference from
its own transmission successfully. Moreover, It must have the capability to disinfect the received signal
through cancelling out its own interference perfectly. Otherwise, the number of re-transmissions may
increase due to erroneous reception which results from residual self-interference. This can significantly
reduce the performance of a MAC protocol. Analog and Digital self-interference cancellation [68-71]
techniques are widely used in in-band FD wireless networks. In order to satiate applications” growing
demand for higher data rate, high power transmitter and wider band channels are necessary for
full duplex wireless networks. High power transmitter poses high self-interference on the receiver
antenna. But current research are promising towards achieving this requirement such as authors of
Reference [72] claim that 110 dB self-interference cancellation is possible with +30 dB of transmit power
from an FD wireless node.
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7.2. Bidirectional Transmission Mode

In FD wireless local area network, a receiver can be a sender at the same time in the same frequency
band. While a sender starts transmission to the receiver, the receiver can initiate a bidirectional
transmission with the sender. A MAC protocol should have the potential to adapt to this bidirectional
FD transmission property. If the lengths of the data frames in a bi-directional FD mode are asymmetric,
then collisions could happen due to transmissions from hidden nodes. As the two transmissions would
not be completed at the same time, stations other than PT and PR are not synchronized in this scenario.
Figure 6a shows the bidirectional transmission scenario in an FD wLAN.

7.3. Three Node Bidirectional Mode

If the primary receiver does not have data packet in its HOL for the primary transmitted but
it has data packet for other node, then three node bidirectional transmission is required to get the
maximum benefits out of in-band FD radio. The scenario is shown in Figure 6b. On the other hand,
if the primary receiver does not have data packet for other nodes in its vicinity but a node that belongs
to the transmission range of the primary transmitter has data packets for the primary transmitter, then
the primary transmitter acts as a secondary receiver. In this case, a three node in-band FD transmission
is established. This source based in-band FD scenario is depicted in Figure 6¢ in which one of the
neighbors of PT can act as secondary transmitter.

7.4. Asynchronous Contention and Back off Size

In CSMA, it requires that a node senses the medium for idleness before it can send data. Each node
has to wait until its back off time reaches to zero. Back-off time and contention window size depend
on how a wireless node perceives the medium. More collisions occur in a densely populated network.
As the number of collisions a node experiences differ due to the size of its neighborhood, it’s back off
time also varies accordingly. In case of bidirectional transmission, if CSMA is employed, the back-off
time of two nodes might not reach to zero at the same. While a PT initiates a transmission, the PR
maybe in back-off process. This asynchronous back-off time is depicted Figure 9 in which both Rx1
and Tx1 may have different collision domain due to varied density of neighbor nodes.

Figure 9. Asynchronous contention.

7.5. Transmission Region Reuse Factor

In-band FD radio has the potential to double the capacity of a wireless LAN. An FD node can
significantly reduce the space reuse region by other nodes for simultaneous transmission. This reduced
space reuse factor also decreases number of simultaneous links, it affects the performance of the
wireless LAN. This scenarios is shown in Figure 10 for half duplex networks. The neighbor nodes
of either the transmitter or receiver can initiate another transmission without mutual interference in
half-duplex radio. If an in-band FD radio is applied, the space reuse factor decreases because neighbor
nodes of either Tx/Rx are blocked virtually by the transmission from PT or PR. In Figure 11, it is shown
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that the neighbors those are within the vicinity of an in-band FD node can not initiate a transmission.
This reduced transmission region reuse factor is a hindrance towards achieving two folds capacity
gain in FD radio than half-duplex radio [52]. Therefore, an FD MAC protocol must employ some
measures so that this transmission region reuse factor is maximized to increase the capacity gain of a
wireless network.

Space Reusable by
Other Tx Space Reusable by
Other Rx

Figure 10. Half duplex transmission spatial reuse.
7.6. Inter-Operability among HD and FD Nodes

As all of the devices currently deployed in any wLAN are half duplex, replacement of those
devices with full duplex wireless interfaces might incur significant loss of investments in the industry.
New FD MAC protocols must have the capability to be backward compatible with those existing HD
MAC protocols.

Space unreusable by
Other Tx/Rx

Space unreusable by
Other TX/Rx

Figure 11. Full duplex transmission spatial reuse.
7.7. Power Consumption

In in-band FD wireless radio, simultaneous transmission and reception requires more power.
Power sources of handled and tiny devices are limited and rapid power drainage could result
segmentation in any wLAN. This partition can severely affects the performance of a wireless network.
In hostile wireless environment where rapid changes occur in wireless medium, it becomes difficult
for a transmitter to measure the idleness of the medium. In this case, a transmission might undergo
collisions and re-transmission of the same packet could drain the battery life of an FD node rapidly.
Hence an FD MAC should take power consumption into consideration while it operates in dynamically
varying wireless environment.

7.8. Inter-Node INTERFERENCE

In an infrastructure WLAN, while a primary transmitter (PT) starts transmission to an AP and
AP does not have any data frame for PT, AP can initiate a transmission to an ST. If ST is within the
transmission range of the PT, the transmission from PT induces interference at ST. Hence a collision
occurs at ST due to the transmissions from both AP and PT. This inter-node interference scenario is
depicted in Figure 8. In order to maximize the capacity of the network, An FD MAC protocol must
have the potential to minimize this inter-node interference.
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8. Conclusions

In-band Full duplex wireless radio has the major potential to double the capacity of the wireless
networks. As the need for higher data rate is increasing, doubling the capacity of the wireless network
is the main solution to satiate the future needs of wireless communication system. Effective and
efficient in-band MAC protocols are essential for various wLANSs because different wWLANs have
different requirements and pose unique challenges. The benefits of in-band full duplex transmissions
in wireless network can only be realized by higher layers while both the physical and the MAC layer
operate in full duplex mode. Among the challenges and issues identified and discussed in this paper,
only a few of them have been addressed by researchers and their proposed solutions have advantages
and limitations.

The design of a contention based MAC protocol which can address the three FD transmission
scenarios effectively is a challenging task. Most of the solutions found in the literature for the inter-client
interference problem are passive in which either hidden stations or SNIRs are taken into consideration.
Only a few them have proposed active ICI cancellation techniques but these techniques require higher
signaling computations which consume battery power. A combination of both active and passive
solutions can reduce the burden of higher signal processing at the clients as well as increase the
performance metrics of the wireless network. In-band full duplex radio can be utilized to various
application domains, such as cellular networks where base station and clients can transmit and receive
simultaneously in the same frequency band, thereby increasing the number users within a cellular
tower. Self-interference cancellation in a base station (of the cellular network) is a major concern because
the base station transmits with a high power to ensure long distance coverage. In-band FD radio
technologies can be very useful for Internet of Things (IoT) devices which require limited transmission
power and cover short distances. Reduction of power consumption by in-band FD tiny wireless
devices is a future research scope because the uses of hand-held devices are increasing exponentially
and those tiny devices possess low powered batteries. The qualitative comparisons and the limitations
of various proposed solutions to ICI problem (presented in Tables 4 and 6, respectively) can be helpful
for future research specifically in the field of in-band FD MAC protocols for various wLANSs.
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